
IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 68, NO. 7, JULY 2019 6697

On Countermeasures of Pilot Spoofing Attack in
Massive MIMO Systems: A Double Channel

Training Based Approach
Wei Wang , Nan Cheng , Member, IEEE, Kah Chan Teh , Senior Member, IEEE, Xiaodong Lin , Fellow, IEEE,

Weihua Zhuang , Fellow, IEEE, and Xuemin Shen , Fellow, IEEE

Abstract—In this paper, we investigate secure communication
in a massive multiple-input multiple-output (MIMO) system with
multiple users and multiple eavesdroppers (Eve) under both pi-
lot spoofing attack (PSA) and uplink jamming. Specifically, Eve
impairs the normal channel estimation by sending identical pilot
sequences with the legitimate users. Based on the impaired chan-
nel estimation, the base station adopts linear processing schemes
for uplink data reception, which is jammed by Eve, and downlink
confidential information transmission. We first evaluate the impact
of the PSA on the achievable rate with linear processing, and then
propose a double channel training based scheme to combat PSA.
By using the channel estimation difference in two training phases,
the presence of the PSA can be detected and accurate legitimate
channel estimation can be obtained by removing the effect of Eve’s
channel. Furthermore, we analyze the channel estimation errors
and derive a closed-form expression of the minimum mean square
error precoding scheme to maximize the minimum achievable se-
crecy rate, which outperforms the conventional linear precoding
counterparts.

Index Terms—Massive MIMO, pilot spoofing attack, double
channel training, downlink precoding, secrecy rate.

I. INTRODUCTION

BY EXPLOITING the large spatial degrees of freedom
(DoF), massive multiple-input multiple-output (MIMO)

can provide improved spectral and energy efficiency, and has
been regarded as a promising solution for future wireless com-
munication systems [1], [2]. It has been reported that 64-antenna
base stations (BSs) have been commercially deployed in LTE-
Advanced networks [3]. Particularly, channel vectors of differ-
ent users become asymptotically orthogonal by expanding the
size of the antenna array, which greatly facilitates the intra-cell
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interference management. More importantly, near-optimal per-
formance can be achieved through linear precoding and detec-
tion. Thus, plenty of research has been conducted to investigate
various problems in massive MIMO systems over the past years
[4]–[9].

On the other hand, wireless communications are vulnerable to
external eavesdropping and jamming due to the open nature of
wireless medium. Therefore, providing security is of paramount
importance for wireless communication systems [10]–[13]. By
utilizing the intrinsic characteristics of wireless channels, physi-
cal layer security can achieve secure transmission without using
upper layer cryptographic protocols and avoid complicated se-
cret key generation and management [14]. Hence, physical layer
security provides essential advantages in future large-scale and
heterogeneous networks, such as the space-air-ground integrated
networks, and has received intensive research attention recently
[15]–[20].

With a large antenna array at BSs, information transmission
can be focused in the direction where the users are located with
a sharp beam, and information leakage to unknown eavesdrop-
pers (Eves) can be significantly reduced; thus massive MIMO
can effectively boost physical layer security [11], [21]. Due to
the increased antenna gain and reduced inter-user interference,
the secrecy capacity can be increased by adding more antennas
[11]. Considering inter-cell interference in multi-cell systems,
positive ergodic secrecy rate is achievable with proper artifi-
cial noise (AN) injection, and the achievable secrecy rate with
random AN transmission is shown to be close to that of the
conventional null-space based AN transmission [21].

To fully exploit benefits of massive MIMO, accurate chan-
nel state information (CSI) is a prerequisite. Inaccurate CSI
based precoding not only introduces more inter-user interfer-
ence, but also incurs more information leakage to the Eves. In
time-division-duplex (TDD) massive MIMO systems, the down-
link CSI is acquired through reverse channel training. In this
case, smart Eves may jam such channel training process to ma-
nipulate the channel estimation, such that the achievable secrecy
performance is severely deteriorated. Specifically, a smart Eve
may send an identical training sequence with the legitimate user,
resulting in an contaminated channel estimation at the BS [22].
Moreover, the Eve can flexibly change the transmission power to
control the eavesdropping rate. Such an attack is usually termed
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as pilot spoofing attack (PSA) [23] or pilot contamination at-
tack [24], [25], and has been investigated in single-cell system
[26]–[31], multi-cell system [24], [25], and cell-free system [32],
respectively. It is proved that the secure DoF reduces to zero
under PSA [26], and the achievable secrecy rate does not mono-
tonically increase with the signal-to-noise ratio (SNR) [24].

To combat PSA, effective attack detection and channel esti-
mation are crucial. An energy ratio based detector is proposed in
[23], and PSA can be detected by comparing the received signal
power between Alice and Bob. PSA can also be detected with
the minimum description length (MDL) criterion [27] and the
source enumeration approach [28]. Legitimate channel and Eve
channel estimation and secure beamforming are discussed in
[28] by using the temporal subspace property of the pilot signal.
A jamming resistant receiver scheme is proposed for an uplink
massive MIMO system in [29], where the jamming channel is
estimated by exploiting the unused pilot sequence. To combat
PSA and jamming attack, a random training scheme is proposed
in [30], where each legitimate user is allocated with multiple pi-
lot sequences (PSs) and the user randomly selects one PS each
time to confuse the Eves. The transmitted PS of the legitimate
user can be identified based on the channel observations. How-
ever, most of the aforementioned works are suitable only for
single user and single Eve cases, since the energy ratio detector
[23] and the random training sequences [27], [28] cannot deal
with the inter-user interference in a multi-user case. Moreover,
multiple training sequences are required for each user in the ran-
dom training scheme [30], which greatly limits the applications
in practice. The PSA in the presence of multiple collaboratively
Eves is discussed from the perspective of Eves in [31], and thus
the schemes cannot be directly applied for PSA detection and
channel estimation at the BS.

In this paper, we consider both PSA and uplink jamming in a
general but challenging scenario with multiple users and multi-
ple Eves, which can be regarded as an extension of [28] and [30].
We first evaluate the effect of PSA on the uplink and downlink
achievable rates, and then propose a double channel training
based scheme to detect the presence of PSA and to estimate
the legitimate channels by cancelling out the components of
the eavesdropping channels. Based on the estimated channels, a
minimum mean square error (MMSE) based precoding scheme
is proposed to maximize the minimum achievable downlink se-
crecy rate. The contributions of this paper are summarized as
follows:
� We derive the lower bounds of the downlink achievable se-

crecy rate and uplink achievable rate with linear processing
under both PSA and uplink jamming, and obtain the suf-
ficient condition for achieving a positive secrecy rate. The
power allocation between PSA and uplink jamming is also
analyzed from the perspective of Eve;

� We propose a double channel training based scheme to
combat PSA. Based on the difference of the channel esti-
mations in two training phases, the presence of PSA can
be detected and the eigenspace of the eavesdropping chan-
nel can be estimated. Then, an eigenvalue decomposition
(EVD) based channel estimation scheme is adopted to es-
timate the legitimate channel by removing the contamina-
tion of the eavesdropping links. It shows that the downlink

achievable secrecy rate can be improved significantly for
both matched filter (MF) and zero-forcing (ZF) precoding
schemes based on the obtained channel estimations;

� We analyze the channel estimation errors arising from both
limited samples and limited number of antennas, and de-
rive a closed-form expression of the MMSE precoding for
minimum achievable downlink secrecy rate maximation,
which outperforms the MF and ZF precoding schemes.

The remainder of this paper is organized as follows. We de-
scribe the system model in Section II. The achievable uplink
and downlink rates with linear precoding and the power alloca-
tion of Eves are analyzed in Sections III. The double channel
training based scheme, PSA detection, and EVD based channel
estimation are presented in Section IV, and the MMSE pre-
coding design for downlink secrecy rate maximization is given
in Section V. Lastly, we demonstrate the simulation results in
Section VI and draw the conclusion of this study in Section VII.

II. SYSTEM MODEL

Consider downlink secure communications in a single-cell
massive MIMO system, where the N -antenna BS intends to
transmit confidential information to multiple single-antenna
users. Each user is assumed to be eavesdropped by a single Eve,
and each Eve can launch PSA and intentional jamming in the up-
link training and data transmission phases, respectively. All the
channels experience large-scale path loss as well as small-scale
fading. Specifically, for the kth user, the channel to the BS is de-
noted by

√
βuk

hk, where βuk
and hk ∈ C1×N denote the path

loss and small-scale Rayleigh fading with hk ∼ CN (0, IN ), re-
spectively. Similar definition applies to the lth Eve with channel√
βelgl and gl ∼ CN (0, IN ).
Remark 1: Each user may be eavesdropped by all the Eves,

and each Eve may launch PSA by combining all the training
sequences in the uplink training phase. Note that when each
Eve combines all the training sequences for PSA, the effect of
PSA on the channel estimation of a certain user is similar to
the case with a single virtual Eve. To facilitate the subsequent
theoretical analysis, we consider only the case that each user is
eavesdropped by a single Eve.

A. Uplink Channel Training

Consider the uplink pilot-based channel training for downlink
CSI acquisition in TDD massive MIMO systems, after perfect
synchronization between the BS and UEs. Each Eve is synchro-
nized with the BS to launch PSA. The K users use orthogonal
pilot sequences for channel training, and such sequences are
known to Eves and thus each Eve sends identical PS with the
legitimate user in the uplink training phase. The BS observes a
combined baseband signal1given by

Yp =

K∑

k=1

(√
Puβuk

hH
k sk +

√
Pekβekg

H
k sk

)
+N (1)

where Pu and Pek are the uplink transmission power levels of
the legitimate user and Eve, respectively, and sk is the PS of the

1Since the channel is independent over each coherent interval, we omit the
time instant for simplicity.
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kth user with length τp. Note that sksHl = δklτp with δkl = 1
when k = l and δkl = 0 otherwise, and N is the additive white
Gaussian noise (AWGN) at the BS following CN (0, σ2IN ). By
correlating Yp with sk , we have

yk =
skY

H
p

τp
=
√

Puβuk
hk +

√
Pekβekgk + nk (2)

where nk ∼ CN (0, σ2

τp
IN ). The MMSE estimation of the legit-

imate channel is given by [33]

ĥk =

√
Puβuk

Σ
yk

=
Puβuk

Σk
hk +

√
PuPekβuk

βek

Σk
gk +

√
Puβuk

Σk
nk

(3)

where Σk = Puβuk
+ Pekβek + σ2

τp
. The channel error can be

expressed as

h̃k = hk − ĥk ∼ CN (0, (1 − ηuk
) IN ) (4)

where ηuk
=

Puβuk

Σk
.

B. Uplink Data Transmission

During the uplink data transmission phase, users transmit pay-
load data to the BS and Eves transmit jamming signal to degrade
the reception at the BS. The received signal at the BS is given
by

yu =
K∑

k=1

(√
pkβuk

hkuk +
√

qkβekgkak

)
+ nu (5)

where pk and qk denote the uplink transmission power levels
of the kth user and the kth Eve, respectively, with uk and ak
being the corresponding transmitted signals. nu ∼ (0, σ2IN ) is
the AWGN.

C. Downlink Data Transmission

In the downlink transmission phase, the BS delivers data to the
users using the precoding vector based on the estimated chan-
nels, which is eavesdropped by the corresponding Eve. To en-
hance the secrecy rate, AN is injected [34]. Thus, the transmitted
signal is given by

x = WPm+
√
φ0PVna (6)

where P = diag[φ1P, . . . , φKP ], W = [w1, . . . ,wK ], and
m = [m1, . . . ,mK ]H , with φk, wk ∈ CN×1, and mk be-
ing the power allocation, beamforming vector, and intended

message to the kth user. In addition, P is the downlink
transmission power, φ0 is the power allocated to AN, V
is the weighting matrix for AN which is usually orthogo-
nal with Ĥ where Ĥ = [ĥH

1 , . . . , ĥH
K ]H ∈ CK×N , and na ∼

CN (0, 1
N−K IN−K) is the transmitted AN signal. The received

signal at the kth user is

yk =
√

φkPβuk
hkwkmk +

K∑

l �=k

√
φlPβul

hkwlml

+
√

φ0PhkVna + nk

(7)

where nk ∼ CN (0, σ2). Similarly, the received signal at the kth
Eve is

yek =
√

φkPβekgkwkmk +

K∑

l �=k

√
φlPβelgkwlml

+
√

φ0PgkVna + nek

(8)

where nek ∼ CN (0, σ2).

III. ACHIEVABLE SECRECY RATE WITH LINEAR PROCESSING

The BS adopts linear processing for both uplink recep-
tion and downlink transmission, with MF and ZF precod-

ing/detection schemes given by WMF = ĤH/
∥∥∥ĤH

∥∥∥ and

WZF = ĤH(ĤĤH)−1, respectively. In this section, we first an-
alyze the uplink and downlink achievable rate under both PSA
and uplink jamming, respectively. Then, the optimal power al-
location of Eve for PSA and uplink jamming is discussed.

A. Downlink Achievable Secrecy Rate

In the absence of downlink channel training, statistical CSI is
used by each user for signal detection [33], [35]. The achievable
rate of the kth user is lower bounded by [33]

Rk =
τdl
τc

log2(1 + SINRk) (9)

where τc is the coherent interval, τdl is the allocated downlink
data transmission time, and the effective signal-to-interference-
plus-noise ratio (SINR) is given by (10), shown at the bottom
of this page. Similarly, the eavesdropping rate of the kth Eve is
lower bounded by

Rek =
τdl
τc

log2(1 + SINRek) (11)

where SINRek is given by (12), shown at the bottom of the
page. Then, the achievable secrecy rate defined as the difference

SINRk =
φkPβuk

|E[hkwk]|2
φkPβuk

var(hkwk) +
∑K

l �=k φlPβuk
E[|hkwl|2] + φ0P

N−K ‖hkV‖2 + 1
(10)

SINRek =
φkPβek |E[gkwk]|2

φkPβekvar(gkwk) +
∑K

l �=k φlPβekE[|gkwl|2] + φ0P
N−K ‖gkV‖2 + 1

(12)
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between the rate of the legitimate user and that of the Eve can
be derived as follows.

Theorem 1: The downlink achievable secrecy rate with MF
precoding under PSA is approximated by

RMF
sec,k ≈ τdl

τc

[
log2(1 + SINRMF

k )− log2(1 + SINRMF
ek

)
]+

(13)
where

SINRMF
k =

C2
Nφkηuk

φkζuk
+
∑K

l �=k φl + φ0 +
σ2

βuk
P

(14)

SINRMF
ek

=
C2

Nφkηek

φkζek +
∑K

l �=k φl + φ0 +
σ2

βek
P

. (15)

Note that [x]+ = max(x, 0), and we use ζuk
= Vnηuk

+ (1 −
ηuk

), ζek = Vnηek + (1 − ηek), ηek =
Pek

βek

Σk
,Vn = N − C2

N ,

CN =
Γ(N+ 1

2 )

Γ(N) .
Please see Appendix A for proof.
Based on Theorem 1, the sufficient condition to achieve a

positive secrecy rate under PSA can be obtained, which is given
by the following corollary.

Corollary 1: For the kth user, a positive secrecy rate is
achievable when ηuk

≥ ηek .
The proof is omitted here.
Corollary 1 indicates that, as long as the effective training

power (i.e., the product of transmission power and the path loss)
of the legitimate user is larger than that of the Eve, the legitimate
channel capacity is larger than that of the eavesdropping channel,
since the beamforming vector will be closer to the user’s channel.
Following the same procedure, we can derive the achievable
secrecy rate without PSA.

Proposition 1: In absence of PSA, the downlink achievable
secrecy rate with MF precoding is approximated by

R̄sec,k ≈ τdl
τc

[
log2

(
1 + SINR

MF
k

)
− log2

(
1 + SINR

MF
ek

)]+

(16)
where

SINR
MF
k =

C2
Nφkη̄uk

φk ζ̄uk
+
∑K

l �=k φl + φ0 +
σ2

βuk
P

(17)

SINR
MF
ek

=
φk

φkVn +
∑K

l �=k φl + φ0 +
σ2

βek
P

. (18)

Note that ζ̄uk
= Vnη̄uk

+ (1 − η̄uk
) and η̄uk

=
Puβuk

Puβuk
+ σ2

τp

.

Based on Theorem 1 and Proposition 1, we can derive the
achievable secrecy rate loss, which is given by the following
corollary.

Corollary 2: When N → ∞ and N 
 K, the downlink
achievable secrecy rate loss due to PSA is approximated by

RDL,MF
loss,k ≈ τdl

τc
log2

(
C2

Nφkηek

ηuk

∑K
l=0 φl

)

. (19)

Proof: When N approaches infinity and PSA is absent, the
SINR of the legitimate user is much larger than that of Eve and

the secrecy rate approaches to the main channel capacity, which
reveals the inherent anti-eavesdropping capability of massive
MIMO [11]. However, both capacities of legitimate user and
Eve increase with N without PSA. Hence, the secrecy rate loss
can be approximated by

R̄s,k −Rs,k ≈ τdl
τc

[

log2

(
SINR

MF
k

)
− log2

(
SINRMF

k

SINRMF
ek

)]

=
τdl
τc

log2

(
SINR

MF
k SINRMF

ek

SINRMF
k

)

≈ τdl
τc

log2

(
C2

Nφkηek

ηuk
(
∑K

l �=k φl + Vnφk)

)

.

(20)

This completes the proof. �
Similar to the MF scheme, for ZF precoding, the achievable

secrecy rate can be obtained, which is given by the following
theorem.

Theorem 2: The downlink achievable secrecy rate with ZF
precoding in the presence of PSA is approximated by

RZF
sec,k ≈ τdl

τc

[
log2(1 + SINRZF

k )− log2(1 + SINRZF
ek
)
]+

(21)
where

SINRZF
k =

C2
N−K+1φkηuk

φkζuk
+
∑K

l �=k φl(1 − ηuk
) + φ0 +

σ2

βuk
P

(22)

SINRZF
ek

=
C2

N−K+1φkηek

φkζek +
∑K

l �=k φl(1 − ηek) + φ0 +
σ2

βek
P

. (23)

The proof is similar to Appendix A and is omitted here for
brevity.

B. Uplink Achievable Rate

Similar to the downlink beamforming, the BS uses linear MF
or ZF detection for the uplink received signal based on the es-
timated channels. The uplink achievable rate of the kth user is
lower bounded by

Rs
ul,k =

τul
τc

log2(1 + SINRs
ul,k), s ∈ {MF,ZF} (24)

where SINRs
ul,k is given by (25) and (26), shown at the bottom

of the next page, for MF and ZF detection, respectively, τul is
the time allocated for uplink data transmission.

When N approaches infinity, we can observe from (25) and
(26) that the interference from Eve who launches the PSA ap-
proaches infinity, which makes the SINR saturate to a constant
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given by

SINRs
ul,k → pkβuk

ηuk

qkβekηek
. (27)

We can conclude from (27) that the MF and ZF detection can
achieve the same performance in the presence of PSA and up-
link jamming. For the MF detection scheme, from (25) we can
obtain that, when the uplink jamming is absent, i.e. qk = 0, the
achievable SINR approaches to

SINR
MF
ul,k ≈ C2

Npkβuk
ηuk

pkβuk
ζuk

+
∑

l �=k plβul

. (28)

Hence, the achievable rate loss caused by the uplink jamming
can be approximated by

RUL,MF
loss,k ≈ τul

τc
log2

(
C2

Nqkβekηek
pkβuk

ζuk
+
∑

l �=k plβul

)

. (29)

We observe that both the uplink capacity and downlink capac-
ity can be severely degraded by the PSA due to the inaccurate
channel estimation. Thus, effective PSA detection and channel
estimation are required to improve the secrecy rate, as discussed
in the next section.

C. Power Allocation of Eves

Considering that each Eve can launch both PSA and uplink
jamming, from the perspective of Eve, the power allocated for
PSA and jamming signal needs to be optimized to maximize
the weighted sum rate loss of a legitimate user in both uplink
and downlink. Note that maximizing the rate loss is equivalent
to minimize the achievable secrecy rate in the downlink and
minimize the achievable rate in the uplink. The problem can be
formulated as

P1 : max
Pek

,qk
wkR

DL,MF
loss,k + vkR

UL,MF
loss,k

s.t. SINRMF
ul,k ≥ Γk

τpPek + τulqk ≤ Ek (30)

where wk and vk are the weighting factors for the kth user, Γk

is the uplink SINR threshold, Ek is the power constraint of each
Eve. Note that the uplink SINR constraint in P1 is used to hide
the presence of PSA. When the uplink SINR is too low, the BS
may infer the presence of the PSA and may take countermeasure
approaches to make it ineffective. Accordingly, we obtain the
following lemma.

Lemma 1: At the optimal point, at least one of the constraints
in P1 holds with equality.

Proof: From (19) and (29), we observe that the objective
function is a monotonically increasing function of Pek and qk.
Following that, we can prove Lemma 1 by contradiction [36].�

To facilitate the analysis, we substitute the uplink SINR by
its asymptotic form in (27). Then, the SINR constraint can be
transformed to

pkβuk
ηuk

qkβekηek
≥ Γk. (31)

For each fixed variable, it is straightforward to show that the
constraints in P1 are convex. Hence, the optimal solution can be
obtained through the alternate optimization algorithm [37].

Remark 2: Even thought the optimization in Subsection III-
C is based on MF precoding, it is also applicable to ZF precoding.

IV. PSA DETECTION AND CHANNEL ESTIMATION

In this section, we propose an uplink data aided double chan-
nel training scheme, which can accurately detect the presence
of PSA and estimate the legitimate channels.

A. Double Channel Training Scheme

In addition to the normal training as discussed in Subsec-
tion II-A, another training process is conducted during the uplink
training phase. Specifically, the kth user combines the normal
training sequence with a random sequence as

sb,k = ξk(
√
αksn,kP

⊥
k +

√
1 − αkske

jϕk) (32)

where P⊥
k = I− S̄H

k (S̄kS̄
H
k )−1S̄k denotes the nullspace of

S̄k, with S̄k = [s1, . . . , sk−1, sk+1, . . . , sτp ]
H , sn,k the random

training sequence for the kth user in the second phase training,
αk the power allocation between the random training sequence
and the normal training sequence, and ξk the power scaling
factor.

We assume that Eve can also conduct random training with a
training sequence given by

se,k =
√
αe,ks̃n,k +

√
(1 − αe,k)sk (33)

where αe,k is the power allocation between the random training
sequence and the normal training sequence for Eve. The received
signal in the second training phase is given by

Ỹp =
K∑

k=1

(√
Puβuk

hH
k sb,k +

√
Pekβekg

H
k se,k

)
+ Ñ (34)

SINRMF
ul,k =

C2
Npkβuk

ηuk

pkβuk
ζuk

+
∑

l �=k(plβul
+ qlβel) + qkβek(C

2
Nηek + ζek) + σ2

, (25)

SINRZF
ul,k =

C2
N−K+1pkβuk

ηuk

pkβuk
ζuk

+
∑

l �=k(plβul
(1 − ηuk

) + qlβel(1 − ηek)) + qkβek(C
2
N−K+1ηek + ζek) + σ2

. (26)
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where Ñ is the AWGN with each element following CN (0, σ2).
By correlating Ỹp with sk, we have

ỹk = skỸ
H
p

=
√
Puβuk

hksks
H
b,k +

√
(1 − αe)Peβekgksks

H
k

+

K∑

i=1

√
αePeβeigisks̃

H
n,i + ñk

(35)

where ñk ∼ CN (0, σ2τpI). Note that, with the random train-
ing sequence, the mutual orthogonal property among different
sequences of Eves does not hold anymore and the estimated
channel is contaminated by all the other eavesdropping chan-
nels. By using the least square (LS) estimation method, we can
obtain

ĥ2,k =
ỹk√

Puβuk
sksHb,k

= hk +

√
(1 − αe,k)Pekβek√

Puβuk

sks
H
e,k

sksHb,k
gk

+

K∑

i=1

√
αe,kPekβeisks̃

H
n,i

sksHb,k
gi +

ñk√
Puβuk

sksHb,k
.

(36)

From (36), to estimate the channel, prior information about
sb,k or sHb,ksk at the BS is required. In practice, each user can
adaptively change parameters such as αk and ϕk to satisfy
sHb,ksk = ᾱτpe

jωk , where ᾱ and ωk can be determined based
on its large scale fading coefficient βuk

, which is unknown to
Eves. From (2), with the LS estimation method, we have

ĥ1,k =
yk√
Puβuk

= hk +

√
Pekβek√
Puβuk

gk +
1

√
Puβuk

nk. (37)

Following that, we can obtain

zk = ĥ1,k − ĥ2,k = gE + nz (38)

where

gE =

√
Peβek

Puβuk

(

1 − sks
H
e,k

sksHb,k

)

gk −
K∑

i=1

√
αePeβei

sks̃
H
n,i

sksHb,k
gi

(39)
and nz is the AWGN which follows CN (0, σ2

NI) with σ2
N =

σ2

τpPuβuk
(1 + 1

ᾱ2 ). Note that the eavesdropping channel compo-
nents exist only in the difference of estimated channels. Thus,
the difference of channel estimations can be used to detect the
presence of PSA, which is discussed in the next subsection.

B. PSA Detection

To detect the presence of PSA, we first define two hypotheses,
H0 and H1, H0- there is no active Eve conducting the PSA and
H1- the pilot training of each user will be attacked by an active
Eve. The estimated channel difference for the kth user in the two

training phases is

H0 : zk = nz ∼ (0, σ2
NI)

H1 : zk = gE + nz ∼ (gE , σ
2
NI).

(40)

SincegE is unknown to the BS, we adopt a generalized logarithm
likelihood test, given by

T (zk) = ln
max
gE

f(zk | H1,gE)

f(zk | H0)
=

‖zk‖2

σ2
N

H1

�
H0

T̄ (41)

where T̄ is the test threshold determined by a predefined
false alarm probability. Under hypothesis H0, ‖zk‖2 follows
a Gamma distribution with shape and scale parameters N
and σ2

N , respectively. Then, the false alarm probability can be
calculated by

Pfa = P (‖zk‖2 > σ2
N T̄ | H0) = Γ(T̄ , N). (42)

For a given false alarm rate, ε, the threshold can be calculated
by T̄ = Γ−1(ε,N).

After the PSA is detected, we proceed to estimate legitimate
channel and the eavesdropping channel to recover the secure
transmission. In the next subsection, we adopt the EVD based
channel estimation scheme to estimate the legitimate channel.

C. EVD Based Channel Estimation

The received signal in the uplink data transmission phase in
(5) can be rewritten as

yu = uD1/2
u H+ aD1/2

e G+ n (43)

where Du = diag{p1βu1 , p2βu2 , . . . , pKβuK
}, and De =

diag{q1βe1 , q2βe2 , . . . , qKβeK}, u = [u1, . . . , uK ]. The co-
variance matrix of the received data signal can be calculated
by

Ry = E[yH
u yu] = HHDuH+GDH

e G+ σ2IN . (44)

When N approaches infinity, we have

hlh
H
k

N
= δlk. (45)

Following that, we can obtain

RyH
H = HH(NDu + σ2IK) (46)

and

RyG
H = GH(NDe + σ2IK). (47)

For a large N , the columns of HH and GH are pairwisely or-
thogonal, and NDu + σ2IK and NDe + σ2IK are diagonal
matrices. As a result, the kth columns of HH and GH are the
eigenvectors corresponding to the eigenvalues of Npkβuk

+ σ2

and Nqkβek + σ2, respectively. Hence, both H and G can be
estimated from the eigenvectors of Ry [38].

However, since the transmission power for PSA and the dis-
tance to each Eve are unknown to the BS, it is difficult to match
the eigenvalue with the corresponding eigenvector. On the other
hand, when the effective transmission power of Eve is very close
to that of the legitimate user, the EVD based channel estimation
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has a large estimation error. Since each zk only contains the
Eves’ channel information, we can estimate the eigenspace of
the Eves’ channel based on the EVD method. From (38), when
PSA is present, we have

Rz =

K∑

k=1

E[zHk zk] →
K∑

k=1

K∑

i=1

c2
kig

H
i gi, as N → ∞. (48)

The eigenspace of the Eve channels can be estimated by
the eigenvector corresponding to the K largest eigenvalues
of Rz. Denote Ug as the eigenspace of the Eve chan-
nels, by projecting the received uplink data signal into the
null space of Ug space,i.e., ỹH

u = (IN −Pg)y
H
u with Pg =

Ug(U
H
g Ug)

−1UH
g , the jamming signal can be cancelled

out. Following the EVD channel estimation procedure, the
eigenspace of the legitimate channels can be obtained from the
eigenvector of the covariance matrix of ỹu. In practice, the co-
variance matrix can be estimated based on the received uplink
data, i.e.,

R̂ỹ =
1
τul

τul∑

t=1

E[ỹH
u (t)ỹu(t)]. (49)

Note that ỹu(t) denotes the tth received symbol in the up-
link transmission phase. Denoting the set of eigenvectors
of R̂ỹ corresponding to the K largest eigenvalues by U =
[u1,u2, . . . ,uK ], the channel estimates can be founded as

ĥH
k = Puĥ

H
1,k (50)

where Pu = U(UHU)−1UH . Moreover, when the transmit
power of each Eve and its path loss coefficient are available,
the eavesdropping channel can be estimated as

ĝk = PgĝLS,k (51)

where ĝLS,k is the LS estimation of the eavesdropping channel.
Remark 3: The proposed training scheme can be applied to

the multi-user case since the training sequences sent from the
users remain orthogonal with each other. Moreover, for the case
that each Eve employs a random training sequence in both train-
ing phases, the proposed double training scheme is still ap-
plicable, but the eavesdropping channel cannot be accurately
estimated.

Remark 4: For the case without uplink jamming, we can em-
ploy the EVD approach to estimate the eigenspace of the legiti-
mate channels, and accurate channel estimation can be obtained
without double channel training.

V. MMSE-BASED PRECODING FOR SECRECY

RATE MAXIMIZATION

In this section, we aim to design the beamforming
vector based on the obtained channel estimation to max-
imize the achievable secrecy rate. For the users, we de-

fine Λu = diag{φ1Pβu1 , . . . , φKPβuK
}, FU = Λ

1
2
uH, F̂U =

Λ
1
2
uĤ, and F̃U = FU − F̂U . Similarly, for Eves, we define

Λe = diag{φ1Pβe1 , . . . , φKPβeK}, FE = Λ
1
2
eG, F̂E = Λ

1
2
e Ĝ,

and F̃E = FE − F̂E . Since the secrecy rate is determined by

both the main channel capacity and the eavesdropping capacity,
based on (7), the downlink secrecy rate maximization problem
can be equivallently formulated as:

P2: min
W

EF̃U ,F̃E ,m

[
‖α(FUWm+ n)−m‖2

+ ‖ξαFEWm‖2
∣∣
∣ F̂U , F̂E

]

s.t. trace(WHW) = 1.

(52)

In (52), ξ is used for information leakage control and α is a
power scaling factor to satisfy the power constraint.

Remark 5: Otimization problem P2 contains the eavesdrop-
ping channel and thus requires the information of large-scale
path loss of Eves to be available at the BS. When such infor-
mation is not available, we can remove the second part in the
objective function by setting ξ to zero.

To solve P2, we first investigate the channel estimation errors
arising from inaccurate subspace estimation due to the limited
number of antennas and limited samplings.

Lemma 2: The covariance of the channel estimation error
can be approximated by

E
[
F̃H

ν F̃ν | F̂ν

]
≈ δνIN , ν ∈ {U,E} (53)

where δν =
∑K

i=1 φiPβνi

∑
l �=k φ2

lβ
2
νl

Nφ2
kβ

2
νk

.

Please see Appendix B for proof.
Then, the optimal precoding vector can be obtained based on

Lemma 2, which is given as follows.
Theorem 3: For a fixed power allocation, the optimal down-

link beamforming vector is given by

W
 = α
(
F̂HF̂+ ξ2F̂H

E F̂E + κIN

)−1
F̂H . (54)

where κ = δU + ξ2δE +Kσ2

Please see Appendix C for proof.
It is worth noting that, similar to the multi-cell precoding in

[33] where the inter-cell interference is taken into account for
precoding design, the information leakage to Eve is incorporated
in the proposed MMSE precoding. However, when all the users
are allocated with equal power, the precoding scheme only maxi-
mizes the minimum achievable secrecy rate among all the users.
To maximize the achievable sum secrecy rate, optimal power
allocation among different users requires further investigation.

VI. NUMERICAL RESULTS

In this section, the downlink achievable secrecy rate and up-
link achievable rate under PSA are evaluated through simula-
tions to verify the analysis. The path loss follows β = C0r

−4,
with C0 = −38.46 dB. The users are uniformly distributed in
a circular region with BS located at the center and the inner
and outer radiuses of 100 m and 120 m, respectively. With-
out loss of generality, we assume that each Eve experiences the
same path loss with the corresponding legitimate user. The up-
link transmitting power levels for pilot and data of the users are
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Fig. 1. The PSA detection probability, with N = 64, K = 4, and ε = 5%.

Fig. 2. The NMSE of different channel estimation schemes, where N = 64
and K = 4.

Pu = 30 dBm and p1 = · · · = pK = 30 dBm, respectively, un-
less otherwise specified, and the downlink transmission power
of the BS is 40 dBm. The transmission power for PSA is set to
be the same for all Eves, and q1 = · · · = qK = Pek unless oth-
erwise specified. For notation simplicity, we use η = Pek/Pu to
denote the transmission power for PSA. The channel coherent
inteval is set to be τc = 1000 samples for a low mobility envi-
ronment (corresponding to a coherent time 50 ms and coherent
bandwidth 200 kHz) [39], the uplink training length is τp = K
samples, and the uplink data transmission length is τul = 200
samples. For each simulated point in the curves, 10000 Monte
Carlo simulations are conducted.

We evaluate the PSA detection performance with the proposed
double channel training scheme, as shown in Fig. 1. For a given
false alarm probability, the detection probability increases with
the SNR and approaches to one in high the SNR region. More-
over, the detection probability increases with the transmission
power of PSA, which infers that Eve should properly control its
transmission power to hide its presence. We evaluate the chan-
nel estimation performance with different channel estimation
schemes, and use the normalized mean square error (NMSE)
(‖hk − ĥk‖2/‖hk‖2 ) as the performance metric, in Fig. 2. The
NMSE of the proposed scheme is much lower than that of the

Fig. 3. The downlink achievable secrecy rate with different channel estimation
and precoding schemes, where K = 4, φ = 0.8, and η = 0.5 for all Eves. Note
that the marked lines denote the results for ZF scheme and the black circles
are theoretical lower bound for the MMSE based channel estimations with or
without PSA.

LS scheme and the conventional EVD based channel estima-
tion scheme, especially in the high SNR region. This is because
the LS estimation scheme cannot distinguish between the user’s
channel and the eavesdropping channel due to the PSA. In ad-
dition, since the Eves are assumed to experience the same path
loss as the corresponding users, the EVD based scheme has a
large error in subspace estimation.

The downlink achievable secrecy rate under both MF pre-
coding and ZF precoding schemes are shown in Fig. 3. We ob-
serve that the achievable secrecy rate is severely degraded by
the PSA for both precoding schemes due to the inaccurate chan-
nel estimation. In addition, the achievable secrecy rate mono-
tonically increases with the number of antennas when PSA is
absent, whereas it remains invariant under PSA since both the
SINRs of the legitimate user and Eve increase with the number
of antennas. For the MF precoding scheme with the proposed
channel estimation, the achievable secrecy rate approaches to
that of the perfect CSI case, which shows the effectiveness of
the proposed scheme. However, for the ZF precoding scheme,
even though the secrecy rate can be significantly improved with
the proposed scheme, there exists a large gap as compared to
the perfect CSI case. This is because the ZF precoding scheme
relies on very accurate channel estimation, and more inter-user
interference occurs under channel estimation errors. Moreover,
the lower bound is very tight as compared with the simulation
results, which validates the theoretical analysis.

The uplink achievable rate under PSA and uplink jamming is
shown in Fig. 4 with different channel estimation and MF/ZF
detection schemes. Similar to the downlink case, we can observe
that the uplink achievable rate is significantly degraded by PSA.
It approaches to a constant value when N is very large, which
verifies the analysis in Subsection III-B. The uplink achievable
rate with the proposed channel estimation scheme outperforms
that with the conventional scheme. This is because the uplink
jamming can be cancelled out, since the proposed channel esti-
mation lies in the nullspace of the eavesdropping channel. We
then analyze the impact of power allocation between PSA and
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Fig. 4. The uplink achievable rate vs. the number of antennas with different
schemes, where K = 4 and η = 0.5 for all Eves. Note that the marked lines
denote the results for ZF scheme and the black circles are theoretical lower
bound for the MMSE based channel estimations with or without PSA.

Fig. 5. The uplink achievable sum rate vs. the transmission power of PSA,
where N = 64, Pu = 30 dBm, the total energy of each Eve is 0.1 J. Note that
the approximated optimal solution with P1 is denoted by the solid star.

uplink jamming of Eve on the uplink achievable rate in Fig. 5. It
can be seen that the uplink achievable rate is a convex function
of the transmission power for PSA and the obtained solution
of PSA power with P1 in Subsection III-C approaches to the
optimal value.

Lastly, we compare the downlink achievable secrecy rates for
different precoding schemes based on the proposed channel es-
timation in Fig. 6. The minimum achievable secrecy rate among
all the users can be significantly improved with the proposed
MMSE precoding scheme, since the information leakage to Eve
has been reduced by the proposed scheme. Moreover, the achiev-
able secrecy rate with the MF precoding scheme increases with
N , and is larger than that of the ZF scheme whenN is very large.
This is because the channel estimation error decreases with N ,
and thus the achievable secrecy rate will be improved. Since the
channel estimation errors arising from the limited antennas can-
not vanish [40], and the ZF precoding scheme is very sensitive
to CSI errors, the achievable secrecy rate with ZF precoding is
asymptotically approach to a constant, as shown in Fig. 6. The

Fig. 6. The minimum achievable secrecy rate among all the users with different
precoding schemes based on the proposed channel estimation, where N = 64,
K = 8, φ = 0.9, η = −5 dB for all Eves.

Fig. 7. The downlink achievable sum secrecy rate with different precoding
schemes based on the proposed channel estimation, where N = 64, K = 8,
φ = 0.9, and η = −5 dB for all Eves.

achievable sum secrecy rate with AN is evaluated, as shown in
Fig. 7, which demonstrates that the proposed precoding scheme
outperforms both the MF and the ZF schemes.

VII. CONCLUSION

In this paper, we have evaluated the effect of PSA on the
achievable rate in a single-cell massive MIMO system. It has
been shown that both the uplink achievable rate and the down-
link achievable secrecy rate can be degraded severely by PSA,
and downlink positive secrecy rate is achievable as long as the
effective transmission power of Eve is less than that of the le-
gitimate user. To improve the secrecy rate, a double channel
training based scheme has been proposed, and the eigenspace
of Eve channels can be estimated based on the channel estima-
tion difference. It has been shown that the PSA can be detected
and the legitimate channel can be estimated accurately with the
proposed scheme. Based on the estimated channels, an MMSE
precoding scheme has been presented to maximize the downlink
achievable secrecy rate. To facilitate the analysis, we consider
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only the single-cell case in this study. Extension to a multi-cell
case requires further investigation in the future considering both
the conventional pilot contamination and pilot spoofing attack.

APPENDIX

A. Proof of Theorem 1

Based on the lower bound of the achievable rate in (9) and
(11), the achievable secrecy rate is approximated by

Rsec,k ≈ [Rk −Rek ]
+. (55)

Based on (3) and MF precoding, we have

|E[hkwk]|2 =

∣∣∣∣
∣∣
E

⎡

⎣hkĥ
H
k∥

∥∥ĥH
k

∥
∥∥

⎤

⎦

∣∣∣∣
∣∣

2

= E

[∥∥∥ĥk

∥∥∥
2
]

(a)
= C2

Nηuk

where (a) holds because ‖ĥk‖ follows a chi-square distribution
with 2N DoF. Similarly,

var(hkwk) = E[(hkwk)
2]− E2[hkwk]

(b)
= E

[∣∣∣h̃kwk

∣∣∣
2
]
+ E

[∣∣∣ĥkwk

∣∣∣
2
]
− E2[ĥkwk]

(c)
= 1 − ηuk

+ var(ĥkwk)

= 1 − ηuk
+ Vnηuk

,

where (b) holds since ĥk and h̃k are independent of each other,
and (c) holds since h̃k and wk are uncorrelated. Substituting
the above results into (9), we can obtain the lower bound of the
achievable rate for the kth user. Similarly, we can derive the
achievable rate for the kth Eve as shown in (11).

B. Proof of Lemma 2

The channel estimation error comes from the subspace esti-
mation error of eavesdropping channel due to the finite N and
limited number of samples. It has been proved that the effect of
limited number of samples on the channel estimation vanishes as
the number of samples increases. Since the length of the uplink
data is usually much larger than the number of users, channel
estimation errors resulting from limited samples can be ignored.
From [40], we know that the channel estimation error arising
from a limited number of antennas is given by

h̃k =

∑
l �=k plβul

hlh
H
k hl

Npkβuk

(56)

and the covariance of the channel estimation error can be calcu-
lated by

h̃H
k h̃k ≈

∑
l �=k φ

2
lβ

2
sl

Nφ2
kβ

2
sk

IN . (57)

Similarly, we can derive the covariance for the eavesdropping
channel.

C. Proof of Theorem 3

The objective function of P2 can be expressed as

J(W)

= E
[
‖α(FUWm+ n)−m‖2 + ‖ξαFEWm‖2

∣∣∣ F̂U , F̂E

]

= E
[
‖(αFUW − IK)m‖2 + ‖ξαFEWm‖2

∣∣
∣ F̂U , F̂E

]
+ α2K

= trace
(
E
[
(αFUW − IK)H(αFUW − IK)

+α2ξ2WHFH
EFEW|F̂U , F̂E

])
+ α2K

= trace
(
α2WHE[FH

U FU |F̂U ]W − αWHFH
U − αF̂UW

+α2ξ2WHE[FH
EFE |F̂E ]W

)
+ (α2 + 1)K

(d)
= trace

(
α2WH

(
F̂H

U F̂U + ξ2F̂H
E F̂E + (δU + ξ2δE)IN

)
W

−αWHF̂H
U − αF̂UW

)
+ (α2 + 1)K,

(58)

where (d) follows from Lemma 2. The Lagrangian function of
P2 can be expressed as

L(W, λ) = J(W) + λ(trace(WHW)− 1) (59)

where λ is the Lagrangian multiplier. Define

R = F̂H
U F̂U + ξ2F̂H

E F̂E +

(
δU + ξ2δE +

λ

α2

)
IN (60)

we have

L(W, λ) = ‖Θ− Ξ‖2 − F̂UR
−1F̂H

U + (α2 + 1)K − λ (61)

where Θ = αR
1
2 W, and Ξ = R− 1

2 F̂H
U . It can be seen that

L(W, λ) is minimized when Θ = Ξ. Thus, the optimal solu-
tion can be obtained as

W
 =
1
α
R−1F̂H

U . (62)

We then have

L(W
, λ) = −F̂UR
−1F̂H

U + (α2 + 1)K − λ. (63)

Similar to the proof in [33], we can solve the optimal value of λ

given by λ
 = α2K. This completes the proof.
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