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Privacy-preserving Smart Parking Navigation
Supporting Efficient Driving Guidance Retrieval

Jianbing Ni, Student Member, IEEE, Kuan Zhang, Member, IEEE, Yong Yu, Member, IEEE,
Xiaodong Lin, Fellow, IEEE, Xuemin (Sherman) Shen, Fellow, IEEE

Abstract—It is always frustrating and time-consuming for
drivers to find an available parking spot in a congested area,
such as downtown and shopping malls, especially in peak hours.
Thus, it is very helpful for drivers to have real-time parking
information to assist them in finding vacant parking spots
timely. Unfortunately, to acquire needed parking information,
the drivers have to submit personal queries for the availability
of parking spaces in their destinations, but it could result in
privacy violation if the queries are not protected. To reduce
drivers’ hassle and preserve drivers’ privacy, we propose a
privacy-preserving smart parking navigation system (P-SPAN)
with efficient navigation result retrieval for drivers using Bloom
filters. P-SPAN enables a cloud to guide vehicles to vacant
parking spaces in the destinations based on real-time parking
information without disclosing any personal information about
drivers. Specifically, the drivers are able to anonymously query
accessible parking spots to the cloud, and efficiently retrieve the
encrypted navigation results from the passing-by roadside units.
An efficient data retrieval mechanism is developed based on
Bloom filters to support navigation result retrieval for querying
vehicles. Thus, it is unnecessary for a vehicle to keep connected
with the queried roadside unit for acquiring the navigation
result. Performance evaluation shows that P-SPAN provides
effective parking navigation with high navigation result retrieving
probability and low computational and communication overhead.

Keywords: Vehicular ad hoc networks (VANETs), smart park-
ing, vehicular communications, Bloom filter, security and privacy.

I. INTRODUCTION

With the increasing number of vehicles in metropolises,
finding a vacant parking space in a congested area, such as
shopping malls, sport centers and downtown, has become
a conflicting and frustrating problem for drivers [2]. It is
common for drivers to cruise on road or circle in a parking lot
for vacant parking spots. Such vehicles lead to an average 30
percentage of the traffic in crowded areas [3]. This extra traffic
gives rise to serious social problems, such as traffic congestion,
fuel waste, vehicle accident and air pollution. Although some
online navigation systems, e.g., Google Maps and portable
navigators, can help drivers to locate parking garages in their
desirable destinations, drivers may still common meet that
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there is no vacant parking space when they arrive, especially
in peak hours. Parking guidance information systems [4], [5]
have been deployed to broadcast the number of accessible
parking spots at some specific spots on roads, but they may
increase the traffic pressure around these positions.

Vehicular ad hoc network (VANET) is a particular type of
mobile ad hoc network (MANET) where the mobile nodes are
vehicles travelling across roads [6]. Each vehicle is equipped
with an onboard unit (OBU) to communicate with the nearby
vehicles through vehicle-to-vehicle (V2V) communications,
and with the roadside units (RSUs) via vehicle-to-roadside
(V2R) communications [7], [8]. VANET provides a variety
of promising applications to improve road safety and enrich
driving experience, in which smart parking navigation offers a
real-time parking navigation service to guide on-road drivers
to accessible parking spaces [9]. It is a critical supplement
for conventional navigation systems to resist drivers to find
vacant parking spots through vehicular communications. In
smart parking navigation, the OBU on a vehicle is able
to send a parking query to the nearby RUSs for parking
space discovery in its destination and reach the accessible
parking spot following the up-to-date parking information
acquired from the RSUs. It has the advantage that drivers can
conveniently use on-board OBUs to access real-time parking
navigation services and reach accessible parking spaces within
short delay and low fuel cost.

Security and privacy are preliminary concerns for drivers
in VANETs, since the infrastructure may be confronted with
various cyber attacks, including impersonation attacks, forgery
attacks and global eavesdropping attacks [10], [11]. To prevent
the impersonation attack, it is necessary to authenticate drivers
before accessing services, such that a fabricated or unlicensed
driver can be detected if it pretends a legal driver to access
free services [12]. All messages exchanged between OBUs
and RSUs should be signed to prevent the pollution and
modification of attackers. The exposure of navigation queries
and results is another essential security and privacy problem
for smart parking navigation services. A driver is unwilling
to disclose the destination in navigation queries to remain the
whereabouts secret, and the protection of navigation results
is important to prevent the results sharing with all nearby
vehicles if this service is charged; otherwise, the nearby drivers
enable to enjoy free parking navigation services, in case they
have the same destination with the querying vehicle.

In addition, the leakage of location information is a huge
concern for drivers, which triggers numerous controversies on
track exposure [13], [14]. Some navigation systems, such as
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Apple Maps, Google Maps and Baidu Maps, collect drivers’
locations and destinations [15], resulting in the leakage of
drivers’ trajectory and the exposure of their personal habits.
In VANET-based parking navigation, the OBUs frequently
interact with RSUs to deliver personal queries, including
the current locations and destinations, to acquire real-time
parking information. Thus, it is possible for curious entities
to learn the driving patterns of vehicles and determine the
drivers’ locations at a future time, and even identify per-
sonal information about drivers, including references, home
addresses, workplaces, health conditions, political affiliations
and social relationships, according the visiting frequency of
specific places. Further, the exposure of vehicles’ locations
may bring huge convenience for car thieves, as they might
trace the vehicles several days before taking action and prefer
to steal cars in quiet places [16]. Thereby, location privacy is
critical for the wide acceptance of smart parking navigation
services to the public. One common method of location privacy
preservation is to achieve the anonymity of drivers [17],
[18]. Once the drivers are anonymous, no attacker is able to
identify the drivers from navigation queries or link several
navigation results to reconstruct the trajectory of a specific
driver. Unfortunately, after their identities are hidden, how
to return navigation results to the target vehicles becomes
a new challenge. To resolve this issue without sacrificing
drivers’ privacy, Chim et al. [19] assume that the vehicle
can keep the connection alive with the RSU after sending
the navigation query until it successfully obtains the reply,
which is quite challenging in reality, particularly, when the
vehicle moves at a pretty high speed. The handover of V2R
connections and signals blocking of buildings increase the dis-
connection probability of a querying vehicle. As a result, the
delivery probability of navigation results is limited. Besides,
full anonymity is unrecommended because it is impossible to
charge drivers for smart parking navigation services or identify
unlicensed or unqualified drivers who get too many demerit
points on driving records. Therefore, the drivers’ identities
should be recovered for service charging and unqualified
drivers identification when necessary.

In this paper, we propose a Privacy-preserving Smart
PAking Navigation system (P-SPAN) by integrating vehicu-
lar communications and cloud storage to offer secure smart
parking navigation services for drivers. We observe that most
of drivers use GPS navigation systems, such that the driving
route from the source to a destination can be determined.
Therefore, the driving-through RSUs for a driver can also be
predicted. Thus, drivers can query accessible parking spaces
through vehicle communications and acquire the navigation
results from the RSUs on the way to the destinations. To be
specific, the contributions are three folds:

• P-SPAN enables drivers to query available parking spots
by delivering their current locations and destinations to
the cloud. The latter searches available parking spots in
the destinations based on the real-time parking informa-
tion. After generating the navigation results, the cloud
returns them to the RSUs that the drivers may drive
through. Finally, the drivers retrieve the navigation results

TABLE I
COMPARISON OF FIVE NAVIGATION PROTOCOLS

[2] [19] [20] [21] P-SPAN
Privacy Preservation

√ √ √ √ √

Cover Large Scale X
√ √ √ √

Untrusted RSUs X X X
√ √

Multi-time Pseudonym
√ √ √

X
√

No alive connection X X X X
√

from the RSUs on the way to their destinations when they
enter their coverage areas. With this parking navigation
service, the fuels and the time wasted on finding vacant
parking spots can be significantly reduced.

• To prevent the privacy leakage of drivers, P-SPAN guar-
antees conditional privacy preservation for drivers derived
from anonymous credentials. In specific, a registered ve-
hicle delivers a personal parking query to the cloud, along
with the anonymous credential generated by the cloud,
and receives the navigation results without exposing its
real identity. At the same time, a trusted authority is able
to recover the driver’s identity for charging or identifying
unqualified drivers.

• We develop an efficient data retrieval mechanism to
enhance the retrieving probability of navigation results
in anonymous vehicular communications based on Bloom
filters. The vehicle can retrieve the navigation result from
the RSUs built on the driving routes following GPS
navigation information. The probability that vehicles suc-
cessfully obtain the navigation results can be dramatically
improved. This approach is still suitable for the traditional
situation where the navigation result is returned rapidly,
and the vehicle can receive it from the queried RSU
within low latency.

The remainder of this paper is organized as follows. We
review the related work in section II and formalize system
model, security threats and security goals in section III. In
section IV, we propose our P-SPAN system and discuss its
security in section V, followed by the discussion on the
probability of navigation result retrieval and the performance
evaluation in section VI. At last, we draw our conclusion in
section VII.

II. RELATED WORK

To support various safety or infotainment applications with-
out exposing drivers’ privacy, a variety of privacy-preserving
vehicular communication protocols have been proposed in
VANETs, including anonymous announcement, secure data
forwarding and privacy-preserving traffic monitoring. VANET-
based privacy-preserving navigation [2], [19], [20], [21] was
introduced to assist vehicles to reach their desired destinations
following proper paths within low latency. Lu et al. [2] pro-
posed a privacy-preserving parking scheme for large parking
lots, which enables three RSUs to locate vacant parking spaces
for vehicles arriving large parking lots. This scheme is of
small scale that covers parking lots. Chim et al. [19] present-
ed a VANET-based secure and privacy-preserving navigation
scheme, in which the RSUs deployed on roads collect real-time
road information and collaboratively guide vehicles to reach
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the destinations distributively. Unfortunately, this scheme is
vulnerable to the internal attack of vehicles as the master key
is shared among all vehicles. To resist this attack, Cho et
al. [20] proposed an improved privacy-preserving navigation
protocol to eliminate the requirement of the master secret key
sharing. Consequently, Sur et al. [21] demonstrated that the
protocols [19], [20] are designed on strong assumptions that
all RSUs are fully trusted and the vehicles would not share
their credentials with others illegitimately. To address these
weaknesses, Sur et al. proposed a secure navigation protocol
from one-time credential and proof of knowledge. However,
the schemes [19], [20], [21] depend on the assumption that
a moving vehicle is able to finish a query with an RSU,
which is quite challenging in reality, particularly, when the
vehicle moves at a pretty high speed. Therefore, based on our
observation, we remove this assumption and propose a novel
smart parking navigation system to achieve parking navigation
services for drivers without invading drivers’ privacy. Thereby,
it is not necessary for the querying vehicle to keep connection
alive with the RSU to receive navigation result, instead, the
vehicle can retrieve the navigation result from the RSUs on
the way to its destination. Such a design is superior to the
existing schemes [19], [20], [21], as the retrieving probability
of navigation results can be improved. The differences between
the schemes in [2], [19], [20], [21] and the P-SPAN are
significant, as shown in table I.

III. PROBLEM STATEMENT

We define the problem by formalizing system model and
security threats, and identify security goals.

A. System Model

A smart parking navigation system has four entities: a cloud,
a large number of vehicles, RSUs and a trusted authority.
• Cloud. The cloud, composed of a set of servers and a data

center, offers two kinds of services, namely, the parking
space management service and smart parking navigation
service. In parking space management service, the servers
at parking lots and RSUs beside roads collect and manage
the status information about parking spots, i.e., possessed,
reserved and vacant, charge the parking fee based on the
charging policy and outsource the real-time parking data
to the data center. The smart parking navigation service
for drivers is built on the maintained parking information.
For example, the cloud manages the parking lots (red
points in Fig.1) around the CN tower and offers smart
parking navigation service for the drivers whose desired
destinations are CN tower.

• Vehicles. Each vehicle has the capacity to interact with
the nearby vehicles and the RSUs using the equipped
irreplaceable and temper-proof OBU device. OBUs also
have computational capability to execute some simple
computations and storage resources to keep data, includ-
ing a small amount of read-only memory. People with
driving licenses can drive vehicles on roads. Demerit
points are added to a driver’s licence, if the driver is
convicted of breaking certain driving laws. If the driver

Fig. 1. System Model of P-SPAN

collects enough points, he or she is not qualified to drive
in a certain time period.

• RSUs. RSUs, deployed on roads, communicate with each
other and with driving-through vehicles. They are con-
nected with the Internet to interact with the cloud. Each
RSU is resource in rich, indicating that it has sufficient
computational capacity to execute cryptographic oper-
ations to ensure the security of information exchange
and storage spaces to maintain the navigation results for
drivers.

• Trust Authority (TA). The TA can be a government agency
that administers vehicle registration and driver licensing,
such as Department of Motor Vehicles (DMV) in USA
and ServiceOntario Centers in Canada. It is a fully trusted
authority, whose responsibility is to issue the public-key
certificates for all the entities in the system, including
the cloud, RSUs and vehicles, and recover the drivers’
identities in anonymous parking navigation services for
service charging or unqualified drivers identification.

Fig. 1 depicts the model of smart parking navigation system.
To bootstrap the system, the drivers, RSUs and the cloud
generate their individual public-secret key pairs to achieve
the secure communication and the TA issues the public-key
certificates for all entities, respectively. A driver is required to
licence at TA and obtains a digital driving licence after passing
driving test, which is stored on the smart phone or a USB
device. The cloud provides parking space management service
to parking lots and roadside parking spaces, and maintains
real-time parking data outsourced by parking lots through the
Internet. To make fully use of the real-time parking data,
the cloud offers smart parking navigation service for drivers,
which assists drivers to find vacant parking spaces in their
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destinations. To access this service, a driver is required to
register the service at the cloud and acquire an anonymous
credential for service access. The smart parking navigation
consists of two phases: query and retrieval. In the query
phase, (1) a vehicle delivers a parking navigation query
generated from its destination and current location, and sends
it to the nearby RSU; (2) The RSU receives the parking
navigation query and forwards it to the cloud. The cloud
searches an available parking space for the querying driver
based on the maintained real-time parking information and
the driver’s desired destination. In the retrieval phase, (1) the
cloud predicts the RSUs that the querying vehicle may drive
through and returns the navigation result to these RSUs, and
the RSUs store the navigation result temporarily; (2) When
the querying vehicle enters the coverage area of an RSU, it
sends a retrieving query to the RSU; (3) The RSU searches on
memory and returns the corresponding navigation result to the
vehicle if it maintains that result, otherwise, the vehicle tries to
acquire the navigation result from the following RSUs. If the
recommended parking space is possessed, the cloud updates
the navigation result based on the new location of the vehicle.
The vehicle can retrieve the result from the driving-through
RSUs and obtain the latest navigation result.

B. Security Threats

Security threats may come from both internal and external
attackers. The global eavesdroppers listen on the communica-
tion channels to capture the transmitting messages exchanged
between two entities in the smart parking navigation system,
such that it is possible for the eavesdroppers to learn the
moving patterns of drivers, guess the locations of drivers at
a certain time, and identify personal preferences and habits
of drivers from the visiting frequency of points of interest.
Internal attackers may be the curious employees in cloud or
drivers who are willing to learn more information about other
drivers. Although the cloud would follow the regulations and
agreements agreed with the drivers, it is also interested in
drivers’ privacy and eagers to mine private knowledge from
the parking navigation queries or learn the driving trajectory
of a specific driver. The vehicles may launch impersonation
attacks to pretend legitimate vehicles to enjoy free parking
navigation service if this service is charged, or eavesdropping
attacks to capture the navigation result, in case they have the
same destinations with the querying vehicle. However, they
would not share their digital driving licences or anonymous
credentials with other vehicles, since they will be punished
once discovered by the TA. In addition, the RSUs may be
compromised by hackers and they may read the navigation re-
sults maintained on storage spaces, or use all sorts of methods
to learn sensitive information about drivers by analyzing the
forwarding data, e.g., parking queries and navigation results.

C. Security Goals

To achieve privacy-preserving smart parking navigation
through vehicular communications under the aforementioned
system model and against the security threats, P-SPAN should
meet the following security goals:

• Identity Authentication: To ensure that a driver is qual-
ified to drive on roads, indicating that the driver has
a digital driving licence and its driving record is good
enough for vehicle driving.

• Service Authentication: To guarantee that the vehicle
participating in smart parking navigation service is legit-
imate. It is impossible for an attacker to impersonate a
registered vehicle for accessing free navigation service if
the service is charged.

• Privacy Preservation: To ensure that the privacy of
drivers would not be disclosed in smart parking navi-
gation service. Moreover, given two parking queries, no
attacker is able to learn whether both queries are delivered
by the same driver, such that the driving pattern of the
vehicle is protected.

• Traceability: The TA is able to recover the real identities
of the drivers participating in smart parking navigation
service for service charging or unqualified drivers iden-
tification.

IV. THE PROPOSED P-SPAN

We review the preliminaries and describe P-SPAN in detail.

A. Preliminaries

If S is a non-empty set, s ∈R S denotes s is randomly
chosen from S. (G1,G2,GT ) are cyclic groups with the same
prime order p. ê : G1 × G2 → GT is type 3 bilinear pairing
[22], in which G1 6= G2 and there is no efficiently computable
homomorphism between G1 and G2 in either direction. Type
1 pairing is that G1 = G2 and type 2 pairing is that G1 6=
G2 and there exists an efficiently computable homomorphism
π : G2 → G1, but there is no efficient homomorphism in the
other direction.

Mathematical Assumptions. The secuirty of P-SPAN relies
on three mathematical assumptions as follows.

Decisional Diffie-Hellman (DDH) assumption in G2 [23].
If there is no algorithm can solve the DDH problem, that is,
given (ĝ, ĝa, ĝb, ĝc) ∈ G4

2, to determine c = ab or not, in
probabilistic polynomial time with non-negligible probability,
then we say that the DDH assumption in G2 holds.

Modified LRSW assumption 1 [22]. If there is no algo-
rithm can solve the modified LRSW problem 1, that is, given
gb, ĝa, ĝb, where g is a generator of G1, ĝ is a generator of G2

and a, b ∈R Zp, and an oracle O, which on input m ∈R Zp
that chooses a random h ∈R G1 \ 1G1 and answers the pair
P = (h, ha+bm), to compute a new pair P ′ = (h′, h′

a+bm′
)

for h′ ∈R G1 \ 1G1
and a new m′ that is not one of the

ms queried in O, in probabilistic polynomial time with non-
negligible probability, then we say that the modified LRSW
assumption 1 holds.

Modified LRSW assumption 2 [22]. If there is no algo-
rithm can solve the modified LRSW problem 2, that is, given
ĝa, ĝb, where ĝ is a generator of G2 and a, b ∈R Zp, and an
oracle O, which on input m ∈R Zp that chooses a random
h ∈R G1 \ 1G1

and answers the pair P = (h, ha+bm), to
compute a new pair P ′ = (h′, h′

a+bm′
) for h′ ∈R G1 \ 1G1

and a new m′ that is not one of the ms queried in O, in
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probabilistic polynomial time with non-negligible probability,
then we say that the modified LRSW assumption 2 holds.

The modified LRSW assumption 1 and the modified LRSW
assumption 2 can be proved to hold in the generic group
model.

PS Signature. The PS signature is a public-key signature
scheme proposed by Pointcheval and Sanders [22] and its
existential unforgeability is proven against chosen message
attacks without random oracles under the modified LRSW
assumption 2 [22].

Let ĝ be a generator of G2. (y, x1, · · · , xr) ∈R Zr+1
p

is the secret key of the signer and (Ŷ , X̂1, · · · , X̂r) ←
(ĝy, ĝx1 , · · · , ĝxr ) is the public key. A digital signature on
multi-block messages (m1, · · · ,mr) ∈ Zrp is φ = (φ1, φ2) =

(h, hy+
∑r
j=1 xjmj ), where h is a random value chosen from

G1 \ 1G1 . The signature φ can be publicly verified as φ1 6=
G1 \ 1G1

and ê(φ1, Ŷ
∏r
j=1 X̂

mj
j ) = ê(φ2, ĝ).

Bloom Filter [24]. A Bloom filter (BF) is a probabilistic
data structure that is used to test whether an element is a
member of a set. It uses an array of m bits to represent a set
of S with at most n elements and a set of k independent hash
functions H = {h1, · · · , hk} to uniformly map every element
to index numbers over [0,m−1]. We use (m,n, k,H)-Bloom
filter to denote the Bloom filter with parameters (m,n, k,H),
BFS to denote the Bloom filter that encodes the set S and
BFS [i] to denote the bit on index i in BFS . Initially, all bits
in the array are set to be 0. To insert an element x ∈ S to
the Bloom filter, the hash functions in H are used to map
the element x to k index numbers, and the bits at all these k
indices in the array are set to be 1, that is, for each 1 ≤ l ≤ k,
BFS [hl(x)] = 1. To query an element x′ in S, x′ is hashed
by the hash functions in H to get k index numbers, and then,
all locations on k indices in the array should be checked. If
one of the bits at these locations is 0, x′ does not belong to
the set S; otherwise, x′ is probably in S.

A counting Bloom filter (CBF) is an extension of the Bloom
filter, in which a λ-bit counter replaces the single bit on each
index to indicate the number of collisions happened on this
location. The CBF offers a method to implement the delete
operation on a Bloom filter without recreating the filter. The
CBF is denoted as (m,n, k,H, λ)-counting Bloom filter and
CBi denotes the counter on the index i. In the insert operation,
the counter CBi increases if an element is hashed to the index
of the counter. In the lookup operation, x is an element of the
set S if all counters on the required indices are non-zero. The
counters decrease if the element x is deleted from the set S.

B. The P-SPAN System

Our P-SPAN consists of five phases: system setup, service
registration, parking query, result retrieval and driver tracing.
The details of the P-SPAN are shown as follows.

1) System Setup: The TA sets the security parameter %,
which denotes the security level of the system. % = 160 or
256 in general for Elliptic Curve cryptography. Let p be the
large prime with % bits, and (G1, G2, GT ) be a set of cyclic
groups with the same order p. ê : G1 × G2 → GT is the
type 3 bilinear pairing. g is a generator of G1 with g 6= 1G1

,

and ĝ, ĝ0 are two generators of G2 with ĝ 6= ĝ0 6= 1G2 .
H : {0, 1}∗ → Zp is a collision-resistant secure hash
function, C = ENCAES(K,M) and M = ENCAES(K, C)
are the encryption and decryption algorithms of advanced
encryption standard (AES), respectively. The TA randomly
selects (y, y1) ∈R Z2

p and computes Ŷ = ĝy , Ŷ1 = ĝy1 .
(y, y1) is the secret key of the TA and (g, ĝ, Ŷ , Ŷ1) is the
corresponding public key.

The cloud initializes the parking space management ser-
vice and smart parking navigation service. It manages the
status information about parking spaces and uses the real-
time parking information to provide smart parking navigation.
To generate the secret-public key pair, the cloud randomly
chooses (x, x1, x2, x3) ∈R Z4

p to calculate

(X,X1, X2, X3)← (gx, gx1 , gx2 , gx3).

(X̂, X̂1, X̂2, X̂3)← (ĝx, ĝx1 , ĝx2 , ĝx3).

(x, x1, x2, x3, X) is the secret key of the cloud, and
(X1, X2, X3, X̂, X̂1, X̂2, X̂3) is the corresponding public key.

Each RSU has a unique number RID associated with its
location. The RSU randomly chooses z ∈R Zp as its secret
key and calculates Z = gz as its public key. The RSU
defines two Bloom filters: CBFK and V BFK . CBFK is a
(m,n, k,H, λ)-counting Bloom filter and V BFK is a variant
of the traditional Bloom filter. k hash functions hl ∈ H
in both Bloom filters are defined as hl : G1 → Zm, for
1 ≤ l ≤ k. V BFK uses an array of γ-bit strings to indicate
the storage addresses of navigation results, rather than an array
of bits to represent the set membership in traditional Bloom
filter. A storage address S is divided into k shares of γ-bit,
S1, S2, · · · , Sk, using the XOR-based secret sharing scheme,
and each share is stored on one index in V BFK according to
the hash values of the input. Initially, the counters in CBFK
and the strings in V BFK are set to be zero.

A driver has a unique identity ID to register at the TA for
a digital driving licence after passing driving test. The driver
interacts with the TA in the following steps:

• The driver randomly chooses (w,w′) ∈R Z2
p to com-

pute (W, Ŵ , Ŵ ′, Ŵ0) ← (gw, Ŷ w1 Ŷ
w′ , ĝw

′
, Ŷ w1 ), and

sends (ID,W, Ŵ , Ŵ ′) to the TA, along with the zero-
knowledge proof:

PK1 = {(w,w′) :W = gw∧Ŵ = Ŷ w1 Ŷ
w′∧Ŵ ′ = ĝw

′
}.

(1)
• The TA computes Ŵ1 = Ŵ/Ŵ ′y , verifies the proof PK1

and checks whether the equation ê(W, Ŷ1) = ê(g, Ŵ1)
holds. If either is invalid, the TA returns failure and
aborts. Otherwise, the TA randomly picks v ∈R Zp to
calculate

(A1, A2, A3)← (gv, (gYW y1)v, ê(A1, Ŷ1)). (2)

Note that (A1, A2) is a PS signature on message w and
A3 is calculated to avoid the bilinear pairing computation
for the OBU. Finally, the TA sends (ID,A1, A2, A3) to
the driver via a secure channel and keeps (ID,W, Ŵ1)
secret in a database.
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Fig. 2. Information Flow of Parking Query in P-SPAN

• The driver sets his/her digital driving licence, which
consists of two parts, the public part (ID,W,A3)

and the secret part (w, Ŵ0, A1, A2). The secret part
(w, Ŵ0, A1, A2) is kept secretly in a USB device and
plugged in the vehicle when the driver starts the vehicle.

2) Service Registration: To access the smart parking
navigation service, firstly, a vehicle has to register on the
cloud to acquire an anonymous credential, which is used to
access the service in an anonymous manner. To apply to the
credential, the OBU on the driver’s vehicle interacts with the
cloud as follows:
• The OBU randomly selects (t, s) ∈R Z2

p to compute C =
gtXID

1 Xs
2X

w
3 and the zero-knowledge proof:

PK2 = {(t, s, w) : C = gtXID
1 Xs

2X
w
3 ∧W = gw}. (3)

The OBU delivers (ID,C,W,PK2) to the cloud.
• The cloud checks the validity of PK2 and returns failure

and aborts if PK2 is invalid; otherwise, it randomly
chooses u ∈R Zp to calculate (B1, B2)← (gu, (XC)u).
The cloud sends (B1, B2) to the OBU via a secure
channel and stores (ID,C,W,B1, B2) in its database.

• The OBU checks ê(B1, X̂)ê(B1, ĝ
tX̂ID

1 X̂s
2X̂

w
3 )

?
=

ê(B2, ĝ). If yes, the OBU computes B3 = B2/B
t
1, and

obtains the anonymous credential AC = (B1, B3). At
last, it keeps (AC, s) in the read-only memory of the
OBU.

3) Parking Query: When a driver ID needs the smart
parking navigation service, the OBU on the vehicle sends a
parking navigation query to the cloud to discover a vacant
parking space in the destination. With the digital driving
licence and the anonymous credential AC, the OBU generates
a parking navigation query as follows:
• Generate the basic query information, including current

location CL, the destination DS, current time t1, expect-
ed arrival time t2, expiration time t3 and acceptable price
range AP .

• Encrypt (DS,CL,AP, t2, t3) by randomly choosing
r ∈R Zp, r1 ∈ G1, and computing c1 = gr, c2 = r1X

r
1 ,

and c3 = ENCAES(r1, DS|| CL||AP ||t2||t3).
• Randomly pick κ ∈R Zp to compute a temporary session

key U = ĝκ, L = H(ID,DS,AP, t2, t3) and a tag T =
ĝwĝLs0 .

• Randomly picks (α, β) ∈R Z2
p to compute AC ′ =

(B′1, B
′
3) = (Bα1 , (B3B

β
1 )
α) and generate a zero-

knowledge proof as

SPK


(ID,w, s, κ, β) :

ê(B′1, X̂ĝ
β)ê(B′1, X̂

ID
1 X̂s

2X̂
w
3 ) = ê(B′3, ĝ)
∧ U = ĝκ

∧ T = ĝwĝLs0

 (N),

where N is a random number chosen from Zp as the
identifier of the parking navigation query.

• Randomly choose (r′, r′′) ∈R Z2
p to randomise

(A1, A2, A3) by calculating

(Ã1, Ã2, Ã3)← (Ar
′

1 , A
r′

2 , A
r′r′′

3 ), (4)

compute c = H(Ã1, Ã2, Ã3, N, t1, U, T,AC
′,SPK, c1,

c2, c3), τ = r′′ + cw, and output (Ã1, Ã2, c, τ) as a
signature.

At last, the OBU keeps (U, κ) and sends the parking navigation
query Q = (N, t1, c1, c2, c3, U, T,AC

′,SPK, Ã1, Ã2, c, τ) to
the nearby RSU, if it is in the coverage area of an RSU.
Otherwise, the OBU sends Q the nearby vehicles to reach
the nearby RSU via V2V communications. The OBU also
temporarily keeps the query Q and delivers Q to an RSU,
when the vehicle connects the RSU.

When an RSU with RID receives Q from a vehi-
cle, it first checks whether Q has been received and
checks the signature (Ã1, Ã2, c, τ) by calculating A =

ê(Ã1, Ŷ
c)ê(Ã2, ĝ

−c) ê(Ã1, Ŷ
τ
1 ) and verifying whether c ?

=
H(Ã1, Ã2, A,N, t1, U, T,AC

′, SPK, c1, c2, c3) holds. If yes,
the RSU verifies whether Q has the same tag T with a received
query; otherwise, the RSU returns failure. If the tag T is the
same with the tag in a previous query, the RSU ignores Q,
otherwise, it randomly selects r2 ∈R Zp to compute a signa-
ture on Q by calculating Ar = gr2 , cr = H(RID,Q,Ar),
τr = r2 + zcr, and forwards (RID,Q,Ar, τr) to the cloud.

The cloud verifies the RSU’s signature by computing c′r =
H(RID,Q,Ar) and checking ArZ

c′r
?
= gτr after receiving

(RID,Q,Ar, τr). If not, the cloud returns failure; otherwise, it
verifies whether T in Q is equal to the one in a received query.
If yes, the cloud ignores this query; otherwise, it checks the
signature (Ã1, Ã2, c, τ) to ensure the validity of ID’ driving
licence and SPK to authenticate the validity of the credential
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AC. If both are valid, the cloud decrypts (c1, c2, c3) to obtain
DS||CL||AP ||t2||t3 as r1 = c2/c

x1
1 , DS||CL||AP ||t2||t3 =

ENCAES(r1, c3). If the query is not expired, the cloud finds
an available parking lot for the vehicle based on (DS, CL,
AP , t2) and the real-time parking data of parking lots. In
addition, the cloud forwards Q to the TA for charging. The
information flow of parking query phase is shown in Fig. 2.

4) Result Retrieval: The cloud first generates a navigation
result RS for the parking navigation query, including the
geographic location of available parking lot, the quality of ac-
cessible parking spots, the parking price and the recommended
parking space. The cloud also randomly picks ψ1 ∈R Zp
and ψ2 ∈R G1 to compute φ1 = gψ1 , φ2 = ψ2U

ψ1 ,
φ3 = ENCAES(ψ2, RS) and K = Ux1 . Then, the cloud
generates a signature by randomly choosing ψ3 ∈R Zp
to compute σ1 = gψ3 , σ2 = H(t3,K, φ1, φ2, φ3, σ1) and
σ3 = ψ3 + y1σ2. After that, the cloud predicts the driving
route of the vehicle and determines the set of RSUs R that
the vehicle would pass by. Finally, the cloud forwards the
navigation result R = (t3,K, φ1, φ2, φ3, σ1, σ3) to each RSU
in R. If the recommended parking space is possessed by other
vehicles, the cloud has to generate a new navigation result R∗

for the querying vehicle and forwards it to the RSUs in R.
Upon receiving R, each RSU in R calculates σ′2 =

H(t3,K, φ1, φ2, φ3, σ1) and checks (σ1, σ3) as σ1X
σ′2
1

?
= gσ3 .

The RSU returns failure if the equation does not hold; other-
wise, the RSU keeps R in the following steps, as shown in
Fig. 3:

• Insert K into the CBFK . Specifically, the counter
CBhl(K) increases by one and the rest counters keep the
same for each 1 ≤ l ≤ k.

• Keep R on the memory and acquire the storage address
S.

• Insert S into the V BFK . Specifically, the RSU divides
S into k shares of γ-bit, S1, S2, · · · , Sk, using the XOR-
based secret sharing scheme. If the location on hl(K)
of V BFK has been occupied, the RSU reuses the string
V Bhl(K), i.e., Sl is set to be V Bhl(K), in which l ∈
{1, · · · , k − 1}; otherwise, Sl is fixed to be a random
γ-bit string. The last string Sk is computed as Sk =
S ⊕ S1 ⊕ S2 ⊕ · · · ⊕ Sk−1, if V Bhk(K) = 0; otherwise,
find an unpossessed location on hl(K) to set Sl = S ⊕
S1 ⊕ · · · ⊕ Sl−1 ⊕ Sl+1 ⊕ · · · ⊕ Sk.

When the vehicle enters the coverage area of an RSU∗ (with
an identifier RID∗ and a secret-public key pair (z∗, Z∗)), it
checks whether the parking navigation result R is maintained
on the RSU∗ and retrieves the result from RSU∗. The OBU
first obtains (U, κ) from its memory and calculates K∗ = X̂κ

1 .
Then, the OBU randomly picks (u1, u2) ∈R Z2

p to compute a
signature as

(C1, C2, C3)← (Au1
1 , Au1

2 , Au1u2
3 ),

β1 = H(C1, C2, C3,K
∗, t̃),

τ1 = u2 + β1w,

where t̃ is the timestamp. Finally, the OBU forwards the
retrieving query (K∗, C1, C2, β1, τ1, t̃) to the RSU∗ for navi-
gation result retrieval.

Upon receiving the retrieving query from the OBU, the
RSU∗ performs the following steps to find the corresponding
navigation result.
• Verify the signature (C1, C2, β1, τ1) by calculating C ′3 =
ê(C1, Ŷ

β1)ê(C2, ĝ
−β1)ê(C1, Ŷ

τ1
1 ) and verifying whether

β1 = H(C1, C2, C
′
3,K

∗, t̃) or not, and return failure and
abort if the equation does not hold.

• Check whether the counters on the locations
(h1(K∗), · · ·hk(K∗)) in CBFK are nonzero, and
return failure and abort if one of the counters is zero.

• Recover the storage address S as S = V Bh1(K∗) ⊕
V Bh2(K∗)⊕· · ·⊕V Bhk(K∗) and find the navigation result
R on the storage address S.

• Randomly choose r3 ∈R Zp to compute σ∗1 = gr3 , σ∗2 =
H(RID∗, R, σ∗1) and σ∗3 = r3 + z∗σ∗2 .

The RSU∗ sends (RID∗, R, σ∗1 , σ
∗
3) to the OBU and performs

the deletion operation to remove K∗ from CBFK and S from
V BFK . In specific, the counters in CBFK on the indices
hl(K

∗) for 1 ≤ l ≤ k decrease by one, and the shares of S in
V BFK are removed if the corresponding counters in CBFK
are set to be zero. In addition, if the stored navigation result is
expired, the RSU also performs deletion operation to update
CBFK and V BFK .

After obtaining (RID∗, R, σ∗1 , σ
∗
3), the OBU computes

σ∗4 = H(RID∗, R, σ∗1) and checks whether σ∗1(Z
∗)σ
∗
4 = gσ

∗
3 .

If not, the OBU returns failure; otherwise, it computes σ4 =
H(t3,K, φ1, φ2, φ3, σ1) and verifies whether σ1Xσ4

1 = gσ3 .
If not, the OBU forwards R to the TA for complaint; oth-
erwise, the OBU calculates ψ2 = φ2/φ

κ
1 and recovers the

navigation result RS = DECAES(ψ2, φ3). According to this
information, the driver can find a vacant parking space in the
destination. When the vehicle drives through other RSUs, it
would till send the retrieving query to the nearby RSU to check
whether the navigation result is updated and retrieve the latest
one.

5) Driver Tracing: The TA is able to know the digital
driving licence of the driver from the signature (Ã1, Ã2, c, τ).
Specifically, the TA uses each (ID,W, Ŵ1) to test whether
ê(Ã2, ĝ) = ê(Ã1, Ŷ ) ê(Ã1, Ŵ1) holds or not, until it gets a
match.

V. SECURITY DISCUSSION

We discuss the security properties of our proposed P-SPAN,
including identity authentication, service authentication, priva-
cy preservation and traceability.

Identity Authentication: The driver with an eligible digital
driving licence is qualified to drive on roads. The digital
driving licence is generated based on the PS signature inter-
acting with the TA, who is responsible for issuing driving
licences to drivers. The TA generates the driving licence
(ID,W,w, Ŵ0, A1, A2, A3) and delegates it to the driver
in system setup phase, which is randomized in parking
query phase to compute the signature on the parking query
(Ã1, Ã2, c, τ). Through the signature verification, the verifier
can learn whether the driver is eligible for driving or not. Since
the signature on parking query is generated from the driving
licence (ID,W,wv, Ŵ0, A1, A2, A3), only the driver having
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Fig. 3. Insert Operation for the RSU.

an eligible driving licence is able to compute a valid signature
(Ã1, Ã2, c, τ). Therefore, the identity authentication of drivers
depends on the driving licence, which is a PS signature
generated by the TA. Since the PS signature is unforgeable
based on the modified LRSW assumption 2, no attacker can
forge the driving licence (ID,W,w, Ŵ0, A1, A2, A3) and fur-
ther generate the signatures on navigation queries. Therefore,
the drivers are authenticated to ensure that only drivers with
eligible driving licences can drive on roads.

Service Authentication: In service registration phase, the
OBU on each vehicle interacts with the cloud to generate
an anonymous credential AC, which is used to access the
smart parking navigation service. To query a vacant parking
space, the OBU should prove the possession of AC using zero-
knowledge proof to the cloud to show the access capability
of parking navigation service. Therefore, only the vehicles
with valid anonymous credentials can enjoy this service. To
generate an anonymous credential AC for a vehicle, the cloud
signs the commitment C using its secret key to compute a
signature (B1, B2) and the vehicle generates AC = (B1, B3)
from (B1, B2). The unforgeability of anonymous credential
(A1, A3) can be reduced to the modified LRSW assumption
1 [22]. The anonymous credential AC satisfies B1 = gu,
B3 = (XgtXID

1 Xs
2X

w
3 )u/gut = (XXID

1 Xs
2X

w
3 )u, which

is a valid PS signature on (ID, s, w). The public parameters
are (X1, X2, X3) compared with the PS signature. Therefore,
the security of anonymous credential can be reduced to the
modified LRSW assumption 1, while the unforgeability of PS
signature depends on the modified LRSW assumption 2 [22].
In short, if the modified LRSW assumption 1 holds, no attacker
can forge an anonymous credential to access smart parking
navigation service.

Privacy Preservation: To show the privacy preserva-
tion of drivers in P-SPAN, we prove that the driver’s
identity would not be disclosed in parking query and
result retrieval phases. Firstly, in parking query phase,
the driver delivers a parking navigation query Q =
(N, t1, c1, c2, c3, U, T,AC

′,SPK, Ã1, Ã2, c, τ) to the cloud,
in which the service authentication message (AC ′,SPK),
the signature (Ã1, Ã2, c, τ) and the tag T are associated

with the driver’s identity. The service authentication message
(AC ′,SPK) would not disclose the driver’s identity since
AC ′ = (B′1, B

′
3) is randomized from (B1, B3) using randomly

chosen values (α, β) and the zero-knowledge proof SPK is
sound. Thus, it is impossible to distinguish (B′1, B

′
3) with

random values and link the service authentication messages
to a specific driver. The signature (Ã1, Ã2, c, τ) also would
not expose any personal information about drivers, after
(A1, A2, A3) are randomized by random values (r′, r′′) and
only the public key of TA is used to check the validity of the
signature (Ã1, Ã2, c, τ). Although the tag T has the driver’s
secret value w, it is impossible for an attacker to identify the
driver’s identity or link two tags to the same driver, unless
the Decisional Diffie-Hellman problem (DDH) in G2 [23] is
easy to solve. We claim that if an adversary A is able to
identify an honest driver out of two challenging identities,
there exists a simulator S to solve an instance of the DDH
problem in G2, that is, given (H,H1, H2, H3) ∈ G4

2, S can
say whether there exists (ω1, ω2), such that H1 = Hω1 , H2 =
Hω2 , H3 = Hω1ω2 . The security model of the identity privacy
preservation is defined in [25] for the formalization of the
adversary’s capacity and the anonymity goal.
S setups the system parameters and sets ĝ = H , ĝ0 = H1.

S picks two drivers’ identities (ID0, g
w0) and (ID1, g

w1), in
which (w0, w1) ∈R Z2

p and forwards them to A. S simulates
the system setup and service registration phases acting as the
TA and the cloud. S also interacts with A on behalf of the
drivers ID0 and ID1 in the following interactions.
S honestly answer parking navigation queries acting as

ID0. For ID1, S picks random values (κ,w, s, t1, L) ∈R
Z5
p to calculate U = Hκ, T = HwHLs

1 , gener-
ates (c1, c2, c3, AC

′, Ã1, Ã2, c, τ), and simulates the zero-
knowledge proof SPK to interact with A.
S randomly picks β ∈ {0, 1}. If β = 0, S honestly

generates a parking navigation query; otherwise, S randomly
picks (κ∗, w∗, t∗1, L

∗) ∈R Z4
p to calculate U∗ = Hκ∗ , T ∗ =

Gw
∗
GL
∗

3 , and generates (c∗1, c
∗
2, c
∗
3, AC

∗, Ã∗1, Ã
∗
2, c
∗, τ∗). S

simulates the zero-knowledge proof SPK∗ and forwards them
to A. It is easy to see that the game is perfectly simulated by S
if logHH3 = logHH1 · logHH2. Otherwise, S cannot contain
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Fig. 4. Extension of V BFK .

any information about ID0 and ID1.
At last, A returns β′. If β′ = β, S confirms that there exists

(ω1, ω2), such that H1 = Hω1 , H2 = Hω2 , H3 = Hω1ω2 .
Therefore, S addresses the DDH problem in G2.

Secondly, in result retrieving phase, the driver’s identity is
well preserved against the attackers, since the retrieving query
(K∗, C1, C2, β1, τ1, t̃) would not expose any information
about the driver. K∗ is a result of Diffie-Hellman agreement,
which can be viewed as a random value, and (C1, C2, β1, τ1)
is a signature randomized from (A1, A2, A3) and only the TA’
public key is required for verification. Therefore, the driver’s
identity is not exposed in result retrieval phase.

Traceability: To recover the driver’s identity, the TA uses
the maintained (ID,W, Ŵ1) to check the equation ê(Ã2, ĝ) =

ê(Ã1, Ŷ )ê(Ã1, Ŵ1), until finding a matched (ID,W, Ŵ1).
Since Ŵ1 is kept by the TA, only the TA can recover the
vehicle’s identity from (Ã1, Ã2, c, τ).

In summary, P-SPAN achieves identity authentication, ser-
vice authentication, privacy preservation and traceability.

VI. RETRIEVING PROBABILITY AND PERFORMANCE
ANALYSIS

We discuss the retrieving probability of navigation results
for drivers and evaluate the computational, communication and
storage overhead of P-SPAN.

A. Collision Reduction in V BFK
When the RSU adds a storage address S to the Bloom filter

V BFK , we should ensure that at least one of the indices K
hashes to does not occupied by the previously added addresses.
Now we analyze the probability that the RSU can insert n
addresses into the V BFK successfully. Assume that the RSU
has added n − 1 addresses successfully, the probability that
a particular position is occupied is at most P ′ = 1 − (1 −
1
m )k(n−1). When inserting the n-th address, the probability
that all k positions have been occupied is at most

ε′ = (1 +O(
k

P ′

√
Inm− kInP ′

m
))P ′

k
, (5)

where P ′ = 1 − (1 − 1/m)k(n−1). Therefore, the probability
of inserting n storage addresses into V BFK is 1− ε′, which
is the false positive probability of a Bloom filter.

If all the locations in V BFK have been occupied when
an address S inserts, one trivial method is to build another

Bloom filter V BF ′K to keep S. However, this approach
wastes storage spaces for the RSU. To improve the storage
efficiency and reduce the collision, we extend the Bloom filter
V BFK to guarantee that a storage address in RSU can be
inserted into V BFK smoothly. Specifically, we employ k+k′

hash functions to setup the Bbloom filter V BFK , namely,
(h1, · · · , hk, hk+1, hk+2, · · · , hk+k′) and build an element
below each array in V BFK as shown in Fig 4. When the
RSU inserts the storage address S into V BFK , it checks
whether all the locations on the indices hl(K) in V BFK
have been occupied for l ∈ {1, · · · , k}. If not, the RSU splits
S into S1, S2, · · · , Sk using the XOR-based secret sharing
scheme and inserts them into V BFK following the method
described in result retrieval phase of P-SPAN; otherwise, the
RSU computes hk+1(K) and checks whether the location on
the index hk+1(K) is occupied or not. If not, the RSU fixes
Sl to be V Bhl(K), for l ∈ {1, · · · , k}, computes Sk+1 =
S ⊕ S1 ⊕ S2 ⊕ · · · ⊕ Sk and sets Sk+1 below V Bhk+1(K);
otherwise, the location on hk+1(K) has been occupied and
the RSU computes hk+2(K) to find the position below the
array V Bhk+2(K) to keep the share Sk+2, if the location
on the index hk+2(K) is not occupied, until the last hash
function hk+k′ is leveraged. If all extended hash functions
(hk+1, hk+2, · · · , hk+k′) are utilized and all the locations
on indices h1(K), · · · , hk(K), hk+1(K), · · · , hk+k′(K) are
occupied in V BFK , the RSU has to build another Bloom
filter V BF ′K to maintain the storage addresses. To retrieve
the navigation result, the RSU∗ computes the storage address
S as S = V Bh1(K∗) ⊕ V Bh2(K∗) ⊕ · · · ⊕ V Bhk(K∗), if the
element below the location on the index hk+1(K

∗) is vacant;
otherwise, it should checks whether there is any element
below the location on the index hk+2(K

∗). If not, the RSU∗

computes S as S = V Bh1(K∗)⊕V Bh2(K∗)⊕· · ·⊕V Bhk(K∗)⊕
V Bhk+1(K∗); otherwise, it further checks the element below
the location on the index hk+3(K

∗) to recover the storage
address S until the location on hk+k(K∗) is checked.

In the extension, the probability that a particular position is
occupied is at most P ∗ = 1 − (1 − 1

m )(k+k
′)(n−1). When

inserting the n-th address, the probability that all k + k′

positions have been occupied is at most

ε∗ = (1 +O(
k + k′

P ∗

√
Inm− (k + k′)InP ∗

m
))P ∗k+k

′
, (6)

where P ∗ = 1 − (1 − 1/m)(k+k
′)(n−1). Therefore, the
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probability of inserting n storage addresses into V BFK is
1− ε∗.

B. Retrieving Probability

To ensure the retrievability of navigation results, we use a
counting Bloom filter CBFK to count the number of collisions
occur on each index, and a variant of Bloom filter V BFK
to indicate the storage addresses of navigation results on the
RSU. Because of the false positive probability of Bloom filter,
drivers probably retrieve false navigation results, which means
that K∗ does not exist in CBFK , but all CBhl(K∗) are set to
be non-zero, for 1 ≤ l ≤ k. In CBFK , the probability that a
counter is set to be non-zero is P = 1− (1− 1

m )kn. Thus, the
upper bound of false positive probability is

ε = (1 +O(
k

P

√
Inm− kInP

m
))P k, (7)

which is negligible in k. In V BFK , the false positive proba-
bility is also ε since the shares of storage address S replace
the counters in CBFK from the high level point of view.
Therefore, the low bound of retrieving probability is 1 − ε.
In fact, the probability to retrieve a false navigation result
is much smaller than ε, because the shares on the indices
h1(K

∗), · · · , hk(K∗) in V BFK may not consist of a correct
storage address, if K∗ is not an element in CBFK . If we
require the probability of successful retrieval to be at least θ,
the lower bound of m is m > nlog2e · log21/(1 − θ), where
e is the base of national logarithms.

The above analysis demonstrates that a driver is able to
obtain the correct navigation result from an RSU in result
retrieval phase if the required result is stored on the RSU. Now
we assume the probability that the j-th driving-through RSU
is storing the navigation result, when the driver submits its
retrieving query, is φj . The first RSU is the one that forwards
the parking query for the driver, and the driver would drive
through ν RSUs before it arrives its desired destination. Thus,
the probability that the driver obtains the navigation result
from the j-th RSU is

j−1∏
i=1

(1− φi)(1− θ)j−1φj , (8)

and the probability that the driver receives the navigation result
before it arrives the destination is

ν∑
j=1

(

j−1∏
i=1

(1− φi)(1− θ)j−1φj). (9)

Compared with the existing protocols [19], [20], [21], which
can only receive the result from the first RSU, P-SPAN can
significantly improve the navigation retrieving probability.

We simulate the retrieving probability of navigation results
returned from the cloud. According to the testing result in
[27], a vehicle needs about 1 second to build a connection
with an RSU if the packet lost probability is 50% due to the
poor channel condition and 15 vehicles wait in the queue to
access the RSU. The maximum coverage range of an RSU is
500 meters, and the delay of smart parking navigation query is
around 2 seconds considering the queueing delay, transmission
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Fig. 5. Comparison on Retrieving Probability.

delay in two-round interactions and the processing delay for
the cloud. The OBU generates parking navigation queries and
sends to the nearby vehicles or RSUs at anytime and waits
to the navigation results in VSPN. In P-SPAN, the OBU
receives the results from the querying RSUs if the connection
is kept, otherwise, it retrieves the results from new RSUs
when passing by. The simulation result is shown in Fig. 5.
With the increasing of RSUs’ coverage range, the retrieving
probability of navigation results increase significantly for both
VSPN and P-SPAN. Our P-SPAN can achieve higher retrieving
probability than VSPN in Fig. 5(a), since the OBUs can
retrieve the navigation results from the passing-by RSUs.
If the speed of vehicle increases, the retrieving probability
would be decreased, but the P-SPAN still has higher retrieving
probability compared with VSPN, as shown in Fig. 5(b).

C. Computational Overhead

We evaluate the computational overhead of P-SPAN by
counting the number of time-consuming cryptographic opera-
tions in each phase, including scalar multiplication in G1/G2,
AES encryption/decryption, exponentiation in GT , hash to
point in G1/G2 and bilinear pairing. Other operations, such
as point addition, integer multiplication and hash function, are
not resource-consuming compared with scalar multiplication
and bilinear pairing. We use TSM , TAES , TExp, TH and
Tp to denote the running time of scalar multiplication in
G1/G2, AES encryption/decryption, exponentiation in GT ,
hash to point in G1/G2 and bilinear pairing for vehicles,
respectively. To demonstrate the high efficiency of our P-
SPAN, we compare the P-SPAN with VSPN [19] and show
the comparison results in Table II. Although P-SPAN is less
efficient than VSPN in service registration phase, this phase
is executed only once for each vehicle. In parking query
phase, four bilinear pairings ê(B1, X̂), ê(B1, X̂1), ê(B1, X̂2)
and ê(B1, X̂3) can be pre-computed in service registration
phase with the aid of the cloud. Thus, no bilinear pairing
is executed in parking query and result retrieval phases of
P-SPAN. Furthermore, P-SPAN is more efficient than VSPN
in result retrieval phase, since VSPN requires each OBU to
perform 4ν bilinear pairings to retrieve the navigation result
from RSUs, where ν is the number of RSUs to generate the
navigation result for the driver.

P-SPAN is a VANET-based smart parking navigation system
implementable on OBUs, RSUs and the cloud, which brings
huge convenience to drivers on parking space discovery. To
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TABLE II
COMPUTATIONAL OVERHEAD OF VEHICLES

Phases P-SPAN VSPN
System Setup 8TSM 3TSM+Tp+TAES

Vehicle Registration 13TSM+3Tp 6TSM + TAES

Parking Query 14TSM+4(Tp)+TAES TSM+TAES

+TH+4TExp

Result Retrieval 9TSM+TH 4νTp

evaluate the practicality of P-SPAN, we execute our P-SPAN
on a notebook with Intel Core i5-4200U CPU @2.29GHz and
4.00GB memory. We use MIRACL library 5.6.1 to implement
number-theoretic based methods of cryptography. The ATE
pairing is utilized to realize the bilinear pairing. To ensure
the security of P-SPAN, the parameter p is approximately 160
bits. The execution time of OBU in system setup and service
registration phases is 30.376 ms and 143.649 ms, respectively.
The OBU has to execute approximately 62.535 ms and 38.284
ms to deliver a parking navigation query and retrieve the
navigation result. Therefore, P-SPAN is computation-efficient
to be implemented on OBUs. Fig. 6(a) shows the comparison
result between P-SPAN and VSPN on the time cost of OBU
in result retrieval phase. The computational overhead of OBU
in result retrieval phase of P-SPAN is constant and pretty low,
while the executing time of OBU to read the navigation result
in VSPN is linear with the number of RSUs participating in
the navigation result generation.

D. Communication Overhead

To demonstrate the communication overhead of P-SPAN,
we count the length of exchanged messages among vehicles,
RSUs and the cloud. The system parameters are set to be
the same as those in the simulation, in which % = 160. In
each parking query phase, the OBU needs to deliver a smart
parking navigation query Q to the nearby RSU, which is
5216+|N |+ |DS|+ |CL|+ |AP |+ |t1|+ |t2|+ |t3| bits, where
|N |, |DS|, |CL|, |AP |, |t1|, |t2|, |t3| are the binary length of
N,DS,CL,AP, t1, t2, t3, respectively. The RSU verifies the
signature (Ã1, Ã2, c, τ), appends a 672-bit Schnorr signature
(Ar, τr) to Q and forwards (Ar, τr, Q) to the cloud. Upon
receiving the parking query, the cloud generates the navigation
result R with 1696+|t3|+ |RS| bits and sends R to the RSUs
that the querying vehicle may drive through, where |RS| is the
binary length of RS. When the vehicle enters the coverage
area of an RSU∗, it sends 1856+|t̃|-bit (K∗, C1, C2, β1, τ1)
to the RSU∗, where |t̃| is the binary length of t̃. If R is
maintained on RSU∗, RSU∗ returns (RID∗, R, σ∗1 , σ

∗
3) to the

querying vehicle, which is 2368+|RID∗| + |t3| + |RS| bits,
where |RID∗| denotes the binary length of RID∗.

We compare the communication overhead of P-SPAN and
VSPN in result retrieval phase in Fig 6(b). We assume the
length of navigation result RS in P-SPAN is equal to that in
VSPN and |RID∗| = |t3| = 160 bits. The communication
overhead of the OBU is constant in our P-SPAN, while the
overhead increases linearly with respect to the number of
RSUs participating in navigation result generation in VSPN.
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Fig. 6. Performance Comparison for OBUs on Result Retrieval.

E. Storage Overhead

The storage overhead of OBUs is pretty low, as they need
to maintain the public parameters (p,G1,G2,GT , g, ĝ, ĝ0,H)
and the anonymous credential (AC, s) to access the parking
navigation service. The public key certificates of the TA, cloud
and RSUs can be sent through the messages, such that it is
unnecessary for OBUs to keep these certificates. To enable
the retrievability of navigation results, the RSU maintains the
Bloom filters CBFK and V BFK to hold the storage addresses
of navigation results. The navigation results possess the fixed
storage spaces determined by the length of navigation results
and the number of results. CBFK has the constant binary
length. Support that an RSU can at most store n navigation
results and CBFK uses an array of m λ-bit counters to
represent the number of collisions. CBFK possesses λm
bits on the RSU. The Bloom filter V BFK maintains the
shares of storage addresses. V BFK is mγ bits. In P-SPAN,
if all locations in V BFK are possessed when inserting a new
address, the RSU has to build another V BFK to store this
address. Thus, the storage cost is doubled. To reduce the
storage cost, we design the extended V BFK in VI-A. In the
extended V BFK , if a collusion happens during the insertion of
a new address, a new γ-bit string is added below V Bhk+ξ(K)

if the location on hk+ξ(K) has not been occupied and the
locations on {h1(K), · · · , hk+ξ−1(K)} are possessed, until
ξ = k′. Therefore, if a collision happens, the length of the
extended V BFK will increase γ bits. Thereby, the length of
the extended V BFK is (m + η)γ bits if η collisions happen
in storage address insertion. Now we discuss the probability
of η collisions in the extended V BFK .

Having (m,n, k,H)−V BFK , the false positive probability
of a Bloom filter [28] is

Fm,n,k =
m!

mk(n+1)

m∑
i=1

i∑
j=1

(−1)i−j jknjk

(m− i)!j!(i− j)!
. (10)

Fm,n,k is the probability of at least one collision happens in the
extended V BFK . Thus, the probability that no collision occurs
in the extended V BFK is P0 = 1−Fm,n,k. The probability of
at least two collisions happens is Fm,n−1,kFm,n,k, and thereby,
the probability that exactly one collision occurs in the extended
V BFK is

P1 = Fm,n,k − Fm,n−1,kFm,n,k. (11)

The probability that exactly η collisions happen in the extend-
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Fig. 7. Probability of Collusion in the Extended V BFK

ed V BFK is

Pη =

η−1∏
j=0

Fm,n−j,k(1− Fm,n−η,k). (12)

Therefore, the length of the extended V BFK is (m+η)γ bits
with the probability of Pη .

To clarify the collision probability, Fig. 7 illustrates the
collusion probability in the extended V BFK with n = 256,
m ∈ {1024, 2048, 3072, 4096} and k ∈ {1, 2, · · · , 32}. Fig.
7(a) shows the probability that no collision happens with
respect of the number of hash functions. With the increasing
of m from 1024 to 4096, the collusion probability decreases
significantly. The probability of no collision is largest if
m = 4096, in which P(4096, 256, 11)=0.99954, indicating that
the probability of collisions is only 0.00046. Fig. 7(b), Fig.
7(c) and Fig. 7(d) depict the probability of collisions happen
once, twice and thrice in the extended V BFK , respectively.
The collusion probability is fluctuant when m = 1024, 2048
and 3072, but it always larger than the collision probability
when m = 4096 if k is less than 32. Therefore, when
m = 4096 and k = 11, the collusion probability is the lowest
in all settings as shown in Fig. 7. To maintain 256 navigation
results, γ is at least 8 bits. If the RSU directly stores the
index of K and the storage address, this index possesses 128
Kbytes, while the V BFK is only 4Kbytes for the maintenance
of storage addresses of navigation results.

VII. CONCLUSIONS

In this paper, we have proposed a privacy-preserving smart
parking navigation system (P-SPAN) using Bloom filter and
vehicular communications. In P-SPAN, a driver is allowed
to query the available parking space to a cloud and retrieve
the navigation result with privacy preservation. We have also
developed an efficient data retrieving mechanism to enhance
the retrieving probability of navigation results for anonymous

vehicular communications under the fact that it is difficult
for vehicles to hold the connections with the RSUs due to
the high mobility. In addition, we have extended the Bloom
filter to reduce storage overhead and collusion probability for
RSUs. Finally, we have demonstrated that P-SPAN reaches the
desirable security and privacy goals, and shown its efficiency
and practicality for implementation in performance evaluation.
For the future work, we will design a privacy-preserving
roadside parking navigation system using crowdsourcing to
achieve the roadside parking spaces discovery for drivers.
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