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Abstract—Industrial Internet of Things (IIoT) is revolutioniz-
ing the retail industry for manufacturers, suppliers, and retailers
to improve operational efficiency and consumer experience.
In IIoT-enabled retail marketing, reputation systems play a
critical role to boost mutual trust among industrial entities
and build consumer confidence. In this paper, we focus on
reputation management in the consumer-retailer channel, where
retailers can accumulate reputations from consumer feedbacks.
To encourage consumers to post feedbacks without worrying
about being tracked or retaliated, we propose an anonymous
reputation system that preserves consumer identities and indi-
vidual review confidentialities. To increase system transparency
and reliability, we further exploit the tamper-proof nature and
the distributed consensus mechanism of blockchain technology.
With system designs based on various cryptographic primitives
and a Proof-of-Stake (PoS) consensus protocol, our blockchain-
based reputation system is more efficient to offer high levels
of privacy guarantees compared with existing ones. Finally, we
explore the implementation challenges of the blockchain-based
architecture and present a proof-of-concept prototype system by
Parity Ethereum. We measure the on/off-chain performance with
the scalability discussion to demonstrate the feasibility of the
proposed system.

Index Terms—Industrial Internet-of-Things (IToT), Retail Mar-
keting, Anonymous Reputation, Blockchain

I. INTRODUCTION

Industrial Internet-of-Things (IloT) [1], which consists of a
global network of smart objects, is reshaping and revolutioniz-
ing the retail industry. In a global retail ecosystem, suppliers,
manufactures, and retailers are adopting IIoT to improve
manufacturing operational efficiency and reduce supply-chain
management cost [2], [3]. Leveraged with cloud computing
and big data technologies, IIoT is also envisioned to benefit
the retail marketing that speaks to the needs of competitive
market globalization and consumer demand diversification [2].
With the help of IIoT technology, retailers are able to collect
massive feedbacks from various sources and devices, which
can help them better manage their business. In particular,
consumer feedbacks play a critical role for retailers to establish
reputations among industrial partners and build consumer
confidence [4]. Specifically, consumers are allowed to leave
feedbacks (usually a rating score and/or a review message)
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for their experiences with retailers [5]. These feedbacks accu-
mulate over time and can be enumerated by other entities in
the retail industry.

However, there are still some challenging issues that could
hinder the development of a reliable retail reputation system.
Firstly, the process of leaving feedbacks may reveal much
personal consumer information, which can be used to track
and profile consumers [6]. Moreover, consumers may be
reluctant and compelled while leaving a negative review to
a specific retailer in the fear of related consequences [7].
Simply leveraging pseudonyms for rating anonymity cannot
resolve this concern, which can suffer from de-anonymization
attacks [8]. Secondly, current reputation systems mainly uti-
lize a centralized marketplace that collects and accumulates
consumer reviews. However, it has been evidenced that the
current centralized marketplace may fail to keep their promise
of a desired trust level due to the leak of private consumer
information and lack of system transparency [5].

There are some research efforts on designing a reputation
system that provides strong consumer anonymity guarantees
[6], [7], [9], [10] without relying on a centralized marketplace
[5], [11], [12]. Also, reputation systems are required to re-
sist to various attacks (such as self-rating and Sybil attacks
[13]), which becomes more challenging in a decentralized
marketplace [12]. Moreover, system transparency is essential
for the IoT-enabled retail marketing due to lack of mutual
trust among the involved entities. To realize a more open
and transparent reputation system, extensive research efforts
have been directed to the design of a blockchain-based ar-
chitecture [5], [11]. In their designs, blockchain serves as an
immutable ledger where the review generation and reputation
accumulation process can be publicly verified and traced. The
underlying consensus and incentive mechanisms of blockchain
technology [14] also contribute to the boost of mutual trust
among consumers and retailers. Although these attempts [5],
[11] have exploited blockchain technologies for building up
promising reputation systems, the proposed systems pay in-
sufficient attention to the efficiency and scalability issues of
the blockchain technology [15]. Moreover, implementation
challenges of a blockchain-based reputation system have not
been well investigated.

In this paper, we propose an Anonymous Reputation System
atop a Proof-of-Stake blockchain (ARS-PS). The proposed
ARS-PS allows retailers to establish reputations by accu-
mulating feedbacks from consumers. Meanwhile, the ARS-
PS ensures that retailer reputation accumulation process is
transparent to the public while providing strong anonymity
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to consumers. The contributions of this paper are summarized
as follows.

« We propose an efficient and anonymous reputation system
by leveraging a randomizable signature [16] with non-
interactive zero-knowledge proof technique [17], [18].
The proposed system preserves the reviewer anonymity
and accountability at the same time with the design
of a versatile anonymous rating token. Moreover, the
individual review statistics is concealed and only the
aggregated review statistics is revealed to the public by
breaking the role of the encryption key management
authority across multiple committee members.

e We design a blockchain-based architecture that imple-
ments the proposed anonymous reputation system to
improve the system transparency. With the off-chain
rating token generation phase, the proposed architecture
reduces the on-chain storage and computation overhead.
We further exploit the PoS consensus protocol in [19]
by associating retailer reputation with the stake. Secu-
rity analysis demonstrates the reliability of the proposed
blockchain-based architecture.

e We explore the implementation challenges of the
blockchain-based architecture: (1) compatibility with cur-
rent blockchain platforms; and (2) insufficient support for
cryptographic primitives. We develop a proof-of-concept
prototype system based on Ethereum Parity [20]. We
build a testing blockchain network with a few user/retailer
nodes to simulate the ARS-PS. Experimental results
demonstrate the feasibility of the proposed ARS-PS.

The remainder of this paper is organized as follows. In
Section II, we present related works. In Section III, the system
model, security model, and design goals are presented. In
Section IV, we present the building blocks in this paper.
In Section V and Section VI, we propose the anonymous
reputation system and the efficient integration with a PoS
blockchain. We analyze the security of the proposed ARS-PS
in Section VII, and evaluate its performance in Section VIII.
Finally, we conclude this paper in Section IX.

II. RELATED WORK

Trust and reputation management is becoming prevalent for
the success of a global retail marketing system [21], [22].
Extensive research efforts have been devoted on developing
an anonymous reputation system for marketplaces [6], [7],
[9], [10], [12]. Blomer et al. [10] proposed a reputation
system based on group signature technique. Motivated by
[10], Blomer et al. [6] proposed a feedback-driven reputation
system with public linkability. The main goal of the pro-
posed system [6] is to preserve consumer anonymity while
preventing double review attack. Bag et al. [23] proposed a
personalized reputation system taking into consideration of
the trustworthiness of consumers. Bazin et al. [12] designed a
feedback-driven reputation system with secure rating aggrega-
tions. Non-interactive zero proof technique was combined with
blind signature in [12] to achieve consumer anonymity. Zhai
et al. [9] proposed a tracking-resistant anonymous reputation
system by leveraging an anonymity provider with mix-net

technology. However, the proposed scheme in [9] required
much computation and communication overhead due to the
use of verifiable shuffle operations. Azad et al. [7] utilized a
homomorphic cryptographic system and non-interactive zero-
knowledge proof to design a decentralized reputation system
with individual rating score confidentiality. The proposed
ARS-PS extends the idea in [6] to further preserve individual
review statistics for consumers and increase system trans-
parency in the retail marketing environment to boost mutual
trust among the involved entities.

To build a more transparent marketplace, blockchain tech-
nologies have been exploited for reputation system construc-
tion [5], [11]. Schaub et al. [11] proposed a fully decentral-
ized reputation system atop a public blockchain with blind
signature to achieve consumer anonymity. Soska et al. [5]
proposed an anonymous reputation system based on ring
signature and the robust transaction chain property of the
blockchain technology. However, the openness of a public
blockchain and consumer anonymity may raise the concern of
Sybil attacks. In summary, existing literature for blockchain-
based reputation systems has achieved a variety of properties
such as anonymity, decentralization, and system transparency.
However, less attention has been directed to the efficiency and
scalability issues of a blockchain-based architecture. At the
same time, implementation challenges are not well investigated
in the design of the system to achieve compatibility with
existing blockchain platforms.

III. PROBLEM FORMULATION

In this section, we formulate the system model, security
model, and design goals of this paper.

A. System Model

Retailer m I | |

...... | %

Retailer i : | |
[

Retailer j

Reputation Board

Consumer

Fig. 1: System Model

In Fig. 1, there are three entities in our system: consumers,
retailers, and an identity management entity (IDM).
o Consumer. A consumer, uniquely identified by Cj, can
make purchases from retailers and later leave a numeric
rating score for the retailer.
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o Retailer. A retailer, uniquely identified by R;, can sell
products to consumers and establish reputations from
consumer feedbacks. Retailers also act as stakeholders
and collaboratively maintain a public leger (denoted as
L) based on a PoS consensus protocol [19].

« IDM. IDM is a government agency that is in charge
of issuing and managing identities and credentials of
consumers and retailers.

At a high level, the ARS-PS works as follows. Consumers
and retailers first register themselves to IDM. Each consumer
obtains an anonymous identity credential from IDM. After-
wards, consumers can make purchases from retailers and
obtain an anonymous rating token. Later, a consumer can leave
a review (a rating score) for a retailer by making a review
transaction to £ and privately tie the review to a previous
purchase. Finally, review transactions for the same retailer
accumulate as a numeric score in the reputation board. Note
that IDM in ARS-PS can be extended to a distributed identity
management system [24].

B. Security Model

We assume IDM to be fully trusted. This is reasonable
since the behavior of IDM is a government agency responsible
for the administration of the citizens. Some consumers and
retailers can be malicious and may launch a bunch of attacks
to the system such as Sybil attacks, and whihte/bad mouthing
attacks [6]. For the security of public leger £, we borrow the
assumptions from [19], [25]. In particular, the stake in the
PoS consensus protocol is associated with the reputation of
retailers in the ARS-PS. We require that an adversary cannot
control the majority of the stake (reputation) in the system.
Meanwhile, we assume that a rational retailer (stakeholder)
with high reputation (stake) is more willing to maintain the
correctness of the ledger £. This is reasonable since the cost
for a high-scored retailer to behave maliciously is huge [19].

C. Design Goals

Under the security assumptions, we summarize the design
goals of the ARS-PS.

o Bounded Confidentiality. A consumer’s individual review
statistics (rating scores) should be kept private. Only the
aggregated retailer review statistics is revealed to the
public. However, individual rating scores should have
upper and lower boundaries. Consumers cannot submit
rating scores that exceed the boundaries.

o Conditional Anonymity. Obtaining a rating token or
leaving a review on a public ledger will not expose a
consumer’s true identity. However, IDM should be able
to recover the true identity of an anonymous review in
case of consumer misbehavior.

o Unforgeability. The anonymous identity credential and
rating token cannot be forged. Without the credential and
the token, consumers cannot submit a valid review to the
public ledger.

o Confined Unlinkability. The public cannot determine if
two valid reviews for different retailers are from the

same consumer. However, the reviews are linkable if a
consumer leaves multiple reviews for the same retailer.
o Transparency. Review generation and reputation accumu-
lation process should be transparent and publicly verifi-
able to all retailers and consumers.
o Blockchain Security. The public transaction ledger should
be robust and on-chain transactions should be immutable.

IV. BUILDING BLOCKS

In this section, building blocks in this paper are presented,
including zero-knowledge proof technique, PS signature, Bul-
lutproof system and a PoS Blockchain architecture.

A. Notations

We denote three cyclic groups G1, G2, and G with a prime
order p and a Type III bilinear pairing ¢ : G; X G — Gr.
g,h € Gy and g € Gy are generators of G1,Go. H is a
collision-resist hash function that maps strings of arbitrary
length to Z,. We denote u €gr Z, as randomly choosing a
number from Z,,.

B. Zero-Knowledge Proof

Zero-knowledge proof technique enables one party (prover)
to prove to another party (verifier) that she knows some secret
s for a public verifiable relation without exposing the secrets.
In this paper, we use the notation [26] for proof statement in
the discrete-logarithm setting [27]. A typical example can be
written as follows.

PK{(r1,72) : Y1 =h" g NYy =g"}. (1)

r1,72 € Z, are the secrets that need to be proven and
Y1,Ys, h,g € Gy are the public parameters. The above proof
can be instantiated using sigma protocol with Fiat-Shamir
heuristic [17] as follows.

1) The prover chooses two random numbers k1, ks €r Z,
and computes commitments 77 = k¥ ¢g*2 and T, = g*1.

2) The prover computes ¢ = H(Y1,Y2,T1,T3) and 2z, =
]fl +cry, z9 = kg + cra.

3) For a given proof 77,75, 21, 22, the verifier computes
¢ = H(Y1,Y2, T1, T5) and checks Ty = Y, °h*1g* and
Ts z Y, °g* . The verifier accepts the proof if all the
conditions hold.

C. PS Signature

Proposed by David Pointcheval and Olivier Sanders [16],
PS signature is a signature scheme with a short signature size.
The secret parameter S for the signature scheme is x, y, where
%,y €r Zp. The public parameters P is (g,g,f(,f/), where
g€ Gi,j € Gy and X = §° YV = g¥. PS signature can
be utilized to sign on committed messages, and the signature
of the committed message is randomizable. In the following,
two detailed techniques that are used to construct anonymous
identity credentials and rating tokens are presented.
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1) Sign on Committed Messages: We define a function
SigCom (7', P, S, u) that takes as input the commitment 7' =
g™ of a message m € Z,, public/secret parameters P/S, and
a random number v € Z,. The function outputs o as the PS
signature of the message m as follows.

o = (o1,02) = (g, (4" - T")"). @)

2) Prove Knowledge of a Signature: Suppose that we have
a signature tuple ¢ = (01,02) of a message m. The prover
first chooses ¢ € g Z,, to randomize the signature as (o), 05) =
(ct,0%). Then, the prover needs to prove that:

PK{(m, o) : 0 is a PS signature on m}. 3)

In specific, the prover chooses k €r Z, and computes
R = e(d),Y)*. The prover then obtains a random chal-
lenge ¢ € Z, using Fiat-Shamir heuristic and computes
s = k+ ¢-m. Given (04,0%,¢,5s), a verifier can compute
R = (e(o'7", X)e(0h,3)) Ce(o)s,Y) and checks if the
random challenge c is correctly computed.

D. Bulletproof System

Bulletproof [18] is an efficient zero-knowledge proof system
for range proof on committed values with compact proof size.
An instance of bulletproof can be written as follows.

PK{(a,7):Y =h"¢g* Aa €0,2"]}. 4)

Y = h"g" is a Pedersen commitment of the integer a € Z,
using randomness 7. The above proof will convince the verifier
that the secret in the commitment Y lies in the range [0, 2"].
Bulletproof can be instantiated in the discrete logarithm setting
and made non-interactive with Fiat-Shamir heuristic. We refer
the readers to [18] for the detailed construction.

E. Ouroboros - A PoS Blockchain

Blockchain is a public ledger maintained by a peer-to-
peer network that provides immutable and transparent list of
transaction records [28]. It contains an increasing list of blocks
of transactions shared by network peers. Network peers rely on
consensus protocols to reach consistency on the shared public
ledger. In this paper, a state-of-art Proof-of-Stake (PoS) based
blockchain Ouroboros [19] is adopted due to its efficiency and
rigorous security guarantees. In the following, we summarize
the concepts and design principles of Ouroboros [19].

o Stakeholder. A stakeholder is the miner in Ouroboros.
Each stakeholder is assigned with a certain amount of
stake and the amount of stake can change overtime.

e Epoch/Slot. An epoch is a set of equal time slots. The
Ouroboros assumes global clock is divided into discrete
epoches and all the stakeholders maintain a roughly
synchronized clock.

e Users. Users are the participants of the blockchain net-
work. Users can make transactions to transfer crypto
currencies and change the state of the public ledger.

o Block/Ledger. A block is a collection of transactions. A
sequence of blocks constitutes a leger.

In Ouroboros, a stateholder is elected as the slot leader for each
time slot. The role of the slot leader is to collect transactions

and issue only one block for the time slot. The core of the
Ouroboros is a leader selection function that elects the slot
leader proportionally to stakeholder’s stake. That is, the more
stake a stakeholder has, the more likely she will be elected as
a slot leader.

V. ANONYMOUS REPUTATION SYSTEM

In this section, we propose an anonymous reputation system
based on PS-signature [16], Bulletproof system [18] and non-
interactive zero-knowledge proof technique. We assume secure
and authenticated channels are established among entities.

A. System Setup

IDM sets the security parameter A of the system and
generates the public parameters for consumers and retailers.
Let (G1, G2, Gr) be three cyclic groups with a prime order
p, where p is A bits. g1, g2 are generators of Gy and g is
a generator of Gs. e Gi1 x Go — Gp is a Type II
bilinear pairing [16]. IDM also chooses a collision-resistant
hash function A : {0,1}* — Z,,. IDM chooses a master secret
key pair S = (x,y) €r Z, and computes X=g"Y =4g"
In summary, the system public parameters are

P:{ GlaGQ;GTap>91792a§aXaY7H7€ } (5)

B. Consumer Registration

A consumer C; first registers herself at IDM using her
true identity. After that, C; interacts with IDM to obtain an
anonymous identity credential as follows.

1) C; chooses a secret cs; €gr Z, and computes
(Ti1,Ti2) = (g7°,Y°%). Then, C; generates m.s,, a
zero-knowledge proof of cs; as follows.

PK{(cs;): Ti1 = 5% ATjp = Y}, (6)

C; sends (T;1,T; 2, 7¢s;) to IDM.

2) IDM first checks the validity of m.s, and e(Tz-}l,f/) z
6(91,Ti,2)- If either of the equations does not hold,
IDM aborts. Otherwise, IDM chooses u €r Z, and
computes a PS signature on the committed message T ;
for consumer C; as follows.

o; = SigCom(T; 1, P, S, u)
= (01,1,01,2) = (97, (97 'T;ﬁ)u)-
IDM stores (C;,T;1,T;,2,0;) and sends o; to C;.
3) Upon receiving o; from IDM, C; checks 0,1 # 1g, and

)

(041, XY%) £ e(049, ). ®)

If the equation holds, C; stores (cs;, 0;) as her anony-
mous identity credential.

C. Retailer Registration
Retailers register themselves at IDM as follows.
1) A retailer R; chooses §; €r Ga, x;,y;, sk;j €r Zy, and
computes X; = g;“f VY = g;’f ,pkj = ggkj . The secret
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parameter of R; is S; = (z;,y;,sk;), and the public
parameter is P; = (g;, X;, Y, pk;).
Then, R; generates a proof mg, as follows.

~ ~T ~ Ui sk,
PK{ (x,y;, sk;) + X =9;" \Y; :g;“ Apk; =gy~
9)

R; sends its public key P; and mr; to IDM.
IDM checks the validity of proof 7. IDM aborts when
the proof is invalid. Otherwise, IDM stores (R;, P;).

D. Rating Token Generation

Consumers can make purchases from retailers via anony-
mous payment channels, such as zerocash [29]. After making
a purchase from R;, C; can obtain an anonymous rating token
as follows.

1y

2)

3)

4)

C; chooses g;; €r Gi and t €r Z, to compute
(‘7;,175’;,2) = (05,1505,2)’ Y = gf,jcsi using 0. Cj

constructs a proof as follows.

(CSi, Ui) .

PK< o, is a PS signature on cs; A (10)

Y = gi)jcsl
In specific, C; chooses k£ €r Z,, and computes:
R = 6(02,1’ }N/)k = 6(0’,’71, Y/)kt7
T = gF.
gz,j a, ) (11)

¢ = H(Uz',h 0'7',,27 R7 Y7 T7 giyj)a
s=k+c-ecs;.

The proof is the combination of the general pre-image
zero-knowledge technique with the proof-of-knowledge
of signature technique by re-using the response s. Cj
sends (07 1,07 5,Y,gij,¢,5) to R;.
R; computes R',T" and checks:
-1 ~ ~ _ ~
R = (e(ali,l > X)e(U;’z, g)) Ce(O’g‘fl, Y)’
TI = ch'?,ja
?
c = 'H(J;’l, 0;2, R.Y, T, Gij)-
If the equation holds, I?; will generate an anonymous
rating token o; ; for C; using x;, y;:
04,5 = SigCOm(Y, Pj, Sj, u’)
= (0i41,0052) = (955, (975 - Y %)),
where v’ €r Z,. R; sends the anonymous rating token

04,4 to C; via a secure channel.
Upon receiving o j, C; checks 04 ;1 # 1g, and

12)

13)

> \resiy ~
(04,1, X;Y[7) = e(0i,,2, G5)- (14)

If the equation holds, C; stores o; ; as her rating token
for retailer R;.

E. Anonymous Review Generation and Verification

IDM chooses a set of retailers to form a committee Lo. A
consumer C; can leave a rating score for the retailer ; using
the rating token o; ; and the identity credential o; as follows.
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2)

3)

4)

C; chooses a rating score s; j, where s;; € Z, can
be an integer in [1,10]. C; obtains the public keys pk;
of all the committee members and computes pkc =
HRjeﬁc pk;. C; chooses r €r Z, and encrypts s; ;
as follows.

rig = (rija1,rij2) = Pk

Yigh). (195)

C; constructs a proof ; ; to prove that r; ; is a valid
encryption of s; ; that lies in [1,10]:
} . (16)

rk |

The above proof can be instantiated via sigma protocol
and bulletproof system.
C; chooses random numbers 71,72 € Z, and computes:

By = 0211, By = 02,127 Bs = Ugfj,lv
H(R;)cs;
By = U;,Qj,w Bs=g1 """
C; needs to prove the knowledge of a valid rating token

and an identity credential by constructing the proof as
follows.

(8i4:7) i Tij1 = PkLgs A
Tij2 = g5 A sij € [1,10]

a7)

(¢$4,04,045) :

PK 0i,04,j are PS signatures on cs; N\
H(Rj)cs;i
Bs = o1

(13)
In specific, C; chooses a random number k., € Z, and
computes:
a1 = e(ﬁl? Y/)kep7
H(Rj)kep
1 9

Qg = e(ﬂ?ﬂ)}j)kepv
a3 =g
ch = H(ﬂl,627ﬂ37[34;55,04170427043,Rj77"i,j,77i,j)7

8; = kep + ch - cs;.
(19)

C; sets 0 = (84,89, B3, B4, Bs,ch,s;) and sends the
anonymous review (o,7; ;,m; j, R;) to the committee
members.

Upon receiving the ratings from Cj;, the committee
members check the validity of the anonymous review.
The committee members first compute the following
equations using system public parameters P and retailer
R;’s public key P;.

0/1 = 6(617 X)Che(ﬂb g)iche(ﬂla Y)Sia

6(53aXj)0h6(54>§j)_0h6(53»Yj)si>
—C H Rj Si
Oég = Bs 4 " 01 () .

The committee members check the validity of proof

. . ?
mi; as specified in [18] and whether ch =
H(Blaﬂ27ﬁ37/645BE)’O/lvo/27aé7Rj7Ti,jaﬂ-i,j)' If both
of the conditions hold, the committee members accept
the anonymous review.

a (20)

F. Review Aggregation

Committee members aggregate the valid encrypted rating

scores for each retailer. For retailer ?;, committee members
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compute s; = (8;1,5;5,2) = ([[7551,[174,2) for all the
valid encrypted rating scores r; ;. For retailer R;, a committee
member C),, computes a partial decryption token p; ,, = s;kg" ,
where sk, is the secret key of C,,. The committee member
constructs a proof 7;,, that the partial decryption token is
correctly constructed as follows.

PK{(skp) : pjm = s‘;gm A pkp, = ggkm}.

21

The final decryption RS of the aggregated rating score for
retailer I; should be:

84,1 o D0siy

RS; =g (22)

HCm ELc p j,m
It should be noted that the final aggregated rating score »_ s; ;
is at the exponent of go. All retailers and consumers can
efficiently pre-compute a table that contains gl, where [ can
range from O to a few thousands.

G. Linking and Tracing

For all the valid reviews, committee members will check
if there exist the same (5. If committee members find the
same (5 from different reviews, it indicates that a consumer
submitted multiple reviews for the same purchase. The com-
mittee members will report the anonymous review of the
misbehaving consumer to IDM. To recover the true identity
of the misbehaving consumer, IDM checks the following
equation for each (7} 1,7} 2) stored in its storage:

e(B9,9) - e(B1, X) " = e(By, Ti0)-

IDM publishes T 1 and T o that matches the above equation
as the misbehaving consumer.

In this section, we propose a reputation system that enables
consumers privately make purchases and leave reviews. In
the next section, we will present the details on implementing
the proposed system on a PoS blockchain to improve system
transparency and reliability.

(23)

VI. ANONYMOUS REPUTATION SYSTEM ATOP POS
BLOCKCHAIN

In this section, we integrate our anonymous reputation
system atop a PoS blockchain - Ouroboros [19]. The op-
erations proposed in the previous section V are classified
into two categories: on-chain and off-chain operations. The
off-chain operations include consumer/retailer registration and
rating token generation that require interactions between IDM,
retailers, and consumers via secure channels.

Review generation, verification, and aggregation are on-
chain operations that happen over a public ledger £. We
adopt a hybrid blockchain model in the ARS-PS. Retailers
act as stakeholders based on the PoS protocol in Ouroboros
with their reputations associated with the stake. Retailers
need to obtain permissions from the IDM before they can
serve as stakeholders. Consumers act as blockchain users
who can freely join the blockchain network. Consumers can
leave reviews and enumerate accumulated retailers’ reputation
scores by making different types of transactions to the ledger.
The reasons that we adopt Ouroboros are twofold.

e A PoS blockchain is more suitable for constructing a
consortium network with qualitative efficiency and scal-
ability.

o Committee member management in the ARS-PS can be
realized via the consensus protocol in [19] by associating
retailer reputation with the stake in Ouroboros.

The blockchain-based anonymous reputation system consists
of the following steps. Notations from Section VI are re-used.

A. Genesis Block Generation

IDM runs the System Setup of Section VI, generates and
publishes the system parameters 7P. Consumers and retailers
can obtain P via secure channels, such as TLS. IDM also
defines T 4 as the size of the anonymity set, which indicates
the privacy level of the system. Retailers interact with the
IDM to register their public keys P;. IDM creates a global
reputation board B that contains the global reputation scores
RS; for each retailer. Consumers register themselves at IDM
to obtain anonymous identity credentials o;. Both retailers and
consumers can join the blockchain network to obtain their
blockchain accounts with a public/private key pair to sign
on the transactions. Retailer blockchain account information
is publicly associated with their identities, while consumer
blockchain accounts remain anonymous.

IDM sets the global clock of the system and divides the
clock into epoches of equal time slots. Each epoch is divided
into three stages: Accumulation, Aggregation and Revelation.
The number of time slots for each stage is K1, Ks, K3,
respectively. At the beginning of each epoch, IDM runs a
committee selection function [19] to select a committee of
retailers with high reputation scores, which is responsible
for the slot leader selection and review revelation process.
Afterwards, IDM generates a genesis block of the ledger
L consisting of system parameters P, retailer parameters
‘P;, retailers blockchain account information, and the list of
committee members L in this epoch. Committee members
run a leader selection function [19] to select slot leaders for
time slots in this epoch.

B. Review Accumulation

For each registered retailer 12;, IDM creates a review smart
contract SC;. The smart contract SC; records the reviews for
the retailer R;. In particular, the contract SC; has two func-
tions Update and GetReview. The Update function takes
into the anonymous reviews from consumers. The anonymous
reviews can later be accessed by the Get Review function. In
specific, consumer C; can make purchases from retailer R; in
an off-chain manner and obtain a valid rating token o; ;. Cj
can generate an anonymous review transaction 7. including
the anonymous review (o,r; j,m; ;, R;) to the smart contract
SC; by calling the Update function. The smart contract
SC; records the anonymous review in its storage for future
reputation aggregation and revelation.

C. Review Aggregation

In the Aggregation stage, each slot leader is responsible for
the review aggregation task of 1//y of overall retailers. Slot
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leaders aggregate the encrypted reviews for each retailer in the
following steps.

o A slot leader queries the current state of contracts SC}
in her management scope. The slot leader will report
double-reviews for the same retailer to the IDM to recover
the true identity of the misbehaving consumer.

e For retailer I7;, the slot leader checks the number of
valid received reviews. If the number exceeds T4, the
slot leader aggregates the valid encrypted rating scores
to obtain an aggregated rating score s;.

o The slot leader constructs a reveal smart contract R.
The contract R includes the aggregated rating scores
for retailers in her management scope with a counter
C’Rj that records the number of reviews received for
the retailer. The reveal contract also provides a function
UpdateToken to receive partial decryption tokens from
committee members.

After all the slot leaders in this stage publish the R contracts,
the system proceeds to the final Revelation stage.

D. Review Revelation

In the Revelation stage, committee members first check
the reveal contracts R generated from the previous stage.
For the aggregated rating scores, committee members update
their partial decryption tokens to the reveal contracts using
the UpdateToken function. After obtaining all the partial
decryption tokens for the reveal contracts, IDM verifies the
correctness of the partial decryption tokens and decrypts the
aggregated scores using Equation 22. Finally, IDM updates the
reputation scores in the global reputation board for retailers.

E. Epoch Update

For the next epoch, retailers interact with IDM to generate
a new set of retailer public keys P; for each retailer I2;. IDM
runs the committee selection function for the new epoch. New
committee members then run the leader selection function
for this epoch according to the updated global reputation
scores. For the encrypted reviews that are not aggregated in the
previous epoch, consumers generate new review transactions
with the updated committee encryption parameters.

VII. SECURITY ANALYSIS

In this section, we give the security analysis of the proposed
ARS-PS based on the design goals.

A. Bounded Confidentiality

Consumers encrypt their rating scores with committee mem-
bers’ public keys. Committee members will check the validity
of the reveal contracts and only publish their partial decryption
tokens for the valid aggregated rating scores. That is, an
adversary can obtain the individual review statistics only if
he can solve the DDH problem in G; [30] or he can control
the whole committee members to recover the decryption key.
At the same time, consumers need to prove that the encrypted
rating scores lie in a correct range. Due to the Soundness and
Completeness property of Bulletproof [18], the verifier will
accept the range proof if it is correctly constructed. That is,
the bounded confidentiality is preserved in our system.

B. Conditional Anonymity

The consumer C; first registers herself at IDM to obtain
an anonymous identity credential ;. To obtain an anonymous
rating token, consumer C; chooses a random generator g; ; for
each purchase and proves to the retailer that the committed
message Y = g, ;Si contains the same consumer secret with
the identity token in a zero-knowledge manner. Then, retailers
can sign on the committed message ¥ = g, jcsi. When leaving
an anonymous review, C; needs to prove the knowledge of a
valid rating token and an anonymous identity credential using
the sigma protocol [17]. Thus, the anonymity of obtaining a
rating token and leaving a review can be reduced to the Zero-
knowledge property of the underlying sigma protocol in the
discrete logarithm setting. When a consumer misbehavior is
detected, slot leaders report the anonymous reviews to IDM to
recover the identity of the consumer. Retailers cannot recover
the identity of a consumer since consumers do not generate
the f/jcs" when obtaining the rating token. That is, conditional
anonymity is preserved in the ARS-PS.

C. Unforgeability

To generate the anonymous identity credential, IDM needs
to sign on the committed message g;°" using PS signature.
Similarly, the retailer needs to sign on the committed message
gfs7 to generate a rating token for consumer C;. That is, the
unforgeability of the identity credential and rating token can be
reduced to the unforgeability of the PS signature [16], which
can be further reduced to g-MSDH-1 assumption in the non-
interactive setting [16]. To generate the anonymous review
o and 7, ;, the consumer needs to prove the knowledge of
an identity credential and a rating token at the same time.
Thus, the consumer cannot forge the anonymous review if the

underlying sigma protocol [17] is sound.

D. Confined Unlinkability

The unlinkability requires that retailers and consumers can-
not determine if two reviews are from the same consumer. This
property comes from two folds. First, a consumer can choose
different random generators to require a rating token. Second,
the consumer can further randomize the rating token by
choosing a random number r, when generating an anonymous
review and prove the knowledge of consumer secret in a zero-
knowledge manner. That is, the unlinkability can be reduced
to the security of underlying sigma protocol. When generating
a review, C; needs to construct 35 and prove to the public
that 55 contains the same secret cs; with 3, 35, 83, 84. If
C; leaves multiple reviews for the same retailer, the 55 in
the anonymous review is publicly identical. The combination
of conditional anonymity and confined unlinkability helps the
system mitigate Sybil attacks.

E. Transparency

The review accumulation, aggregation and revelation are
implemented by the review and reveal contracts on the public
ledger. Consumers can make review transactions to change
or query the state of the contracts. Since the transactions and
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ledger state changes are open to the public’s view, transparency
of reputation system is guaranteed [31].

F. Blockchain Security

As a public transaction ledger, the blockchain security is for-
mally defined as Persistence and Liveness [19]. Specifically,
we borrow the definitions from [19]. Persistence preserves
the stability of the public ledger. Liveness means that a valid
transaction is guaranteed to be included in the ledger after a
certain time. If the adversary cannot control the most stakes
in the system, Ouroboros is proven to achieve the above
properties [19]. The ledger is maintained by registered retailers
and the retailer’s reputation in our system is associated with
the stake in the PoS consensus protocol of Ouroboros. A
retailer with a higher reputation score is less likely to behave
distrustfully since the cost for the misbehavior is expensive. As
a result, the public transaction ledger is robust in the ARS-PS.
We then discuss the security of the review and reveal contracts.

In the Accumulation stage, consumers make transactions
to the review contracts. Based on the ledger robustness, the
transactions will finally be confirmed after certain number of
slots with a high probability. Prorogation delays could happen
such that some reviews may not be included on the ledger in
this epoch. In this case, consumers can update their reviews
in the next epoch.

In the Aggregation phase, slot leaders verify the correctness
of the reviews and aggregate the encrypted rating scores. That
is, the security in this stage (i.e. the correctness of the ag-
gregated rating scores) depends highly on the trustworthiness
of the slot leaders. If a slot leader does not fulfill his task
(e.g. aggregate incorrect reviews or purposely exclude some
reviews), his misbehavior may not be discovered immediately.
However, since the historical reviews and aggregated rating
scores are open to the public, anyone in the system can check
the correctness in the future and makes a complaint if the
misbehavior of a slot leader is detected. By properly setting
the punishment for misbehaving slot leaders, a rationale slot
leader is motivated to correctly fulfill the task. Moreover,
blockchain accounts of consumers remain anonymous in the
ARS-PS. A malicious consumer may generate a large number
of invalid reviews to use up the slot leader’s computational
capacities. To prevent this attack, the review contracts can
require consumers to deposit currencies to the contract and
only returns the currencies to the consumer when the review
is verified. Secure and anonymous payment channels (such as
zerocash [29]) can be utilized to preserve consumer anonymity
and unlinkability in this process.

In the Revelation stage, committee members verify the cor-
rectness of reveal contracts and update their partial decryption
tokens to the reveal contract. The correctness of the tokens
is ensured by the zero-knowledge proof ;,,. The public
cannot decrypt the aggregated rating scores unless all the
committee members have successfully submitted their tokens
to the ledger. Compared with communication overhead in the
Accumulation stage, only finite transactions are required in this
stage. To mitigate the impact of communication delay among
committee members, we can set a larger number of K3 to

ensure the ledger robustness at this stage. For the committee
member that fail to submit the token, IDM can directly contact
the committee member. We can also implement a threshold
encryption scheme [32] to improve system robustness.

VIII. PERFORMANCE EVALUATION

In this section, we evaluate the performance of the pro-
posed ARS-PS. We first compare the ARS-PS with existing
schemes in terms of functionalities. Then, we present a proof-
of-concept implementation based on Parity Ethereum, and
demonstrate the implementation feasibility. Finally, we discuss
the scalability of the ARS-PS.

A. Functionality

In Table I, we summarize the recent advances in reputation
systems in terms of architectures and desired functionalities.
Compared with a centralized architecture [6], a decentralized
architecture [7], [9] is preferred for its advantage in eliminating
a single trusted marketplace. Blockchain-based solutions [5],
[11] and the ARS-PS further increase system transparency.
As we discussed in the security analysis section, versatile
functionalities are achieved in the ARS-PS by integrating a
PoS blockchain with a set of cryptographic primitives.

B. Implementation Overview

We present a proof-of-concept implementation of the ARS-
PS as shown in Fig. 2. We simulate IDM, consumer, and
retailer with JAVA clients on a laptop with 2.40 GHz Intel
Core i5 processors and 8 GB memory. We implement an
MNT curve with an embedding degree 6 based on Java Pairing
based Cryptography (JPBC) [33]. We instantiate Bulletproof
system with a range of 3 bit without the implementation of
the logarithmic inner product arguments.

T g
: spBC ) | :
| =70 ,

Applicati ! . L Parit
pplication -,y vaClient ! | y :
Layer [ ————————— I ul |
[m========"771 |

| . |

i Web3j L :
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. e R R R - |
Blockchain | ¢« Ethereum Virtual Environment > |
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Fig. 2: Implementation Overview

We set up a testing Ethereum Proof of Authority (PoA)
blockchain network [34]. In particular, two kinds of Parity
nodes are implemented in Parity PoA network.

« Authority nodes serve as retailers that can be selected as

slot leaders to validate transactions and issue blocks.

o User nodes serve as consumers that can make anonymous

review transactions to the blockchain.
For illustrative purposes, a few authority nodes and user nodes
are deployed in our experiments. Slot leaders are statically
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TABLE I: Overview of Functionalities

Proposal Architecture  Conditional Anonymity Bounded Confidentiality ~Confined Unlinkability =~ Transparency
Blomer [6]  Centralized Vv Vv v

Zhai [9] Decentralized Vv Vv Vv

Azad [7]  Decentralized vV vV
Schaub [11]  Blockchain vV vV vV
Soska [5] Blockchain N4 v vV

ARS-PS Blockchain Vv Vv vV vV

specified and written as configurations in the chain specifica-
tion file. We increase the block gas limit in our testing network
for storing the reviews. JAVA clients communicate with the
associated Parity nodes via web3j [35] to send transactions
and interact with smart contracts. Moreover, we encode the
public parameters of the system and authority nodes into Java
clients. A review smart contract written in Solidity [36] is
deployed via Parity UlI, that provides an Update function and
a GetReview function.

We evaluate the system efficiency in terms of on-chain
and off-chain performance. On-chain operations denote the re-
view transaction generation/verification. Off-chain operations
denote the registration and token generation phases.

C. Off-chain Performance

We evaluate the off-chain performance including con-
sumer/retailer registration, rating token generation among en-
tities. In Table II, experimental results show that the compu-
tation incurs a few milliseconds.

TABLE II: Off-chain Overhead

Operations Involved Entities | Time (ms)
Consumer Registration Consumer/IDM 487
Retailer Registration Retailer/IDM 263
Rating Token Generation | Consumer/Retailer 259

D. On-chain Performance

Consumers with rating tokens and identity credentials leave
anonymous reviews by calling the Update function in the
review contract. Then, the slot leader retrieves all the reviews
from the review contract and verifies the correctness of the
proofs. The slot leader creates another reveal contract R that
aggregates the encrypted rating scores of valid reviews and
receives partial decryption tokens from committee members.

In the implementation, we move the on-chain proof verifi-
cations to be conducted by the slot leader out of the EVM. In
Table III, we show the computational cost of generating and
verifying an anonymous review. We further compare the ARS-
PS with another blockchain-based literature that is based on
ring signature [5] for review generation/verification. A ring-
signature based method [5] requires purchase transactions to
be also deployed on the public ledger. Consumers collect a set
of public keys of previous purchase transactions (anonymity
set T4) to generate/verify the anonymous reviews, which
results in linearly increasing computational cost as shown

1200
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Size of Anonymity Set
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Fig. 3: Review Computation Cost

in Fig. 3a and 3b. The review generation/verification may
consume a few hundred milliseconds in the ARS-PS. The
reasons are twofold: (1) The proof o consists of an identity
proof and rating token proof to achieve conditional anonymity,
which results in a double proof of knowledge of PS signature;
and (2) paring operations over an MNT curve are expensive
in the implemented JPBC library without PBC wrapper.

TABLE III: Review Generation/Verification

Rating Score | Proof o | Proof 7; ;
Generation (ms) 15 183 63
Verification (ms) N/A 347 110
Size (Bytes) 104 306 565

E. Scalability Discussions

In the following, we discuss the system scalability for
different stages in one epoch. We define N¢ as the number of
committee members for the epoch.

1) Accumulation Stage: In our testing PoA blockchain with
optimal network conditions, a consumer that calls the Update
function will have her review transaction included in the ledger
within a few blocks. In real-world implementations [19], the
communication delays between consumers and slot leaders
may lead to the exclusion of a certain transaction in the epoch.
To mitigate this issue, we can increase the number of slots
K1 in this stage and the number of peer connections for the
consumer Parity node.

2) Aggregation Stage: Slot leaders in this stage verify
and aggregate the anonymous reviews. The performance is
mainly affected by two factors: the number of time slots
K2 and the size of the anonymity set 74. A larger Ky
reduces the individual computation overhead for slot leaders
while increasing the overall epoch time. The quantity of 74
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indicates privacy guarantees for consumers. However, a larger
T4 could also increase the probability that insufficient number
of reviews are received for aggregation in this epoch, which
requires consumers to regenerate the reviews in the next epoch.

3) Revelation Stage: Committee members upload their par-
tial decryption tokens to the reveal contract. The total number
of transactions in this stage is N¢ % Co. IDM can choose
different N for the trade-off between system security strength
and efficiency. To further improve the reveal efficiency and
prevent decryption failure in case that a committee member
does not update her decryption token, a threshold ElGamal
encryption system can be adopted [32]. We can also partition
the committee into different subgroups to separately manage
the review decryption key.

IX. CONCLUSION

In this paper, we have investigated the privacy and trans-
parency issues in current reputation systems for the IloT-
enabled retail marketing. We have developed an anonymous
reputation system that provides high privacy guarantees for
consumers, which can also be efficiently and securely in-
tegrated with a PoS blockchain. We have implemented a
proof-of-concept prototype system based on Ethereum and
the experimental results have demonstrated the feasibility of
our proposed system, which may shed some light on the
realization of the deployable blockchain-based platforms for
IIoT services. For the future work, we will design a com-
mittee partition strategy with fine-grained review aggregation
management to further improve the overall system efficiency.
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