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Abstract A standard model of stream cipher combines the outputs of
several independent Linear Feedback Shift Register (LFSR) sequences using
a nonlinear Boolean function to produce the keystream. Here we present
a low cost hardware architecture for such secret-key cryptosystems using a
relatively large number of LFSRs. We propose implementation of the LFSRs
using Cellular Automata in VLSI. This provides a regular and uniform two
dimensional array of ip ops with only local interconnections. The main
bottleneck in the implementation of stream ciphers using a relatively large
number of LFSRs is the implementation of the combining Boolean function.
We show that this bottleneck can be removed and it is feasible to implement
\large" cryptographically secure Boolean functions using a recon�gurable
pipelined architecture.
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