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Abstract For cryptographic applications, normal bases have received con-
siderable attention, especially for hardware implementation. In this docu-
ment, we consider fast software algorithms for normal basis multiplication
over the extended binary field GF(2™). We present a vector-level algorithm
which essentially eliminates the bit-wise inner products needed in the conven-
tional approach to the normal basis multiplication. We then present another
algorithm which significantly reduces the dynamic instruction counts. both
algorithms utilize the full width of the data-path of the general purpose pro-
cessor on which the software is to be executed. We also consider composite
fields and present an algorithm which can provide further speed-ups and an
added flexibility toward hardware-software co-design of processors for very
large finite fields.
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