
C&O 487/687: APPLIED CRYPTOGRAPHY Fall 2019

INSTRUCTOR: Douglas Stebila
Office: MC 5132, email: dstebila@uwaterloo.ca

COURSE OUTLINE: Cryptography is concerned with the mathematical, algorithmic, and implemen-
tational aspects of information security. It is one of the core technologies for securing the emerging
information infrastructure. Its applications range from (conceptually) simple tasks such as encryption,
authentication, and key management to sophisticated tasks such as Internet security, electronic cash pay-
ments, and electronic voting.

This course is a comprehensive introduction to modern cryptography that is aimed primarily at those
interested in applications. The topics discussed will include an introduction to classical cryptography:
encryption algorithms, hash functions, and message authentication codes. In the area of public-key cryp-
tography, topics will include an overview of specific systems (Diffie–Hellman, RSA, DSA, etc.) and a few
advanced protocols. The security of these schemes and the use of public-key techniques for generating
digital signatures will be described. An emphasis will be placed on tools that are currently being used to
secure the Internet and enable secure electronic commerce.

Topics to be covered will be drawn from the following partial list.

• Symmetric-key encryption: Classical ciphers, one-time pad, stream ciphers (RC4), Feistel networks,
DES, AES, modes of operation.

• Hash functions and data integrity : Hash functions (SHA-1, SHA-2), parallel collision search, message
authentication codes (CBC-MAC, HMAC).

• Authenticated encryption: Encrypt-then-MAC, AES-GCM.

• Public-key encryption: RSA, ElGamal, Elliptic curves, Post-quantum.

• Signature schemes: RSA, DSA, ECDSA, Post-quantum.

• Key establishment : Diffie–Hellman key exchange.

• Key management : Certification authorities, public-key infrastructures.

• Deployed cryptography : IEEE 802.11 WEP, IEEE 802.11 WPA2, Secure Sockets Layer (SSL) /
Transport Layer Security (TLS), cryptocurrencies (Bitcoin), Fast IDentity Online (FIDO), Signal
protocol (WhatsApp), privacy-enhancing technologies (Tor, OTR), Pretty Good Privacy (PGP).

PREREQUISITES: MATH 135 or 145, STAT 220, 230, or 240, and 3rd-year standing or higher. It is
assumed that you know all the elementary number theory from Math 135 (divisibility, greatest common
divisors, Extended Euclidean algorithm, prime numbers, Fermat’s Little Theorem, congruences, the inte-
gers modulo n, finding inverses modulo n, Chinese Remainder Theorem, . . . ). Some exercises will involve
basic programming in either Python or a language of your choice.

COURSE TEXTBOOKS (OPTIONAL): The material covered in this course is rather broad, and
we will not have the chance to study any topic in great depth. The following books are good sources of
supplementary information for the material covered in class.

• N. Smart, Cryptography Made Simple, Springer, 2016. Available as a free download from on-campus
network: https://link.springer.com/book/10.1007/978-3-319-21936-3

• C. Paar and J. Pelzl, Understanding Cryptography: A Textbook for Students and Practitioners,
Springer, 2009. Available as a free download from the university library website: http://tinyurl.

com/PaarPelzl

• A. Menezes, P. van Oorschot and S. Vanstone, Handbook of Applied Cryptography, CRC Press,
1997. Available online at http://www.cacr.math.uwaterloo.ca/hac/.

• D. Stinson, Cryptography—Theory and Practice, 4th edition, CRC Press, 2006. QA268.S75 2006.
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