
University of Waterloo Communications Security Lab (ComSec)

About the Lab
The Communications Security Lab (ComSec) is the lead-
ing research group for security and privacy technologies
in pervasive computing environments. ComSec designs
efficient and cost-effective cryptographic algorithms and
protocols for protecting all kinds of security applications,
corresponding infrastructure and organizational aspects.
With its extensive experience in communication system
security, the mission of ComSec is to provide real-world
software and hardware based security solutions for a wide
range of wired and wireless communication networks.

Outstanding Research Team
Led by Prof. Guang Gong

3 Collaborating Faculty Members

1 Project Manager & Research Associate

2 Postdoctoral Fellows

5 PhD and 3 Master students

World-Class Research Facilities
Thanks to generous support from Canadian government
and industry partners, ComSec is equipped with world-
class research facilities conducting high-quality security
and privacy research in a wide range of applications.

SuperServer 5086B-TRF from 
Supermicro Computer Inc.
(80 CPU Cores & 2 GPUs)

Cryptographic analysis tester

Tektronix DPO 7104 Oscilloscope with passive 
and differential probes from Tektronix Inc.
Side channel attacks on embedded devices

PXIe-5644R 6GHz RF Vector Signal Transceiver 
from National Instruments Corp. 
Physical layer security evaluation 

(communication protocol emulations)

Universal Software Radio 
Peripheral hardware USPR 1 and 
USRP N210 from Ettus Research

Physical layer security evaluation 
(MIMA, Relay attack, etc.) 

Core Research Areas
The researchers in ComSec target the challenging secu-
rity and privacy issues in different types of communication
systems that are widely deployed in industries.
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Sponsors
We are very grateful to our sponsors, both past and present,
for their support, without which ComSec would not have
been able to achieve its goals.

Collaboration
Design and analysis of new cryptographic primitives

Design and analysis of security architectures

Efficient and secure implementations of software and
hardware security solutions

A wide range of applications: smartphones, RFIDs, s-
mart meters, ZigBee sensors, cloud computing, etc.
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