
Access	  to	  the	  OAT	  database	  
	  
The	  model:	  
	  
OAT	  is	  the	  online	  academic	  tools	  database	  containing	  much	  of	  the	  data	  within	  Quest	  (from	  
which	  the	  database	  is	  regularly	  updated)	  but	  arranged	  in	  tables	  that	  make	  accessing	  the	  data	  for	  
statistical	  and	  other	  purposes	  much	  simpler.	  	  	  	  
	  

	  
	  
	  
As	  the	  diagram	  shows,	  OAT	  provides	  access	  to	  the	  database	  through	  both	  a	  query	  service	  and	  a	  
web	  service.	  	  This	  access	  is	  to	  be	  provided	  to	  organizational	  units	  university	  wide	  so	  that	  they	  
may	  use	  it	  to	  build	  tools	  to	  improve	  their	  academically	  related	  information	  processes.	  	  The	  only	  
purpose	  of	  this	  direct	  access	  is	  to	  further	  the	  academic	  mission	  of	  the	  university.	  
	  
It	  is	  intended	  that	  such	  access	  will	  be	  through	  well	  defined	  “OAT	  Access	  Projects”,	  	  represented	  
in	  the	  diagram	  as	  grey	  triangles.	  	  The	  purpose	  of	  the	  current	  document	  is	  to	  describe	  how	  such	  
access	  projects	  are	  to	  be	  sponsored,	  instantiated,	  and	  put	  into	  production.	  	  Throughout,	  it	  is	  
essential	  that	  the	  process	  be	  straightforward,	  streamlined,	  and	  secure.	  
	  
The	  governing	  principle	  is	  to	  devolve	  the	  responsibility	  and	  authority	  for	  providing	  
programmatic	  access	  by	  technical	  staff	  within	  an	  organizational	  unit.	  	  	  	  
	  
The	  OAT	  Management	  Board	  devolves	  this	  approval	  authority	  within	  any	  University	  of	  Waterloo	  
organizational	  unit	  to	  the	  so-‐called	  “OAT	  access	  sponsor”	  who	  is	  a	  senior	  officer	  of	  the	  university	  
within	  that	  unit.	  	  The	  organizational	  unit	  is	  to	  be	  as	  large	  as	  is	  reasonable	  (e.g.	  	  an	  entire	  Faculty,	  
all	  of	  IST,	  the	  Library,	  the	  Centre	  for	  Extended	  Learning,	  etc.	  –	  any	  other	  large	  academic	  or	  non-‐
academic	  unit	  with	  technical	  resources).	  
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The	  diagram	  below	  sketches	  the	  relationship	  between	  the	  OAT	  board,	  the	  OAT	  project	  sponsor,	  
the	  project	  itself,	  and	  the	  OAT	  database.	  
	  

	  
	  

The	  thick	  arrows	  are	  the	  delegation	  of	  responsibility	  and	  authority	  from	  the	  OAT	  management	  
board	  to	  the	  OAT	  Access	  Sponsor	  to	  the	  project	  itself.	  
	  
An	  example	  of	  an	  existing	  project	  currently	  under	  development	  is	  the	  UW	  student	  portal	  use	  of	  
the	  OAT	  web	  services:	  
	  	  

	  
	  

As	  the	  sketch	  shows,	  in	  this	  case	  the	  OAT	  Access	  Sponsor	  is	  the	  University’s	  IST	  Enterprise	  
Architect.	  	  This	  Sponsor,	  working	  with	  the	  OAT	  management	  board,	  is	  responsible	  for	  the	  use	  
made	  of	  the	  OAT	  database	  by	  the	  “Student	  Portal”	  project.	  	  This	  project	  in	  turn	  provides	  
controlled	  access	  to	  the	  data	  by	  other	  entities,	  including	  UW	  organizational	  units,	  students,	  and	  
perhaps	  registered	  apps	  provided	  by	  third	  parties.	  	  The	  project	  is	  still	  under	  development.	  
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Rules	  for	  providing	  access	  the	  OAT	  database:	  
	  
Two	  distinct	  people	  are	  to	  be	  assigned	  to	  oversee	  and	  manage	  all	  access	  within	  a	  large	  
organizational	  unit	  	  
	  	  

1. The	  OAT	  access	  sponsor	  for	  all	  access	  within	  the	  organizational	  unit	  and	  is	  the	  primary	  
connection	  with	  the	  OAT	  Management	  Board.	  
	  

2. An	  OAT	  technical	  sponsor	  who	  oversees	  technical	  access	  within	  the	  organizational	  unit	  
and	  who	  is	  the	  primary	  technical	  connection	  with	  OAT	  technical	  administrators.	  	  	  
	  	  

The	  two	  sponsors	  and	  the	  OAT	  Management	  board	  individually	  and	  collectively	  act	  as	  
Information	  Custodians	  (in	  the	  sense	  of	  University	  of	  Waterloo	  Policy	  8	  )	  over	  the	  content	  of,	  
and	  access	  to,	  the	  OAT	  database.	  	  These	  custodial	  responsibilities	  naturally	  entail	  both	  
procedural	  and	  technical	  components	  –	  the	  OAT	  access	  sponsor	  will	  largely	  be	  responsible	  for	  
the	  former,	  the	  OAT	  technical	  sponsor	  for	  the	  latter.	  	  
	  
Any	  potential	  OAT	  access	  sponsor	  may	  formally	  approach	  the	  OAT	  Management	  Board	  to	  be	  
granted	  the	  rights	  and	  responsibilities	  of	  that	  role.	  	  The	  OAT	  access	  sponsor	  must	  provide	  the	  
name	  of	  the	  OAT	  technical	  sponsor	  before	  approval.	  
	  
Approval	  requires	  and	  means	  that	  all	  of	  the	  following	  conditions	  hold	  on	  these	  two	  sponsor	  
positions:	  
	  

1. OAT	  access	  sponsor	  	  
a. must	  be	  one	  of	  the	  following	  

i. For	  a	  Faculty	  based	  group:	  
1. Associate	  Dean	  (Computing)	  for	  the	  Faculty	  
2. Associate	  Dean	  (Undergrad	  or	  Grad),	  if	  no	  AD	  (Computing)	  

	  
ii. For	  an	  IST	  based	  IT	  group,	  any	  of	  the	  following:	  	  

1. Chief	  Information	  Officer	  
2. IST	  Director	  of	  Enterprise	  Architecture	  
3. IST	  Director	  of	  Enterprise	  Systems	  	  

	  
iii. Directly	  approved	  by	  the	  OAT	  management	  board.	  	  

	  
iv. The	  appropriate	  Information	  Steward	  as	  in	  Policy	  8	  

	  
b. has	  authority	  	  

i. to	  directly	  sponsor	  groups	  and	  users	  within	  their	  organizational	  unit	  
ii. to	  allocate	  OAT	  access	  levels	  and	  roles	  to	  IT	  groups	  and	  users	  

	  
c. has	  responsibility	  for	  

i. all	  University	  of	  Waterloo	  Policy	  8	  responsibilities	  for	  any	  sponsored	  IT	  
group’s	  use	  of	  the	  OAT	  database	  	  



ii. ensuring	  sponsored	  users	  are	  aware	  of	  their	  University	  of	  Waterloo	  
Policy	  8	  responsibilities	  

iii. activity	  of	  all	  IT	  groups	  and	  users	  that	  they	  have	  sponsored	  
iv. creating	  and	  maintaining	  documentation	  on	  who	  has	  been	  sponsored	  

and	  what	  level	  of	  access	  or	  role	  they	  have	  
v. ensuring	  that	  all	  sponsored	  use	  is	  consistent	  with	  University	  of	  

Waterloo	  Policy	  19	  
vi. ensuring	  an	  orderly	  transition	  of	  this	  role	  to	  their	  successor	  

	  
2. OAT	  technical	  sponsor	  is	  

a. formally	  designated	  by	  the	  OAT	  access	  sponsor	  
b. normally	  a	  senior	  member	  of	  technical	  staff	  within	  the	  organizational	  unit	  (e.g.	  

the	  technical	  director,	  manager,	  or	  team	  lead	  of	  an	  IT	  group	  reporting	  to	  the	  
OAT	  access	  sponsor)	  

c. the	  primary	  conduit	  between	  the	  organizational	  unit’s	  IT	  groups/users	  and	  the	  
OAT	  technical	  administrators	  

d. responsible	  for	  ensuring	  usage	  within	  the	  organizational	  unit	  meets	  all	  UW	  
security	  standards	  and	  procedures	  (to	  the	  satisfaction	  of	  IST’s	  Information	  
Security	  Services)	  

e. the	  person	  providing	  technical	  oversight	  of	  all	  IT	  uses	  of	  the	  OAT	  database	  
within	  the	  organizational	  unit	  
	  

Notes:	  
• All	  users	  are	  treated	  as	  reasonable	  and	  responsible	  agents	  of	  the	  University.	  
• All	  use	  must	  be	  consistent	  with	  University	  of	  Waterloo	  Policy	  8	  	  and	  Policy	  19.	  	  
• It	  should	  be	  expected	  that	  any	  data	  stored	  on	  a	  student	  (e.g.	  notes)	  could	  one	  day	  be	  

provided	  to	  that	  student	  upon	  their	  request.	  	  
• All	  activity	  will	  be	  logged	  so	  that	  an	  audit	  trail	  exists	  for	  all	  interactions.	  
• OAT	  is	  located	  at	  oat.uwaterloo.ca	  

	  
Privacy	  and	  Security	  Impact	  Assessment	  (PSIA)	  requirements	  for	  access	  projects.	  
	  
Each	  new	  access	  project	  sponsored	  by	  an	  OAT	  access	  sponsor	  requires	  a	  separate	  assessment	  
with	  respect	  to	  its	  additional	  impact	  on	  privacy	  and	  security	  beyond	  that	  of	  the	  OAT	  database	  
itself.	  	  The	  assessment	  and	  approval	  is	  the	  joint	  responsibility	  of	  the	  offices	  of	  the	  University	  of	  
Waterloo’s	  Privacy	  Officer	  and	  IST’s	  Information	  Security	  Services.	  	  It	  is	  the	  responsibility	  of	  the	  
OAT	  access	  Sponsor	  to	  effect	  this	  assessment.	  	  	  
	  
When	  approved,	  this	  impact	  assessment	  will	  be	  appear	  as	  an	  Addendum	  to	  the	  PSIA	  for	  the	  OAT	  
database	  itself	  and	  the	  technical	  development	  may	  begin.	  
	  
The	  PSIA	  for	  the	  OAT	  database	  has	  the	  Provost	  and	  the	  Dean	  of	  Mathematics	  as	  co-‐sponsors.	  
	  
	  
	  
	  
	  
	  



	  
Examples:	  
	  
ASIS	  (production,	  OAT	  based):	  The	  Advising	  Student	  Information	  System	  (ASIS)	  was	  the	  first	  
OAT	  Access	  project	  and	  the	  driving	  force	  behind	  OAT’s	  design	  and	  construction.	  	  Though	  first	  
used	  as	  a	  tool	  within	  the	  Faculty	  of	  Mathematics,	  ASIS	  has	  since	  been	  made	  available	  to	  other	  
Faculties.	  	  Reflecting	  this	  history,	  it	  differs	  slightly	  from	  the	  general	  model.	  
	  

	  
	  
	  
In	  this	  case,	  the	  OAT	  management	  board	  has	  directly	  overseen	  ongoing	  ASIS	  development	  and	  
so	  has	  been	  largely	  responsible	  for	  the	  OAT	  –	  ASIS	  connection.	  	  Indeed,	  the	  ASIS	  designers	  and	  
developers	  are	  the	  OAT	  designers	  and	  developers.	  
	  
The	  OAT	  management	  board	  set	  up	  well	  defined	  rules	  for	  providing	  access	  to	  the	  ASIS	  system.	  
These	  include	  identifying	  the	  Associate	  Dean	  for	  Undergraduate	  Studies	  as	  the	  ASIS	  sponsor	  for	  
all	  ASIS	  use	  within	  that	  Faculty.	  
	  
Canned	  Queries	  (production,	  OAT	  based):	  Several	  “canned”	  queries	  have	  been	  developed	  by	  
the	  OAT	  designers	  and	  developers,	  largely	  in	  conjunction	  with	  the	  Mathematics	  Faculty’s	  
Associate	  Dean	  of	  Undergraduate	  Studies.	  	  These	  queries	  are	  very	  helpful	  in	  analysis	  and	  
planning	  within	  the	  Faculty.	  	  	  The	  Canned	  Query	  project	  makes	  these	  available	  to	  other	  Faculties	  
as	  well,	  following	  the	  same	  authorization	  as	  for	  ASIS.	  
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The	  Access	  Sponsor	  is	  also	  the	  Associate	  Dean	  Undergraduate	  Studies	  for	  each	  Faculty’s	  use.	  
	  
	  
	  
IT	  technical	  (production,	  potentially	  OAT	  based):	  IT	  units	  within	  the	  Faculties,	  and	  elsewhere,	  
create	  computer	  accounts	  for	  students	  by	  Faculty,	  by	  course,	  by	  term,	  etc.	  	  	  This	  requires	  
information	  such	  as	  userid,	  student	  id,	  course	  id,	  etc.	  	  	  This	  must	  be	  automated.	  	  
	  
Presently,	  IT	  units	  use	  a	  variety	  of	  sources	  including	  several	  regular	  “data	  extracts”	  provided	  by	  
IST.	  	  Much	  of	  this	  could	  be	  simplified	  by	  providing	  query	  access	  to	  the	  OAT	  database.	  	  There	  are	  
many	  other	  use	  cases	  from	  IT	  units	  that	  would	  be	  of	  high	  value	  to	  Faculties	  (e.g.	  exam	  seating)	  
and	  the	  University	  academic	  mission.	  
	  
For	  IT	  units	  within	  a	  Faculty,	  the	  OAT	  Access	  Sponsor	  would	  be	  the	  Associate	  Dean	  for	  
Computing.	  
	  
Undergraduate	  admission	  offer	  management	  (planned,	  planned	  to	  be	  OAT	  based):	  The	  Faculty	  
of	  Mathematics	  (and	  others)	  has	  a	  strong	  interest	  in	  incorporating	  applicant	  data	  into	  the	  OAT	  
database	  so	  that	  tools	  could	  be	  developed	  for	  more	  efficient	  and	  effective	  management	  of	  
admission	  offers.	  	  The	  OAT	  Sponsor	  of	  any	  such	  project	  would	  likely	  be	  an	  Associate	  Dean	  in	  a	  
Faculty.	  
	  
OGSAS	  (production,	  potentially	  OAT	  based):	  OGSAS	  is	  an	  online	  graduate	  application	  
management	  system	  that	  was	  designed,	  developed,	  and	  implemented	  by	  the	  School	  of	  
Computer	  Science.	  	  It	  interfaces	  with	  the	  University’s	  document	  management	  system	  (to	  access	  
the	  graduate	  application	  documents).	  	  	  
	  
It	  does	  not	  use	  the	  OAT	  database,	  nor	  is	  it	  overseen	  by	  the	  OAT	  management	  board.	  	  The	  Access	  
Sponsor	  for	  this	  system	  is	  the	  Director	  of	  the	  School	  of	  Computer	  Science.	  	  
	  
OGSAS	  is	  however	  a	  very	  attractive	  and	  efficient	  system	  to	  manage	  hundreds	  of	  applications.	  	  
This	  includes	  their	  review	  and	  ranking	  by	  graduate	  officers,	  their	  assignment	  to	  potential	  
research	  supervisors	  for	  further	  review	  (grouped	  by	  keywords	  provided	  by	  the	  researchers),	  and	  
expedites	  the	  entire	  decision	  making	  process.	  	  Other	  UW	  graduate	  programs	  have	  expressed	  a	  
strong	  interest	  in	  using	  OGSAS	  for	  their	  programs.	  	  
	  
Any	  undergraduate	  admissions	  process	  within	  a	  Faculty	  would	  also	  be	  greatly	  helped	  by	  the	  
design	  and	  tools	  available	  in	  the	  OGSAS	  system.	  	  	  
	  
Others	  (possibilities):	  	  Degree	  auditing,	  	  app	  development,	  …	  
	  
	  
	  
	  
	  
	  
	  
	  



OAT	  project	  development:	  
	  
Each	  access	  project	  is	  expected	  to	  depend	  on	  the	  construction	  of	  particular	  queries	  to	  the	  OAT	  
database.	  	  The	  information	  from	  these	  queries	  may	  be	  delivered	  directly	  from	  the	  OAT	  Query	  
service	  or	  through	  an	  OAT	  managed	  intermediary	  such	  as	  a	  web	  service.	  	  Some	  of	  the	  queries	  
approved	  for	  the	  project	  might	  already	  exist	  as	  part	  of	  an	  existing	  OAT	  project	  such	  as	  “Canned	  
Queries”.	  	  In	  this	  case,	  the	  project	  could	  have	  access	  to	  those	  canned	  queries	  it	  required.	  
	  
Technical	  development	  must	  be	  staged	  as	  pictured	  in	  the	  diagram	  below:	  
	  

	  
	  
	  
The	  balloons	  indicate	  the	  approval	  necessary	  to	  proceed.	  	  The	  overall	  project	  requires	  the	  
completion	  of	  the	  process	  described	  by	  the	  Access	  Rules.	  	  The	  end	  point	  of	  that	  process	  will	  
normally	  be	  the	  Addendum	  to	  the	  PSIA.	  	  The	  OAT	  sponsor	  (approved	  by	  the	  OAT	  management	  
board)	  and	  the	  OAT	  Board	  (through	  its	  technical	  team)	  will	  have	  to	  approve	  different	  parts	  of	  
the	  development	  of	  an	  OAT	  access	  project	  before	  it	  becomes	  production.	  
	  
The	  three	  stages	  are	  

1. Query	  development	  and	  testing	  
a. takes	  place	  on	  the	  OAT	  development	  and	  test	  database	  
b. OAT	  development	  database	  is	  identical	  in	  content	  and	  functionality	  to	  the	  

production	  database	  with	  the	  following	  exceptions:	  
i. Individual	  records	  are	  anonymized	  
ii. Data	  is	  stale,	  possibly	  months	  old	  

c. Testing	  is	  meant	  to	  be	  exhaustive	  on	  this	  database	  
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d. Testing	  proceeds	  to	  the	  next	  stage	  only	  when	  signed	  off	  by	  the	  OAT	  sponsors	  
	  

2. Query	  Quality	  Assurance	  
a. Takes	  place	  on	  the	  OAT	  Quality	  Assurance	  (QA)	  database	  	  
b. Requires	  approval	  of	  the	  OAT	  sponsors	  before	  access	  is	  granted	  
c. OAT	  QA	  database	  is	  identical	  in	  content	  and	  functionality	  to	  the	  production	  

database	  with	  the	  following	  exception	  
i. Data	  is	  stale,	  possibly	  months	  old	  	  

d. Testing	  is	  meant	  to	  be	  exhaustive	  on	  this	  database	  
e. Testing	  proceeds	  to	  the	  next	  stage	  only	  when	  signed	  off	  by	  the	  OAT	  sponsors	  

	  
3. Production	  

a. Takes	  place	  on	  the	  OAT	  production	  database	  	  
i. Data	  is	  live	  

b. Requires	  approval	  of	  the	  OAT	  management	  board	  before	  access	  is	  granted	  
i. Entails	  technical	  vetting	  by	  the	  OAT	  management	  board	  

	  
Passed	  by	  the	  Mathematics	  Faculty	  Online	  Academic	  Tools	  Management	  Board	  February	  24	  
2014.	  	  


