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Without further ado, we humbly present the August edition of Digital

Underground, for your consideration. For those of you who had classes this spring
semester, we hope they went well. For those of you who got to enjoy a leisurely

summer of rest and relaxation with no academic concerns, we will try not to resent

you too much!

This month’s edition has an interesting new opportunity at NVIDIA, as well as our

usual slate of media and research links.

CPI would also like to remind everyone that the following classes in the Fall 2023
semester are eligible for the CPI Undergraduate Award: AFM 347, CO 487, CS 458,
GBDA 303, GBDA 414, SOCI/LS 305, SOC/LS 413, and SOC/LS 435 .

Please take a moment to review this page as it lists the other classes for future

semesters that will also be eligible for these awards.


https://uwaterloo.ca/cybersecurity-privacy-institute/scholarships

For those who are interested in contributing to this newsletter, please email us at

CPI Students <cpi.students@uwaterloo.ca> we would welcome the help!

Upcoming Events

2023 Cybersecurity and Privacy Institute Annual Conference
w/ CPI Students Conference Poster Session

UW Food Truck Wednesday

Frosh Ball / Waterloo / 2023

Mystical Witches Night Market in Waterloo!

Frosh Icebreaker

Jobs Canada Career Fair

Waterloo's 2023 Back 2 School Glow Party

Yoga in the Park

Student Support and Resources



mailto:CPI%20Students%20%3ccpi.students@uwaterloo.ca%3e
https://uwaterloo.ca/cybersecurity-privacy-institute/events/2023-cybersecurity-and-privacy-institute-annual-conference-0
https://uwaterloo.ca/cybersecurity-privacy-institute/2023-cybersecurity-and-privacy-institute-annual-conference
https://uwaterloo.ca/food-services/events/food-truck-wednesday
https://www.eventbrite.ca/e/frosh-ball-waterloo-2023-tickets-694410830487?aff=ebdssbdestsearch&keep_tld=1
https://www.eventbrite.ca/e/mystical-witches-night-market-in-waterloo-tickets-676179790957?aff=ebdssbdestsearch
https://www.eventbrite.ca/e/frosh-icebreaker-waterloo-2023-tickets-664421471507?aff=ebdssbdestsearch&keep_tld=1
https://www.eventbrite.ca/e/kitchener-waterloo-career-fair-september-12th-2023-tickets-638858873087?aff=ebdssbdestsearch
https://www.eventbrite.ca/e/waterloos-2023-back-2-school-glow-party-19-tickets-601458467467?aff=ebdssbdestsearch
https://www.eventbrite.ca/e/yoga-in-the-park-tickets-652246535947?aff=ebdssbdestsearch&keep_tld=1

Campus Wellness and Counselling Services
CPI for Students

Current Students Pathways
CPI Undergraduate Award
CPI Excellence Graduate Scholarship
The Vector Digital Talent Hub

Research

Poirot: Probabilistically Recommending Protections for the

Android Framework
Zeinab El-Rewini - Zhuo Zhang - CPI Member Yousra Aafer

DedupBench: A Benchmarking Tool for Data

Chunking Techniques
Alan Liu - Abdelrahman Baba - Sreeharsha Udayashankar

- CPI Member Samer Al-Kiswany

Chinese Wall or Swiss Cheese?

Keyword filtering in the Great Firewall of China

Raymond Rambert - Zachary Weinberg
- CPI Member Diogo Barradas - Nicolas Christin

ML Models for Detecting QoE Degradation in
Low-Latency Applications: A Cloud-Gaming Case Study



https://uwaterloo.ca/campus-wellness/counselling-services
https://uwaterloo.ca/cybersecurity-privacy-institute/students/cpi-student-membership
https://uwaterloo.ca/pathway/current-students
https://uwaterloo.ca/student-awards-financial-aid/awards/cybersecurity-and-privacy-institute-undergraduate-award
https://uwaterloo.ca/graduate-studies-postdoctoral-affairs/awards/cybersecurity-and-privacy-excellence-graduate-scholarship
https://talenthub.vectorinstitute.ai/
https://www.cs.purdue.edu/homes/zhan3299/res/ccs22.pdf
https://www.cs.purdue.edu/homes/zhan3299/res/ccs22.pdf
https://cs.uwaterloo.ca/~alkiswan/papers/DedupBench_CCECE23.pdf
https://cs.uwaterloo.ca/~alkiswan/papers/DedupBench_CCECE23.pdf
https://cs.uwaterloo.ca/~dbarrada/papers/rambert_www21.pdf
https://cs.uwaterloo.ca/~dbarrada/papers/rambert_www21.pdf
https://hal.science/hal-04160235/document
https://hal.science/hal-04160235/document

Joél Roman Ky - Bertrand Mathieu —
Abdelkader Lahmadi - CPI Member Raouf Boutaba

Open Calls

NVIDIA Graduate Fellowship Program

20213 IEEE gth Information Technology International Seminar (ITIS)

The Vector Digital Talent Hub encourages students to create profiles on their

website to apply for a variety of employment opportunities. | Vector Institute

USENIX Security '23 Call for Papers

CSITAI 2023 : International Conference on Computer Science, Information
Technology & Al

ICITST 20213 : International Conference for Internet Technology and Secured

Transactions

CyberHunt 20213 : 6th Annual Workshop on Cyber Threat Intelligence and Hunting

WatlTis 20213



https://research.nvidia.com/graduate-fellowships
https://2023.itisconf.org/
https://talenthub.vectorinstitute.ai/
https://www.usenix.org/conference/usenixsecurity23/call-for-papers
https://csitai2023.org/#scope
https://csitai2023.org/#scope
https://icitst.org/call-for-papers/
https://icitst.org/call-for-papers/
https://cyberhunt2023.cyberhunt.no/
https://uwaterloo.ca/watitis/

In the Media

Podcast of the Month:



https://open.spotify.com/episode/2C2t6SIoVZPo1mN0CXqk8i
https://open.spotify.com/episode/2C2t6SIoVZPo1mN0CXqk8i
https://open.spotify.com/episode/2C2t6SIoVZPo1mN0CXqk8i
https://www.youtube.com/watch?v=KtWcOCfA_Ww
https://www.youtube.com/watch?v=KtWcOCfA_Ww
https://www.youtube.com/watch?v=IPDsXdhEIjo
https://www.youtube.com/watch?v=IPDsXdhEIjo
https://beta.ctvnews.ca/national/business/2023/6/9/1_6431995.amp.html
https://beta.ctvnews.ca/national/business/2023/6/9/1_6431995.amp.html
https://cs.uwaterloo.ca/news/gautam-kamath-receives-faculty-of-math-golden-jubilee-research-excellence-award
https://cs.uwaterloo.ca/news/gautam-kamath-receives-faculty-of-math-golden-jubilee-research-excellence-award
https://uwaterloo.ca/daily-bulletin/2023-07-31#lindsey-tulloch-ian-goldberg-win-best-student-paper-award-at-privacy-symposium
https://uwaterloo.ca/daily-bulletin/2023-07-31#lindsey-tulloch-ian-goldberg-win-best-student-paper-award-at-privacy-symposium
https://uwaterloo.ca/news/media/q-and-experts-what-watermarking
https://uwaterloo.ca/news/media/q-and-experts-what-watermarking
https://uwaterloo.ca/news/media/q-and-experts-what-watermarking
https://www.securityweek.com/tesla-discloses-data-breach-related-to-whistleblower-leak/
https://www.securityweek.com/apple-ships-urgent-ios-patch-for-webkit-zero-day/
https://www.wired.com/story/inspectability-api-app-transparency/
https://www.wired.com/story/inspectability-api-app-transparency/
https://drata.com/blog/compliance-automation?utm_campaign=DR_gen_thehackernews_all_sec_none_none_AMS_USCA_educational_&utm_source=thehackernews&utm_medium=paidnewsletter&utm_content=auto_comp_txt_v1&utm_term=USCA_all_sec_none_none

Student Spotlight

CPI would like to congratulate Sajin Sasy on being awarded the 2023 CPI
Cybersecurity and Privacy Excellence Graduate Scholarship sponsored by
MasterCard.

Seen anything that you think should be on this list for our next

edition? Let us know!

CPI Students <cpi.students@uwaterloo.ca>

Don’t Be a Tattle-Tale: Preventing Leakages through Data

%) Dependencies on Access Control Protected Data {

~— Primal Pappachan™#, Shufan Zhang*, Xi He*, Sharad Mehrotra® s,
* University of California Irvine ¢ Pennsyhvania State University * University of Waterioo

The August Student Spotlight highlights the work of Shufan Zhang and their
project entitled “Don't Be a Tattle-Tale: Preventing Leakages through Data

Dependencies on Access Control Protected Data”. The team study the

problem of answering queries when (part of) the data may be sensitive and
should not be leaked to the querier. They identify conditions under which
full deniability can be achieved and develop an efficient algorithm that
minimally hides non-sensitive cells during query processing to achieve full
deniability. They then experimentally show that their approach is practical
and scales to an increasing proportion of sensitive data, as well as to

increasing database size.


mailto:CPI%20Students%20%3ccpi.students@uwaterloo.ca%3e
https://uwaterloo.ca/cybersecurity-privacy-institute/2022-cybersecurity-and-privacy-institute-annual-conference#dont
https://uwaterloo.ca/cybersecurity-privacy-institute/2022-cybersecurity-and-privacy-institute-annual-conference#dont
https://ssasy.github.io/
https://uwaterloo.ca/cybersecurity-privacy-institute/scholarships#ges
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