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Foreword

Effective knowledge dissemination between universities and governments is critically important for Canada, given the need for
consensus on how to best collect, protect, and leverage data to ensure high-quality and impactful public healthcare. Such knowledge
dissemination helps develop and implement strategies that facilitate the use of advanced Al methods aimed at better health care
delivery, while protecting individual privacy and maintaining public trust. These principles are not mutually exclusive.

In response, the University of Waterloo Cybersecurity and Privacy Institute (CPI) and Waterloo Artificial Intelligence (Waterloo.AI)
Institute, co-funded and organized a conference that was held at the Delta Hotel in Ottawa on May 5th, 2023, which was attended
by representatives from multiple federal government organizations. Its objective was to bring contemporary developments in
cybersecurity, privacy, and Artificial Intelligence (Al) research to the attention of national policymakers. The conference also
received funding and support from Health Canada, Statistics Canada, the Canadian Institute for Health Information (CIHI), the
Master of Public Service (MPS) program at the University of Waterloo, and WatSPEED (University of Waterloo).

The conference builds on some of the recommendations of the Expert Advisory Group of the Pan Canadian Health Data Strategy
(PCHDS), established by the Public Health Agency of Canada. The task of the PCHDS was to provide guidance on modernizing
national health data collection, sharing and interoperability, and offer guidance on updating standards on privacy and access to
health data, as well as overall data governance. This e-book is a collection of research papers based on the presentations that were
made by faculty members across different academic units of the University of Waterloo.

With respect to cybersecurity and privacy: (1) Professor Gautam Kamath (Cheriton School of Computer Science) discussed some
of the latest research in the field of differential privacy; (2) Professor Guang Gong (Department of Electrical and Computer
Engineering) introduced Blockchain concepts along with a survey of healthcare applications; and (3) Professor Helen Chen (School
of Public Health Sciences) proposed the use of synthetic data as a means to conduct statistical research while significantly protecting
individual privacy. In the session on Artificial Intelligence applications: (1) Professor Sirisha Rambhatla (Department of
Management Sciences) outlined various ways in which Al-powered solutions can revolutionize primary healthcare based on her
research in liver transplantation and burn surgical candidacy forecasting, and also discussed the potential role of Al in surgical
training and the need to address misinformation from large-language models; (2) Professor Plinio Morita (School of Public Health
Sciences) delved into the need to better incorporate Big Data through novel data sources and recommended how to incorporate
them within public health contexts; and (3) Professor John Hirdes (School of Public Health Sciences) discussed the catastrophic
impacts of COVID-19 on Long Term Care (LTC) facilities and how inconsistent data standards, limitations of data access because
of privacy concerns, and inertia on knowledge mobilization, all impede the use of Al methods in healthcare.

The conference concluded with presentations from Professor Anindya Sen (Department of Economics) and Professor Samantha
Meyer (School of Public Health Sciences). Professor Sen discussed the consequences of limited public understanding of data and
statistical methods, which ultimately impedes the use of Al methods that can lead to better healthcare delivery and outcomes. He
illustrated this through the recent controversy on alleged mass surveillance of Canadians by the Public Health Agency of Canada
(PHAC), which he posited was both unfounded and a result of poor data literacy. Professor Meyer noted how Al use is heavily
dependent on the willingness to share data, which is a function of public trust in government. Her paper introduced the concept of
institutional trust and focused on the relationship between societal trust health behaviours, such as data sharing. Our hope is that
these publicly available studies will stimulate more impactful work and knowledge sharing that is needed for our public health care
systems. We gratefully acknowledge the encouragement and help given by Deputy Minister Stephen Lucas of Health Canada and
Chief Statistician of Canada Anil Arora, along with other members of their teams, which made this conference possible.

Anindya Sen
Professor of Economics and Associate Director, Waterloo CPI
Member, Waterloo.Al




Preface from Dr. Vivek Goel

During the COVID-19 pandemic Canada, along with many jurisdictions globally, faced many challenges in ensuring that accurate
data were available in a timely manner to support the management of the disease at the clinical level and in health care institutions,
as well as at the population level to support policy development, research, and innovation. Challenges in Canada were further
magnified because of the constitutional distribution of responsibility for management and delivery of most health services to the
provinces and territories.

I had the privilege of serving as Chair of the Expert Advisory Group to advise on the development of a Pan-Canadian Health Data
Strategy. Through a series of three reports, we identified the barriers standing in the way of better collection and sharing of health
data and laid out a series of recommendations for action. It has been pleasing to see the attention paid to these recommendations
and the momentum building towards action, although a great deal of work remains to be done.

This e-book summarizes papers presented by colleagues from the University of Waterloo at a conference on Cybersecurity, Privacy,
and Artificial Intelligence in Health Data. The papers highlight advances in a variety of areas, from technical tools that could be
used to address privacy challenges in sharing of data to novel analytic approaches for large datasets. However, as we noted in our
reports, many of the challenges are not technical, but social. Colleagues therefore also addressed topics such as the importance of
data literacy and trust.

Every part of our health systems faces significant challenges — all require better data which is essential to building a high quality,
accessible, efficient, and sustainable health system. We do hope that the ideas raised in this conference can be useful as policy
work continues on improving health data across Canada.

As part of its ‘Waterloo at 100’ vision, the University of Waterloo has committed to being a national leader in a series of Global
Futures; including health futures, particularly the intersection of society, health, and technology, and increasing partnerships with
the public sector to catalyze important policy development. This conference was an important step in this direction, and I look
forward to future partnerships that will allow us to bring more of the seminal research being conducted at the university to the
attention of policymakers at all levels of government.

[ am grateful to the conference presenters, organizers, and supporters for making this happen.

Vivek Goel, CM
President and Vice-Chancellor

University of Waterloo




Foreword to Conference Proceedings: Cybersecurity, Privacy, and Artificial Intelligence in Health Data

The "Cybersecurity, Privacy, and Artificial Intelligence in Health Data: Advancements and Challenges" conference, held on May
5th, 2023, brought together an array of distinguished experts, scholars, and professionals, all united by a shared commitment to
addressing the evolving landscape of healthcare in the digital age.

The importance of the topics explored throughout this conference in addressing the opportunities and challenges that come with
the evolving digital health care landscape cannot be understated. One of the Government of Canada’s major health priorities is to
harness the full potential of health data and digital systems. When data is effectively used and shared, it can save lives by
ensuring health care providers have the information they need to make sound clinical decisions across health settings and across
jurisdictions. It can also empower Canadians in their health journeys with access to their own comprehensive health record. De-
personalized health data is critical in supporting improvements in health systems, in population health, in public health responses
and in innovation.

The federal government has made a clear commitment to enabling a modern and connected health system that fully harnesses the
potential of data and digital systems through the Working Together to Improve Health Care for Canadians Plan. In support of
this plan, Budget 2023 provided close to $200 billion over 10 years, including $46.2 billion in new funding for provinces and
territories on four shared health priorities, one of which is modernizing the health system with standardized health data and
digital tools.

As part of the Working Together Plan, the federal government is leading the work with provinces and territories, with industry
and other key stakeholders to realize this vision for a more connected health system by focusing on the adoption of common
standards and modernized approaches for safely and securely sharing health data. These efforts must be grounded in principles
that put people and their care at the centre of the approaches taken, while balancing the need to share data with privacy
protection.

Utilizing innovations, like artificial intelligence, also presents great opportunities for improvements to health care delivery.
Whether it's exploring how automation can help improve workflows, using Al to support diagnostics, or employing machine
learning to support health workers in their jobs, the goal is to enhance the quality and efficiency of health care in Canada while
ensuring appropriate regulation and safeguards to minimize safety risks and build and maintain public trust in how these tools are
used.

The conference helped to inform how to advance the changes needed for Canada to fully benefit from a modernized and better
connected health system.

Thank you for your participation and engagement in these exciting conversations.

Dr. Stephen Lucas

Health Canada



https://www.canada.ca/en/health-canada/news/2023/02/working-together-to-improve-health-care-for-canadians.html
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Chief Statistician - Foreword to eBook of conference proceedings (Sept 20, 2023)

I’m honored to provide a forward to the summary of such an important event. New data sources, big data, and artificial
intelligence present tremendous opportunities to improve population health as does data integration of different sources such as
administrative data, biobank data, and surveys. Using other forms of data (such as data from mobile apps) can enhance our
understanding of health and health outcomes.

This conference brought together researchers from academia, policy makers, and data experts to discuss responsible ways of
leveraging available data and modern technology to gain a deeper understanding of the key factors that lead to better health
outcomes. Statistics Canada has a long history and solid track record of using various data sources and statistical frameworks and
enabling technical infrastructure to bring data and insights to Canadians. This expertise and capability needs to be better
leveraged to drive better health outcomes for Canadians.

Statistics Canada is uniquely placed to play a data stewardship role. We started from the foundational recognition that everything
is about trust and trust is everything. We need data to improve lives through insights and to get that data, Canadians must be able
to trust that their privacy is protected, and their data are safe. Some of the tools we use to maintain the trust of Canadians include
our governance models, our frameworks, and our standards. Our Quality Assurance Framework and our Quality Guidelines, for
example, help ensure that our outputs are of high quality and can be trusted by our data users. We also use an ethical framework
built around the principles of Necessity and Proportionality to guide our data collection activities.

This framework helps us strike a balanced approach. The conference also highlighted the need for collaboration to address
critical health issues and the important role of data integration. Bringing multiple sources of data together unlocks new
capabilities and insights. New data sources, big data, and artificial intelligence present tremendous opportunities to improve
health outcomes.

Together, we have a real opportunity to grow the health data ecosystem. Ultimately, it seems clear that data are a team sport —
and one that is reliant on public trust to succeed.

Anil Arora

Chief Statistician of Canada
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A Whirlwind Introduction to Differential Privacy

Gautam Kamath
University of Waterloo & Vector Institute

July 17, 2023

Abstract

When an organization naively releases too many statistics about a sensitive dataset, privacy leakage is inevitable.
Differential privacy has emerged as a powerful framework for protecting individuals’ privacy while enabling valuable
insights from data analysis. We provide an introduction to differential privacy, aiming to present the fundamental concepts,
techniques, and applications of this powerful framework. We begin by defining the core principles of differential privacy
and discussing its mathematical foundations; most importantly, focusing on the definition and what it means for an algorithm
to be differentially private. Subsequently, we delve into various mechanisms and algorithms employed to achieve
differential privacy, including the Laplace and Gaussian Mechanisms. We discuss several useful properties of differential
privacy, as well as a popular relaxation.

xg@csail.mit.edu. Supported by a Canada CIFAR Al Chair, and NSERC Discovery Grant, and a University of Waterloo startup grant.

1 Failures to Preserve Privacy

Modern data analysis frequently operates on datasets which are sensitive in nature. This could include things like medical records,
personal emails, or location data. Troublingly, if the data analyst is naive or careless, private information could easily be leaked.
We illustrate a couple of real-world examples where issues like this have arisen, focusing on the medical domain.

1.1 Genomic Studies

In the context of medical and genomic studies, statistical data analysis plays a pivotal role in scientific advancements. However,
the importance of preserving data privacy is paramount. A critical concern arises when considering studies that involve sensitive
information, such as individuals diagnosed with HIV. Revealing the identities of participants in such studies would be a severe
breach of privacy. Homer et al. [HSR+08] demonstrated that, under certain conditions, it is possible to discern an individual’s
presence in a DNA sample mixture based on aggregate statistics (though we note that the practical applicability of these conditions
has been debated [BRS+09]). Nevertheless, this discovery prompted the National Institutes of Health (NIH) in the US to restrict
access to previously open-source summary statistics (including minor allele frequencies, chi-squared statistics, and p-values),
thereby hindering open science. Thus, ensuring privacy-preserving analyses, particularly for tasks like statistical hypothesis testing,
would greatly facilitate progress in genomic studies while upholding privacy concerns.




1.2 Massachusetts Group Insurance Commission

During the mid-1990s, the Massachusetts Group Insurance Commission initiated a program granting researchers free and open
access to hospital visit records of state employees. Given the highly sensitive nature of this data, it naturally underwent
anonymization processes. The then-governor of Massachusetts, William Weld, assured the public that patient privacy would be
safeguarded. As you might expect, this turned out to be untrue.

The anonymization involved removing identifiers like names and social security numbers from the dataset, while keeping
other features that were not directly identifying, such as ZIP code, date of birth, and sex. Latanya Sweeney, a graduate student in
Computer Science, acquired the voter rolls from the city of Cambridge for a mere $20. These records contained information such
as names, addresses, ZIP codes, dates of birth, and sexes of registered voters. As many of these fields were not redacted from the
anonymized dataset, it was easy to match them up. Indeed, by cross-referencing these datasets, large-scale reidentification of
individuals in the hospital visit dataset became straightforward. Sweeney demonstrated this by sending Governor Weld his own
medical records, highlighting the vulnerability of the anonymization process and the subsequent privacy risks involved.

2 Enter Differential Privacy

As we have seen, without special care, statistical analyses are inclined to violate the individual privacy of those who provided
their data. Even worse, as these examples demonstrate, best-effort or heuristic methods to “anonymize” a dataset may fail
catastrophically. This is unacceptable when privacy is a serious concern. As such, we require rigorous methods to guarantee that
privacy is preserved.

It may be a priori unclear how to provide such a rigorous guarantee. We will first intuitively demonstrate via a simple
example. Consider a population where every individual is either HIV positive or negative. We wish to estimate what fraction of
the population is indeed HIV positive. One option is to simply ask individuals whether they have HIV or not. If the data analyst
is not trusted, the issue is immediately apparent: each individual has to reveal their personal information about whether or not
they have HIV, which they may be uncomfortable to do. Indeed, individuals are likely to lie, resulting in an undercounting of the
infected fraction. Consider instead another extreme: individuals flip a coin, and if it comes up heads, then they report “HIV
positive,” otherwise they report “HIV negative.” This perfectly protects individual privacy: each person’s report is independent
of their actual HIV status. However, by the same token, the resulting aggregate of their results is entirely unrelated to the fraction
of infected individuals in the dataset. We have perfect privacy, but no utility. The right middle ground between these two deficient
solutions balances the two desiderata of utility and privacy. Roughly speaking, each individual independently does the following:
with a probability of 2/3 they report the truth, and otherwise, they lie. This gives each individual a type of “plausible deniability”:
even if they report that they are HIV positive, there is a 1/3 chance that they are not, and the protocol simply instructed them to
say that they are. At the same time, by appropriately transforming the aggregate of their reports, it is possible to get an accurate
estimate of the true fraction of individuals who are HIV positive. This type of technique is naturally called “Randomized
Response.” It is the simplest example of a protocol that satisfies differential privacy. It was actually introduced in 1965 by Warner
[War65], decades before differential privacy was invented. Furthermore, it satisfies a stronger notion of privacy, known as local
differential privacy.

2.1 The Definition of Differential Privacy

To be more formal, let us introduce the actual definition of differential privacy. We will work in the trusted curator model, sometimes
known as central differential privacy. Suppose there exist n individuals each with their own datapoint, X1 through Xn. Their data will
all be sent in the clear to said, “trusted curator” (i.e., the data analyst) — this individual is trusted with their sensitive data, but no one
else. In particular, this curator is trusted to not divulge any information that violates the privacy of the individuals who provided
their data. The curator then runs a “mechanism” (a fancy bit of domain-specific jargon for an algorithm, a statistic, or generally, any
procedure that takes in a dataset and produces an output) M, and publicly releases the result of this computation. Differential privacy
is a property of the mechanism M, which informally says that its distribution over outputs is insensitive to modifications of individual
datapoints.

Let’s be a bit more precise. Let M : X" — Y be an algorithm that takes in a dataset of size n over a domain X, and outputs
something from the range Y. We will consider any pair of datasets X, X' € X" that are neighbouring, that is, differ in exactly one
datapoint. One could, for example, consider a single individual lying about their datapoint, or otherwise opting out of the data
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analysis. Such neighbouring datasets are sometimes denoted by X ~ X'. We say that M is e-(pure) differentially private (e-(pure)
DP) if, for all neighbouring X, X', and all T €Y, we have

PriIM(X) € T] <€ PrIM(X") €T],
where the randomness is over the choices made by M.

Differential privacy was introduced in 2006 by Dwork, McSherry, Nissim, and Smith, in their seminal paper [DMNSO06]. It
is considered to be the gold standard of data privacy, receiving both acceptance and acclaim in theory as well as practice. In terms
of practical, real-world deployments, it has been adopted at Apple [Dif17], Google [EPK14], Microsoft [DKY17], the US Census
Bureau for the 2020 US Census [AACM+22], and much more. For a more comprehensive look at practical deployments of
differential privacy, see [Des21].

2.2 Interpreting Differential Privacy

The definition of differential privacy is quite counterintuitive the first few times you see it. Here are some important points to help
you better digest it.

To simply interpret the definition of differential privacy: consider the probability distribution that the mechanism M has over
potential outcomes, when given some dataset X. Differential privacy bounds how much the probability of any outcome can increase
(multiplicatively) after changing one user’s data. In other words, if we modify one datapoint, no outcome becomes dramatically
more or less likely.

Differential privacy is a quantitative definition: a small value of ¢ means the mechanism is more private, and a larger value
means the mechanism is less private. Specifically, € = 0 means that the mechanism does not depend on the data at all, and thus is
perfectly private, while & = .o means that the algorithm does not even attempt to preserve privacy. Typical values of £ one might
see range from (roughly) 0.1 to 8. Anything outside these ranges should be subject to additional scrutiny. This is because most
algorithms which operate on reasonable-sized datasets would be unable to provide reasonable utility at values of £ smaller than
0.1. Indeed, implicit in the design of any differentially private mechanism is the underlying privacy-utility tradeoff; privacy never
comes for free, and the stronger the privacy guaranteed, the more that utility will suffer. On the other hand, values of ¢ larger than
8 result in rather weak privacy guarantees, and using larger values of ¢ is not generally recommended; it may create a false sense
of security against privacy violations. As a disclaimer, these suggestions are broad, and consequently, one should take more care
when determining appropriate values of ¢ for a particular domain. Indeed, the most principled approach would be to compute the
social and economic benefit of a particular level of privacy-protection, and balance this against the cost of the resulting loss in
data utility. This type of quantification is beyond the scope of this paper but has been approached for certain high-stakes
applications like the 2020 US Census [AACM+22].

Differential privacy is a worst-case guarantee: the definition requires one to reason about the worst-case outcome over all
pairs of neighbouring datasets X and X'. A common pitfall is to try to quantify which types of datasets are more or less likely and
give a type of “average-case” privacy guarantee which takes this into account. This is dangerous for two reasons: first, if the data
analyst’s assumptions about the population are incorrect, then they risk violating user privacy — in settings where privacy actually
matters, this is a non-starter. Second, several very helpful technical properties of differential privacy fail to hold, which are
described more in-depth by Steinke and Ullman [SU20a, SU20b].

The definition may look like the two neighbouring datasets X and X' play an asymmetric role.

However, one can just swap their positions, and the definition is seen to be symmetric.

Finally, any “reasonable” differentially private mechanism must be randomized. That is, if it does not involve some

randomness, then the algorithm must be completely independent of the dataset.

2.3 What Differential Privacy Does and Does Not Do

It is easy to misinterpret what differential privacy actually guarantees. Repeating the definition: differential privacy guarantees
that the probability of any outcome is similar when an individual is or is not included in the dataset. In fact, it guarantees exactly
this, and nothing more and nothing less. Many misconceptions, even by experienced researchers, are based around the forgetting
of this fact.

Differential privacy protects against the attacks seen at the beginning of this paper. That is because these are attacks which
re-identify individuals, reconstruct the database, or identify whether individuals were present in the dataset. All of these are highly
sensitive to the addition or removal of a single datapoint, and thus, if a mechanism is differentially private, the output would not
reveal any of these things. Conveniently, differential privacy is, in some sense, “future-proof”; even if some data became public
in the future, it cannot induce additional privacy leakage from whatever the data analyst made public beforehand. This is not true
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for some of the other heuristic methods we have seen prior. Differential privacy actually bounds the increase in probability of
arbitrary risks, one of the key reasons why it is considered to be such a strong and safe notion of data privacy.

On the other hand, differential privacy does not stop statistics and machine learning. A common example to demonstrate this
is by considering a study which is meant to investigate whether smoking causes cancer. An individual who smokes cigarettes is
deciding whether or not to participate in a medical study investigating this question. A positive causal link would hurt them; since
their status as a smoker is known to the public, this would result in an increase in their insurance premiums. However, since they
are told that the study is being conducted with differential privacy, they decide nonetheless to participate, since they know that the
experiment will be privacy preserving. Regardless of this, the medical study reveals that indeed, smoking causes cancer. Is this a
privacy violation or not? The answer is no, or at least not in the way that differential privacy guarantees against. That is, given a
large sample size, it would have revealed that smoking causes cancer whether or not this particular individual participated. To
borrow terminology from Frank McSherry [McS16], this was not the smoker’s secret, but instead it was a secret about the smoker.
The only way to avoid such a disclosure would be either to not conduct the study in the first place, or for the smoker to conceal
the fact that they smoke.

Differential privacy is also not an appropriate solution to cases when we are explicitly trying to identify particular individuals.
Say, for example, when we are trying to do contact tracing for COVID-19. This is when we trace back the sequence of individuals
who were in contact with someone who tested positive, in order to either locate the source or warn others who were exposed.
There is much discussion of “privacy-preserving” technical solutions for this problem. However, this is due to the term privacy-
preserving being overloaded with several different meanings, and differential privacy is not a relevant notion here. Indeed, contact
tracing requires information about the identity of individuals, whereas differential privacy is specifically intended to mask the
presence of individuals. If several people all attended an event at the same location, however, there may be some hope through
tracking of this large group of people. Specific work at Google using private analysis of location traces since COVID-19 began
may be applicable for this type of application [ABC+20].

3 The Laplace Mechanism

To make the preceding discussion more concrete, we introduce perhaps the best-known mechanism in differential privacy, the
Laplace mechanism. Simply compute the quantity you wish to release non-privately, but then add noise to it before releasing it.
Intuitively speaking, adding noise masks the contribution of any individual, thus giving plausible deniability akin to what we
discussed in the Randomized Response example. However, formalizing and analyzing this mechanism requires some care.

As a simple running example through this section, one can consider the simple function which averages n bits,
f= % ™, X; where Xi € {0,1}. Say, to return to a previous example, Xi represents whether the ith individual is HIV positive. We

wish to release its value on some dataset X € {0,1}" subject to differential privacy. As the name of the mechanism suggests, the
Laplace distribution will be a key component of the Laplace mechanism.

Definition 3.1. The Laplace distribution with location and scale parameters 0 and b, respectively, has the following density:

This may be an unfamiliar distribution, but it can be seen as a symmetrization of the exponential distribution, by just reflecting
the distribution’s PDF across the y-axis. The exponential distribution is supported on x € [0, ), with density o exp(—cx), while
the Laplace distribution has support x € R with density oc exp(—c|x|). We can also consider the Gaussian distribution: this is also

supported on R, similar to the Laplace distribution, but it has lighter tails (with density o exp(—cxz)).

With these preliminaries out of the way, we can proceed with describing the mechanism. We first require the concept of
sensitivity. This measures how much a function can change if one datapoint is modified. Intuitively, the more sensitive a function
is, the harder it is to privatize (i.e., more noise is required), and the less sensitive it is, the easier it is to privatize.
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Definition 3.2. Letf: X" — RX. The {1-sensitivity of f is

Al_max I fFCX) —FXD g,
~XXr
where X and X' are neighbouring databases.

Recalling our function f which averages n bits, it has sensitivity 1/n: this is because the most we can change its value is by
changing a 0 to 1 or vice versa, which changes the value of the function by 1/n.

Finally, we are prepared to define the Laplace mechanism. We simply add noise to the function of interest, which is scaled
according to the sensitivity of the function.

Definition 3.3. Let f : X" — RX The Laplace mechanism is defined as
M (X) =1 (X) + (Y1, ..., Yi),
where the Yj are independent Laplace(A/e) random variables.
Note that this is phrased for the more general setting where the function f has a k-dimensional range, but for our running example,

we can instantiate it with k = 1. Specifically, it prescribes outputting the value of % > Xi + Laplace(1/ne). While we omit the proof
here, it is easy to show that the output of the Laplace mechanism enjoys e-differential privacy.

Theorem 3.4. The Laplace mechanism is e-differentially private.

To explain one slightly more complex application, in which we wish to output several statistics about the same population. Say, for
example, that for a particular group of individuals, we wish to simultaneously know what fraction of them are HIV positive, what
fraction are male, and what fraction are over 25; but as usual, subject to differential privacy.

We can then define Xj € {0, 1}3 to be the vector for individual i, representing the answers to these three queries. Instantiating the

Laplace mechanism for this instance gives }l > Xi+ Laplace(3/ne)®3, where a simple calculation shows that the sensitivity of

%ZXHS 3 in this case. More generally, we could consider answering k such queries for the same dataset, and the Laplace

mechanism would tell us to output %Z)(i+ Lap]ace(k/l’le)®k. This is useful, because it allows us to privately answer several

questions about the same sensitive dataset. Indeed, differential privacy would not be useful if such a thing wasn’t possible, as a
data analyst rarely asks only one query about a dataset.

4 Properties of Differential Privacy

As hinted at, differential privacy is a robust and versatile notion of data privacy. This is one of the reasons for its success and
adoption: it has many nice properties which make it very convenient for building up larger and more complex systems in a modular
fashion. In this section, we cover some of the most important properties.

Post-Processing. The first property says that, once you make a release which is differentially private, no data-independent method
can remove this privacy guarantee.

Theorem 4.1. Let M : X" — Y be e-differentially private and let F : Y — Z be an arbitrary randomized mapping. Then F > M is
e-differentially private.

Group Privacy. Differential privacy guarantees a type of stability for every pair of neighbouring datasets, which seems restrictive
at first glance. For example, it would be inconvenient if changing two datapoints would result in massive leakage of sensitive
information. Fortunately, the group privacy property of differential privacy allows us to quantify how the guarantees weaken as
more datapoints are changed.
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Theorem 4.2. Let M : X" — Y be an e-differentially private algorithm. Suppose X and X' are two datasets which differ in exactly
k positions. Then for all T €Y, we have

PrIM(X) €T] < exp(ke) Pr{M(X) €TJ.

Basic Composition. Perhaps the most important property of differential privacy is composition. As previously mentioned, it is
unrealistic that a data analyst would only wish to perform a single private analysis on a dataset. It is not a priori obvious how you
would quantify the resulting privacy leakage if k private analyses were run instead. The composition property roughly says that
the privacy parameters “add up™:

Theorem 4.3. Suppose M = (My, . .., M,) is a sequence of e-differentially private algorithms, potentially chosen sequentially
and adaptively. Then M is ke-differentially private.

Note that we already saw a similar phenomenon when asking k yes-no questions about a dataset using the Laplace
mechanism. This result is much more general, allowing for arbitrary private algorithms and for the specific queries/mechanisms
to be chosen adaptively.

5 Approximate Differential Privacy

We briefly mention a relaxation of e-differential privacy, known as (g, 8)-differential privacy. ¢- differential privacy can be a
rather stringent notion of privacy, as it requires us to control the probability of every event, even those with very low probability.
This proves to be restrictive on the type of mechanisms that can be used to guarantee differential privacy. Instead, we relax to the
following definition.

Definition 5.1 (Approximate Differential Privacy). An algorithm M : X" — Y is (¢, §)- differentially private (i.e., it satisfies
approximate differential privacy) if, for all neighbouring databases X, X' exMandall T €V,

PIM(X) €T] < e®Pr{M(X) €T] +5.

Note that this generalizes e-differential privacy, which corresponds to the case where & = 0. Very loosely speaking, (e, )-DP
guarantees that e-DP holds except with probability .
This more permissive definition enables use of a wider variety of algorithms, including the Gaussian mechanism, which depends
on the £2-sensitivity of a function (rather than the £;-sensitivity, as considered before).

k

Definition 5.2. Let f : X" — RX. The £2-sensitivity of f is

Azzmax” f&X-f&XH1,,

x, X!

where X and X' are neighbouring databases.

With the £>-sensitivity in hand, we are ready to define the Gaussian mechanism, which amounts to addition of Gaussian noise
of scale calibrated to the £>-sensitivity.

k

Definition 5.3. Let f : X" — RX. The Gaussian mechanism is defined as

M) =F(X) + (Y1, ..., Yk,

where the Yj are independent N(0,2 In(1.25/6)A§/.s2 ) random variables.

The Gaussian mechanism enjoys (g, d)-differential privacy.
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Theorem 5.4. The Gaussian mechanism is (¢, ¢)-differentially private.

While (e, 8)-differential privacy satisfies slight variations of many of the same properties as considered before (post-processing,
group privacy, basic composition), one of the most important properties is advanced composition. Advanced composition is a
useful property for when we need to perform many private analyses on the same dataset. To recall, basic composition says that if
we run multiple private algorithms, then the privacy parameters “add up.” That is, if we run k e-differentially private algorithms,
then the result will be k e-differentially private. This can be significant if k is large. Roughly speaking, advanced composition
allows us to reduce this cost quadratically, to only vke —differential privacy, permitting dramatically more queries at the same
overall privacy budget. The precise statement of advanced composition is somewhat more nuanced, which we reproduce here.

Theorem 5.5 (Advanced Composition). For all ¢, 5, 8' >0, let M = (M, . . ., Mk) be a sequence of (¢, 6)-differentially private
algorithms, where the Mi’s are potentially chosen sequentially and adaptively.

Then M is (&, &)-differentially private, where & = ¢ \/2k log(1 / 8") + ke%— and & = k&+ &'

ef+1

6 Conclusion

Now over fifteen years old, differential privacy has withstood the test-of-time and has demonstrated itself to be a rigorous yet
user-friendly way to preserve individual privacy. In the time since its invention, it has now seen adoption in a variety of companies
and organizations in the United States, the most notable of which is the 2020 US Census. Despite this enthusiasm and widespread
deployment, Canada lags far behind the United States — we are not presently aware of any production-level deployments of
differential privacy by a Canadian organization. We hope for and are happy to advise in the modernization of privacy-preserving
data analytics on the sensitive data of Canadians, ranging from the Canadian Census to processing of medical data. Only through
such measures will Canadians maintain their trust in Canadian organizations as the responsible data stewards of tomorrow.
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Abstract:

Obtaining access to real-world health data continues to be a significant challenge, mainly due to privacy and security implications.
Consequently, researchers and technology innovators - particularly those operating in the health data science and Al technology
development space — increasingly resort to synthetic health data to bridge the data gap. High-quality synthetic data has the potential
to expedite research and development of novel technologies. However, synthetic health datasets in Canada are scarce, and no
existing synthetic health datasets conform to the Findable, Accessible, Interoperable, and Reusable (FAIR) standards. Moreover,
while federated machine learning offers the advantage of protecting patient privacy by not requiring the exchange of source data
across nodes, it has yet to be optimized in Canada's health research environment, and there is very limited use of federated learning
with synthetic health data. This paper explores the ethical considerations and value proposition of generating and sharing synthetic
health data. Our goal is to facilitate the development of a reliable and sustainable synthetic data infrastructure that supports the
ethical and responsible use of synthetic health data. We believe that this framework will pave the way for a more robust and secure
synthetic data ecosystem, enabling the generation of valuable insights that can drive positive health outcomes for Canadians.

Introduction

The effective management and sharing of health data, especially electronic medical records (EMRs), is often impeded by
diverse information systems and data formats. This fragmentation poses significant challenges in achieving seamless integration,
standardized data representation, and efficient sharing across healthcare and technology innovation ecosystems (Kokosi et al., 2022;
Kokosi & Harron, 2022). The handling of health data has been subjected to stringent regulations by various laws, such as the Health
Insurance Portability and Accountability Act (HIPAA) in the United States (US), the Personal Information Protection and Electronic
Documents Act (PIPEDA) in Canada, and the General Data Protection Regulations (GDPR) in the European Union (EU) (Shapiro,
2022). In their quest to test theories, models, algorithms, or prototypes, researchers and developers frequently rely on de-identified
or anonymous, aggregated health data. However, it takes substantial time and resources to retrieve, aggregate, and de-identify data
before it becomes accessible (Kokosi et al., 2022; Kokosi & Harron, 2022). Legal and ethical sharing of real health data remains
challenging, despite initiatives like the Open Data Charter, which promotes Open Science and accessibility through data sharing
(Huston et al., 2019). Nonetheless, successful examples like the Medical Information Mart for Intensive Care (MIMIC), a large
open healthcare database, have demonstrated the value of sharing real-world healthcare data for research and innovations (Johnson
et al., 2016).

One potential solution to this challenge is the creation of realistic, high-quality synthetic health datasets that mimic the
complexities of the original data but do not contain any real patient information (Kokosi et al., 2022). The Clinical Practice Research
Datalink (CPRD) in the United Kingdom (UK) and the Agency for Healthcare Research and Quality in the US have made synthetic
datasets available for research (Synthetic data, n.d.; SyH-DR, n.d.). Synthetic health data can be valuable for health data science
education, ML/AI algorithm development, and health technology innovation while safeguarding patient privacy, diversifying
datasets, and enhancing health and innovative research (Gonzales et al., 2023).

In Canada, however, there is a scarcity of high-quality, sharable synthetic health datasets that adhere to Findable,

Accessible, Interoperable and Reusable (FAIR) standards, despite its involvement in the Common Infrastructure for National
Cohort in Europe, Canada, and Africa (CINECA) projects (CINECA, n.d.). Furthermore, there are Collective benefits, Authority
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to control, Responsibility, Ethics (CARE), and the First Nations principles of Ownership, Control, Access, and Possession (OCAP)
pertaining to Indigenous data (Carroll et al., 2021; Mecredy et al., 2018;_Wilkinson et al., 2016), but applying or implementing
these principles in generating and sharing synthetic health data remains very limited.

With the fast advent of Machine Learning (ML) and Artificial Intelligence (Al) techniques, researchers and industry have
been exploring various deep learning models to generate high-quality synthetic data (Gonzales et al., 2023; Hernandez et al., 2022).
Among these, generative adversarial networks (GANSs) and their variants have emerged as promising synthetic data generation
approaches (Goodfellow, et al, 2014, Xu, et al, 2019, Gonzales et al., 2023; Hernandez et al., 2022; Murtaza et al., 2023). One
advantage of Al techniques for generating synthetic data over the conventional de-identification methods is the potentially high-
fidelity data quality with a very low risk of one-to-one reverse-engineering back to the original health data at the population level
(El Emam et al., 2020; Hernandez et al., 2022; Rajotte et al., 2022).

Additionally, federated learning shows promise as another technique to safeguard data privacy and security by training
Al models without centralizing datasets across multiple network nodes, therefore further reducing critical data compromises
(Antunes et al., 2022; Brisimi et al., 2018). However, its optimization and broader implementation remain ongoing challenges.

Combining generative Al models and federated learning to generate synthetic health data following FAIR principles,
with additional consideration of the CARE principles for Indigenous data, can create a robust and optimal health data network.
Such an approach would protect sensitive patient data and accelerate health research and innovations (Antunes et al., 2022; Brisimi
et al., 2018).

While Al researchers are consistently seeking new ways to improve the performance of synthetic data generation, other
important aspects, such as trust, transparency, and governance of synthetic health data, still require comprehensive study and
consensus building. This paper presents key considerations for establishing a pan-Canadian synthetic health data ecosystem which
aims to enable learning health systems and foster health technology innovation, providing the foundation for future research and
implementation in synthetic health data.

Synthetic Health Data Landscape

A scoping rapid review was conducted to review literature exploring the use of synthetic health data related to health
research in general by following the Preferred Reporting Items for Systematic reviews and Meta-Analyses extension for Scoping
Reviews (PRISMA-ScR) and the World Health Organization’s (WHO) rapid review approach (Tricco et al., 2012, 2017). Searches
were completed on PubMed, Scopus, and Google Scholar using keywords and their variations listed in Table 1. We included peer-
reviewed articles and grey literature written in English and published between January 01, 2012, to March 31, 2023. Meta-analyses
were excluded because they gave unrelated articles simply due to the term “synthetic” in the search queries. Methodological papers
related to improvements of models or Al algorithms were also excluded due to the topic having been reviewed extensively in
existing literature (Gonzales et al., 2023; Hernandez et al., 2022; Murtaza et al., 2023).

synthetic health data, synthetic data quality, synthetic data utility, synthetic data governance, synthetic data

privacy, synthetic data sharing, data consents, indigenous health data, indigenous health data governance

Table 1 keywords used for literature search.
Methodologies and results of this review can be found in this paper (Tsao, et. al, 2023).

Key Finding I: Data Sources Used to Generate Synthetic Health Data

Data sources used for generating synthetic health data can be broadly categorized as follows: (1) EMRs, (2) health
insurance claims, (3) other administrative or health surveys, (4) bioinformatics, (5) medical images, and (6) sensor data. Depending
on how synthetic health data is generated, data in these categories can be treated as longitudinal or cross-sectional in corresponding
studies.

Despite significant advancements in Natural Language Processing (NLP) techniques, particularly the recent emergence
of large language models (LLMs) like ChatGPT (Brekke et al., 2021; Tang et al., 2023), unstructured health data, such as doctors’
notes in the EMRs, have been underutilized in synthetic health data generation.

Researchers often rely on open health data, such as the MIMIC-I11, in synthetic health data research. This open dataset is
attractive not only because it is freely available but also because it enables the reproducibility of research.

While it is widely acknowledged that synthetic health data offers benefits such as preserving privacy, accelerating

research, and driving innovations (Chen et al., 2021; Rajotte et al., 2022), some caution against its usage, as well as current barriers
to the adoption of synthetic health data are discussed below.
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Key Finding I1: Concerns of Research Ethics and Legal Regulations

Typically known as the Institutional Review Board (IRB) in academic health centres or Research Ethics Board (REB) in
Canadian universities, research ethical governance bodies have universally agreed that studies involving any original or real health
data require ethical approvals according to legal regulations (Bassan & Harel, 2018; Nass et al., 2009). However, there is a lack of
clear consensus within Canada’s REBs when it comes to studies using synthetic health data exclusively. In contrast to de-identified
or anonymous real patient data, the regulatory landscape governing synthetic health data and safeguarding patient privacy has
remained ambiguous (Bill C-27, n.d.). This ambiguity has impacted the generation and sharing of synthetic data in Canada, with
REBs granting ethics approval on a case-by-case basis for such research. Consequently, many legal and ethical questions
surrounding synthetic health data in Canada remain unanswered (Arora & Arora, 2022).

In the context of EU’s GDPR, synthetic data can be categorized as pseudonymous data, anonymous data, or both,
depending on the specific context of its use (Lopez & Elbi, 2022). In the US, if synthetic data is appropriately created, it is exempt
from the HIPPA regulations (Varma, 2022). Conversely, in Canada, neither the PIPEDA nor the Consumer Privacy Protection Act
(CPPA) explicitly addresses synthetic data, as Canada is still undergoing legal reforms in this area (Bill C-27, n.d.).

Another significant concern revolves around patients’ informed consent. In the US, HIPAA classifies the creation of de-
identified data as the healthcare operations of a covered entity, thus eliminating the requirement for informed consent from patients,
even if the de-identified data will be used for research (Nass et al., 2009).

In the EU, synthetic health data can be considered as either de-identified or anonymous data under GDPR, but regardless,
informed consent is still mandated (Shapiro, 2022). In contrast, Canada’s PIPEDA and CPPA generally require organizations to
obtain informed consents when individuals' personal information is collected, used, or disclosed (Shapiro, 2022). The lack of clarity
in PIPEDA and CPPA has made synthetic health data a grey area, resulting in potentially lengthy and inconsistent ethical reviews
and further impending health research and innovations.

Key Finding 111: Evaluations of Synthetic Health Data Utility

Synthetic Data generation models, the utility of the generated health data, and privacy concerns of that synthesized health
data are co-related. So far, there have been no universal standards to generate health synthetic data, even though GANs have been
the most popular ML technique to generate various health synthetic data (Gonzales et al., 2023; Hernandez et al., 2022; Murtaza et
al., 2023). These models produce robust synthetic data (as long as the real-world data is also robust) by preserving the cohort
characteristics and trends in the real-world data. However, overfitting in these models could become problematic in privacy
preservation as it can cause some synthesized records to be too similar to the real-world data (Bhanot, et al., 2021).

Given no common methods for generating health synthetic data, there are no universal evaluation metrics to assess the
quality and utility of health synthetic data. Individual studies generally have their own evaluation metrics to examine how closely
the health synthetic data have reflected their data sources and specific use cases. Gordon et al. (2021) have proposed a data utility
evaluation matrix as a framework for health data curation, which can be modified to evaluate synthetic data. Gordon’s data utility
framework consists of five categories: data documentation, technical quality, coverage, access provision and value and interest.
Each category has four quality levels, ranging from bronze as the lowest quality to platinum as the highest (Gordon et al., 2021).

Key Finding 1V: Generation of Synthetic Health Data in Indigenous Data Governance Context

Currently, there are no standardized data-sharing principles stated for synthetic health data. However, the FAIR and
CARE principles are two main guidelines for data sharing, with the latter addressing Indigenous data (Carroll et al., 2020; Kush et
al., 2020; Wilkinson et al., 2016). The FAIR principles have been applied frequently in real-world datasets, with FAIRsharing.org
as a platform to share data that meets FAIR principles (Sansone et al., 2019). However, implementing FAIR principles has remained
limited for health synthetic data sharing.

In the synthetic health data network, ensuring the inclusion of Indigenous people’s data and upholding their right to
control and access it is paramount (Carrol et al., 2021). Historical injustices and the unethical treatment of Indigenous peoples have
strained relationships between Indigenous peoples and the government, leading to data-sharing restrictions (Bosacrino et al., 2022).
This exclusion of Indigenous datasets poses limitations in fields such as synthetic health data, which could greatly benefit from
insights provided by Indigenous datasets to develop FAIR and CARE ML/AI techniques. The scarcity of representative Indigenous
datasets impacts the accuracy of generative models, inadvertently introducing biases and influencing data-driven decisions
regarding Indigenous health.

To promote healthcare access and equality for Indigenous peoples, accurate Indigenous data representation is essential
(Walker et al., 2017). Synthetic health data offers a promising solution to bridge this knowledge gap. However, this goal requires
partnerships between the Indigenous community, Al technology developers, and governments to address this limitation. Presently,
there is no clear governance framework for generating and utilizing Indigenous synthetic health data. However, the FAIR and
CARE principles can be the foundation for Indigenous synthetic data governance. The FAIR principles would act as guidelines for
data producers and repositories, and the CARE principles would extend to the ‘people’ or ‘purpose’ of why that data is being used
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(Carrol et al., 2021). While data stakeholders inform data reuse and research reproducibility, the CARE principles can address
historical inequities and provide Indigenous peoples with a platform for preserving data sovereignty.

Generative Al holds great promise for advancing health research and accelerating technology innovations. Despite its
potential, generative Al's widespread adoption and utilization in the health sector are yet to be fully realized. To ensure its
responsible and effective application, there is a pressing need for further research and establishing regulatory guidelines focusing
on data governance and quality evaluation standards. In light of this, we present the following recommendations.

Recommendations

Recommendation I: Establish Synthetic Health Data Governance Guidelines

Conducting a comprehensive policy analysis concerning synthetic data governance is imperative to compare the EU’s
GDPR, the US’s HIPAA, and Canada’s PIPEDA, CPPA, and Atrtificial Intelligence and Data Act (AIDA) (Bill C-27, n.d.). This
policy analysis aims to understand how the EU and US address synthetic health data compared to Canada's regulations, identify
potential gaps in policies related to synthetic health data, and formulate recommendations for policy amendment or changes in
Canada.

Additionally, this policy analysis needs to examine the methods employed to obtain patient consent regarding the use of
their health data to generate synthetic health data. Following the completion of the policy analysis, a systematic three-round
electronic Delphi survey (Nasa et al., 2021; Okoli & Pawlowski, 2004) can be conducted, inviting experts, data owners (patients),
data custodians, and data users to co-design the ethical guidelines and synthetic health data governance framework. Key players
shaping Canada’s data strategy include Canadian citizens, the Canadian Institute for Health Information (CIHI), Health Canada,
Statistics Canada, the First Nations Information Governance Centre (FNIGC), the ethics review boards within academic institutions,
and health organizations; all of whom need to work together to co-design the ethical guidelines and data governance framework.
Their trust and collaboration are instrumental in successfully developing and deploying synthetic health data research and data uses.

Throughout the Delphi study, an extensive list of factors crucial to the governance of synthetic health data will be
identified, with particular attention to factors aligned with the FAIR and CARE principles. The team will assess the level of
agreement among experts and potential users regarding the importance of these factors, aiming to bridge the differences and
similarities. Should further clarifications be necessary, stakeholders will be interviewed after the Delphi surveys.

Furthermore, most current consent directives for EMRs do not stipulate the possible use of patients’ information for
producing synthetic health data to be used by hospitals and third-party entities. Policy updates also need to explicitly address
whether synthetic health data will be governed as human subject data. Clear and specific policy guidelines are essential in
establishing a standardized framework that governs the generation and ethical use, protection, and sharing of synthetic health data.
Such guidelines ensure transparency, accountability, and compliance with regulatory requirements, ultimately fostering trust among
stakeholders and facilitating data-driven research and innovation in the health domain.

Recommendation 11: Demonstrate the Responsible and Beneficial Use of Synthetic Health Data

The deep learning models for synthesizing data, the usefulness of the generated health data, and privacy concerns over
sharing such data are interconnected. While the list of companies specializing in synthetic data generation is expanding, including
Replica Analytics®, MDClone®, Mostly Al®, to name a few, it is important to note that there is no one-fits-all standardized
algorithm or commercialized tool available for generating high-quality synthetic health data. The inherent challenges arise due to
the health data's high-dimensional nature and complex interrelations. Major data custodians, such as hospitals, CIHI and Statistics
Canada, are key players in exploring the benefits and limitations of generative Al algorithms. Conducting in-depth assessments of
the privacy risks and the utility associated with their specific use cases can offer valuable insights. By gaining deeper insights into
the potential and challenges of generating and using synthetic health data, all stakeholders can make responsible and well-informed
choices that align with their specific objectives and data privacy considerations. These explorations will undoubtedly pave the way
for more informed decisions regarding the incorporation of synthetic health data in data management strategies across the entire
spectrum of the Canadian health research and innovation ecosystem.

Recommendation 111: Establish Standards for the Evaluation and Publication of Synthetic Health Data

The existing literature on evaluations of synthetic health data reveals knowledge gaps that require further exploration.
Given that generative Al algorithms are normally tailored for types of data (i.e., images, tabular data, time series, or genome data)
and fine-tuned for specific types of use cases (i.e., software testing, epidemiological study, operation optimization, etc.), it is
important to assess the quality and value of synthetic health data to fulfill these diverse needs. However, as there are no universal
evaluation metrics to assess the performances of generative Al models and the quality of synthetic health data, the evaluation
metrics will be co-designed to assess model performances and the quality of synthetic health data based on FAIR and CARE
principles.
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The key components of synthetic data assessment can be categorized into the following three dimensions:

Privacy Risk: The calculation of the privacy risk involves assessing the uniqueness or identifiability of individuals in
the dataset. Since data imbalance is common in health data, it is imperative to employ best practices to eliminate the risk of re-
identification in the original data before using it to generate synthetic data. Using privacy-preserving ML/AI models to generate
synthetic health data should be investigated and preferred. When calculating the privacy risk, the synthetic health data can be
assessed for the risk of re-identification with a common threshold of 0.09 (El Emam et al., 2020). Additional measurements, such
as cosine-similarity (NIST, n.d.) between a record in the synthetic dataset and records in the original dataset, can serve as valuable
tools to further mitigate the risk of synthetic data records matching those in the original real dataset.

Fidelity and Utilities: In comparative studies of synthetic data quality, the evaluation typically assesses how closely
synthetic variable distributions resemble those of the respective real data variables. The correlation matrix of key variables serves
as another common measure of gauging the fidelity between synthetic and real datasets. Additionally, the quality of synthetic data
is further scrutinized by examining the performance of a machine learning model(s) built with both synthetic and real datasets
(Muller et al. 2022, Foraker et al., 2020, EI Emam et al. 2021). These initial empirical indicators provide valuable insights into the
data quality of a given synthetic dataset.

However, it is important to acknowledge that such evaluations are not exhaustive and highly dependent on specific
use cases and the intended goals of the model. Nonetheless, establishing a minimal set of fidelity measurements and
benchmarking machine learning models for assessing the utility of synthetic data marks a significant step toward standardizing
synthetic data quality measures. Publishing these quality indicators will bolster confidence in synthetic data generation and
ensure responsible and informed usage by third parties, equipped with explicit knowledge of the limitation inherent in the
synthetic dataset.

Cost-Benefit Assessment: Similar to health technology assessment (HTA), there is a need for a cost-benefit framework
that quantifies the societal impacts of generating and using synthetic health data for research and commercial purposes.

The first challenge in developing this cost-benefit analysis framework is accurately capturing the costs and benefits to
each stakeholder. The first step would be recommending a measurement to calculate the benefits of creating and sharing synthetic
health data. In HTA, the quality-adjusted life years (QALY) is the academic standard used to evaluate how well medical treatments
lengthen and/or improve patients' lives. In the evaluation of synthetic health data, the benefit derived from its utilization may not
be directly reflected in QALY. The benefit measurement may require considerations of additional factors, including the likelihood
of improved patient well-being resulting from the proposed research or commercial products. This encompasses advanced data
analytics and the value of innovative technology, which could lead to better patient outcomes and optimized healthcare delivery.

The second challenge is estimating the probability of individual privacy compromise when releasing synthetic health
data. Such privacy breaches could arise either through membership inferencing or reverse engineering of the synthetic health data
itself, or its combination with other external sources of information. Merely assessing re-identification probability is insufficient to
evaluate the overall costs of synthetic health data release fully. It is important to estimate the potential harm inflicted upon
individuals to capture the total costs borne by stakeholders.

Furthermore, this framework must take into account the diverse range of stakeholder groups, considering the potential
systemic harmful effects experienced by certain communities. Improper handling of synthetic data generation could exacerbate
systematic bias in the original data. Therefore, a comprehensive approach is necessary to ensure that equity, diversity, inclusion,
and anti-racism (EDI-R) considerations are effectively integrated into the cost-benefit analysis.

As we consider the broader use of synthetic health data, we must be vigilant in avoiding the “garbage in, garbage out”
problem, by recognizing the significance of the quality of the original real data. Synthetic data presents a promising venue to
mitigate privacy risks while sharing data, thereby promoting the democratization of data for diverse applications. These data usages
will help identify potential data gaps and quality issues and incentivize data owners and custodians to prioritize maintaining high-
quality original data. This, in turn, fosters a positive cycle of data-driven advancement in Canadian’s health ecosystem.
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Abstract
In this short survey, we first introduce some basic concepts of blockchain technologies and Bitcoin networks, address
the problem on privacy in Blockchain systems, and explain a current effective cryptographic tool - zero-knowledge
(ZK) proofs employed for preserving blockchain privacy. We then present our new findings for tackling the
challenges on blockchain privacy using zkSNARK systems when applying to health care. Finally, we conclude the
survey by providing remarks on the adoption of blockchain technologies in security and privacy of health data.
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1 Introduction

With the advancement of science and communication technology, traditional paper-based text file systems are being
steadily replaced by digital data systems, such as electronic medical records (EMR). Over the past three years, the
COVID-19 pandemic has significantly impacted people’s lives, making the demand for digital health systems and
smart healthcare increasingly pressing. The healthcare industry and medical research sectors now require greater
interoperability, compliance, verifiability, privacy, and traceability of patient records and medical information.

Furthermore, numerous digital health applications and Internet-of-Medical-Things (IoMT) have surfaced, such
as the Apple Health personal medical information monitoring system. However, this proliferation of digital health
technologies has also heightened the risk of sensitive personal health information being compromised or leaked.
Consequently, securely sharing health data with multiple stakeholders and addressing the issue of fragmented and
incomplete medical records in heterogeneous environments [4] constitutes significant challenges.

We are interested in exploring the application of decentralized approaches, particularly blockchain technologies,
to address security and privacy concerns within health data systems.

1.1 Existing security mechanisms

Our primary inquiry revolves around securing and preserving the privacy of massive health data records. To achieve
this, it is essential to effectively implement existing security mechanisms and technologies. Presently, various basic
security mechanisms exist to ensure confidentiality, integrity, and authenticity. Additionally, there are single-sign-
on (SSO) protocols available for accessing resource servers. We will elaborate on these concepts in the following
sessions (for further details, please refer to [5]).

Confidentiality: Confidentiality serves to maintain authorized restrictions on information access and disclosure,
encompassing the protection of personal privacy and proprietary information. There are several methods available
to achieve confidentiality, which are summarized below:

1. Encryption: Utilizing encryption involves transforming data into an unreadable format through cryptographic
algorithms. Only the intended receiver can recover the information using a decryption key, ensuring its
confidentiality.

2. Access control: Confidentiality can also be achieved through access control. Access control involves

implementing rules and policies that restrict access to confidential information only to individuals or systems with a
legitimate “need to know.” This determination can be based on various factors, including identity (such as a person’s
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name or a computer’s serial number) or role-based access control. However, it is important to note that relying solely
on access control provides only a limited level of protection for confidentiality.

3. Entity authentication: The third way to achieve confidentiality is through entity authentication, which is the
determination of the identity of role that someone has, for example:

— Something the person has (like a radio token with cryptographic keys)

— Something the person knows (e.g., password)

— Something the person is (like a human with a fingerprint)
However, this also must be used in conjunction with encryption for preventing cyber-attacks on server systems.

4. Physical security: This is the establishment of physical barriers to limit access to protected computational
recourses (i.e., locks on cabinets and doors, or a shield room for a server, etc.). Similarly, this cannot solely provide
strong confidentiality of data.

Integrity and authenticity: Integrity check and authenticity is to guard against improper information modification
or destruction, including ensuring information nonrepudiation and authenticity. Some naive ways include backups,
checksums, and error correcting code; i.e., data stored with a small change can be detected and corrected. However,
those are very weak protection. The main secure way to achieve integrity and authenticity is through the following
two cryptographic methods:

1. a message authentication codes (MAC) when a secret, (i.e., an authentication key), is pre-shared between two
communication entities or,

2. a digital signature scheme if they do not pre-share any secret.

Those mechanisms can provide a strong protection on integrity and authenticity.

Data sharing There are several security mechanisms for issuing single sign-on authentication tokens to use resource
servers; i.e., Kerberos and OAuth. Kerberos issues a sign-on authentication token to allow a user to access a resource
server (e.g., the data store in the resource server).

OAuth, standardized by IETF, The OAuth Authorization Protocol, is an authorization protocol that allows one
service provider (aka a third-party client, e.g., an insurance company), who is not an owner, to access the resources
from another service provider (aka a resource server, e.g., a hospital data centre) on behalf of the owner (e.g., a
patient or doctors) without exposing the owner’s secret credentials to the third-party client. This is a centralized
system, in which all those entities have to trust an authentication server, which is extremely challenging to implement
this trust role. OpenlID is an open authentication protocol that works on top of the OAuth framework.

We summarize those security mechanisms in the following figure.

Confidentiality: Integrity and
™ Encryption authentication:
& Access control @ Naive (weak): backups
™ Entity authentication @ Message auth code
™ Physical security ™ Digital signature

e I
{H (£

For sharing data:
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Avre they enough? Absolutely they are NOT; due to the facts that loMT, smart devices, and information systems will
form the backbones of healthcare systems, and Al will eventually dominate the health data system for providing data
analytics and cloud service for sustaining storage. The existing security mechanisms cannot solve those problems.

1.2 Problems and challenges in securing health data
In the following, we outline specific challenging problems in security and privacy in health data.

(1) Health data has a vast degree of diversity, since it is created from lIoMT, smart devices, and Al.
(2) How to implement security and privacy in the framework of Person-Centred Data by Design [10] enabled
healthcare systems?

(3) How to retrieve and share them across multi-stakeholders (for individual, clinical, and analytical access and use)
and across provinces?
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— Health data themselves must be encrypted during storage and transfer, since encryption is necessary for
confidentiality of sensitive data, so that the contents of those data are secure from corruption or damage, or
unauthorized access, and from malware and cybersecurity threats.

(4) How to preserve patients’ privacy (such as location, load, traffic of interaction with doctors/care providers, etc.)
or doctors’ privacy (e.g., proprietary treatments), to resist various cyberattacks?

The above enquiries constitute extremely challenging problems, which cannot be solved by existing security
technologies! New security and privacy protection mechanisms are needed for implementing those functionalities.

In the remainder of this short survey, we introduce some basic concepts of blockchain technologies and Bitcoin
blockchain in Section 2. In Section 3, we address the problem of privacy in blockchain systems and introduce the
cryptographic tool known as zero-knowledge (ZK) proofs for preserving blockchain privacy. In Section 4, we present
our new findings for tackling those challenges when applying to health care. Finally, we conclude the survey by
providing remarks on the adoption of blockchain technology in health data in Section 5.

2 Some basic concepts of blockchain networks

The implementation of blockchain technology is based on peer-to-peer transmission, consensus mechanisms, and
cryptographic algorithms. A smart contract will have an additional capability to automatically process small pieces
of code. Most of the contents of this section are taken from [9].

2.1 Transactions, blocks, and chains

A blockchain can be described as a database shared among multiple distributed nodes, and the data stored on it is
highly unforgeable, verifiable, access traceable, and transparent, without the need for a public trusted authority.
Blockchains can provide trusted consensus, computation, and immutable data between untrusted entities. There are
three basic components in the blockchain structure:

(1) Transaction: refers to all operations on the ledger.

(2) Block: It is used to record all the transactions and states within a specified time interval and can be considered
as a consensus result for the current state of the ledger.

(3) Chain: A set of blocks which are listed in chronological order and can be considered as a historical log of all the
time nodes of the whole ledger.

This hash L This hash  +—, This hash 4—| This hash

0 Prev hash Prev hash —— Prevhash

Block txs Block txs Block txs Block txs

Fig. 1. A blockchain structure
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Fig. 2. A block structure in Bitcoin blockchain

In summary, a blockchain is a singly linked list of blocks by a hash function succeedingly applied to each block,
sketched in Figure 1, and each block contains multiple transactions. It contains 64 transactions as shown in Figure
2.

How does each node agree on the block? This is resolved by running a consensus protocol (e.g., PBFT, PoW,
PoS, etc.).

2.2 Types of blockchains

There are four types of blockchains; i.e., public chain; permissionless or permissioned; private chain; and consortium
chain [1]. The core difference between them is the read and write access and the degree of decentralization. Public
chains are open to everyone, private chains are open to individuals who meet certain conditions, and consortium
chains are open to authorized organizations or institutions. In essence, consortium chains also belong to private
chains, but the degree of privatization is different. Generally speaking, the higher the degree of decentralization, the
higher the trustworthiness, and the lower the transaction efficiency. This is summarized in Table 1.

Table 1. Comparison of Different Types of Blockchain

1. Type 2. Ledger 3. Degree of 4, Perfo
-keeping Rights Decentralization rmance

5. Publi . All 7. High 8. Low
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9. Permi 10. Partial 11. High 12. Low
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13. Cons 14, Partial 15. Medium 16. Medi
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17. Privat 18. Private 19. High 20. Low
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2.3 Bitcoin blockchain

Bitcoin blockchain was proposed by Satoshi Nakamoto in 2008. Satoshi Nakamoto is the name used by the presumed
pseudonymous person or persons who developed Bitcoin, authored the bitcoin white paper, and created and
deployed bitcoin's original reference implementation, entitled as Bitcoin: A Peer-to-Peer Electronic Cash System,
which can be accessed at https://bitcoin.org/bitcoin.pdf.

In order to have digital cash systems, we need to investigate the following questions.

(1) How to perform digital cash transactions? Traditionally, this is conducted by the bank.

(2) How to replace banks? In general, basic functions that a bank provides are as follows.
— Identity management
— Transactions
— Prevents double spending

(3) How can we enforce these properties through cryptography?

A Bitcoin blockchain is a distributed network system consisting of computers (miners) which maintains a
collective bookkeeping via the Internet. Each miner node owns an exact full copy of the bookkeeping, and the
bookkeeping is neither closed nor controlled by one party. This fully distributed publicly available ledger
(bookkeeping) is referred to as a blockchain.

2.4 Transactions in Bitcoin blockchain

How are transactions formed in Bitcoin blockchain? Each user, say user X, has its private-key and public-key pair
(skx , pkx ) where pkx serves as its (wallet) address (in order to achieve privacy, each entity can have multiple
public-keys or pseudo public-keys).
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An electronic coin is defined as a chain of digital signatures. Each owner transfers the coin to the next by digitally
signing a hash of the previous transaction and the public-key of the next owner and adding those to the end of the
coin. A payee can verify the signatures to verify the chain of ownership.

For example, when user A with her public-key pka wants to send amt=$3 in Bitcoin currency to B with his
public-key skp, she forms a transaction T x = (pkA, pkB, 3) and digitally signs that, i.e., Siga(hash(previous Tx), T
X).

The signed data is broadcast to the network and, if valid, it ends up in a block in the blockchain with the consensus
among all the miners! When the transaction is in the network, each miner will validate a transaction using
cryptography (i.e., signature, authorization, and spending once). Specifically, it needs:

— validating the sender’s signature,
— validating spending authorization, and
— validating that the entity A referenced the input transaction once.

Thus, a Bitcoin is a chain of transactions tracing its flow from mining up until the current owner address, i.e., a
coin is a chain of digital signatures. By the property of a digital signature, no one can forge it, but everyone can
verify that!

2.5 Proof-of-Work (PW) - Consensus protocol in Bitcoin

How to prevent double spending? How does a payee get proof that at the time of each transaction, the majority of
nodes agreed that it is the first received? Those tasks are achieved by implementing a distributed timestamp server
using the concept of Proof-of-Work (PW).

Basically, PW is a mining process, i.e., a miner (e.g., a computer) finds a Nonce (i.e., pre-image) in the block
such that its hash value has the required number of zeros (e.g., currently it requests 74 consecutive zeros in the hash
value). This is an extremely expensive computation and costs massive electrical energy for doing this computation.

When the first miner finds the pre-image, he broadcasts it, and the other miners verify its validity, i.e., the
authenticity of the hash-chain. If it is true, a block with signed transaction and PW is added, and this miner will be
rewarded for some Bitcoins. In this way, transaction data is permanently recorded in blocks, which is un-fungible.
The complete process of a transaction from its formation to its completion is shown in Figure 3.

A transaction is

requested (e.g.. Alice
%

sending

Bob)

money  to

Transaction is broad-
casted in network and
validated by the net-
work nodes

" Iminted and run PW

Miners include Tx in
the next block to be

for mining

The miner who solves
PW propagates the
new block to the net-
work

The nodes verify the
result and the new

7 |block is added to the|

existing blockchain

Transaction is com-

— |plete (Bob sees the

first confirmation)

New  confirmations
appear with cach new
hlock that is ereated

~

3 Blockchain privacy and zkSNARKS

3.1 Blockchain privacy

Bitcoin blockchain has its feature of transparency for the entire transaction progress. This is due to Bitcoin blockchain
as well as most cryptocurrencies, including permissioned and consortium blockchains, publishing all transaction data
to all miners or validators to enable consensus validation.

Due to the fact they can provide trusted consensus, computation, and immutable data between untrusted entities,
blockchain technologies are gaining interest as a possible solution to many applications. A few examples include:

— decentralized finance (DeFi)

— decentralized identity

—supply chain management, healthcare
— private data management
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However, those applications need privacy! In other words, for any application with sensitive data, blockchain
privacy is needed. Thus, the problem is how to provide privacy for senders, transaction data, and receivers for
applications with sensitive data? The current effective tool to provide blockchain privacy is to apply zero-knowledge
proof systems in cryptography!

3.2 Zero-knowledge proofs and zkSNARK

Loosely speaking, zero-knowledge proofs are proofs that yield nothing beyond the validity of the assertion, as shown
in Figure 4.
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Fig. 4. A zero-knowledge proof system can convince a verifier of the validity of a statement without revealing it!
For example, if we would like to prove any transaction in Zcash, it suffices to show the miners that SHA256 circuit
y = SHA256(x) without giving the values in x = transaction (i.e., who is payer, payee, and the amount of Bitcoin is
transferred). Zcash implemented Groth16 to achieve this goal.

-3

Formally, a statement which can be proved without yielding anything beyond its validity is called a zero-
knowledge (ZK) proof. In other words, ZK proofs are proofs that yield nothing (i.e., “no knowledge”) beyond the
validity of the assertion.

A special case, called zero-knowledge -Succinct -Non-interactive -ARgument of -Knowledge, shortened as
zkSNARK, is specially designed for arithmetic circuit proof systems.

4 Qur Solutions

We have tackled the problem of blockchain privacy for different application scenarios. We have approached this
challenge from different angles. First, in order to have an efficient zZkSNARK system, we proposed a new proof
system, called Polaris, and we found a new algorithm for speeding up the computation in pairing based zkSNARK
systems. Secondly, we attempted to design a blockchain based health data system with an efficient consensus
protocol.

4.1 Polaris: A New zkSNARK scheme

We have proposed Polaris [8], a new zkSNARK with the following properties.

(a) It is currently the most efficient zkSNARK system.

(b) It is post-quantum secure, compared with those based on hard problems: GGPR13, Groth16, Bullet proof
(BCCGP2016), Marlin (CHMMVW?20), etc.

(c) Polaris has improved verifier’s efficiency compared with the most promising ones: Stark (BBHR18),
Ligero/Ligero++ (AHIV17, 2021), Aurora (BCRSVW19), SpartanQR (Setty20), etc.

4.2 A new algorithm for speeding up multi-scalar multiplication towards efficient zkSNARKSs

We have proposed a new efficient algorithm [11] to speed-up the computation paring based zkSNARK schemes,
e.g., Groth16, implemented in Zcash and adopted by Ethereum. Our new algorithm can gain from 3%-20%
improvement over the current systems.

4.3 Blockchain healthcare model with an efficient consensus protocol

We have investigated a blockchain healthcare model and proposed a design with an efficient consensus protocol. A
system model for blockchain healthcare is shown in Figure 5. In our initial work [7], we use a consortium chain to
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design a healthcare blockchain application with Hyperledger fabric as the underlying architecture, but it can be
extended to other blockchains.

The model has the following five entities: patients, hospitals, research institutions, government medical
institutions and insurance companies. Data Operation Module can be a proxy server used to deploy and coordinate
the code between front-end calls and platform services, blockchain services are called through chain code services,
and Decentralized Storage System is another chain composed of a group of nodes for storing health data with large
data volumes such as a Filecoin System.

Qecentralized
Storage
System

9IS [E9IpoUl OPIACId
oburyoXD Bjep

@ scek medical service

>

request data access permission request data

Hyperleger Fabric

Platform retrieve data
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Government medical institutions

Fig. 5. Blockchain healthcare model [6] [7]

In our model, hospitals and medical institutions will be entities (i.e., miners/validators) in the system, while these
institutions have to collaborate with insurance companies and scientific institutions, in addition it may be regulated
by government sectors. Furthermore, each of these identities has the risk of being a Byzantine fault node, for
example:

(1) The hospital node may be the main target of an attack since it hosts massive patient information and medical
resources.

(2) The information recording process of the clinic node may be inaccurate and non-compliant, resulting in incorrect
information.

(3) The insurance company may deny the facts and reject an insurance claim for its own benefit.

(4) An adversary may use the fake patient nodes for a Sybil attack.

We have investigated the design of a blockchain based health data management system with an efficient
consensus protocol building on the practical Byzantine fault tolerance (PBFT) protocol [3]. We have proposed three
different ways to speed-up the PBFT type of consensus protocols, i.e., optimization by role grouping, mary tree
structured PBFT, and a new node rating mechanism.

5 Concluding remarks

We have briefly introduced our work:

— Polaris is a new tool to achieve practical blockchain privacy.
— A new algorithm is proposed to speed-up zero-knowledge proofs in Zcash and Ethereum.
— A design of Blockchain healthcare model with an efficient consensus protocol is presented.

5.1 Privacy is a need in all types of blockchains

None of the existing work on applying blockchain networks to health data, either in theory or in practice, has
considered the privacy problem. This resembles the situation from 40 years ago for the password login system. The
system stored all the passwords in plaintext, which caused the majority of break-ins. Tremendous efforts have been
made in the last 20 years. The password protection schemes have been proposed and the standardizations have been
conducted. So, currently, none of the secure systems stores passwords in plaintext.
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5.2 Suitability

The utilization of smart contracts for transferring and sharing authentication and authorization credentials in health
data systems is becoming increasingly apparent. The automation capabilities of smart contracts make them well-
suited for these tasks. In the context of Person-Centred Data by Design [10], blockchain- enabled health record
systems are more efficient compared to centralized systems. This efficiency stems from the unique characteristics of
blockchain technology, such as enabling mutually distrusting entities to agree on a shared history and providing
trusted consensus and immutable data among untrusted entities.

Blockchain technology proves suitable for sharing data in health data systems among multiple stakeholders, even
in heterogeneous environments. To achieve this, we believe that a joint design of a consortium chain and a public
chain would be well-suited. This combination allows for the benefits of both private and public blockchains, ensuring
secure and efficient sharing of health data while maintaining privacy and accessibility as required.

There are many publications on blockchain enabled health data management. In academic research, each year’s
number of publications is more than double that of the previous year, since 2014. In practice, two examples are as
follows:

The first scheme, MedRec [2], proposed by MIT group, is implemented on the public chain, Ethereum (v1. 2015,
v2. 2020).

The first trial system in Canada is done by Canada’s University Health Network (UHN), and it is built on the
Hyperledger Fabric blockchain network (2019), permissioned blockchain.

5.3 Barriers to implement blockchain privacy in health data

ZK proofs were proposed only a few years later than public-key cryptography, but they remained primarily of
theoretical interest in the field of cryptography for over 40 years due to their computational complexity. However,
with the emergence of blockchain networks, people recognized the privacy challenges and realized that ZK proof
systems could effectively address privacy concerns within blockchain systems. Nevertheless, this effectiveness
comes at a cost.

In the past three years, there has been rapid development in implementing zkSNARK systems for blockchain
privacy to meet the growing demand. The transfer or sharing of authentication and authorization for health data can
be facilitated through smart contracts, streamlining the process once the permissions and rights are defined within
the contract.

The barrier to the adoption for heath data is the efficiency of ZK proofs; i.e., how to efficiently implement and
optimize those proofs at hardware, software, and protocol layers (it is much more complicated compared with a
simple encryption)!
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Change in health care

According to Heraclitus, the only constant in life is change!, but this phrase applies equally well to health care in Canada. Some
changes occur in a long-term predictable manner and others are more abrupt and difficult to anticipate. Decision makers at all levels
of health care must be prepared to respond to both types of changes in a proactive, timely, and appropriate manner. Scientifically
rigorous health information systems are essential tools to improve the effectiveness of the decision-making process. However, it is
not enough to simply gather data. The management, mobilization, interpretation, dissemination, and application of data all affect
the extent to which health system decisions translate to better population health outcomes.

Long term predictable societal changes can necessitate substantial changes in the organization and delivery of health care services.
Their implications are often clear, but when changes occur over decades the demands pose more acute challenges that can delay
responses to long term concerns.

Some examples of important long-term trends affecting the health and health care of Canadians include:

1) Population aging - the increased percentage of persons age 65 years or more is an accelerating global phenomenon?.
Population aging has itself accounted for only modest increases in growth of health expenditures compared with
technological change, intensification of clinical interventions, and wage inflation®. However, older persons have more
complex health needs than younger individuals and have less certain health outcomes. The greater concentration of older
persons with complex, resource intensive needs in health care settings has reduced the margins for “error” in health policy
and service delivery;

2) Female labour force participation - for more than a century, the increased rates and duration of participation by women
in the paid labour force has been a well-known transition*. However, changes in childcare policies and services have
lagged. This transition is also likely to affect the capacity and nature of informal caregiving responsibilities that women
can take on due to competing time demands. Given that over 70% of the support received by home care clients comes
from informal sources>®, a reduced ability of caregivers to provide instrumental support may make current home care
solutions inviable;

3) Urbanization - in most countries, there has been a long-term trend of migration from rural to urban settings. This has
been particularly true for younger individuals resulting in a greater concentration of older persons who have remained in
rural settings. The resulting localized reductions in available informal supports and increased old age dependency ratios
can place increased pressures on formal care systems to provide care to a widely dispersed population without the
economies of scale needed to provide a full range of health services”®;

4) Geographic mobility - a variety of factors including job opportunities and cost of housing continue to drive increased
rates of geographic mobility, particularly among younger individuals. This change can also reduce informal supports
available to older persons and persons with disabilities or complex medical needs®.

These four abovementioned long-term changes require a thoughtful approach to how health systems are managed and organized.
The future of the health care system is inextricably linked to the policy and service delivery choices made to respond to the needs
of older persons!'®. We cannot assume that models of care configured for social structures and processes 50 years ago will be viable
for the coming half century. One of the sectors that urgently requires effective and innovative new approaches to service delivery
is long-term care.
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It would be incorrect to claim that the COVID-19 pandemic beginning in 2020 was an unexpected event!!. Infectious disease
epidemiologists have long warned of the potential for global pandemics. Perhaps the relatively successful management of SARS
and other earlier outbreaks led to some complacency or overconfidence at all levels of society. Nonetheless, COVID-19 resulted in
a dramatic rise in GDP expenditures in health care, massive numbers of death among persons in long-term care, social and economic
upheaval, and an unprecedented crisis in health human resources. This “unexpected” event had serious adverse consequences in
virtually every aspect of health care in Canada. It magnified the existing vulnerabilities in the health system and delayed access to
health services for other urgent health needs (e.g., surgery).

Despite having highly sophisticated clinical information systems in place, the long-term care sector experienced among the most
severe consequences of the first two years of the COVID-19 pandemic.

The Long-term Care Pandemic

The earliest evidence about at-risk populations at the outset of the COVID-19 pandemic came mostly from acute hospitals in China
1216 Advanced age and multimorbidity were identified as major risk factors for COVID-19 deaths in those reports'’, but the only
evidence available for long-term care at the start of the pandemic came from small case studies in a limited number of US homes'$-
22, However, preliminary Canadian analyses that considered age, multimorbidity, and pneumonia as a proxy for COVID-19 using
data from the Canadian Institute for Health Information’s (CIHI) Continuing Care Reporting System suggested that deaths due to
COVID-19 in long-term care could be substantial 23. The almost 15,000 LTC deaths that occurred in the first two waves 242° was
10 times greater than pessimistic predictions put forth at the start of the pandemic. Outbreaks in LTC were shown to be a function
of a diverse range of factors, including pre-pandemic quality of care, staffing levels, use of agency staff, facility and chain size,
infrequent presence of medical directors, and rates of COVID-19 in local communities?®-°,

All of this transpired despite the presence of an advance health data system3® providing extensive information about the health
needs of millions of individuals in over 1,200 Ilong-term care homes, covering most regions of Canada
(www.yourhealthsystem.cihi.ca)’!. By January 2020, 8 provinces/territories had already implemented interRAI assessment
systems®?>?7 that provided person level clinical information on over 300 health conditions (e.g., cognition, functional status, frailty,
mental health, continence, sensory impairments, medication use, treatment, and interventions) with longitudinal records based on
updated assessments every three months. The data from these assessments have been shown to be robust, reliable, and valid 3843,
they are compatible with other interRAI systems used in other health sectors (e.g., home care) **; there are sophisticated
information technology systems in place to support their clinical, managerial, and policy-level uses; and they are supported by Pan-
Canadian public reporting systems managed by CIHI to report on their quality of care*>*’. To date, over 20 million interRAI
assessments had already been completed on over 6 million unique Canadians in LTC, complex continuing care hospitals, home
care, mental health facilities, palliative care, and acute hospitals, with some implementations covering full clinical populations for
over 20 years.

Given that LTC is a health data “rich” environment, why then was the impact of COVID-19 so severe in this sector?

Weaknesses in LTC Information Systems

Despite having a world-class data system in place for health assessment of LTC residents, there are numerous important gaps and
limitations that affected Canada’s decision-making abilities for this sector. A significant number of these challenges remain
unaddressed. The following examples highlight some of the important limitations of existing LTC information systems.

Public health reporting in LTC facilities — Perhaps, the most severe informational problem in LTC was the inadequacy of the
system for reporting outbreaks and COVID-19 related deaths in that sector. In the earliest stages of the pandemic, the most complete
source of information about LTC outbreaks came from media sources who polled individual homes about their outbreak status.
Since then, several provinces have compiled data sets to allow for retrospective analyses of home outbreaks, but a Pan-Canadian
outbreak reporting system is still not in place for this sector and such data are not linked routinely to clinical information in CIHI’s
reporting system for LTC.

Quality of life and resident experience — There is ample evidence that COVID-19 caused excess mortality in LTC homes. The
effects on health outcomes such as cognitive decline, reduced functional status, and mood disturbances have also been demonstrated
48-50. however, these effects have been more modest than would be anticipated, based on popular media reports. In addition, recent
evidence shows that the primary consequence for worsened quality of care has been in the form of increased antipsychotic use after
the pandemic #’. It has been argued that the quality-of-life consequences of the lock down strategies used by LTC homes to contain
outbreaks could be pervasive and severe 312, However, there is no Pan-Canadian standard in place for a common measure of quality
of life in LTC>3. Results from one multifacility study run counter to the assumption that quality of life was severely compromised
by these measures 3°; however, that study cannot be assumed to be generalizable to all homes nationally.

Process measures - The interRAI assessment systems used by most provinces and territories in Canada includes a host of clinical
outcome measures that provide a comprehensive picture of the health and well-being of residents in LTC and home care settings.
However, these systems provide incomplete information about processes of care, including vaccination data and medication use
(other than general categories of psychoactive medications).
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Structural measures — Structural indicators relate to the organization and resources allocated to health services. The recently
updated Nursing and Residential Care Facility Survey (NRCFS) will fill multiple gaps in structural indicators, but such data were
not readily available during the first two years of the pandemic. They are also not routinely linked to the clinical outcome data
managed by CIHI. As part of the Ontario Long-term Care COVID Commission review of the underlying factors affecting LTC
homes during the pandemic, such data were gathered through surveys of individual homes, but they were not retained for uses
beyond the report of the Commission.

Data sharing across health sectors — Despite the implementation of interRAI assessment systems across multiple care settings to
form the basis for an integrated health information system with longitudinal interoperable records*, the actual clinical use of these
data across care settings remains relatively limited. These assessments are not routinely shared across the circle of care, and they
were generally not used to manage care with transitions across health settings. This has been a consequence of inadequate cross-
sector collaboration rather than a problem of compatibility or relevance of the clinical information.

A broader view of challenges in Canadian health data systems

Unmeasured populations in need

The abovementioned challenges affected the relatively robust information systems in place for LTC and home care in Canada.
However, the situation in other sectors is much more problematic. There are almost complete gaps in health information for other
vulnerable populations with complex health needs. For example, there are limited to no data for older adults living in retirement
homes or assisted living settings, and clinical records for acute care and primary care are relatively sparse and rudimentary, with
measures mostly limited to diagnosis, treatments, and procedures, as well as medication use. Few provinces have adopted common
standards for inpatient psychiatry beyond the Discharge Abstract Database (DAD) and no national standards are in place for
community mental health services. Similar, there is no pan-Canadian standard for clinical assessment of children or youth with
mental health needs, intellectual or physical disabilities, or complex medical needs. Each of those settings has less clinically
actionable information than LTC does, yet they serve highly vulnerable populations with complex needs.

Inconsistent data standards

Enacting national data standards has been remarkably difficult in most countries. The DAD is a widely used administrative database
for acute care settings, but it is limited in its clinical content to mainly information about diagnosis and interventions. After over 25
years of effort, Canada has almost achieved a common data standard for LTC. The only outliers are Quebec and Nunavut. A similar
pattern is evident for home care services across the country. In other settings, a mixture of measures is used; some of which are
scientifically based, others are “home grown” non-standardized measures.

An important question is whether diverse measures can somehow be harmonized to be used to make national inferences to inform
health decisions®*5. When it comes to health is a “rose still a rose by any other name”? If two different measures are used for the
same underlying construct, can we still make conclusions about health needs, effectiveness of resource allocation, or quality of care
between jurisdictions using different standards?

The answer is probably not, for two reasons. First, although it may be able to make some crosswalks between different measures
of the same latent construct, these will almost always involve conversion of more granular to simplified, rudimentary measures.
One might convert two different scales of functional loss to become cruder binary measures of any versus no impairment; however,
not all types of impairment are equivalent. Measures involving different time frames, performance, or capacity are not comparable,
even in their simplified forms. Historical measurement differences may also be problematic within the same region. This may affect
estimates of prevalence and incidence of health conditions, and comparisons between pre-pandemic and post-pandemic
performance may be difficult.

Aside from the scientific challenges of making inferences from non-equivalent measures, the social and political challenges may
be greater. A first line of defense used by agencies with poor performance in quality reports is that health outcomes were measured
in a different way. Standards can negate that argument, but use of inconsistent measures gives it life. The second line of defense is
“my patients are different.” The solution of using standardized data for clinical covariates that serve as risk adjusters for quality
indicators ¢3¢ is unavailable when disparate measures are used. The consequence is that performance measures based on non-
standardized data will almost never be accepted by organizations or governments with problematic results based on those data.
Trust in the veracity of performance measures depends on the belief that everyone is measuring the same things in the same way.

The denominator problem

Information about the health of populations generally comes from two sources: sampled data and routinely collected data sources.
Sampled data include surveys of the general population or specific subpopulations of interest. Non-response bias has become a
severe problem for most survey research with low response rates posing a major threat to the representativeness and generalizability
of findings. In addition, periodic sampling of health data with panel surveys may not yield information about populations when
they are needed, even if they are representative at the time of data collection.
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Routine data collection at the point of care can yield fully representative population level data for service recipients. For example,
all residents admitted to LTC homes in most provinces and territories in Canada, as well as all long-stay home care clients in those
regions, are assessed with interRAI systems. The attrition due to death or discharge prior fo assessment is modest, making these
data sets equivalent to population-level information. However, the definition of the population that has been measured can
sometimes still be unclear. For example, there are dozens of different names in Canada for what would otherwise be called “nursing
homes” in international usages 37. What constitutes the “home care” population is even more unclear within and outside of Canada.
Similar challenges would apply to mental health services, palliative care, and services for persons with disabilities. We can define
populations based on service recipients, but not all persons with similar needs receive those services.

Inertia in the mobilization of evidence

When emergencies threaten population health, the rapid mobilization of health evidence is essential. Paper records retained in filing
cabinets have no utility in a crisis. They cannot be accessed, so they cannot be reported. Non-standardized data may not be
interpretable, and they may not be accepted by decision-makers or other stakeholders. Narrative notes in electronic health records
have been shown to have limited sensitivity and validity as data sources for clinical problems>$.

A particularly important problem that affected the data rich LTC environment was the use of batch submissions for clinical records.
In most regions of Canada, data were reported to CIHI as batch files on a quarterly basis. The next quarter was used to resolve
submission errors or data quality problems, meaning that data about a given month of the pandemic may not have been available
before the next wave of COVID-19 hit. Provinces like New Brunswick adopted CIHI’s newer Integrated interRAI Reporting System
(IRRS) which has near real-time functionality. This meant that New Brunswick had population level health data for LTC by mid-
summer of 2020 whereas similar data for other provinces were only available after the start of Wave 2.

An additional challenge that hinders the mobilization evidence is Canada’s limited supply of health data scientists. The volume of
work needed to analyze all health data during the height of the COVID-19 pandemic simply exceeded the supply of people with
sufficient expertise to analyze those data. This was exacerbated by delays in access to relevant data by people who had that expertise
(e.g., for the reasons noted above). Moreover, the complexity of the analyses required to understand the many undulations and
unexpected turns of the pandemic led to considerable risk aversion among some researchers who might otherwise have been
engaged in this type of research.

Privacy concerns and limitations on data use

A major privacy concern with large complex health datasets is the reidentification of individuals through the examination or
reporting of sets of personal attributes. This is particularly a risk when precise geospatial data are linked to person-level records
and when individuals are part of small populations (e.g., gender identity, race/ethnicity). However, it is also the case that the
experience of COVID-19 was highly variable between regions, and it had a greater impact on multiple marginalized or vulnerable
populations. The problem of small subsample sizes meant that many affected subgroups were either excluded from analyses or
collapsed into ambiguous residual groups.

Linked data sets provide powerful, cost-effective means to rapidly examine broad ranges of predictors and consequences of events
like the COVID-19 pandemic. They can also be used to solve methodological challenges (e.g., tracking use of multiple health care
services, mortality). Linked data can provide decision makers with system-level views rather than sector specific views only.
However, such linked data sets can also magnify concerns related to reidentification risks because the sheer size and diversity of
measure can increase dramatically for each person.

While there are mechanisms to allow for examination of rare populations or to use linked data sets, the time lags and availability
of these data often mean that their analysis provides evidence after the fact, rather than providing contemporaneous evidence to
decision-makers.

Data driven vs evidence-informed decisions

Despite the appeal of the phrase “data driven decision-making” it should be recognized that data do not speak for themselves. The
questions that policy makers ask can be formulated into research questions that can be evaluated through careful, systematic
examination of high-quality data. However, the formulation of questions, interpretation of the results, and the transformation of
evidence into policy and practice are ultimately value-based propositions. The choices we face are often ambiguous and the actions
we take in response to a given problem usually involve opportunity costs related to other problems. For example, at the start of the
pandemic the decision was made in some provinces to protect the supply of personal protective equipment for hospitals at the
expense of providing those to long-term care settings. This came despite evidence that long-term care homes cared for the highest
risk populations according to evidence provided by WHO at that time.

To make full use of health data to inform clinical, service delivery, and policy decisions we must apply value frameworks that are
explicitly defined through social and political processes. As was clearly stated in the Romanow report on the future of health care
in Canada®®, health data systems should help us understand whether our choices support progress toward health care goals valued
by Canadians. That principle can be readily applied to long-term predictable changes in health care. When the time frame for
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change is decades, there should be ample opportunity for meaningful public input and dialogue about health system responses. On
the other hand, the intense pace of change and unpredictable nature of the COVID-19 pandemic left little time for public discourse
about policy choices in response to each new phase of the pandemic.

The promise and challenges of artificial intelligence in health care

Machine learning and artificial intelligence (AI) systems have already begun to transform the analysis of complex health data sets.
The capacity to analyze large longitudinal data sets with numerous covariates can easily outstrip the abilities of most seasoned data
scientists using conventional techniques. However, the interpretability of those analyses is sometimes unclear and the applicability
of results from one dataset to another (or another population) is not always certain. “Black box solutions” that are not interpretable
may not be replicated with other settings or populations. More importantly, they may not provide scientific evidence that helps us
understand underlying truths in the relationships between variables of interest. That may reduce acceptance of innovations by
clinicians or policy makers. It may also hinder rather than help identifying effective treatments if underlying mechanisms are not
understood.

A newer consideration is the use of generative Al systems to automate clinical, managerial, or policy decisions. Without a doubt,
generative Al systems can provide insights yielding better information to reduce errors in the health system that harm health and
well-being. However, such systems could also be used to enhance non-health priorities (e.g., profitability) that could come at the
expense of health. Such systems could also be used inappropriately to further other interests (e.g., gaming of case-mix systems).
Moreover, generative Al systems can be subject to systemic biases because they draw from widely available information that is
itself biased. For example, frail older persons are typically excluded from clinical trials making such evidence inapplicable to
them®,

The ultimate implication of these risks is that health system decision-makers must become competent curators of evidence from
machine learning and Al solutions®'. They must have the capacity to engage patients and other stakeholders in discussions about
their strengths, preferences, and needs to provide a context to which evidence from these solutions can be applied. They must also
gain an understanding of the underlying scientific basis for the evidence emerging from those solutions. Al systems will certainly
become valuable sources of evidence for health decisions. However, the decisions themselves must remain a product of a
collaborative dialogue between patients, their support network, and the team of clinicians with a full understanding of the
implications of alternative care choices and how those choices relate to their personal priorities.

Al systems have the potential to free clinicians’ time to allow for greater interpersonal engagement in health decision making. On
the other hand, there will be temptations to gain efficiency in health care with automated decision making that reduces rather than
enhances the humanity of health care decision making.

Specific practical recommendations

1) Build trust and confidence — as problems become more challenging and health data solutions more complex, the
challenge for the general population may be that difficulty in comprehending evidence may lead to recommendations not
being accepted. Therefore, it is essential that education and public engagement strategies be combined with transparency
in reporting to ensure public trust in health information systems. Canadians must have a sense that their values underpin
all levels of health decision-making.

2) Fill the gaps — massive efforts have been undertaken to provide comprehensive data for some aspects of some health
sectors (e.g., long term care, home care). We must continue efforts to establish standardized, interoperable, valid, reliable,
relevant, and actionable health data for missing populations (e.g., persons with mental health needs) and health sectors
(e.g., retirement homes, assisted living).

3) Move to real time solutions — the pace of change in health care is unlikely to slow in the foreseeable future. Therefore,
rapid access to near real time information will continue to grow in importance. For long term care and home care this
practically means that current legacy systems (e.g., CIHI’s HCRS and CCRS reporting systems) must transition to near
real time solutions. New systems implemented to fill system gaps should be designed from the outset to have near real
time functionality.

4) Strengthening Canada’s capacity in health data science — the need for persons with sophisticated analytic skills will
increase at all levels of the health system because of advances in health data systems, machine learning, and artificial
intelligence. Moreover, all decision makers in every facet of the health system must increase their capacity to evaluate,
interpret, communicate, and act on evidence from diverse sources.

5) Develop professional standards and accreditation processes for health data scientists — to ensure the trust of
Canadians and to enhance the use of data while reducing reidentification risk for small but important populations,
mechanisms should be put in place to apply regulatory professional standards and accreditation to scientists and data
analysts who work with health data.

6) Use synthetic data where they are applicable — synthetic data may not be usable for person-level clinical decision-
making, organizational performance measurement, resource allocation, or policy development. However, they can help
to accelerate the modernization of Canada’s health data systems in other ways, including education and training, code
verification, exploratory analysis, hypothesis generation, and preliminary algorithm development.
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Concluding Comments

Canada has made remarkable strides in the breadth, quality, relevance, and utility of health information systems for every health
care sector in the last 40 years. For example, as limited as the funding allocated to long-term care has been, Canada has a highly
sophisticated, “world class” system to measure and publicly report on the performance of that sector. Other sectors like home care
bear similar near-term promise. That said, improving the quality of health information systems should be a continuous priority as
part of on-going efforts to modernize the Canadian health data system. Some components are already in place to realize the
objectives of the Pan Canadian Health Data Strategy to allow all Canadians to “benefit from a fully integrated and continuously
optimized health system” with “person-centric health information that ensures health data follows individuals across points of
care”%2. However, the practical steps described here should be undertaken to enhance our capacity to respond effectively to both the
predictable long-term changes and the unexpected rapid changes in health and health care that will inevitably be faced by future
decision-makers.
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Abstract

Health systems in high income countries, including Canada, are rapidly evolving, and transforming. However, this progress has
been accompanied by a growing burden on the system and funding cuts, further exacerbated by the COVID-19 pandemic revealing
weaknesses. Moreover, the system is currently grappling with addressing systemic inequalities and inequities. A notable concern
is the system's inherent reactivity and slowness, primarily focusing on treatment rather than a preventative approach. In this context,
data is pivotal in modern health systems, aiding medical professionals, public health officials, and healthcare administrators in
informed decision-making, effective planning, and resources allocation. With the advent of advanced data collection technologies,
data availability has reached unprecedented levels, making it imperative to integrate these datasets into healthcare and public health
systems to maximize their potential. Failure to do so would be a lost opportunity. This chapter delves into the dynamic realm of
Big Data, advocating its incorporation into the healthcare and public health system and exploring how this can be achieved. The
exploration encompasses novel data sources applicable to public health systems and examines their interaction within healthcare
and public health contexts. Ultimately, this chapter paints a comprehensive picture of the future of a holistic health system, where
the integration of diverse data pipelines emerges as a key determinant of progress and success.

Current State of Canadian Health System

The state of health systems worldwide and rise of neoliberal policies presents a critical epidemic that necessitates a paradigm shift
in our approach. A crucial aspect of medical decision-making revolves around patient data, pivotal in determining diagnoses and
prognoses. However, patients often navigate through a convoluted process of seeking opinions and feedback from multiple
specialists, a journey that may take days or months to reach a diagnosis. Each expert provides their piece of the puzzle, but the
holistic picture only emerges once the data is transmitted; often through outdated technological means such as fax or email threads.
The siloed approach within the health system results in sluggish performance and fragmentation®. The resulting delays can be
detrimental to a patient's wellbeing, as critical changes in their condition during this time may go unnoticed and untreated, slipping
through the cracks. Consequently, the health system is in a perpetual state of catch-up, prioritizing treatments over preventative
measures, further compounding the issue?. Moreover, the overburdened state of the health system only serves to intensify the impact
of such delays. For instance, postponed surgeries, brought about by the system's backlog, contribute to further deterioration in
patients' health, compounding the adverse effects on their well-being.

This leads to the second pressing concern—the health system reaching a tipping point. As the health system grapples with the
compounding effects of COVID-19, the strain on its resources and personnel has been unprecedented. Hospital workers on the front
lines of the battle against the pandemic have borne the brunt of the crisis, resulting in burnout and fatigue among healthcare
professionals®. The record number of professionals exiting the healthcare workforce or facing physical and mental health challenges
represents a highly concerning trend that demands immediate attention, as Emergency Rooms around the country cut hours due to
staff shortages*®.

The strain caused by the current healthcare challenges extends far beyond the burden placed on the healthcare staff; it also
profoundly impacts the entire health system and has significant economic implications. Post COVID-19 healthcare spending in
Canada ballooned to $331 billion in 2022 and is expected to continue growing, exacerbated by an aging population and overall
population growth®. However, the health system's ability to improve health and wellbeing remains limited, with significant gaps
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failing to address critical social determinants of health such as poverty, low income, and low education, coupled with soaring
inflation’®°. Gaps in coverage for dental care, eye care, and pharmacy care impact the most marginalized disproportionately%11,
Additionally, the pandemic has exposed and amplified the pre-existing inequalities entrenched within the health system. Certain
vulnerable populations, including minority groups, recent immigrants and refugees, low-income individuals, and marginalized
communities, have faced disproportionate impacts of infection rates, less access to healthcare services, and overall poorer health
outcomes.

Amidst these mounting challenges, the strain on resources and the dire need for comprehensive reforms underscore the urgency to
address the systemic issues head-on. While some have advocated privatizing healthcare as a potential solution, such a strategy
requires careful consideration, as it may not offer a one-size-fits-all answer to the complex array of issues the health system
confronts and would ultimately increase the disparities.

Upcoming Healthcare Challenges

Looking ahead, the challenges faced by Canada's health system are poised to intensify, necessitating proactive measures to address
forthcoming complexities. An imminent concern revolves around the significant aging population, with adults aged 65 years or
over expected to surge by 68% over the next two decades'?. This demographic shift will inevitably drive-up healthcare costs as the
system grapples with meeting the escalating care needs of older adult individuals. It is imperative to prepare for this demographic
shift to ensure that healthcare services remain accessible and responsive to the evolving requirements of our aging population.

Simultaneously, the looming spectre of the climate crisis presents another pressing health system challenge. Canada's population is
increasingly exposed to extreme weather events, such as heatwaves, flooding, and brief yet intense exposures to air pollution due
to wildfires!®-15. The ongoing global climate crisis will likely exacerbate these exposures, amplifying the demand for health system
services and resources. Alarmingly, these climate change-related events disproportionately affect low-income communities and
communities of colour, accentuating existing health disparities'®. As a result, addressing climate change impacts necessitates a
health system and supporting infrastructure that is responsive to increased utilization and actively prioritizes equity in its approach.

In light of these looming issues, the future of Canada's health system calls for comprehensive and adaptive strategies. Focused
efforts should be directed toward preparing for the aging population's demands and mitigating the health consequences of climate
change. Proactive resource allocation, technology integration, and interdisciplinary collaborations will be critical components of a
robust health infrastructure that addresses these multifaceted challenges. Additionally, embracing and actively integrating principles
of equity and inclusivity will be indispensable in ensuring that all population segments receive fair and equitable healthcare services.

We advocate for a fundamental shift in the health system, prioritizing prevention over treatment. By integrating traditional and
emerging data sources, a comprehensive understanding of individuals' health can be achieved, allowing for real-time health
monitoring. Embracing such an approach not only promises to curtail healthcare costs but, more importantly, can potentially
diminish the need for frequent access to healthcare for treatment as proactive health maintenance becomes the norm. Consequently,
this shift would lead to reduced health system utilization, alleviating the strain and financial burden it currently faces. Such
preparedness will be vital as we brace ourselves for the inevitable surge in healthcare demands brought about by the aging
population and the impacts of climate change.

Central to this proposal for Next-Gen Public Health Surveillance is incorporating novel data streams alongside traditional sources.
Utilizing novel data technologies, social media data, wearables, and other health and environmental monitoring devices will
contribute to a more holistic and timely assessment of individuals' well-being. Harnessing these innovative data sources will
empower healthcare professionals and public health officials to make informed decisions, guiding interventions to prevent health
issues before they escalate. By focusing on prevention, the health system can address health concerns at their nascent stages,
reducing chronic illnesses' incidence and associated costs. Moreover, empowering individuals to monitor their health will foster a
proactive self-care and wellness culture, ultimately leading to improved health outcomes.

Throughout the rest of this chapter, we will delve into the diverse data sources that can be integrated into this transformative
framework. Furthermore, we will explore the dynamic interactions between healthcare and public health within this context while
examining the challenges and considerations that must be carefully weighed before implementing this innovative system. Finally,
we will present our model of what this transformed healthcare framework might look like, paving the way for a resilient and
equitable health system that is better prepared to meet future demands.
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New Sources of Data for Public Health
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Figure 1. Enhancing Public Health Surveillance through data ecosystems, corporate initiatives, 10T and Smart Home integration,
and social media.
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In recent years, the landscape of public health surveillance has undergone a transformative shift, driven by rapid advances in
information technology. This paradigm shift has ushered in new sources of data collection that hold great promise for enhancing
public health surveillance research. Among the most prominent of these sources are Internet of Things (1oT) sensors, which are
ubiquitous devices embedded in various objects and environments, capable of capturing real-time health-related data. 10T sensors
offer new opportunities to monitor vital signs, air quality, temperature and humidity, air pollution, and weather, thereby enabling
early detection of disease outbreaks and environmental hazards. Integrating 10T data into public health surveillance frameworks
allows for a comprehensive understanding of population health trends as well as more timely and targeted interventions.

Corporate initiatives, such as corporate social responsibility (CSRs) programs are examples of data collection and sharing with
researchers. Examples include the use of ecobee for sleep and heatwave monitoring, Fitbit for sleep data, and Google Mobility data
during the pandemic. Additionally, the integration of mobility data has become another useful data-source in public health
surveillance, thanks to the widespread use of smartphones and location-based services. Mobility data provides valuable insights
into population movement patterns, facilitating the tracking of infectious disease spread and predicting potential outbreaks. By
understanding population mobility, health authorities can implement interventions, such as targeted vaccination campaigns and
travel advisories, to curb disease transmission and safeguard public health on both local and global scales.

Other sources of data include social media platforms. Social media has revolutionized global communication, but also through
publicly available Application Programming Interfaces (API), public health researchers can collect user data (to an extent) for
research purposes. Social media data mining presents an invaluable tool for understanding health behaviors, sentiments, and trends
in real-time. Researchers can tap into ultra-large repositories of user-generated content to track the spread of infectious diseases,
assess public attitudes towards vaccination, and identify emerging health concerns. Though these data sources pose challenges
related to privacy and data accuracy, innovative methodologies for sentiment analysis and machine learning hold the potential to
extract valuable insights from this digital landscape and enhance public health surveillance efforts.

Environmental data has long been recognized as a crucial component in understanding the complex interplay between the
environment and human health. Traditional data collection methods have been complemented by available remote sensing
technologies and spatial data analysis techniques. These advancements allow for continuous monitoring of environmental factors
such as air and water quality, temperature variations, and pollutant levels. Incorporating environmental data into public health
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surveillance systems empowers researchers to discern patterns in disease transmission, identify vulnerable communities, and
implement targeted preventive measures to mitigate the impact of environmental hazards on public health.

Moreover, to overcome challenges related to data privacy and access, the concept of synthetic data has gained traction in public
health research. Synthetic data involves generating artificial datasets that mimic real-world data while protecting individual privacy.
State-of-the-art research on synthetic data claims that researchers can simulate scenarios, conduct robust analyses, and develop
predictive models without compromising sensitive information; although, synthetic data is a relatively new approach, and should
be continuously monitored by those involved. The incorporation of synthetic data into public health surveillance research has the
potential to facilitate PHI sharing on a national or global scale and ensure data-driven decision-making while "possibly" upholding
the highest standards of privacy protection.

As these new sources of data continue to evolve, a continuous effort in improving ethical considerations, data security, and the
establishment of robust data sharing frameworks is needed. Nonetheless, the integration of 10T sensors, social media, environmental
monitors, mobility data, and the strategic use of synthetic data into public health surveillance holds the potential to improve public
health policies and interventions outcomes, fostering more precise, responsive, and data-driven approaches to safeguarding public
health and improving overall population well-being.

Perhaps, now is an opportune moment to delve into the critical necessity for a collaborative effort between corporate entities, along
with regulatory authorities and/or governments. Frequently, when novel technologies emerge, lawmakers find themselves trailing
behind such rapid advancements. They grapple with comprehending the full extent of these innovations' implications, leading to
the establishment of barriers that hinder both growth and seamless integration. On the other hand, corporations often move at a fast
pace, and in their eagerness to innovate, they may sometimes overlook or unintentionally ignore existing norms of technology
implementation. In an ideal world, these two entities should join forces, working hand in hand. Corporations must actively engage
with regulatory authorities to ensure their technologies conform to existing frameworks, ensuring harmonious coexistence. And
when necessary, they should actively participate in the development of new frameworks that guarantee the sustainability and
suitability of their technologies. On the other end, policymakers should actively collaborate with technology companies to
incorporate their advancements into health practices. By empowering these companies, they can play a crucial role in strengthening
the overall health systems. This alliance fosters an environment where innovation can flourish while ensuring that public health
remains at the forefront of technological progress.

Public Health interactions with the Data

Public health service delivery is dependent on data, which serves as the basis for comprehending and enhancing population health
outcomes. As public health experts, we engage with data regularly throughout the entire process, from collecting, to processing and
cleaning, through analysis and decision-making. The importance of this data cannot be overstated, as it plays a crucial role in
detecting health trends, identifying health risk factors, tracking disease patterns, as well as creating effective interventions and
policiest’.

By using data-driven insights, public health professionals have a better understanding of the social, environmental, and commercial
factors that impact health'®2L, This knowledge enables the identification of disparities and development of targeted interventions
to address health outcomes. Reliable data is crucial to assess the effectiveness of health intervention programs, track risk factors
and indicators, or to forecast and monitor disease control efforts?2. Without reliable data, public health initiatives may suffer from
inefficiencies, wasted resources, and missed opportunities to improve health outcomes.

Data collection methods have existed to serve public health practice, including surveys, surveillance systems, data registries, and
repositories. Traditional collection methods, such as paper-based or telephone surveys, provide valuable insights into the
population's health status, behaviours, and needs. Regional and national surveillance systems can continually monitor disease trends
and provide early warnings of novel disease outbreaks. Registries and repositories can help to track specific conditions or
populations over time, supporting ongoing research and monitoring efforts. Newer technologies, such as wearables and 10T sensors
that collect data 24/7, have created data lakes that can be leveraged for new insights and novel public health surveillance methods?3.

Nevertheless, all data collection methods come with their unique challenges and opportunities. For example, surveys may suffer
from response bias, performance bias or recall bias, and limited representativeness (i.e. gender, race, sexual orientation, etc.). A
surveillance system must balance sensitivity and specificity to avoid over-reporting or missing cases, and the generalizability of
results must be considered. Registries and repositories also require careful design and maintenance to ensure data completeness and
accuracy. Embracing novel technological solutions, such as mobile data collection, consumer-grade wearable devices and digital
health platforms, presents opportunities to improve efficiency, representativeness, and data accuracy?*.

Once the data is collected, efficient data management pipelines and ecosystems are essential for data flow and sharing with public
health professionals and corporations?®. Data-sharing agreements enable stakeholder collaboration, allowing a comprehensive and
holistic understanding of population-level health?6, However, stringent protocols are vital to ensure data privacy and cybersecurity,
especially with the rise of digital health and electronic medical and health records?”28, Public perception of public health and trust
must also be managed and respected, as demonstrated with COVID-192%30,
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As digital health data becomes more pervasive in public health, ethical considerations and bias from training data in Al must be
critically examined®.. Public health professionals and corporate entities must navigate the ethical dilemmas associated with data
collection, storage, and usage. User rights to privacy and security must be met and protected to prevent harm. Additionally, while
powerful tools, Al systems must be designed and trained with safeguards to avoid perpetuating existing systemic biases that would
impact health outcomes.

With the rapid evolution of technology, data analytic skills development necessitates continuous training and education for public
health professionals. Public health professionals could effectively interpret and communicate their findings with data literacy,
statistical analysis skills, and proficiency in data visualization tools. Thus, it is very important that public health professionals
remain informed and that training programs and core curriculum competencies are updated routinely with emerging data sources,
analysis techniques, and innovative approaches®.

Public health institutes, especially in Canada, depend on the trust and confidence of their communities. The COVID-19 pandemic
and numerous climate crisis events have underscored the importance of nurturing and respecting public trust. Transparent data
governance, ethical data practices, and clear communication channels are essential to maintaining the public's trust. Nefarious actors
benefit from the noise and chaos created by sowing seeds of distrust in an increasingly polarized climate. Public health practitioners
must continue to engage with communities, address these concerns, and build partnerships to foster trust and cooperation.

Unfortunately, challenges remain in low and middle-income settings despite the immense potential that data-driven public health
practices offer. Limited resources, remote locations, physical infrastructure, and access to technology can hinder effective data
collection, access, and analysis. If properly addressed, these communities will continue to be included in the benefits of digital
health technologies, further narrowing the digital divide. Public health practitioners must leverage low-cost data development and
computational tools to promote sustainability and reach these populations. Innovative approaches, such as digital literacy programs,
funding and incentives, leveraging mobile technology, and community health workers can help bridge gaps and ensure that data-
driven insights are accessible and actionable in resource-poor settings.

The key to the future of public health is its ability to utilize data effectively. This can be achieved through reliable data collection
methods, ethical data management practices, and responsible use of Al systems. It is crucial for public health professionals to
continually educate themselves and stay up to date with the latest new technologies to make data-driven decisions. However,
building and maintaining trust in public health institutions is equally important as data becomes more integrated in the field. Public
health has been underfunded and systematically dismantled by neoliberal governments in a move towards privatization334, This is
a dangerous precedent as it would only weaken the overall healthcare system and the most marginalized, women and children
especially will face greater inequities. Additionally, it is vital to promote sustainability in low-income areas to ensure that all
communities benefit from data-driven public health initiatives. By prioritizing trust, responsible technology use, and equity and
sustainability, Next-Generation Public Health Surveillance can make a significant positive impact on global health.

Big Data and Public Health

The Public Health Agency in Canada is responsible for promoting health, preventing and controlling infectious diseases, chronic
diseases, injuries, knowledge transfers between Canada and the rest of the world, preparing and responding to public health
emergencies, research and development of Canada's public health programs, to strengthen international collaboration on public
health and coordinate national strategies to public health and planning®. Recently, due to the advances in Big Data and loT
technologies, public health agencies have the opportunity to conduct research on large amounts of data, often times Big Data,
generated from smart devices (e.g., smartphones, smartwatches), wearables (e.g., fitness bands and watches, smart clothing), and
environmental sensors (e.g., smart thermostats, air pollution sensors, door sensors)6-3, Big Data's definition has been discussed
by a number of authors3®-4!; which the chosen definition is based on, in which the author proposes a formal definition of Big Data
based on its essential features:

"Big Data is the Information asset characterized by such a High Volume, Velocity, and Variety to require specific Technology and
Analytical Methods for its transformation into Value." #?

In the above definition, high volume refers to the high volume of data being generated from all interconnected devices*?. Statista
reports that data generated from IoT and smart devices will go from 2 Zettabytes in 2010 to around 131 Zettabytes in 20253, This
includes data created, captured, copied, and consumed globally by consumers, researchers, private business, public institutions, and
governments. Based on the International Data Corporation (IDC) 2020 report, from all current data measured, the ratio of unique
data created and captured to data copied and consumed is 1:9, with an expectation of reaching 1:10 by 20244, Such change reflects
how much generated data from IoT and non-10T devices are desired by third-parties data processors.

Moreover, another IDC report from 2021 showed that due to the COVID-19 pandemic*®, the world experienced an increase in data
generated, reaching 64.2 Zettabytes in 2020. Nevertheless, less than 2% of this data was preserved due to being temporary data for
research, being overwritten with new data or ephemeral data. Velocity refers to how fast new data is generated, replicated,
processed, and consumed*?. Traditional software tools are not capable of handling the huge datasets generated from different data
sources with a great number of columns. Variety is related to the differences between big data sources, such as different devices,
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data formats, transport protocols, types of encryptions, overarching laws and regulations, semantics, structured, semi-structured,
and unstructured data are some of the aspects of big data that data processors must take in consideration®2.

Big data in public health generally originates from Electronic Health Records (EHR), the Personal Health Record (PHI), Medical
Practice Management Software (MGM), healthcare provider data, genomics data, and data collected from 10T and smart devices.
Mainly, EHR, PHI, self-reported data (e.g., surveys), and 10T data are often the most common and present in public health research.
Big data has been applied in public health to help with better identification, monitoring, assessment, prevention and treatment, and
outcomes of diseases; it is also used for generating insights to help the creation of better public health interventions. For example,
big data can provide national or global scale information about smoking, drinking, drugs, exercise, chronic health conditions and
mental health, which when provided to public health researchers can provide invaluable behavioral information in large scales that
was not possible before big data was widely available*®-52, Big data also provides the public health means to accelerate the timing
from acquiring knowledge to translation and transferring of knowledge to the proper target audience®®,

Challenges with Big Data

Big data is on the front line of the new age of public health research; however, challenges to leverage such data are still barriers for
most researchers due to a lack of specific skills and infrastructure. Concerns regarding ethical utilization of big data and knowledge
translation from methods used in the entire life cycle of research are also relevant challenges, since public trust is imperative for
efficient and effective (e.g., fit for purpose) big data collection.

Furthermore, if public health agencies and industry intend to work together to achieve seamless data collection and aggregation,
the challenges of interoperability need to be addressed. Currently, in the Canadian landscape, there are no mandatory laws or
regulations demanding adoption of interoperability technologies, which hinders the progress of big data collection and public health
innovation. It is worth mentioning that there are initiatives currently ongoing trying to promote interoperability and its benefits in
Canada, such as the Canada Health Infoway®* and Digital Health Canada%®.

Data collection from different devices and sources is challenging because not all devices give researchers direct access to data.
Some devices require integration with third parties API and the writing of scripts to collect data from private clouds automatically.
Moreover, not all devices' data stewards have the appropriate authority within the organization to authorize access to their client's
collected data. The low levels of maturity® of data governance programs %7, specifically inter-organizational data governance
programs %8 in the public health domain's stakeholders at an organizational and infrastructure level, create barriers to achieving data
sharing agreements for research. For example, the lack of inter-organizational data governance creates barriers to interoperability
because each organization silos their big data in different data structures, granularity, and types of storage which causes challenges
when these silos need to be integrated. In other cases, the quality of generated data is not optimal, having low accuracy or
unacceptable reliability, thus creating precisely inaccurate outcomes®,

The universal quality dimensions utilized to evaluate big data datasets are commonly defined as Availability, Usability, Reliability,
Relevance, and Presentation.

e Auvailability concerns challenges regarding how efficient and effective the big data’s life cycle is. For example, how
long does it take for the data collected from end-users to be available to a researcher, or what type of authorization is
needed to access the data?

e  Usability regards information about the data and how credible their sources are.

o Reliability concerns are how accurate and appropriate a big data dataset is for research.

e Relevance is centred on the appropriateness of the data that will be used for research. For example, is the data directly
related to the problem or question at hand? Is it capable of providing valuable insights and information for the specific
analysis or application?

e  Presentation quality regards how data and information extracted from big data is communicated to stakeholders and
how effective such communication is in positively impacting the general population's health.

e  Figure 2 below illustrates these dimensions and their sub-domains:
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Figure 2. Dimensions used to evaluate big data's life-cycle quality® .

Data storage challenges include space and privacy protection. Space is related to the constantly ever-growing datasets prevalent in
big data research. Although storage space is currently cheaper, larger datasets with terabytes, petabytes or even exabytes can incur
excessive costs if stored in an inefficient and inadequate environment. More sophisticated storage for large datasets in private cloud
storage is still costly and requires specific knowledge of the cloud services they are inserted into. With regards to privacy protection,
although a good portion of research over EHR and PHI is performed utilizing time series data previously anonymized, de-
anonymization is still a reality that should not be underestimated. For example, one case that gained notoriety on research over big
data was a data set provided in 2006 by Netflix, which offered a prize for research that could best predict its users' movies ratings.
They replaced sensitive information such as usernames with random numbers and scrambled personal details as the strategy for
anonymization of the dataset. The author linked Netflix's dataset with Internet Movie Database (IMDB) non-anonymized users'
movies reviews, and were able, with relatively little information from IMDB, to re-identify users with 68% of success®®.

With the rise of Artificial Intelligence (Al) and Large Language Models (LLMs), it is also important to be aware of the bias within
the datasets used for training. There can be serious consequences, as a report from the Center for Countering Digital Hate found
that Google's Bard generated misinformation and disinformation, including racism, misogyny, and antisemitism (even creating fake
evidence)®2. Governments and private companies must work together to create laws that prevent and protect against information
that could undermine public health efforts, the democratic process, and the foundational truths held by society.

Data processing offers challenges involving appropriate data pre-processing, classification, clustering, association, and other steps,
depending on the method being utilized for the data analysis. The processing of large datasets requires large amounts of processing
power and are often executed under a private cloud environment using third party clusters, which requires relevant funding for the
research. The bigger and lower quality the dataset, the harder and more costly the data processing will be36:63-6,

In summary, although significant advances in big data analysis have been consistently improving and benefiting society®, the
backbone infrastructure and local infrastructure still needs to be improved and scaled even further to facilitate the collection of
Personal Health Information (PHI) in nationwide scales.

The Vision

In an ideal world, Next-Generation Public Health Surveillance could revolutionize the delivery of public health by leveraging
technological advancements and data-driven insights to tackle future infectious disease outbreaks, chronic conditions prevention,
and promote health equity585°. Optimistic about this future, we envision a world where early detection and prevention is where the
focus is, healthcare is personalized, and global cooperation fosters sustainability and reduces global inequities™.
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The Future of Public Health with Big Data
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Figure 3. The components required to deliver this vision of Public Health with Big Data.

With the invention of highly effective vaccines and antibiotics, eradicating infectious diseases has been a key achievement in public
health. With early detection of environmental and lifestyle risk factors, potential illnesses would be met with timely interventions,
thereby arresting disease progression, and reducing costs for treatment both for the individual and the system.

The health systems of tomorrow will prioritize addressing behavioural and lifestyle risk factors to educate and inform individuals.
Widespread consumer-driven technology adoption has produced vast amounts of data that public health professionals can harness
to target interventions which encourage healthier choices and inform policy decisions. The major developments in consumer-driven
technologies will empower individuals to take charge of their health. Self-monitoring through commercially available devices
means that the greatest number of individuals have easy access to data about their health, and individuals can become active
advocates for personalized healthcare, leading to better health outcomes.

Global agreements facilitating seamless health data exchanges through interoperability standards are a cornerstone of enhanced
Public Health Surveillance. It benefits the entire population through positive action and cooperation between healthcare providers,
corporations, and technology companies that would enable comprehensive and real-time health information sharing. Most
importantly, these advancements create an opportunity to prioritize health equity, tip the scale of inequity back, and give equitable
access to healthcare resources, technology, and health. Opportunities for leapfrog technologies enable bridging the digital divide to
bring transformative healthcare solutions to the Global South and other regions lacking physical infrastructure and resources.

With humanity standing well in the path of the climate crisis, addressing the disproportionate burden of diseases and consequences
for vulnerable populations must be a priority. With this kind of data, direct region-specific solutions may be tailored to the unique
challenges faced by these communities. We must also acknowledge the environmental impacts of technology and the additional
resources required to power Next-Gen Surveillance. By developing energy-efficient data warehouses and employing green or
nature-based cooling and backup systems, these solutions will contribute minimally or, at best, not at all to total GHGs™ 73,
Additionally, mining practices for metals needed for new technologies, such as semiconductors and batteries, should ensure fair
and safe labour practices, such as not employing children?-75,

The current health system is built upon reactionary care delivery and could be improved by embracing a fully preventive system.

Focusing on upstream risk factors through predictive modeling and early warning systems, environmental and public health
professionals could intervene before outbreaks to save lives and resources”.
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This must be achieved through strong public-private partnerships; collaboration must be transdisciplinary. The result will be
innovative solutions, access to resources, collective action toward the common good, and recognition of health as the highest form
of wealth’®,

While ambitious and optimistic, our vision of Next-Generation Public Health surveillance is not impossible. In its pursuit, we must
embrace rapid technological advancements, empower individuals, and foster global cooperation. In preparing for the future, this
approach has the potential to transform public health outcomes, eliminate infectious diseases, reduce harmful environmental
exposures, and address the epidemic of chronic diseases. It requires dedication, collaboration, and a collective commitment to
ensuring health equity and sustainability, which align with the climate targets such as the Climate Paris Agreement and the UN
Sustainable Development Goals™. As public health practitioners, it's vital to prioritize the well-being of our communities, bridge
the gaps, and build a future that supports the universal right to health88?,

Charting a path forward in Canada

The current state of our health system is undoubtedly complex and precarious. We find ourselves standing at the precipice of a time
where the system faces increasing strain due to its slow and fragmented nature, resulting in financial burdens and inequitable care
for many. Furthermore, the challenges are only expected to become exacerbated as the country grapples with an aging population
and the effects of climate change. Yet, amidst these challenges, there lies an opportunity to revolutionize healthcare by embracing
novel and innovative data that can significantly bolster our health systems. This paper sets forth a compelling vision for integrating
new sources of data and proposes a viable pathway forward. In this concluding section, several crucial recommendations are
outlined.

Firstly, there is an urgent need to enhance literacy, knowledge, and public awareness surrounding health data. Safeguarding the use
of this data is paramount. Secondly, a centralized big data strategy must be formulated and implemented. As we contemplate dealing
with massive data sets, it becomes evident that they demand distinct computational power and storage solutions. Thirdly, we must
invest in training public health professionals and future students in the nuances of handling and utilizing big data. Updating training
programs is essential to equip them with the necessary skills to work effectively with such data. Lastly, fostering collaborative
efforts between corporate and public sectors is crucial. While individual data may not be the focus, population-level data holds
immense power in the realm of public health. Establishing mechanisms that promote collaboration between different entities is vital
for the successful implementation of these ideas.

This chapter outlines a comprehensive vision for the incorporation of these strategies. Embracing this transition will ensure that we
not only address the needs of the Canadian population but also alleviate the strain on our health system. By leveraging the potential
of big data, we can forge a path towards a more robust and responsive health system.
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ABSTRACT

With the double whammy of aging populations and healthcare worker shortages sending shockwaves throughout the
healthcare systems in Canada, there is an urgent need to develop and deploy Al-powered healthcare solutions to assist
and support our healthcare workers. While Al for healthcare solutions have made tremendous progress in recent years,
translating these gains to improve quality of service (QoS) for real-world healthcare systems has been extremely slow
despite widespread interest from researchers, hospitals, and policymakers. This is primarily because our healthcare
systems are not “Artificial Intelligence (AI) Ready”. In this paper, we first outline various ways Al-powered solutions
can revolutionize primary healthcare based on our research in liver transplantation and burn surgical candidacy
forecasting. Second, via an example of Al-based surgical skill assessment in radical prostatectomy, we highlight how Al
can play a key role in tooling and training our healthcare workforce in highly skilled tasks. Next, we delve into the data
aspects of machine learning for trustworthy and fair Al modeling in healthcare systems and hospitals, calling attention to
the need to tackle the new wave of large language model-driven misinformation. We then discuss the current challenges
faced by hospitals and conclude with recommendations to channelize the wealth of information in our healthcare systems
to positively impact the lives of Canadians and people across the globe.

Keywords Al for healthcare - Survival Analysis - Deep Learning - LLMs More

1 Introduction

Timely access to healthcare is critical for prevention of disease and in saving lives. As healthcare systems struggle to operate on
reduced resources and personnel, the access to quality healthcare for patients is being jeopardized. This decrease in quality of
service (QoS) is a serious concern for both primary and public healthcare outcomes, since receiving sound medical advice is key
to maintaining trust in healthcare systems and to curb medical misinformation [De Figueiredo et al., 2020, Xiang and Lehmann,
2021]. Moreover, with Canada set to experience an unprecedented increase in its senior population, who are set to comprise 25%
of its people by 2040 [Wong, 2014], there is a dire need to dramatically increase the healthcare capabilities to ensure quality
healthcare for all. However, Canada’s shrinking nursing population, which was suffering from acute shortages even before the
pandemic, has only been exacerbated by the pandemic, further stressing the healthcare systems [CFNU, 2022]. As a result, there is
an urgent need to build back the healthcare workforce and develop tools to assist them in delivering quality healthcare for all.

Artificial Intelligence (Al)-powered machine learning (ML) models can exactly help achieve this goal by assisting in a wide range
of tasks such as disease diagnosis, forecasting need for surgery (surgical candidacy) post-operative

*Invited paper at the Cybersecurity, Privacy, and Artificial Intelligence in Health Data: Advancements and Challenges Conference, 2023 For more
information about the papers discussed in the work please visit https://sirisharambhatla.com
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outcomes, waitlist outcomes for transplantation, donor-recipient matching, skilled medical professional training, and many other
application domains. It is, however, important to note that AI/ML models rely on historical data, and that means that these models
can reinforce the very systemic biases the healthcare systems are trying to mitigate. In other words, if a particular bias impacted the
outcome for a patients’ belonging to a subgroup in the past, the ML models which learn from such data can end up learning a
correlation between patient’s protected attributes and the outcome; in effect, propagating any inequities and policies in historical
data. We address these aspects in Sec. 4. We also cover the trustworthiness from a recent shift towards large language models
(LLMs) for healthcare in Sec. 5.

The reckoning across different organizations in Canada regarding the racial, gender, ethnicity, and other biases must also be framed
in the context of healthcare. For instance, systemic racism in the healthcare system significantly impacts Indigenous peoples’ health
outcomes, which has been found to plague the entire Canadian healthcare system [Gunn, 2016, Blake, 2018]; similar biases are
known to exist across sex and gender identities [Kim et al., 2022]. Furthermore, the issue of privacy and responsible use of
healthcare data has also emerged as an important consideration, especially in the context of increased cybersecurity attacks. As a
result, any application of AI/ML modeling must consider these factors while designing models for healthcare applications.

While increased Al/ML awareness and education in the medical community has driven the initial wave of collaborations, these
often lead to an idealized view of both healthcare and ML practitioners. Specifically, the work of a) identifying a particular problem,
and b) data corresponding to it is usually undertaken by the healthcare expert, while the ML practitioner ¢) understands the task at
hand, d) processes the data, and e) builds models to accomplish a particular prediction task. This requires both parties to essentially
speak the same technical language and to some extent understand each others’ techniques — which works in an academic setting,
but in a number of real-world scenarios is extremely hard to achieve. A lack of understanding about ML capabilities can often
prevent us from identifying opportunities to develop solutions that can positively impact healthcare outcomes in the real-world
healthcare systems, which underscores the need for data literacy. This also includes handling of sensitive data in a secured way,
and developing models which can learn in a privacy preserving fashion, as well as establishing synthetic healthcare data networks.

Another important issue that stems from this knowledge gap is that while healthcare systems may be collecting data, they may lack
the capability to track and log their data for ML modeling. This is especially challenging given the sheer volumes of patients they
might be handling. This data organization and maintenance takes a significant amount of time and financial investment; however,
it may be unclear how to effectively triage and access this data. This, and other data-related factors, impact how quickly ML models
can be developed and deployed in real-world systems. For Canada to emerge as a leader in healthcare, there is an urgent need to
create a blueprint for healthcare organizations to effectively harness the potential of their data. In this paper, we aim to lay down
the foundations of this strategy which we refer to as Al Readiness. We discuss specific recommendations in Sec. 6.

Transparency and interpretability of the ML models are also important considerations. Adoption of ML models in critical healthcare
decision making is contingent on the medical professionals being comfortable with relying on model predictions. While
explainability of deep learning-based models offers some solutions revealing potential reliance on sensitive attributes (gender, race,
etc.), they may prioritize human understanding over actual model decision-making. Given that humans are prone to finding patterns
in seemingly unrelated phenomenon, explainability which focuses on humans to make sense of model decisions raises additional
reliability concerns [Rudin, 2019]. On the other hand, explainability which reveals reliance on Furthermore, rigorous testing of
blackbox models and monitoring performance metrics while inherently opaque raises another aspect of trust. We cover this aspect
via the example of explainability for burn surgical candidacy in Sec. 2.2 where we leverage our work on explainability to inform
clinicians about the model decision making [Tsang et al., 2020].

2 Al for Forecasting Patient Outcomes in Primary Healthcare Applications

In this section we outline ways in which Al-powered machine learning models can revolutionize primary healthcare by forecasting
patient outcomes. We consider specific examples from our previous and current work on a) forecasting the trajectory of patients
waitlisted for liver transplantation, and b) predicting the burn surgical candidacy for plastic surgery. These provide a comprehensive
view of data and models used to provide key insights to clinicians to aid their decision making.

2.1 Liver Transplantation

Background. Clinicians often rely on their experience to manage patients waitlisted for liver transplantation (LT) and prioritize
them based on their functional status. The Model for End-Stage Liver Disease (MELD) and MELD-Na scores (number between 6
and 40) are an important factor in assessing a patient’s candidacy for transplantation
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Using DeepNASH to Predict NASH patient trajectories on the Liver Transplant Waitlist
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Figure 1: Using DeepNASH to forecast NASH patient trajectories on the waitlist; Figures reproduced from following works [Punchhi et al.,
2022a,b,c, 2023].

[Wiesner et al., 2001], where a higher MELD results in a greater priority for organ offers. However, MELD and MELD-Na’s
predictive ability is relatively low for Non-alcoholic steatohepatitis (NASH) cirrhosis patients [Sheka et al., 2020], [Godfrey et al.,
2019], which is rapidly becoming the leading indication for LT [Sheka et al., 2020], [Kwong et al., 2020], [Karnam et al., 2022].
Moreover, since they also experience other comorbidities, and deterioration within two-months of waitlisting, clinicians are often
hesitant to consider them for LT [Kwong et al., 2020], [Haldar et al., 2019], [Vanwagner et al., 2012], [Charlton et al., 2011],
[Henson et al., 2020]. This section covers our work from [Punchhi et al., 2022a,b,c, 2023].

Understanding clinical events via data-driven machine learning (ML) models. Given this poor performance in modeling NASH
patient outcomes, coupled with the fact that NASH is set to become the top indication for LT, there is a need to build data-driven
models that can tackle this task to aid clinicians in their decision making. To this end, time-to-event models based on survival
analysis can be used to predict the time until a specific event of interest (such as death or transplant) occurs. The Cox Proportional
Hazards (CoxPH) model are a popular choice for this task but are limited since these cannot capture complex covariate interactions
and dynamics [Spooner et al., 2020]. Other models that aim to capture complex dynamics include random survival forests (RSF), a
random forests-based ML model, and DeepSurv, a neural network-based model [Jain et al., 2021], [Nagai et al., 2022], [van Geloven
et al., 2022], [Ishwaran et al., 2008], [Katzman et al., 2018]. However, in the real-world, patients can often experience multiple
outcomes, which necessitates the use of modeling under concurrent competing risks. Recent deep learning-based works — Deep-
HIT — build an assumption-free model for tackling such a case [Lee et al., 2018].

Key Contributions. Our work developed a deep learning-based competing risk model to understand and compare the risk of death
and transplant for waitlisted NASH patients in the Scientific Registry of Transplant Recipients (SRTR) data in United States
[Punchhi et al., 2022a,b,c, 2023]. With its ability to model nonlinear relationships between covariates and outcomes in a time-
varying manner, our model — DeepNASH — captures the complex interaction between patient covariates and to allow for patient-
specific variations in the trajectory. An overview of the proposed DeepNASH workflow is shown in Fig. 1.

Our critical analysis reveals that the two popular metrics: the Concordance index (C-index) and the Brier score, may not be
appropriate to analysis to measure the model’s ability to predict a certain type of event, and to be compared across multiple events.
To address these challenges, we develop a new metric — competing event coherence (CEC) score, which assesses patient-level
model performance by matching model event prediction which the actual event for each patient. Therefore, giving a deeper insight
into patient-level predictions.

Further, we interpret DeepNASH predictions by identifying features associated with death and transplant on the LT waitlist [Lee
et al., 2018], and developing a DeepNASH dashboard: https://deepnash.streamlit.app/ that allows clinicians to upload patient
features and predict waitlist trajectory. This model can therefore be used to understand patient trajectories and assist the clinical
decision making to manage this specialized patient group.
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Figure 2: Prediction of waitlist death (red) and transplant (green) using RSF (left) and DeepNASH (right) for four sample patients. Actual event
type and time indicated by shaded boxes. Figures reproduced from following works [Punchhi et al., 2022a,b,c, 2023]
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Figure 3: Comparison of C-index (a,b) and Brier (c,d) scores of all models to predict transplant (a,c) and death (b,d) for up to 12 months on the
waitlist. Panel (b) also shows MELD-Na and MELD 3.0 compared with all models for death event (only applies to this event). In panel (e) we show
the CEC score calculated for the RSF, CoxPH and DeepNASH models. As opposed to C-index and Brier score, CEC is suitable for competing risk
analysis since it can compare the relative risk between different types of events. Figures reproduced from Punchhi et al. [2022a,b,c, 2023]

2.2

Burn Surgical Candidacy

Background. Visual inspection is the primary way to evaluate if a certain burn wound requires surgery or not (Burn Surgical
Candidacy). This decision making involves analysis of burn depth and other patient characteristics. This process is extremely
subjective, and in addition to the proclivity to overestimate burn depth, the accuracy varies widely based on surgeon experience; so
much so that experienced burn surgeons have an accuracy of 64-76% while novice surgeons have 50% accuracy [Acha et al., 2013],
[Cirillo et al., 2019], [Chauhan and Goyal, 2020], [Martinez-Jiménez et al., 2018], [Li et al., 2015], [Pham et al., 2019]. At a time where
health systems across the world are facing worker shortages, these unnecessary surgical interventions are counterproductive for patients
as well as the hospitals [Pham et al., 2019], [Acha et al., 2013].
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Figure 4: Overview of DL4Burn — a Multimodal Deep learning approach for burn surgical candidacy prediction.
Panel a) shows the multimodal deep learning model specifics. In panel (b) we illustrate the cloud-based workflow of the iOS application being used in

the field. Figures reproduced from [Rambhatla* et al., [2021].
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Table 1: Comparing model performance for burn wound Table 2: Performance of ResNet-50 and DL4Burn (Neural
surgical candidacy prediction in terms of area under the Network (NN) based methods) across 5-fold cross-valld_atlon in

. terms of area under the curve (AUC) and Accuracy metrics.
curve (AUC) and Accuracy metrics.

Method AUC Accuracy NN Method AUC Accuracy
Surgeons - 0.50-0.76 Avg. Best Avg. Best
HOG-SVM 0.595 0.587 Surgeons - 0.50-0.76
ORB-SVM 0.548 0.563 ResNet-50-based 0.833 0.854 0.784  0.810
CNN 0.637 0655  pL4Bum 0.907 0975 0858 0.938
ResNet-50-based 0.854 0.810

DL4Burn 0.975 0.938

On the other hand, missing burn wounds which require surgical intervention are at higher risk of slow healing, hypertrophic
scarring, and contractures [Pham et al., 2019], [Acha et al., 2013].

Data-driven burn wound analysis via deep learning. Given this variability in assessing burn surgical candidacy and its adverse
impact on the patient outcomes, there is an urgent need to develop automated data-driven models that can assist clinical decision
making. The existing body of work utilizes machine learning models to predict burn depth, which in turn is used to determine
surgical candidacy. This approach includes works such as [Serrano et al., 2015], [Yadav et al., 2019], that employ support vector
machine (SVM) trained on features extracted from burn images. On the other hand, works such as [Wang et al., 2020] aim to classify
burn wounds based on their healing time.

While these studies report promising results and accuracies of 79%-100%, they focus on relatively small dataset, and predict burn
depth and healing times to inform the downstream burn surgical candidacy. In fact, burn depth is one such consideration, and other
patient factors, as well as surgical risks due to comorbidities, also play a major role [Browning and Cindass, 2019]. For example,
patient age directly impacts skin thickness and therefore thermal protection, and pre-existing conditions influence the injury
pathophysiology [Daugherty, 2017]. Furthermore, factors such as total burn surface area (% TBSA) and sepsis can also effect
inflammatory responses and thermoregulation, ultimately informing surgical decisions [Browning and Cindass, 2019], [Daugherty,
2017], often requiring multiple initial assessments to monitor wound healing [Devgan et al., 2006]. As a result, an accurate data-
driven approach utilizing contemporary deep learning models to leverage patient characteristics along with burn wound images
(multiple modalities) can greatly alleviate these pain-points and ultimately improve patient outcomes.

Multimodal Deep Learning for Burn Wound Evaluation. Considering multiple clinical indicators and information sources to
mimic disease diagnosis in the real world can overcome the aforementioned challenges [Ngiam et al., 2011]. Referred to as
multimodal models, these have shown promising results in other medical domains to analyze cervical dysplasia [Song et al., 2014],
[Xu etal., 2016], Alzheimer’s [Lee et al., 2019], [Zhang et al., 2019], and skin lesions [Gessert et al., 2020]. Motivated from these,
we developed a multimodal deep learning architecture for burn evaluation — DL4Burn — shown in Fig. 4 (a), which utilizes two
neural networks to build image and the tabular data representations separately [Rambhatla* et al., 2021]. Specifically, we fuse
representations from a ResNet-50-based deep convolutional neural network (CNN) to process the images and a multi-layer
perceptron for the patient characteristics, to arrive at a probability indicating whether a surgical intervention would ultimately be
recommended or not (in hindsight).

We learn this model on wound images as well as individualized patient characteristics collected at the Southern California Regional
Burn Center at LAC+USC on patients admitted between January 2015 and December 2016. Further, we also use state-of-the-art
interpretability techniques to analyze the model’s decision-making process to assist clinicians [Tsang et al., 2020]. Complementary
to ML modeling, we also develop an iOS mobile application to assist the clinicians in the hospital for data acquisition, triage, and
predictions.

We compared the area under the receiver operating characteristic curve (AUC) and accuracy performance of DL4Burn with support
vector machine (SVM) and neural network-based baselines, including Histogram of Oriented Gradients (HOG) features [Dalal and
Triggs, 2005], SVM trained on Oriented FAST and Rotated BRIEF (ORB) descriptors [Rublee et al., 2011], and a 2-layer CNN as
shown in Table 1. We also perform further analysis of the multi-modal approach as compared to a ResNet-50 neural network
baselines in Table 2; results from [Rambhatla* et al., 2021]. These results clearly indicate the advantages of using a deep learning-
based multi-modal approach to model surgical decision making. Fig. 5 shows the explanations generated by Archipelago [Tsang et
al., 2020] to understand DL4Burn’s decision making. Refer to [Rambhatla* et al., 2021] for details.
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Figure 5: Sample explanations of the image classification results using Archipelago. Here, the colored patches show if they support (green), are
against (red), or are neutral (no color), for a given classification result.

Conclusions. Multiple factors and their complex interactions impact burn surgical candidacy decisions, which are often analyzed
on criterion which are highly subjective. Data-driven models can assist surgeons to draw insights from historical cases to improve
patient outcomes. While our results are extremely promising, we did observe slight overfitting which needs to be countered with
adding more data (enabled by our iOS app). In this study we use the final assessment, i.e., if they would ultimately require surgery
or not instead of the initial assessment. It would be valuable to record initial assessments as a way to analyze surgeon decision
making. Another line of work could also study the counterfactuals and effect of interventions. The proposed DL4Burn model and
mobile application leverage the expert analysis along with burn images to build a multimodal deep learning-based tool to improve
decision making and patient care.

3 Al for Medical Training and Skill Assessment

Powered by augmented reality and virtual reality (AR/VVR) infrastructure, Al models can also play a critical role in training the next
generation of surgeons by assisting with their a) automated skill assessment while also providing b) fine-grained feedback to
improve their skills. In this exposition we will see how automated skill assessment can help surgeons practice their skills, and
ultimately improve outcomes for patients undergoing radical prostatectomy. This section draws from our following works: [Hung
etal., 2021a,b], [Chen et al., 2022], refer to these for additional details.

Background. Leveraging data collected during robot-assisted surgery, Al-powered models have had significant success in
predicting surgeon experience and surgical action recognition using the kinematics data corresponding to the surgical actions [Lane,
2018], [Hung et al., 2019a, 2018]. These surgical motions have also been used to predict the subsequent patient outcomes in the
context of radical prostatectomy [Hung et al., 2019b]. While manual feedback is extremely important and is considered the gold
standard during surgical training [Goh et al., 2012], [Martin et al., 1997], [Raza et al., 2015], it is also extremely slow and time-
consuming, prompting the need to develop automated ways to evaluate surgical skills. However, the current automated metrics are
somewhat crude since they only focus on metrics such as time-to-completion [Birkmeyer et al., 2013], [Trehan et al., 2015],
[Lendvay et al., 2015]. As a result, there is a need to develop Al/ML models that can automate surgical skill assessment while
providing meaningful feedback to surgeons to aid their training at smaller timescales.

Neural Networks-based Automated Surgical Skill Evaluation. In this work, we aimed to train a neural network model on
kinematic time-series data to directly predict the expert evaluation. To be able to provide fine-grained feedback, we divided the
suturing step into four technical skill assessment tasks — Needle positioning, Needle entry angle, Needle driving, and Needle
withdrawal — and collected the synchronized instrument kinematic data at this sub-stitch level, and the corresponding labels
generated by human graders. Specifically, the urologic surgeons performed standard Basic Suture Sponge exercise thrice on the
Mimic™ FlexVR robotic simulator Fig.6(a).
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Figure 6: Automated Surgical Skill Evaluation. Panel (a) shows a screenshot of basic suture sponge exercise on mimic FlexVR, while panel (b)
shows how NoiseRank [Sharma et al., 2020] works: NoiseRank computes the probability of a sample being potentially mislabeled given its
neighbors. Figures reproduced from [Hung et al., 2022].

These suturing skills are also relevant across different specialities, and surgeon skills at this granularity have also been identified
to be key markers of expertise, impacting patient outcomes [Trinh et al., 2022], [Chen et al., 2021a]. For each step, we used this
data to train a two-layer LSTM-based (long short-term memory) model to classify whether the step was performed correctly or not.
For additional details refer to [Hung et al., 2022]. Due to the inherent unequal distribution of the positives (Ideal) and negatives
(Non-Ideal) labels, we use the best test AUC performance averaged across three Monte-Carlo runs.

Battling Uncertainty in Real-World Data. While we sought to utilize human feedback to ascertain the correctness of a suturing
step, we encountered a very practical dilemma — there seemed to be a subjective bias in the human graders which led to uncertainty
in the subsequent label. We addressed this in two ways. First, we developed a systematic consensus procedure to arrive at final
label (refer to [Hung et al., 2022] for details). Next, we adapted the label uncertainty detector — NoiseRank [Sharma et al., 2020] —
to identify and rank the final labels (after the consensus process) according to the degree of their uncertainty. NoiseRank uses the
kinematic tracing representation and the final labels to estimate the probability that a given sample is mislabeled using its neighbors
Fig.6(b). We then retrain the model after removing different percentages of potentially mislabeled data. Here we developed a
NoiseRank variant that can handle imbalanced data. Results of the analysis are shown in Table 3. We observe that different suturing
steps benefit from different levels of (projected mislabeled) data removed.

Conclusions. Automating surgical skill assessment requires faithfully reproducing expert opinion about each sub-step of a suturing
step using ML models, which require supervision in the form of labels obtained from human experts. However, we found that even
at a fine-grained scale, the assessment by human graders can be subjective which ultimately leads to uncertainty in the labels and
consequently mislabeling in the final assessment labels after consensus. Since the final labels may contain mislabeled data, we used
identified potential mislabeling and systematically studied the impact of removing them and pave a way to battle this inherent
uncertainty in practical healthcare applications.

We observed that the performance of the machine learning model varied by skill domain. While predictions for the needle
positioning skill were mediocre, which can be attributed to the fact that there is no tracking of the needle-to-instrument interaction,
the results for other more important skill domains were all greater than 0.70, which underscores the viability of Al-based automated
skill assessment. In addition, when it comes to identification of potential mislabeling, we had to discard a variable number of samples
to improve model performance. Understandably, the mislabeling varies with the skill domain, but more importantly the proverbial
‘throwing out of the baby with the bath water’ can occur if labels which define the decision boundary are also thrown away. In other
words, our results indicate that it is important to preserve the nuanced information about each skill domain. As such, this analysis
showecases the potential and challenges involved in incorporating Al-based assistive technologies to help critical applications and
healthcare skill development.

Table 3: Model performance in automating suturing technical skills assessment, Performance (AUC) Mean + SD

Technical Skill Domain Percent of Projected Mislabeled Data Removed

Full Data Top 15% Top 25% Top 50% Top 75% 100%
Needle positioning 0532+0.030  0.498+0.063 0518+0.111 0.538+0.136  0.517+0.054 0.551£0.035
Needle entry angle 0.705+0.026  0.715+0.055 0.733+0.061 0.766£0.069  0.751+0.083  0.719 £ 0.097
Needle driving 0.704+0.025 0.642+0.078 0.671+0.030 0.650+0.096  0.715+0.054  0.699 + 0.022
Needle withdrawal 0.698+0.072  0.761+0.038  0.722+0.086 0.735+0.032  0.741+0.099 0.714+0.109
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Figure 7: Distribution of healthcare prediction models using MIMIC data across the world from 2018 to 2022.
The % value indicates the amount of research carried out by each respective country using MIMIC data.
The color meter reflects the level of research activity. Figure reproduced from [Murugan et al., 2023].

4 Trustworthy and Fair Al modeling for healthcare

Building trustworthy and fair machine learning models critically relies on the properties of underlying data. Since the healthcare
data collected is representative of the demographic group it serves, any biases in the training data often tend to get reflected in the
trained models. Therefore, it is critical to consider the fairness properties during training. This is especially important in the
healthcare settings where the outcomes depend on individual patient characteristics, as the existing biases in the dataset can
adversely impact the predictions for different patient groups.

Background. While algorithmic bias in ML models, where model performance differs by demographic groups is an active area of
research [Zou and Schiebinger, 2018], [Chen et al., 2018, 2019], [Rajkomar et al., 2019], [Obermeyer et al., 2019], [Rajkomar et
al., 2018], [Chen et al., 2021b], its counterpart — data bias - has not been extensively studied. Data bias can lead to subsequent
algorithmic bias and is caused due to the inherent lack of data for demographic groups and can encode any systemic bias which lead
to different outcomes. As a result, to understand “what are our models good for?” should be accompanied by “who does our model
represent?”. In the context of healthcare this becomes especially important since popular clinical research databases (CRD) are
being used across the globe for downstream healthcare tasks. However, devoid of the context, such as policy-level factors like
insurance and demographics, these models may lead to unintended consequences. This section draws from our work [Murugan et
al., 2023].

By analyzing Medical Information Mart for Intensive Care (MIMIC) [Goldberger et al., 2000] — one of the most popular CRD
[Johnson et al., 2016], [Japkowicz, 2000], [Johnson et al., 2023] — and half a decade of healthcare ML models, we demonstrate a
noteworthy association between ethnic demographics, insurance status, and outcomes. To better document the data characteristics,
we develop a comprehensive datasheet [Gebru et al., 2021] for MIMIC IV v2.0 CRD to aid in the understanding of this massive
database.

Where is MIMIC 1V v2.0 being used, and how? The MIMIC IV v2.0 data originates from Beth Israel Deaconess Medical Centre in
Boston, MA, U.S.A. As a result, it represents, and is impacted by, the local demographics and policies. Interestingly, our systematic
review revealed that approximately 67% of the publications using this CRD originated from research publications in China, with
significant contributions from USA, Brazil, Pakistan, Australia, and India as shown in Figure 7. Moreover, our analysis reveals that
almost 80% of the studies either did not consider performance across ethnic demographics and/or left these features out without
explanation. This raises two concerns a) the model may have varying performance for different demographic groups, and b) models
learned for this data for a new hospital may not be reliable due to differences in demographic make-up.

Association between demographic variables and the predicted outcomes. We analyzed the association between the ethnic/racial
features, insurance status, and the outcomes such as readmission rates, and mortality prediction for sepsis, heart failure, and chronic
kidney disease. Our analysis revealed a significant association between these features.
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Figure 8: Summary of Methodology. 1) We select 94 USMLE Step 1 [USMLE, 2022] questions consisting of multiple-choice, single-answer
questions. 2) These questions are used to generate open-ended prompts. 3) Open-ended prompts are fed into ChatGPT API [OpenAl, 2023].
4) ChatGPT’s answers are shown to K independent non-expert assessors, who categorize them as “Correct” (C), “Partially Correct” (P C),
“Incorrect” (1), or “Ambiguous” (A). 5) Data corresponding to the case where both assessors marked the answer as “Correct” are collected as B
and prepared for sensitive analysis via iterative sentence dropout. 6) The prompts from 5) are fed to ChatGPT. 7) The assessors categorize
ChatGPT’s answers again, and we collected those for which both assessors categorized the answer as “Correct.” (dataset W). Figures reproduced
from [Barnard et al., 2023].

Specifically, for readmission, we observe an association between Black-Medicare and Black-Other insurance subgroup, and Asian-
Medicaid patients, exhibiting higher readmission rates regardless of their ailments (> = 141.89, p < 0.001) and the ANOVA (F =
3.62, p = 0.019). For sepsis mortality, other ethnic groups and Asian consistently had higher proportions of deaths, regardless of
their insurance status (2 = 975.185, p < 0.001). For heart failure mortality Other ethnic group consistently exhibited higher mortality
rates, irrespective of their insurance (y? = 105.107, p < 0.001). For CKD mortality, Other-ethnic groups consistently exhibit higher
proportions of deaths, regardless of their insurance type. Medicare-insured Blacks experience the second-highest mortality rates (2
=106.578, p < 0.001) and ANOVA (F = 2.203, p = 0.098). Following this analysis, we develop a comprehensive datasheet for this
database.

Conclusion. Demographic imbalance-induced data bias is inevitable, since it originates from the patient group a hospital serves.
However, when using data derived from a health system in other contexts (say for transfer learning), it is extremely important to
understand the similarities and differences. Our analysis reveals that the healthcare outcomes can depend on the ethnicity and
insurance status, which is especially concerning if reinforced by a machine learning model. On the other hand, our analysis can also
be used to understand the systemic biases and inefficiencies in a hospital and calls for data-aware modeling for development of
generalizable and trustworthy models.

5 Self-diagnosis and a new wave of misinformation with large language models (LLMSs)

Background. Recent popularity of large language models (LLMSs) and their perceived human-like capability had led to a number
of industries to explore LLM applications in their domains [Taecharungroj, 2023], and users placing inordinate amount of trust in
them [Salah et al., 2023]. Since web-search based self-diagnosis is already very common and very valuable in a number of cases
[Goyder et al., 2009, White and Horvitz, 2009], people turning to LLMs for this application is inevitable. In the backdrop of
healthcare worker shortages [Kuehn, 2022, Boniol et al., 2022, Michel and Ecarnot, 2020, Turale and Nantsupawat, 2021], both
public and private entities are looking to LLMs for improving healthcare workflows [Horesh, 2023, Lee, 2023, Sedaghat, 2023,
Kung et al., 2023, Iftikhar et al., 2023, Primack, 2023].

More recently, researchers have started analyzing the capability of ChatGPT — a popular LLM — to answer medical exams [Holmes
et al., 2023, Kung et al., 2023, Gilson et al., 2022, Sallam et al., 2023, Sallam, 2023]. Recent works such as [Kung et al., 2023]
reported scores of 60% on United States Medical Licensing Exam [USMLE, 2022], arguing use of LLMs in medical student training,
thus creating an inaccurate sense of ChatGPT’s capabilities. Specifically, these works required ChatGPT to pick-out an option from
a list, which is not indicative of real-world clinical decision making. Moreover, they also used a less granular scale to assess
ChatGPT responses, ignoring the cases where the responses are ambiguous [Kung et al., 2023]. Motivated from these analyses, we
aimed to evaluate the performance of ChatGPT in a realistic setting on a granular scale from the perspective of a non-expert hoping
to use it for self-diagnosis. This section covers our work from [Barnard et al., 2023].

Analyzing ChatGPT’s response and sensitivity to open-ended medical questions. To critically analyze ChatGPT’s capabilities
in real-world, we develop a testing methodology to evaluate its performance on open-ended questioning. Specifically, we base our
analysis on a subset of single-answer questions from the United States Medical Licensing
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Figure 9: Experimental results. Panel (a) shows the visualization of non-expert assessor and ChatGPT self-assessment categorization.
Panel (b) shows a visualization of non-expert assessor and ChatGPT self-assessment categorization for ablation study.
Note that this experiment analyzes the correct responses shown in panel (a), considering the impact of sentence drop-out on each question.
Figures reproduced from [Barnard et al., 2023].

Examination (USMLE) [USMLE, 2022], and perform a two-stage evaluation (which includes sensitivity analysis) with two non-
expert assessors, also asking ChatGPT to evaluate its responses as shown in Fig 8. Corresponding to the two experiments in Fig 8,
Fig 9 (a) and (b), respectively, show the results of our analysis, respectively. This reveals that not only, a) these models perform
worse than previously reported, but they also exhibit b) overconfidence when stating incorrect recommendations and are also less
confident when stating the correct answer.

Discussion. Our results indicate that ChatGPT’s ability to answer exams may not translate to real-world understanding; in fact, we
see that it is only able to answer a small subset correctly (17/94); see Fig 9(a). Since it is unclear what resources ChatGPT is using,
it is also difficult to understand which type of questions it is more likely to fail on. Next, our granular scale which clearly
distinguishes “Correct” and “Partially Correct,” shows that the majority of ChatGPT responses are incorrect, Fig. 9 (a). This is
understandable since ChatGPT cannot reason; however, this is still extremely concerning, given its popularity.

Qualitatively, we also observed that ChatGPT fails to communicate uncertainty with generally using qualifiers such as “most likely”
or “likely”, aligning with concerns raised by [De Angelis et al., 2023] regarding nuanced ways in which LLMs can spread
misinformation. ChatGPT also exhibited overt optimism in two ways. In the first experiment, when asked to evaluate its own
responses, it marked 57.45% of the answers as “Partially Correct”. This trend continues in the second experiment where we analyze
the subset of answers which were answered correctly by ChatGPT. Here, we see a reversal. ChatGPT only marked 50% of its
answers as “Correct”. Overall, we see that ChatGPT is more optimistic when it is more likely to be incorrect, and cautious when it
is likely to be correct. This is the inverse of the tendency that we would require of a healthcare provider. Given this peculiar
behavior, at this time LLMs can significantly increase the risk of spreading medical misinformation.
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6 Recommendations and Roadmap

With populations aging and a shortage of healthcare workers, Canada stands at a very critical juncture, where scaling the reach of
the existing healthcare systems is of utmost importance. While translating the advances in data-driven healthcare research to real-
world is an urgent need, there are a number of factors and infrastructural requirements that need to be met to unleash the power of
Al/ML-based healthcare solutions. Based on our experience, working with hospitals and facing roadblocks along the way, we now
outline some of the challenges that are faced by our healthcare systems today, and provide recommendations to ensure we are
equipping our healthcare systems with the necessary tools to help them transition and make Canadian healthcare systems “Al
Ready”.

Our recommendations also complement those put forward by the 2022 Expert Advisory Report on “The pan-Canadian Health Data
Strategy: Charting a Path toward Ambition” [Goel et al., 2022]. The report shows a requirement for concerted efforts from different
organizations. Specifically, it demonstrates that the challenges that we face are not due to a lack of technical expertise but due to
the fact that Canadian health data is highly fragmented, and in recent times this has foreshadowed healthcare efforts such as
Canada’s response to COVID-19.

» Need to create a strong Canadian healthcare data network. Creating a corpus of Canadian healthcare data is extremely
important. Most of the current research focusses on data from the United States; these results, however, cannot be used in the
Canadian context due to different demographics and policies (e.g., insurance).

* Need to collect demographic information. Al/ML models learn from historical data, and therefore can reinforce any biases
present in the data. Hospitals need to track demographic information to understand these biases, and in order to rectify them.
This is an urgent need; we can’t fix what we don’t know!

» No data. No AI/ML. Data is the pre-requisite for any kind of data-driven modeling, and we need a unified effort to ensure
that hospitals are equipped to collect clinical data accurately.

» Annotating healthcare data is expensive. Supervised ML modeling requires data annotations. There are ways to address
lack of annotations, but we still need clinician’s time to ensure we have labeled data for training.

 Reality is often nuanced. Doctor/surgeon’s/medical professional’s opinion are subjective, and we need to develop ML
models that can handle such inherent ambiguity.

» We are, in fact, never done with model training. AI/ML models need to be monitored and continuously trained on new
data to be reliable otherwise models can be outdated very quickly. Since a lot of this work has to be done in-house in
hospitals, this calls for building the Canadian workforce in these areas.

« Al/ML infrastructure. Just collecting data is not enough. To channel this data for real-world impact, hospitals need
strategic support (infrastructure and investments) for AI/ML model training and maintenance (mlOps).

« It takes a village and data literacy. Setting-up the infrastructure for a Canadian healthcare Al revolution requires
coordination and knowledge building between departments, both at the administrative and the hospital level. It is therefore
extremely important to have data literacy for organizations to ensure reliable application of Al/ML techniques and mitigate
inaction.

» Privacy and Cybersecurity. Health data is extremely sensitive and needs to be protected. We can build privacy preserving
ML models and synthetic data networks to achieve these goals; data stewardship is key.

» Need for inter-operable blueprint for hospitals and health systems. A standard and unified way of recording various
types of patient information is absolutely essential for speedy transition. Hospitals need guidance.

» Sharing is caring. Likewise, hospitals will have to come together and share their data in a privacy preserving and secured

way. We need to tackle data inequity from the get-go to ensure that far-off communities (who need these interventions the
most) are not adversely impacted.

7 Conclusions

Advances in ML modeling can tackle challenges ranging from disease diagnosis to personnel training, in order to revolutionize the
quality of care for patients and improved decision-making for medical personnel. While organizations may be eager to adopt Al/ML
solutions, translating these gains to real-world healthcare systems has been slow due to data governance and collection challenges.
Therefore, we end with an urgent call to bring together hospitals, industry experts, academic researchers, and policymakers to act
upon a unified healthcare strategy for building Al ready healthcare systems. This will lead to faster adoption of research results,
data transparency initiatives for patients, and provide a blueprint for Al-centric data organization in the health systems in Canada
and abroad.
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Abstract

Researchers and those in health policy have made tremendous advancements in utilizing health data for the purpose of system
improvement and promoting the health of Canadians. However, these technologies are heavily dependent on the public sharing
their health data. We are asking the public to trust in government and related social institutions (e.g., universities, research institutes,
public health) to ensure 1) the privacy of their data, and 2) that data is used in a manner that serves the interest of citizens. The
present paper introduces the concept of institutional trust and speaks to the critical role of trust in society broadly and as it relates
to health behaviours, including data sharing. Literature focused on understanding and explaining declining trust are explored,
including the proliferation of misinformation on social media, as well as broader social issues in Canada — e.g., levels of inequality
in the population. The importance of trust for population health is also discussed. The paper concludes with a discussion of the
importance of measuring citizens’ trust over time in an ever-changing political climate and how this might help to inform
prospective actions aiming to demonstrate the trustworthiness of Canadian social institutions and subsequently support data sharing.
Lastly, approaches to monitoring trust over time are discussed, with specific mention of how research might focus on identifying
populations of Canadians that would benefit from interventions to (re)build trust.

Introduction.

Within this e-book we discuss the utility of collecting Canadian’s health data — via mobile or other devices, and via hospital
administration — to facilitate health system improvement. Technologies reliant on health data (e.g., artificial intelligence) have
potential to change the way our health data are collected, shared, and used to improve the health of Canadians. However, as
contributors in this e-book discuss, cybersecurity and privacy research to protect health data remain an area of ongoing
development. The present paper considers these tremendous advancements and the potential for system improvement through the
lens of the consumer — the individuals whom we are asking to trust the institutions generating these technologies and managing the
security of personal health data. Our ‘consumers’ are the patients within our health system and the citizens for whom we are
generating such incredible technologies. Whether or not, and how these technologies are applied, is heavily dependent on the
public’s trust in the science, government, and related social institutions (e.g., universities, research institutes, public health) that
will collect, store, and use these data.

Trust is the acceptance of vulnerability (risk) and is based on positive expectations of the person or institution we are
trusting. Trust is central to any decision an individual makes if there is something they consider to be at risk — in the case of sharing
personal medical information, their privacy and security. Related to data sharing, we are asking people to trust that their medical
information is being collected and stored securely (the system is competent), and that their data are collected for the purpose of
creating a better health system (that those collecting the data have their best interests in mind). Without the trust of citizens and
consequently their sharing of data, we will not have the information required to modernize our health system, generate evidence-
informed decision making, or the data to inform Al technologies. Indeed, data shows that higher trust in technology is associated
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with increased technology use (1) and the failure to earn the trust of patients and citizens can have significant implications for the
implementation of technologies in public systems. For example, a failure to earn the trust of patients, citizens, and healthcare
providers is what led to the failure of Care.data — a big data initiative set to link and provide access to health and social care
information from different settings, with the goal of facilitating the planning and provision of healthcare in the UK (2). A lack of
public trust regarding how data might be used, anonymized, and stored led to the failure of what might have been an innovative
integrated data repository to monitor clinical outcomes for quality improvement.

The aim of this paper is to discuss trust in government as it relates to health behaviour while noting implications for data
sharing. The first section introduces the concept of trust and why trust in social institutions is so critical for population health. Data
are then presented regarding the extent of trust in the Canadian government, followed by a discussion of how access to mis- and
dis-information (3) challenge the trustworthiness of Canadian social institutions. The paper concludes with a discussion of how
data, collected through valid measures of trust, might assist us in systematically documenting Canadian’s trust over time, and help
to generate evidence-informed interventions to (re)build trust through communication and/or public policy.

What is trust and why does it matter?

Trust, in both institutions and individuals, is critical for society to function (4). Given the complexity of our world and the decisions
we make daily, we are often faced with a decision of whether to trust in a person or institutions to overcome the gaps in our
knowledge. To trust is to reduce the complexity of our decisions, and to reduce uncertainty. For example, we trust a physician to
provide a diagnosis because they have the training and expertise provided in medical school, to which we are not privy. We trust
institutions — for example, public health — to ensure that safe and effective vaccines are administered to the population. We trust
them because we, as citizens, do not have the expertise or ability to develop, test, procure, and regulate vaccines.

What distinguishes trust from other related concepts (e.g., hope, faith, dependence, confidence) is that trust is a decision,
and one that carries an element of risk and uncertainty. As consumers, we cannot be certain that our doctor will give us the right
advice or that a vaccine might not carry adverse effects. As such, if trust is broken, we have something to lose. The decision to trust
is thus based on our assessment of risk which may relate to our past experiences with individuals or institutions upon which we are
called to trust. A useful example here is the use of TikTok — while organizations and governments have made the decision to ban
this application on corporate devices for privacy and security concerns (they do not trust the app or rather, the
individuals/organisations behind the app). For many users, these security risks are either not considered to be a risk or are something
of which they are unaware. It is the awareness of risk that forces us to trust, or not.

Acknowledging that trust is an active choice is critical for understanding why trust should be a central concern for
governments globally. It is unlikely that citizens, at a population level, have ever, (at least to the extent that they are today), been
required to consider if they trust their government. The unprecedented nature of the pandemic and related exposure to government
representatives (e.g., the Prime Minister at the time held daily press conferences) brought to centre stage the role of government in
setting the norms and rules for society. The risks we take in trusting government officials suddenly became very salient, as the
decisions they made so greatly impacted our living and working conditions. Further, we had little knowledge with which to counter
decisions made early in the pandemic and thus, our trust reduced our uncertainty as government led a chosen way forward out of
the pandemic. In looking back, the public became more aware of the fallibility of government and officials in making some of these
decisions, and the impact of these decisions on the lives of Canadians led to further questioning of government care and competence,
and hence, trust.

Conceptually, scholars identify trust at two levels — institutional and interpersonal (5) — that are often inextricably linked;
that is, trust in individuals (e.g., Trudeau), who serve as the face of institutions (e.g., Federal government), to some extent impacts
trust in the organization they represent. The focus here is that of institutional trust in government, which may be evaluated by the
public based on their perception of whether the government is benevolent, competent, reliable, and responsible toward citizens
(7,8) — that is, their perception that the government cares and is competent. Indeed, research has demonstrated that public trust in
political institutions, and their representatives, is predicated on public perception that the actions and intentions of these institutions
are in the public's best interest and deliver results that meet their expectations (9-11). Trust differs from having a positive or
negative opinion of an institution (6). For example, | may disagree with a policy put in place by government while still having trust
in the institution.

Trust in government has been associated with increased social cohesion (solidarity among community members) and
interpersonal trust between citizens (7, 8), and with public acceptance of government policy (9) and government recommended
health behaviours (10-13). Critical in a world with increased access to harmful mis- and dis-information, trust in government is
also negatively associated with believing misinformation and conspiracy theories (14). This is a critical association and
demonstrates that if citizens do not trust the government, they may look elsewhere for information to guide their decisions.
Declining trust thus threatens the legitimacy of the social institutions put in place to structure the rules and norms shaping behaviour
at a population level.
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Trust in government within Canada.

In 2023, it was reported that 37% of citizens trusted the national government (15). While this was a jump up from 22% in 2022,
trust in Canadian parliament scored second to immigration services, in terms of the least trusted social institution in Canada (15).
Trust in the current Liberal party has also improved since historic lows in 2022, jumping from 43% to 54% (16); however, this
suggests that just over half of the population trusts the current political party in power. Trust in the Prime Minister currently sits at
32%, falling 1% since 2022 (16). These statistics may relate to citizens’ concerns regarding the government’s response to the
pandemic (17), and/or relate to perceptions of inadequate government attention to pressing social issues in Canada, as discussed
below. What some have called ‘a trust crisis’ (see https://trustgov.net/) is not isolated to Canada, however, as there is widespread
concern that public trust in democratic institutions globally is under threat. As such, research that might inform strategies to build
trust are of central focus.

That trust in government, and trust and cohesion between citizens (solidarity among community members), is at threat
might be best illustrated by the January 2022 so-called ‘Freedom Convoy’ in Ottawa ON. This convoy — born out of a vehement
distrust in government — led to rallies, widely considered unlawful, that posed a significant threat to public peace and safety. This
demonstration ultimately led to less trust between citizens, with increasing division amongst the populace, and further, a loss of
trust in government by the citizens of Ottawa whose lives were impacted by the unlawful behaviours of demonstrators (18).
Residents of Ottawa impacted by the demonstration have since called upon officials, as means for officials to earn their trust, to
admit that the official’s inaction in protecting the public, caused harm (19).

The factors underpinning the trust of Canadians are complex and vary across the population. As noted earlier, as trust in
government and social institutions is called into question, the public starts to look to alternative forms of information, that are often
harmful and counter the actions of officials to protect the public. Herein the focus is one such source of harmful mis- and dis-
information — social media.

Misinformation, alternative experts, and social media.

The circulation of misinformation since the start of the pandemic on social media, has led to popular conspiracy theories that are
dangerous from a health perspective in that they are associated with reduced compliance with government health guidelines, posing
a danger to population health (20). For example, COVID-19 misinformation adversely affects governments’ abilities to mitigate
the disease and is associated with accidental deaths and self-harm due to false beliefs about the virus, prevention measures, vaccines,
and cures (21).

Social media has drastically changed the way that individuals come to access and consume news, as these sites provide
instant news updates and thus rapid distribution of information to consumers (20). While there are benefits to social media use in
terms of consumer engagement with news and engagement with different sources of news and information seeking, the negative
implications of its use are also widely documented, and central to this paper. These implications include the increased access to
dis- and misinformation that threaten the legitimacy and trust of science and social institutions promoting health and social
behaviours (which may include data sharing) to support population health. Trust in social media, rather than evidence-informed
recommendations guiding health recommendations, is an issue of concern. The notion of what is ‘legitimate’ information has
changed within the context of social media, as users increasingly see the peers within their social media networks as an authoritative
and legitimate source of information (22). The harms arise when this alternative form of ‘expertise” contrasts with information that
is generated by institutions with specialized expertise — for example, public health agencies. Indeed, scientific misinformation has
been “actively propagated as a means to destabilise trust in governments” (22) (p. €277).

To combat the dangers of misinformation, various entities within the social media industry have worked (to varying
degrees), to generate mechanisms for combating misinformation. However, the absence of adequate control mechanisms make it
difficult to regulate the nature of information circulated on social media (23). Innovative approaches, such as having users downrank
distrusted sources of information on social media have also been proposed (24). Still, policy makers continue to face growing
challenges with the proliferation of misinformation on social media and the potential association with harmful health behaviours
and subsequently, health outcomes (25).

There are also calls from authoritative organizations to try and combat misinformation by engaging with social media
(26), though in doing so we need to be careful not to further polarize users (e.g., by pushing individuals to defend their existing
beliefs) (27). Strategies for combating misinformation have also been generated to combat the acceptance of misinformation —e.g.,
by pre-bunking or inoculation communication strategies to counter disinformation, which involves forewarning people regarding
possible exposure to information that will challenge their existing beliefs or behaviors (28). There are also calls for greater media
literacy interventions to support individuals in identifying false information online (21), and particularly among the younger
generation who, given their level of engagement online, may be at greater risk of exposure to information leading to the rejection
of government health guidelines (20). However, the question remains — why do people trust information on social media over
authoritative information guided by scientific institutions and (previously) trusted social institutions? It is important to consider
that ‘expertise’ is socially constructed (29) — that is, while researchers might consider science as the authority in guiding public
health recommendations, it is dangerous to assume that this occurs at a population level. Further, scientific terminology, such as
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‘evidence’, or ‘research’, may signal that a source should be trusted, despite being used to manipulate and propagate misinformation
by content creators (30).

What remains an important question is whether a lack of trust in government organizations is associated with greater
trust in ‘alternative’ forms of expertise found online. And more importantly, we might look to understand why our institutions are
not deserving of trust (31). These questions remain areas for empirical research in Canada, as discussed below.

Future research/practice agendas.

The demonstrated importance of trust — or rather, the consequences of a lack of trust — points to the continued need to better
understand, measure, and respond to public concern. While it is well documented that a lack of trust in government threatens
population health, less is known about why individuals are looking for alternative sources of information to trust, how this varies
across the population, and how we might develop strategies to (re)build trust tailored to different subpopulations for whom the
reasons why trust might be at threat, or indeed might have been lost, differ. To do this, we need to systematically monitor and
understand the government (in)actions that lead to a change in attitudes and beliefs about government and importantly, how it
affects public behaviour.

The CANTRUST index (https://getproof.com/trust/cantrust/) provides a tool for regular and rapid evaluation of the
public’s trust in government. The current survey question “to what extent are you willing to trust the following institutions to
operate competently and effectively and to do the right thing” allows us to see how levels of trust change over time and how they
vary across population groups. The single item question that incorporates two dimensions of trust — care and competence — limits
our understanding of the ‘why’ behind the data and thus, what can be done to improve trust. More comprehensive multidimensional
measures developed for the purpose of evaluating and monitoring trust in government in Canada — at a local, provincial, and federal
level — might complement CANTRUST data by providing a more nuanced understanding of public acceptance of government
messaging and inform behavioural change measures, communication strategies, and policies in response. Using tools, for example,
that contain survey items that capture the multidimensionality of trust in government, might better direct interventions for
improving trust. The ‘Citizen Trust in Government Organizations’ scale (32) and a ‘Trust in Public Health Authorities scale’ (33),
for example, evaluate trust based on responses related to government’s communication, decision making, transparency, honesty
and delivering on promises. They permit greater observation of areas where efforts might be focused on (re)building trust.

There also remains a gap in measures of trust at a population level that are validated for specific sub populations of
Canadians that might be used to inform the development of strategies for (re)building trust across communities and populations.
As expected, there is less trust in government by population groups that have not been advantaged by social institutions to the same
extent as more privileged populations in Canada. For example, the COVID-19 pandemic exacerbated and made visible existing
inequities across subpopulations of Canadians — with higher rates of infection occurring in, for example, racially and ethnically-
minoritized residents. Within Ontario, minoritized residents reported three times higher rates of COVID-19 infection, four times
higher rates of hospitalization and intensive care unit admissions, and a two times higher rate of death, as compared to
neighbourhoods with higher proportions of white residents in 2020 (34). Universal preventative interventions (i.e., social distancing
or self-isolation) to mitigate COVID-19 spread, were designed with the assumption that Canadians had the will and capacity to
accept recommendations, and that they trusted them, which has been demonstrated as critical for the acceptance of COVID-19
countermeasures (35). In reality, public health communications were limited in reaching populations already facing health
inequities and for some, resulted in lost trust as a result of continued underservice in their already marginalized communities (see
(36)). Importantly, underservice by government during the pandemic has been documented to create opportunities for
misinformation to spread through trusted channels, such as peer-to-peer discussion via social media (36). It is therefore critical to
identify evidence-informed approaches to redressing the social injustices and/or concerns that lead individuals to look to alternative
sources of information that may be harmful. Development of measures for specific populations will require more engagement with
communities of focus to ensure survey items reflect what matters in terms of the assessment of trust. For example, researchers
might consider generating survey items to complement existing measures of trust that reflect the present day context — that is, the
contemporary issues underpinning trust (37). This might allow us to better identify and understanding systemic explanations (e.g.,
discrimination) for lower levels of trust among equity-deserving populations that we might redress through tailored strategies to
earn the trust of the public. Qualitative research investigating the nature of trust in populations of focus will be required to
generate/refine existing items to ensure their relevance prior to validation studies.

Conclusion.

The Canadian government can only function in the interest of its citizens if there is public trust. Relevant to this e-book, any
advancements in health technologies necessitating access to personal health data will require public trust. The public will need to
trust that their data are being used in a manner that serves their interests and that of their fellow citizens (2). In addition to
competence, government and related agencies involved in collecting these data need to be transparent in the risk of sharing such
data and competence in minimizing these risks. While they may seem unrelated, public perception of government broadly — for
example, regarding efforts toward Reconciliation with Indigenous Peoples for historical injustices, high levels of inequality in the
population, general dissatisfaction with governmental approaches to managing economic hardship, climate change and the COVID-
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19 pandemic — will translate to a lack of trust in other areas of government. A lack of trust in government related to (in)action
challenges the legitimacy of an institution. As such, it will be critical that the government works to earn the trust of the public if
we are to expect individuals to adopt technologies that are considered as posing a risk.

While trust takes a long time to develop, it is easily broken. Researchers have generated discussion regarding approaches
to rebuilding trust, including those specific to promoting data share. For example, The Pan-Canadian Health Strategy states: “We
need to [create] transparent, pro-active two-way communication with the public to help earn and sustain their trust, and demonstrate
the value of health data sharing” (38). How recommended actions are enacted is complicated and will require dedicated investment
in policy and communication, genuine commitment to redressing the reasons why trust was lost (or indeed never formed), and
consistent monitoring to ensure our actions are generating trust. We need to follow through and demonstrate accountability which
will involve ongoing evaluation of our efforts.

The health policy and research community are paying greater attention than ever before to the importance of trust. Itis a
critical time to focus our efforts on trust — that is, how it can be earned and maintained. Importantly, in populations where trust in
government remains, it should not be taken for granted. It will be important to ensure that Canadians continue to feel that their
governmental agencies are competent and that the interests of citizens inform their actions.
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Abstract

This study explores the benefits of exploiting publicly available Google mobility data in studying the efficacy of COVID-19
policies and predicting future trends of disease spread. In part, this research is motivated by the controversy that occurred
when the Public Health Agency of Canada (PHAC) was accused by some media outlets of engaging in mass surveillance of
Canadians through cell-phone data, thereby compromising their privacy. This was not true. An investigation by the Office of
the Privacy Commissioner confirmed that the data obtained by PHAC was aggregated and below a threshold of concern, with
respect to preserving privacy. Concerns raised by the media can be attributed to poor data literacy in terms of understanding
not only when data can be privacy protected through de-identification and aggregation, but also with respect to how the
analysis of data can lead to significant public benefits. In this case, population mobility data can yield significant insights on
policy efficacy and disease spread, which I demonstrate through analyzing available mobility data obtained from Google for
the Ontario region. Results from relatively simple statistical models reveal correlations between more stringent policy
restrictions on mobility and lower daily cases. The findings suggest that retail store focused lockdowns curbed the spread of
infection. Given the simplicity of models and availability of free coding software that can be employed to conduct such
analysis, universities and colleges should consider having publicly available courses that will contribute to expanded
population data literacy. Further, governments at all levels should implement minimum levels of statistical training for relevant
job positions.

Introduction and Problem Statement

COVID-19 revealed significant deficiencies in data collection and sharing protocols by governments across the world. Despite the
occurrence of SARS in 2003 and HINT influenza in 2009, Canada in 2020 still did not have uniform data collection and reporting
protocols between providers (physicians, hospitals) and across provinces. There were also several warnings from public health
professionals, scholars, and the Auditor General of Canada, on Canada’s dysfunctional system of public health data sharing (Attaran
and Houston, 2020). It was left to a Ph.D. student (Isha Berry) along with other epidemiologists from U of T to construct a Github
that tracked daily cases, deaths, and hospitalizations across provinces.1 In response to these and other long-standing concerns on
the collection and sharing of health data across the country, in 2020 the Public Health Agency of Canada announced the Pan
Canadian Health Data Strategy (PCHDS), which established an Expert Advisory Group tasked with providing guidance on
modernizing national health data collection, sharing and interoperability, streamlining and updating the approach to privacy and

access to health data, and constructing standards for accountability and health data govemance.2

Many lives lost to COVID-19 could have potentially been saved with more precise data and better availability. In its introduction,
the First Report of the PCHDS (June 2021) noted that responses by various levels of public health to the pandemic were severely
limited as a result of “significant gaps” in Canada’s health data ecosystem. In 2022, the Federal Government communicated to

1 The data can be accessed at https://github.com/ccodwg/Covid19Canada.
2 https://www.canada.ca/en/public-health/programs/pan-canadian-health-data-strategy.html.
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provincial and territorial governments that future funding on healthcare would be tied to their agreement of sharing health data and
contributing to a national health data system.3

On February 7" 2023, the Prime Minister released a letter announcing that the federal government would increase health funding
to provinces and territories by $196.1 billion over 10 years, including $46.2 billion in new funding.4 As noted by Duong (2023),
although the federal government’s offer fell short of the original demands made by provinces, most provincial and territorial
governments quickly accepted it, along with conditions involving data collection and sharing, and measures towards accountability.
Specifically, the provinces and territories will receive funds under the condition of committing to improving how health system
data are “collected, shared, used and reported” to promote transparency and manage public health emergencies, and also developing
plans detailing steps implemented to measure progress (Duong, 2023).

With a view to building awareness of the public health benefits that can accrue from relatively straightforward statistical modelling,
this paper will discuss some of my recent work on the effects of different policies on daily COVID-19 cases and appropriate
forecasting models. An objective of this research is to demonstrate what can be accomplished with real-time data reporting and
sharing, and relatively simple statistical models. However, while the widespread availability of relatively inexpensive data
collection, sharing, and coding software makes real time collection, reporting, and Artificial Intelligence (Al) based analytics
feasible, the gains from better data sharing and analysis become redundant with low data literacy. Poor data and Al literacy can
impede the adoption of better policies as well as resulting in the loss of insights that have the potential to save lives. I define data
literacy as basic knowledge of: (1) differences in types of data; (2) how insights can be generated from data using a variety of
statistical methods; and (3) how individual privacy can be reasonably protected through de-identification and aggregation. Al
literacy refers to knowledge of Al methods that can be used for statistical analysis and data visualization.

In this respect, a good example is the inaccurate reporting that appeared in many Canadian newspapers and outlets relating primarily
to the use of population mobility data — derived from de-identified data aggregated across individual cellphone subscribers - by the
Public Health Agency of Canada (PHAC). Sensationalistic headlines (such as ‘Canada's public health agency admits it tracked 33
million mobile devices during lockdown’) gave the impression that the federal government was violating the individual privacy of
Canadians by attempting to monitor movements of individuals and using cellphone-based mobility data, which they did not have
permission to access.” Nothing could be further from the truth. PHAC was interested in the ability of mobility data to yield insights
on the determinants of COVID-19 spread and persistence. Understanding patterns in disease movements undoubtably has
significant public health benefits in terms of efficient policy responses, such as guiding resources to areas with high levels of
COVID-19 incidence. While much of the media coverage was inaccurate, a positive spillover was an inquiry into the matter and a
subsequent report by the House of Commons Standing Committee on Access to Information, Privacy, and Ethics (Hereafter, The
Report (2022). The Report has made several important recommendations relating to modernizing Canada’s privacy laws, and an
examination of the processes relating to the use of privately collected data by the federal government and improving population
data literacy.

Improved data literacy is also one of the key recommendations contained in the Third Report of the Expert Advisory Group (May
2022), focusing on how to move forward with respect to national data collection and sharing. A summary of the recommendations
are: (1) the need to ensure respect for, and alignment with, First Nations, Inuit, and Métis Nation data principles and strategies,
which includes (but is not restricted to) control over their own data to develop evidence-informed approaches to health for their
populations across Canada, and when data about First Nations, Inuit, and Métis Nation populations are used by other jurisdictions,
that that use is collaborative, transparent, and ultimately guided by Indigenous communities; (2) establishing an independent Health
Information Stewardship Council to advise, design, and drive investments in health data in coordination with First Nations, Inuit,
and Métis Nation representative bodies and that can recommend clear data standards and ensure interoperability of data across

3 See for example, ‘Federal Health Minister seeks national health data system in exchange for increased funding to provinces’,
by Andrea Woo and Justine Hunter, published November 7t, 2022, and available at
https://www.theglobeandmail.com/canada/article-federal-health-minister-seeks-national-health-data-system-in-exchange/. Also
see https://www.pm.gc.ca/en/news/news-releases/2023/02/07/working-together-improve-health-care-canadians

4 For further details please see ‘Working together to improve health care for Canadians’, available at
https://www.pm.gc.ca/en/news/news-releases/2023/02/07/working-together-improve-health-care-canadians and Duong (2023).
A key point in the Prime Minister’s letter was the need for access to a patient’s own electronic health information that is shared
between the health professionals they consult.

5 Please see ‘Canada's public health agency admits it tracked 33 million mobile devices during lockdown.

The Public Health Agency of Canada accessed data such as cell-tower location to monitor people’s activity during lockdown, it
said’ by Swikar Oli, published Dec 24, 2021, and available at https://nationalpost.com/news/canada/canadas-public-health-
agency-admits-it-tracked-33-million-mobile-devices-during-lockdown. Also refer to ‘Canada’s privacy watchdog probing health
officials’ use of cellphone location data’, by Alex Boutilier , Global News, posted January 11, 2022, and available at
https://globalnews.ca/news/8503895/watchdog-probing-officials-cell-location-data/.

And ‘Canadians’ trips to liquor stores, pharmacies tracked via phones during COVID-19 pandemic’, by Justin Tang
PUBLISHED MAY 5, 2022, and available at https://www.theglobeandmail.com/canada/article-canadians-trips-to-liquor-stores-
pharmacies-tracked-via-phones-during/.
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jurisdictions, specifically through common standards for data linkage and architecture; (3) establishing a harmonized pan-Canadian
health data policy framework for data stewardship that mandates appropriate data exchange, re-use, and collaboration across critical
health data supply chains, balanced with security, confidentiality, and respect for privacy; (4) coordinating meaningful and ongoing
engagement with the public and different stakeholders to understand their health data needs and expectations, which will assist in
building public trust; and (5) consistent with the need to develop high levels of public trust and engagement, improving population
level health data literacy, and demonstrating public health benefits of data collection and analysis, along with defining professional
standards for critical health data roles.

Analyzing all these recommendations is beyond the scope of this paper; therefore, I shall focus on the importance of data literacy.
Given how low data literacy can undermine the efficacy of policies with strong public health benefits, I shall attempt to explain the
combined findings from some of my recent papers that evaluate the impacts of COVID-19 policies from a relatively non-technical
perspective. My hope is that this study can be understood by a large segment of the population to build awareness of the type of
statistical research that can lead to credible findings and the reasonable expectations that individuals should have on how their data
can be safely used for public good. While I cannot completely abstain from discussing results based on specific advanced statistical
models, I will refrain from employing unnecessary notation and advanced concepts. I shall also discuss different ways in which
population level data literacy can be increased, which is critical not only from the perspective of addressing issues related to the
efficacy of government communication but increasing trust in government as well.

PHAC and Population Mobility Data

Given the associated controversy, it is important to provide some background on the use of population mobility data by the Public
Health Agency of Canada. As explained by Wolfson (2021), public mobility measures can be constructed from matching cell-phone
movements to the nearest cell tower on a provider’s network, and then calculating the percentage of phones near a single tower.
This information can be used to produce aggregated data on population mobility consisting of visits to certain destinations (such
as to retail outlets, pharmacies, and grocery stores) for specific geographic areas. Such data can then be used to evaluate the efficacy
of lockdown measures that are intended to discourage movements outside individual residences and reduce the spread of COVID-
19.

Individual data privacy can be accomplished through different methods. A typical first step is ‘anonymization” which involves
stripping away any specific personal identifiers (such as name, address, date of birth) that can be used to directly identify an
individual. However, rigorous anonymization methods must go beyond removing direct identifiers. For example, imagine a dataset
which does not include the name or address of individuals. On the other hand, it includes the number of visits to a specific
physician’s office. Proper anonymization techniques must ensure that the person’s identity cannot be uncovered by combining this
information with other external data that might be publicly available. A second recommended strategy would be to aggregate data
across individuals through appropriate summary statistics. While data aggregation does not guarantee that such information cannot
be unravelled to access individual specific details, the level of aggregation employed must be reasonable enough to minimize such
risks, which is usually a function of sample size. A trade-off to data aggregation is that the richness of analysis that can be conducted
with individual data, may be lost.

In its investigation of the use of mobility data by PHAC, the Office of the Privacy Commissioner (2023) details how PHAC used

and accessed different data sources.® Besides data from TELUS, PHAC also obtained de-identified mobility data from Bluedot
(https://bluedot.global/), a private sector firm specialized in data and analysis relating to disease outbreaks and spread. These data
were based on apps downloaded by individual cell-phone users, which used GPS to track movements. PHAC did not have direct
access to either the TELUS or Bluedot data. Another Government of Canada organization that specialized in the analysis of
telecommunications data - Communications Research Centre Canada (“CRC”) — processed the TELUS Data and generated mobility
reports to provide aggregated data and statistics to PHAC’s scientists for analysis. Analogously, Bluedot constructed aggregated
mobility data that were either uploaded directly to PHAC’s cloud or included into written reports that are sent by email to PHAC.
Authorized individuals from PHAC could also access the information through a “Mobility Dashboard” developed by Bluedot.
Therefore, it is unsurprising that in its investigation of the use of mobility data by PHAC, the Office of the Privacy Commissioner
concluded that the combination of de-identification measures and policies implemented by PHAC and its data providers, as well
as the reliance on aggregated as opposed to individual level data, reduced the possibility of re-identification below its “serious

possibility” threshold.” The Report (2022) also agreed with this assessment, specifically stating in its summary;

“Other witnesses agreed that based on the publicly available evidence on the PHAC case, it did not appear that the government had
used anything other than properly deidentified data to assess mobility patterns.”

6 Please see https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-federal-institutions/2022-
23/pa_20230529 phac/.
7 Please see https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-federal-institutions/2022-
23/pa_20230529 phac/.
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The data aggregation strategy employed by TELUS was no different than that used by Google to release aggregate population
mobility measures based on individual use of its Google Maps app, and that were released for public use and research.® I used these
data myself, to evaluate the impacts of public mobility on daily COVID-19 cases and for forecasting models (Stevens et al., 2021).
Further, TELUS takes great care to ensure the privacy of individuals through practices such as not sharing real time mobility
patterns, which have a greater likelihood of de-identification when matched with other external datasets/information.® The data

aggregation relied upon by both TELUS and Bluedot resulted in geographic specific averages of public movements that could be

used to analyze the relationship between population mobility and disease incidence.

From a privacy perspective, it is important to emphasize that PHAC did not have explicit permission from each individual
subscriber to access their data. However, they did not have to, under the conditions of TELUS’s ‘Data for Good’ initiative. ™
Through this initiative, TELUS aggregates individual level data that can be used to compute population mobility measures for a
certain geographic area. The objective of this program is to stimulate study and research on important societal issues that need
mobility data. Any individual subscriber who does not want their data to be used for such purposes can request to opt-out of the
program. This opt-out approach is akin to an ‘implied consent’ strategy. However, this is not the only method through which data
vital to public health research might be obtained. Further research is required in the area of comparing the costs and benefits of
opting-out of public health relevant data collection relative to having ‘explicit consent or permission’, which is the most common
strategy employed by app providers to collect data from individuals in return for certain services, which may or may not be free.
The Report (2022) recommended that Canadians be given the option to opt out of the data collection and that instructions for the
method for opting out must be easily understood, widely communicated, and remain publicly available. Finally, it is important to
acknowledge that both the Investigation by the Office of the Privacy Commissioner and Report of the Standing Committee
concurred that PHAC could have been more transparent in its use of mobility data.

Research Findings

This section summarizes findings from three of my recent published papers that use population mobility data generated by Google.
The mobility data being employed in this research have been extracted from the location history associated with Google Maps app
use. The information was made available for use by researchers and policymakers through Google’s ‘COVID-19 Community
Mobility Reports’ that can be downloaded from https://www.google.com/covid19/mobility.

The mobility data made available through the public website captures total visits to the following specific destinations commonly
frequented by individuals: (1) grocery and pharmacy stores, including grocery markets, food warehouses, farmers markets,
specialty food shops, drug stores, and pharmacies; (2) parks, which consist of local parks, national parks, public beaches, marinas,
dog parks, plazas, and public gardens; (3) transit stations, comprised of subway, bus, and train stations; (4) retail stores & recreation
outlets consisting of places like restaurants, cafes, shopping centers, theme parks, museums, libraries, and movie theaters; and (5)
workplaces. The Google mobility measure with respect to places of residence, represents duration of stay and not total visits to
different residences. A benefit to using Google indicators is that they are specific to mobility at different destinations such as retail
stores and groceries, and therefore, have the ability to yield insights on the type of mobility that is most correlated with increases
in daily cases. Values for each day are aggregated across individuals who have enabled their location history. As explained on its
website, these values are calculated relative to the baseline, which is the median for the corresponding day of the week, during the
5-week period Jan 3—Feb 6, 2020. Hence, each daily value is the percentage change in the social mobility category relative to its
baseline, which shows how visits and length of stay at different destinations have changed since the onset of the pandemic.

As detailed on its website, Google takes care to ensure that the data are de-identified/anonymized and then the information is
aggregated across users who have turned on the Location History setting of their individual Google accounts on their phones and

8 The data can be accessed at https://www.google.com/covid19/mobility/.

9 Please see and https://www.telus.com/en/about/privacy/data-for-good/commitments for more information.

10 Please refer to the Report of the Standing committee (2023) for a detailed discussion on how TELUS and Bluedot ensured that
their data were properly de-identified an aggregated for PHAC.

11 Please see https://www.telus.com/en/about/news-and-events/media-releases/telus-data-for-good-program-to-provide-de-
identified-network-mobility-data-and-insights and https://www.telus.com/en/about/privacy/data-for-good/commitments.
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have agreed to share this information. Hence, in contrast to TELUS’s data, the Google mobility data are generated through explicit
consent. However, a limitation to acknowledge is that Google has not made public its precise methodology for calculating social
mobility. Further, the Google data are based on a sample of users who own mobile devices and who chose to share their location
history, and the resulting data therefore may not be representative of the population. Of course, all data obtained from a specific
source suffer from the same shortcoming.

Sen (2021) empirically investigates the relationship between daily COVID-19 cases across the twelve largest Public Health Units
(PHUs) from May 2020 - December 2020. The first approach is to employ a linear regression model (Cochrane-Orcutt correct for
autocorrelation) to assess the effects of: one and two day lagged cases; and seven-day lags in retail and grocery mobility with
respect to daily COVID-19 cases for each of the twelve PHUs. The second contribution is to evaluate the forecasting performance
of these simple models through predictions on daily cases from November 16™ — December 15, I constructed forecasts with data
updating on a weekly basis, and the corresponding Root Mean Square Errors (RMSEs), and the Mean Absolute Percentage
Deviations (MAPDs) are reported for each Public Health Unit.* The results for the six largest PHUs are reproduced in the below
table. The daily COVID-19 cases are from https://www.publichealthontario.ca/en/data-and-analysis/infectious-disease/covid-19-
data-surveillance/covid-19-data-tool.

TABLE 1. Based on Table 3 in Sen (2021)

Large PHUs Hamilt Durha Otta Peel Toront York
on m wa 0
One Day Lagged Cases 0.670 0.58 0.595 0.641 0.604 0.606
(0.121)2 (0.107)2 (0.14 (0.206)? (0.254) (0.149)2
5)a a
Two Day Lagged Cases 0.282 0.397 0.331 0.371 0.392 0.416
(0.116)° (0.104)2 (0.13 (0.206)° (0.250) (0.149)2
5)b c
Seven Day Lagged Retail 0.041 0.065 0.243 0.418 0.776 0.284
Mobility (0.052) (0.043) (0.12 (0.197)° (0.339) (0.129)°
6)c b
Seven Day Lagged -0.0498 -0.064 - -0.656 -0.807 -0.480
Grocery Mobility (0.061) (0.061) 0.182 (0.267)° (0.484) (0.178)?
(0.15 b
7)
Weekend Fixed Effect Yes Yes Yes Yes Yes Yes
Adjusted R Square 0.8040 0.8423 0.850 0.9803 0.9775 0.9441
9
Root Mean Square Error 20.97 24.63 9.39 41.092 61.66 36.58
(RMSE)
Mean Absolute 21.92% 22.61% 20.33 7.11% 6.24% 16.79%
Percentage Deviation %
(MAPD)

Notes: The regressions in this table are based on data from May 1 - November 15" consisting of 229 observations for each Public
Heath Unit. Regression estimates are obtained from Cochrane-Orcutt transformations. Standard errors are in parentheses below
coefficient estimates. a, b, and ¢ denote statistical significance at the 1%, 5%, and 10% levels. Root Mean Square Errors (RMSE)
and Mean Absolute Percentage Deviations (MAPDs) are constructed with respect to data from November 16" — December 15™.

The above results suggest that increases in grocery mobility are significantly correlated with reductions in daily cases for the largest
PHUs of Peel, Toronto, and York. This is to be expected given that grocery stores were among the few places that could be
consistently accessed by the public during this time-period. The high Adjusted R Square values demonstrate that the simple linear
specifications fit the data quite well. What is perhaps surprising is the extremely strong forecasting performance of the basic linear
regression models for the largest PHUs of Peel and Toronto. On average, the daily forecasts are only 6%-7% off actual values.

Table 2 below contains linear regression or OLS estimates of equation (1) with the dependent variables in columns (1), (2), (3), and
(4) being: total cases by specimen test collection date; close contact cases; community cases; and outbreak cases, respectively.
Daily close contact, community based, and outbreak cases are also reported by date of specimen collection. The results in Table 2
constitute a sensitivity analysis to the findings contained in Table 1, as the data are for the entire province of Ontario. Further, I

2 The MAPD is calculated by taking the percentage difference of each daily forecast from its actual value between November
16th-December 15th, converting it to an absolute value and then calculating the mean across this sample range.
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employ different variations of the dependent variable. Close contact refers to confirmed COVID-19 cases resulting from close
proximity with an infected person. A case is considered community transmission when the source of a positive test result cannot be
confirmed because the person: did not travel; did not knowingly have contact with another infected person; and is not associated
with an outbreak. An outbreak setting refers to cases in which COVID-19 is transmitted in a specific shared space or setting such
as a workplace, long-term care home, or daycare.

The daily number of new confirmed cases (total, close contact, community, or outbreak) based on date of specimen collection is
modeled as a function of one- and two-day lags of itself, one-day lag in the number of tests, seven-day lag in the Bank of Canada
(BOC) Policy Stringency Index, and seven-day lagged values of population Google mobility at: retail and recreation venues;
groceries and pharmacies; parks; workplaces; transit hubs; and residences. All Google population mobility variables are employed
to minimize potential omitted variables bias. Right hand side variables are lagged to capture the time required for symptoms to
manifest after transmission. Dummy variables representing each weekday and weekends are employed to account for day specific
variation in mobility that remains invariant over time. The number of daily tests is an important control variable as differences in
daily cases is also a function of the corresponding number of tests.

The effects of policies at the provincial level are measured through the Bank of Canada Policy Stringency Index created by Cheung
et al. (2021). This index is based on the methodology of the Oxford COVID-19 Government Response Tracker (OxCGRT)
developed by the University of Oxford’s Blavatnik School of Government.'® The index is comprehensive in capturing different
policies aimed at restricting public mobility and include: school and university closures; workplace and office closures; public
event cancellations and restrictions; restrictions on private gatherings; public transport closures; stay-at-home requirements;
restrictions on intra-provincial travel (between cities or regions within a province); restrictions on international travel; restrictions
on interprovincial travel (between provinces); enforcement mechanisms for individuals; enforcement mechanisms for firms; and

public information campaigns.14 The index ranges from 0 (no restrictions) to 1 (maximum restrictions).

13 For more details on methodology please see Hale et al. (2020).
14 please refer to Cheung et al. (2021) for further details.
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TABLE 2. OLS Estimates of the Effects of Non-Pharmaceutical Interventions (NPIs) on Daily COVID-19 Cases in Ontario

(Time-Series Evidence)

1) ) ®) (4) (5) (6) (@) (8)
Total Close Community  Outbreak  Retail Groceries & Workplac  Residentia
Cases Contact  Cases Cases Mobility Pharmacies e Mobility | Mobility
Cases Mobility

Dependent Variable 0.251 0.161 0.115 0.209

- One Day Lag (0.133)°  (0.123) (0.05)° (0.049)2

Dependent Variable 0.362 0.247 -0.600 -0.437

- One Day Lag (0.102)  (0.100)° (0.257)° (0.213)°

COVID-19 Policy -80.097  -87.234 -102.31 55.895

Stringency Index (36.63)°  (52.69)° (41.09)° (15.31)2

COVID-19 Policy 21.443 41.523 -43.297 13.527

Stringency Index (34.50) (51.11) (42.11) (12.22)

One Day Lag

Seven Day Lagged -161.7 -120.97 -14.42 -157.84

COVID-19 Policy (131.6) (49.68)>  (40.81) (89.19)¢

Stringency Index

One Day Lagged 0.001 0.0003 0.0004 0.000001

Tests (0.001) (0.0004)  (0.0004) (0.0005)

One Day Lagged 0.603 0.52 0.694 0.428

Cases (0.085)*  (0.076)*  (0.062)2 (0.090)2

Two Day Lagged 0.376 0.459 0.316 0.399

Cases (0.089)*  (0.074)*  (0.068)2 (0.086)?

Seven Day Lagged 2.097 0.1450 0.867 -0.521

Retail Mobility (1.197)c  (0.448) (0.309)° (0.896)

Seven Day Lagged -0.413 0.202 -0.408 0.701

Grocery Mobility (0.831) (0.332) (0.197)° (0.778)

Seven Day Lagged 0.454 -0.284 -0.0234 1.04

Work Mobility (1.032) (0.363) (0.2698) (0.53)°

Seven Day Lagged -1.155 -0.848 -0.945 -0.225

Transit Mobility (1.642) (0.691) (0.543) (2.092)

Seven Day Lagged 0.0339 0.0065 -0.026 0.066

Park Mobility (0.106) (0.046) (0.04) (0.066)

Seven Day Lagged 6.423 0.584 0.061 5.307

Residential Mobility  (3.432)°  (1.130) (0.678) (2.255)?

Day of Week Yes Yes Yes Yes Yes Yes Yes Yes

Dummies

Adjusted R Square 0.9354 0.9287 0.9530 0.9064 0.8401 0.5039 0.7303 0.8195

Notes: The regressions in this table are based on aggregate Ontario data from April 2" — September 30, 2020. The dependent
variables in columns (1), (2), (3), (4), (5), (6), (7), and (8) are: total cases; close contact cases; community cases; outbreak cases;
Google retail mobility; Google groceries & pharmacies mobility; Google workplace mobility; and Google residential mobility. All
regression estimates are obtained from OLS regression with robust standard errors that are also Newey-West corrected for first
order autocorrelation. Standard errors are in parentheses below coefficient estimates. a, b, and ¢ denote statistical significance at
the 1%, 5%, and 10% levels.

The seven-day lagged BOC Index has the expected negative sign across all columns. However, it is only statistically significant
with respect to close contact and outbreak cases, at the 5% and 10% levels, respectively. One-day lagged number of tests is
statistically insignificant across all columns. In all columns, one- and two-day lagged cases are positively and significantly
correlated with trends in daily cases at the 1% level. In column (1), when the dependent variable is total cases by specimen
collection, seven-day lagged retail mobility is positively correlated with daily cases at the 10% level. Seven-day lagged residential
mobility is also positive and statistically significant at the 10% level. The significance of retail mobility with respect to total cases
is driven by community cases (column 3), while the significance of residential mobility is because of outbreak cases (column 4).
With respect to these sources of infection, a 10-percentage point increase in retail mobility is associated with roughly a 21- and 9-
case daily increase in total and community cases. Further, a 10-percentage point rise in residential mobility is associated with
roughly a 5.3 daily case increase, respectively, in daily outbreak-based spread. Finally, all regressions have adjusted R-squares
higher than 0.9.
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These findings correspond with intuition. The positive coefficients of retail mobility with respect to community-based transmission
support the implementation of retail focused lockdowns in order to curb the spread of infections. On the other hand, the statistical
significance of the seven-day lagged Google residential mobility indicators with respect to outbreaks are consistent with actual
events at long-term care facilities. These results also underscore the importance of estimating the effects of policy stringency on
cases by source of infection, as while the coefficient estimate of the BOC Index is statistically significant with respect to total cases,
it is negatively and significantly correlated with close contact and outbreak associated cases. Further, the magnitude of coefficient
estimates of the BOC Index from columns 2 and 4, imply that effects of stricter policies can be substantial. Finally, it is also
important to note the significance of certain Google mobility indicators even after controlling for policy stringency.

Columns (5)-(8) report results of basic OLS regressions with different dependent Google mobility indicators as dependent variables.
The motivation is to explore the impacts of policy stringency on mobility. The results, thus far, establish a statistically significant
correlation between stricter policies on mobility and certain types of COVID-19 mobility cases. These results are premised on the
belief that stricter policies reduce mobility, which after a certain time lag, lead to lower daily case counts. Hence, it is important to
investigate whether changes in the BOC Policy Index are correlated with Google mobility indicators, to alleviate concerns that
results in columns (1)-(4) are the result of spurious correlations. Further, establishing whether stricter policies are associated with
reduced social mobility is, of itself, an important finding.

The results in columns (5)-(8) are based on simple specifications with the BOC Index and day of week dummies as explanatory
variables. Although the underlying model is simple, the adjusted R Square is above 0.7 with respect to retail and residential mobility.
Coefficient estimates of the BOC Index are negative and statistically significant at the 1% level for retail, work, and groceries
mobility, and positive for residential mobility. The largest coefficients are with respect to retail and recreation mobility followed
by work mobility, which makes intuitive sense. The smaller coefficient estimate for groceries & pharmacies reflects the essential
nature of these businesses, while the negative sign, I suspect, captures the fact that individuals did reduce their visits. The positive
coefficient estimate of residential mobility reveals the greater time at home spent by the public, in response to stricter controls on
mobility.

In tandem, the results in Table 2 imply that stricter policies on mobility do reduce population movements, which in turn, are
correlated with lower daily case counts. In this respect, reducing population mobility at retail and recreational venues and
workplaces is of critical importance. The statistical significance of the BOC Policy Index with respect to daily cases, (that are
conditioned on the use of Google mobility indicators), probably captures the effects of other initiatives, such as the wearing of
masks and public awareness initiatives on hand washing and sanitization, that impact the likelihood of case transmission,
independent of mobility trends.

IV. Conclusion

The use of public mobility data by PHAC to understand the relationships between population movements and COVID-19 attracted
considerable media coverage and concerns on whether the privacy of Canadians was being compromised by unwarranted
government surveillance. In my opinion, this coverage was inaccurate and a result of poor data literacy. The objective of this paper
is to discuss whether the data used in the analysis commissioned by PHAC was poorly de-identified, whether it could potentially
reveal individual-specific information that Canadians might be unwilling to share with government agencies, and possible public
health benefits from the use of such data for research purposes.

Based on obtainable publicly available information, I concur with the essence of the investigation conducted by the Office of the
Privacy Commissioner (2023). Specifically, while PHAC did not direct access to the data, it ensured that the data were aggregated
in a manner that individual privacy was well protected. Given the care that was taken in ensuring data security and individual
privacy, from a public health perspective, the use of such data was well justified by the knowledge that the analysis on the data
would reveal. While Google has not shared its methodology on how it created its own mobility measures, the data aggregation
principles seem comparable to those employed by TELUS, in terms of only releasing aggregate data for large geographic areas, for
which the risk to individual privacy was minimal. However, as noted in The Report (2022), it is also incumbent upon the federal
government to have more wide-ranging discussions on its uses of these types of data and to have public consultations to ensure
better awareness among Canadians. This would also help to minimize inaccurate media coverage.

I also discuss some of my own research findings from employing Google mobility data. The use of Google data also enables an
evaluation of the types of mobility that are the most correlated with increases in daily COVID-19 cases in Ontario. I find evidence
of a modest correlation between more stringent policy restrictions on mobility and lower daily cases. However, stricter policies are
important, as they reduce public mobility, which ultimately leads to lower daily cases. Results based on aggregate Ontario data
suggest that independent of changes in policy, increases in retail mobility can be linked with higher daily COVID-19 cases, and
that therefore, retail store focused lockdowns can help curb the spread of infection. This effect is a result of the impacts of retail
mobility on total and close contact cases. On the other hand, higher work and residential mobility is unsurprisingly associated with
increases in outbreak cases. These findings have obvious public policy implications and are only possible through the use of
aggregated public mobility variables.
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What is needed from a policy perspective, are clear tests enshrined in the federal Privacy Act which give guidance on when the
Government of Canada can employ privately collected data to conduct analysis aimed at public benefits. The guidance could also
be stated clearly in guidelines issued by the Office of the Privacy Commissioner that address the hard-to-quantify aspects of social
benefits and enhanced risks to individuals, which are always possible when data are collected, shared, and analyzed. Specific
standards on data de-identification and aggregation must also be constructed. These points are consistent with recommendations
from The Report (2022). Such standards would be very helpful in mitigating concerns on the use of such data for public policy
analysis. Questioning the validity of aggregated data for scientific analysis in the interest of privacy, leads to the possibility of a
strong ‘privacy chill’ that might have unintended consequences in deterring important research. In its second report, the Expert
Advisory Group noted:

“The 'privacy chill' also hampered Canada's response to COVID-19. Scientists were unable to link crucial data about variants of
concern to determine whether the patient with a positive COVID test had been vaccinated, where they were located, and other
important details that would have benefited insights and not impacted the privacy of the individual. Scientists were not able to
develop the detailed insight that could have improved Canada's response and potentially saved lives.”

Individual privacy is a basic human right. There must be strong and sufficient policy safeguards, which ensure that individual
privacy is protected, and the likelihood of individuals being harmed from the use of their data is minimal. However, in its second
report, the Expert Advisory Group also recommended that a pillar of health data governance be the prioritization of data use for the
public good while ensuring its security. These two objectives are not mutually exclusive. Minimizing legitimate access to data by
researchers results in significant lost knowledge and social benefits to society.

With respect to data literacy, governments in Canada at all levels have a large pool of employees who are trained in research
methods and are able to engage in statistical research, communications, and public conversations. This may be the case for Statistics
Canada but should be true for most government organizations. Telling the right stories with data is critical in building trust with
governments. Further, government employees should be trained in asking questions on whether particular data should be collected,
critically assessing both the algorithms being run and the potential spillover effects on society. These recommendations are
consistent with observations from senior public servants. The Report (2022) noted that the Chief Public Health Officer of Canada,
Dr. Theresa Tam, testified that public health in Canada is presently insufficiently capacitated to employ big data, and that more
capacity, tools, and data platforms are needed to inform its decisions.

Population data literacy must be improved to lead to meaningful public data related conversations. A policy goal could be that all
government employees with certain job titles (e.g., policy, program, research analyst, manager, director) take courses each year that
teach and update such skills (according to job needs). Data literacy is required not only for governmental representatives but for
elected officials as well. In my opinion, the conversation on improving population data literacy and skills is as important as deciding
our best approaches to future pandemics. Policies that result in better data literacy will lead to an enhanced awareness on how facts
evolve not from cherry-picked examples, but robust and well documented evidence that goes through debate and peer-review. Such
policies would be a strong platform for increasing trust in government and ensuring that society is well-prepared and ready to work
together should we ever face a future crisis like COVID-19.
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