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Welcome back! For our first newsletter of 2024, we would like to wish you the best

of luck in your Winter term academics, as well as encourage you to consider the
importance of non-academic interests as part of your school/life balance. We are
all aware of the pressures and expectations that accompany our university careers,
and it is important to make the time to decompress and have a little fun!
For your mental and physical health, getting away from the laptop and blowing off
some steam is critical; burnout is real.
Remember, community is a major part of school and life; spend some time with
people who understand what you’re dealing with and always ask for and offer
support when it is needed.

If we don’t get there together, we don’t get there at all!



For those who are interested in contributing to this newsletter, please email us at

CPI Students <cpi.students@uwaterloo.ca> we need the support and welcome the

input!

Upcoming Events

Medieval Times at CMH

Cooking Show at Fed Hall

Lunar New Year at REV

Valentine's Day at CMH

#MonsterMasterclass: Free Grant-Writing and Networking Workshop for Artists

Drag It UP! at UP Lounge

Black History Month Launch 2024:Black History, Black Heritage, Black Future

GRADflix Showcase

Indigenous Speakers Series presents Chelsea Vowel

Student Support and Resources

Campus Wellness and Counselling Services
CPI for Students



mailto:CPI%20Students%20%3ccpi.students@uwaterloo.ca%3e
https://uwaterloo.ca/food-services/events/medieval-times-cmh
https://uwaterloo.ca/food-services/events/cooking-show-fed-hall-0
https://uwaterloo.ca/food-services/events/lunar-new-year-rev
https://uwaterloo.ca/food-services/events/valentines-day-cmh
https://www.eventbrite.ca/e/monstermasterclass-free-grant-writing-and-networking-workshop-for-artists-tickets-751437368397?aff=ebdssbdestsearch
https://www.eventbrite.ca/e/drag-it-up-at-up-lounge-drag-show-tickets-770236346647?aff=ebdssbdestsearch
https://www.eventbrite.ca/e/black-history-month-launch-2024black-history-black-heritage-black-future-tickets-788061261447?aff=ebdssbdestsearch
https://uwaterloo.ca/events/events/gradflix-showcase
https://uwaterloo.ca/events/events/indigenous-speakers-series-presents-chelsea-vowel
https://uwaterloo.ca/campus-wellness/counselling-services
https://uwaterloo.ca/cybersecurity-privacy-institute/students/cpi-student-membership

Current Students Pathways
CPI Undergraduate Award
CPI Excellence Graduate Scholarship
The Vector Digital Talent Hub

Research

Flow Correlation Attacks on Tor Onion

Service Sessions with Sliding Subset Sum

Daniela Lopes, Jin-Dong Dong, Pedro Medeiros, Daniel Castro, CPI Member Diogo
Barradas, Bernardo Portela, Jo~ao Vinagre, Bernardo Ferreira, Nicolas Christin, Nuno

Santos

Meta-ATMoS+: A Meta-Reinforcement Learning

Framework for Threat Mitigation in

Software-Defined Networks

Hauton Tsang, Mohammad A. Salahuddin, Noura Limam, CPI Member Raouf Boutaba

NetShuffle: Circumventing Censorship with Shuffle Proxies at the Edge

Patrick Tser Jern Kon, Aniket Gattani, Dhiraj Saharia, Tianyu Cao,
CPI Member Diogo Barradas, Ang Chen, Micah Sherr, Benjamin E. Ujcich

Accelerating the Transition in the Context of Sustainable Development
Multiple Authors inc. CPI Member Sarah Burch



https://uwaterloo.ca/pathway/current-students
https://uwaterloo.ca/student-awards-financial-aid/awards/cybersecurity-and-privacy-institute-undergraduate-award
https://uwaterloo.ca/graduate-studies-postdoctoral-affairs/awards/cybersecurity-and-privacy-excellence-graduate-scholarship
https://talenthub.vectorinstitute.ai/
https://cs.uwaterloo.ca/~dbarrada/papers/lopes_ndss24.pdf
https://cs.uwaterloo.ca/~dbarrada/papers/lopes_ndss24.pdf
https://rboutaba.cs.uwaterloo.ca/Papers/Conferences/2023/TsangLCN2023.pdf
https://rboutaba.cs.uwaterloo.ca/Papers/Conferences/2023/TsangLCN2023.pdf
https://rboutaba.cs.uwaterloo.ca/Papers/Conferences/2023/TsangLCN2023.pdf
https://csdl-downloads.ieeecomputer.org/proceedings/sp/2024/3130/00/313000a036.pdf?Expires=1706024109&Policy=eyJTdGF0ZW1lbnQiOlt7IlJlc291cmNlIjoiaHR0cHM6Ly9jc2RsLWRvd25sb2Fkcy5pZWVlY29tcHV0ZXIub3JnL3Byb2NlZWRpbmdzL3NwLzIwMjQvMzEzMC8wMC8zMTMwMDBhMDM2LnBkZiIsIkNvbmRpdGlvbiI6eyJEYXRlTGVzc1RoYW4iOnsiQVdTOkVwb2NoVGltZSI6MTcwNjAyNDEwOX19fV19&Signature=qGne63431UG84fnh1WF6kxxcv7x5VyHnfz-GxnQdO9WYAUiTpPBx-iRb3rnas8WC9UN4yT6hsiO~fPiKg9zmZztqHhdR7g-H6Q0StgSRt8vrbjjg1RZRJKY61H1n9P9KgAds09ufJxjxYboAhDKW0gS5BwsMCoVUJLaW1v8GNAvW8Iyo8icG3S4J5C4gokAQcHNCR0fGjbg55CsvSYvgaslqqT3mu3P-M-lIx~e~HOhAcWSDn55liXgkFnmlRoAeGgY01p8pU-JX9pj8zYJefrtEUq6QsFwWdAtKeaaOBHAfyaNu8UQim7hA~HvNCoIUJCq4fsVP4-Jsp-PmNImKEw__&Key-Pair-Id=K12PMWTCQBDMDT
https://www.ipcc.ch/report/ar6/wg3/downloads/report/IPCC_AR6_WGIII_Chapter17.pdf

Open Calls

NVIDIA Graduate Fellowship Program

The Vector Digital Talent Hub encourages students to create profiles on their

website to apply for a variety of employment opportunities. | Vector Institute

ICITST 20213 : International Conference for Internet Technology and Secured

Transactions


https://research.nvidia.com/graduate-fellowships
https://talenthub.vectorinstitute.ai/
https://icitst.org/call-for-papers/
https://icitst.org/call-for-papers/

In the Media

Podcast of the Month:

Seen anything that you think should be on this list for our next

edition? Let us know!

CPI Students <cpi.students@uwaterloo.ca>



https://open.spotify.com/episode/1yniZvAKY9iQ152SfevTSe
https://open.spotify.com/episode/1yniZvAKY9iQ152SfevTSe
https://open.spotify.com/episode/1yniZvAKY9iQ152SfevTSe
https://www.youtube.com/watch?v=bMHd4qS2o2w
https://www.youtube.com/watch?v=GxkKszPVD1M
https://www.securityweek.com/microsoft-says-russian-gov-hackers-stole-email-data-from-senior-execs/
https://www.securityweek.com/microsoft-says-russian-gov-hackers-stole-email-data-from-senior-execs/
https://www.securityweek.com/apple-ships-ios-17-3-warns-of-webkit-zero-day-exploitation/
https://www.securityweek.com/apple-ships-ios-17-3-warns-of-webkit-zero-day-exploitation/
https://www.securityweek.com/outsmarting-ransomwares-new-playbook/
https://www.securityweek.com/new-ai-safety-initiative-aims-to-set-responsible-standards-for-artificial-intelligence/
https://www.securityweek.com/new-ai-safety-initiative-aims-to-set-responsible-standards-for-artificial-intelligence/
https://www.securityweek.com/new-class-of-ci-cd-attacks-could-have-led-to-pytorch-supply-chain-compromise/
https://www.securityweek.com/new-class-of-ci-cd-attacks-could-have-led-to-pytorch-supply-chain-compromise/
https://www.securityweek.com/nsa-issues-guidance-on-incorporating-sboms-to-improve-cybersecurity/
https://www.securityweek.com/nsa-issues-guidance-on-incorporating-sboms-to-improve-cybersecurity/
mailto:CPI%20Students%20%3ccpi.students@uwaterloo.ca%3e

Student Spotlights

with Multi-Analyst Provenance
Shufan Zhang and Xi He

University of Waterloo

Our first student spotlight of 2024 comes to us from Shufan Zhang/CS, with
their work entitled: DProvDB: Differentially Private Query Processing with
Multi-Analyst Provenance.

Recent years have witnessed the adoption of differential privacy (DP) in
practical database systems like PINQ, FLEX, and PrivateSQL. Such systems
allow data analysts to query sensitive data while providing a rigorous and
provable privacy guarantee. However, the existing design of these systems
does not distinguish data analysts of different privilege levels or trust levels.
This design can have an unfair apportion of the privacy budget among the
data analyst if treating them as a single entity or waste the privacy budget if
considering them as non-colluding parties and answering their queries
independently. In this paper, they propose DProvDB, a fine-grained privacy
provenance framework for the multi-analyst scenario that tracks the privacy
loss to each single data analyst. Under this framework, when given a fixed
privacy budget, they build algorithms that maximize the number of queries
that could be answered accurately and apportion the privacy budget
according to the privilege levels of the data analysts.

Find Out More about Digital Overground
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