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Hello folx, we hope your Fall term is going swimmingly and that you had a fun
Halloween and you are enjoying the mild weather!

As many of you gear up for your exams and end of semester projects, we wish you
the very best of luck and encourage you to remember that taking a break here and
there will help you focus and maintain some level of sanity!

We trust that this month’s newsletter may provide some interesting and

informative distraction.

If you are interested in contributing to this newsletter, please email us at CPI

Students <cpi.students@uwaterloo.ca> we welcome the help!

Upcoming Events

Things to Do in Waterloo Region in November

Holiday Markets in Waterloo Region

TH'OWXIYA: The Hungry Feast Dish

2024 Eco Summit: Finding opportunity in complex times

Tech Horizons Executive Forum

Introduction to GIS: Using ArcGIS for Research

Mapping Out the Global Innovation Landscape Conference
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https://explorewaterloo.ca/2024/10/things-to-do-in-waterloo-region-in-november-2/
https://explorewaterloo.ca/2024/11/holiday-markets-in-waterloo-region/
https://uwaterloo.ca/events/events/thowxiya-hungry-feast-dish
https://uwaterloo.ca/events/events/2024-eco-summit-finding-opportunity-complex-times
https://uwaterloo.ca/events/events/tech-horizons-executive-forum-0
https://uwaterloo.ca/events/events/introduction-gis-using-arcgis-research-0
https://uwaterloo.ca/events/events/mapping-out-global-innovation-landscape-conference

WaterTalk | Wastewater process intensification

CVIS 2024 - 10th Annual Conference on Vision and Intelligent Systems

Student Support and Resources

Campus Wellness and Counselling Services
CPI for Students

Current Students Pathways
CPI Undergraduate Award
CPI Excellence Graduate Scholarship
The Vector Digital Talent Hub

Research

Monarch: Monitoring Architecture for 5G and

Beyond Network Slices

Niloy Saha, Nashid Shahriar, Muhammad Sulaiman, Noura Limam,
CPI Member Raouf Boutaba, & Aladdin Saleh

MOCODA: Model-based Counterfactual Data
Augmentation
Silviu Pitis, CPI Member Elliot Creager, Ajay Mandlekar, & Animesh Garg



https://uwaterloo.ca/events/events/watertalk-wastewater-process-intensification-using
https://uwaterloo.ca/events/events/cvis-2024-10th-annual-conference-vision-and-intelligent
https://uwaterloo.ca/campus-wellness/counselling-services
https://uwaterloo.ca/cybersecurity-privacy-institute/students/cpi-student-membership
https://uwaterloo.ca/pathway/current-students
https://uwaterloo.ca/student-awards-financial-aid/awards/cybersecurity-and-privacy-institute-undergraduate-award
https://uwaterloo.ca/graduate-studies-postdoctoral-affairs/awards/cybersecurity-and-privacy-excellence-graduate-scholarship
https://talenthub.vectorinstitute.ai/
https://rboutaba.cs.uwaterloo.ca/Papers/Journals/2023/SahaTNSM2024.pdf
https://rboutaba.cs.uwaterloo.ca/Papers/Journals/2023/SahaTNSM2024.pdf
https://arxiv.org/pdf/2210.11287
https://arxiv.org/pdf/2210.11287

Towards Environment-Invariant Representation Learning
for Robust Task Transfer
Benjamin Eyre, Richard Zemel, & CPI Member Elliot Creager

PRAC: Round-Efficient 3-Party MPC
for Dynamic Data Structures

CPI Member Sajin Sasy, Adithya Vadapalli, & CPI Member Ian Goldberg

SoK: Privacy-Preserving Reputation Systems
Stan Gurtler & CPI Member Ian Goldberg

Mind the Gap: Ceremonies for Applied Secret
Sharing
CPI Member Bailey Kacsmar, Chelsea H. Komlo,
CPI Members Florian Kerschbaum, & Ian Goldberg

Catch a Blowfish Alive: A Demonstration of Policy-Aware

Differential Privacy for Interactive Data Exploration
Jiaxiang Liu, Karl Knopf, Yiging Tan, Bolin Ding, & CPI Member Xi He

Open Calls



https://openreview.net/pdf?id=c4l4HoM2AFf
https://openreview.net/pdf?id=c4l4HoM2AFf
https://cypherpunks.ca/~iang/pubs/prac-popets24.pdf
https://cypherpunks.ca/~iang/pubs/prac-popets24.pdf
https://cypherpunks.ca/~iang/pubs/sok-pprs-popets21.pdf
https://cypherpunks.ca/~iang/pubs/mindgap-popets20.pdf
https://cypherpunks.ca/~iang/pubs/mindgap-popets20.pdf
http://vldb.org/pvldb/vol14/p2859-liu.pdf
http://vldb.org/pvldb/vol14/p2859-liu.pdf

The Vector Digital Talent Hub encourages students to create profiles on their website to

apply for a variety of employment opportunities. | Vector Institute

ICITST 2024 : International Conference for Internet Technology and Secured Transactions

New York Annual Conference on Cyber Security 2024

December 14-15, 2024,

New York City

International Journal on Cybernetics & Informatics ( IJCI)

WatlTis 2024 Conference

In the Media



https://talenthub.vectorinstitute.ai/
https://icitst.org/call-for-papers/
https://conferences.americademic.org/NYC-2024-CY/index.html
https://conferences.americademic.org/NYC-2024-CY/index.html
https://conferences.americademic.org/NYC-2024-CY/index.html
https://conferences.americademic.org/NYC-2024-CY/index.html
https://airccse.org/journal/ijci/index.html
https://uwaterloo.ca/watitis/call-for-proposals
https://open.spotify.com/episode/2wk5wdlspLFzgwK8lsXTZZ
https://open.spotify.com/episode/2wk5wdlspLFzgwK8lsXTZZ
https://open.spotify.com/episode/2wk5wdlspLFzgwK8lsXTZZ
https://open.spotify.com/episode/2wk5wdlspLFzgwK8lsXTZZ
https://open.spotify.com/episode/2wk5wdlspLFzgwK8lsXTZZ
https://open.spotify.com/episode/2wk5wdlspLFzgwK8lsXTZZ
https://open.spotify.com/episode/2wk5wdlspLFzgwK8lsXTZZ
https://open.spotify.com/episode/2wk5wdlspLFzgwK8lsXTZZ
https://open.spotify.com/episode/2wk5wdlspLFzgwK8lsXTZZ
https://open.spotify.com/episode/2wk5wdlspLFzgwK8lsXTZZ

Seen anything that you think should be on this list for our next

edition? Let us know!

CPI Students <cpi.students@uwaterloo.ca>



https://open.spotify.com/episode/2wk5wdlspLFzgwK8lsXTZZ
https://open.spotify.com/episode/2wk5wdlspLFzgwK8lsXTZZ
https://open.spotify.com/episode/2wk5wdlspLFzgwK8lsXTZZ
https://open.spotify.com/episode/2wk5wdlspLFzgwK8lsXTZZ
https://newatlas.com/technology/elon-musk-ai/
https://newatlas.com/technology/elon-musk-ai/
https://www.youtube.com/watch?v=GM8nrVBFdFo
https://www.youtube.com/watch?v=GM8nrVBFdFo
https://www.youtube.com/watch?v=nr1uVYzI6eg
https://www.youtube.com/watch?v=nr1uVYzI6eg
https://www.securityweek.com/us-gathers-allies-to-talk-ai-safety-as-trumps-vow-to-undo-bidens-ai-policy-overshadows-their-work/
https://www.securityweek.com/us-gathers-allies-to-talk-ai-safety-as-trumps-vow-to-undo-bidens-ai-policy-overshadows-their-work/
https://www.securityweek.com/ford-says-leaked-data-comes-from-supplier-and-is-not-sensitive/
https://www.securityweek.com/cybersecurity-awareness-reflecting-on-20-years-of-defense-evolution-and-preparing-for-future-threats/
https://www.securityweek.com/cybersecurity-awareness-reflecting-on-20-years-of-defense-evolution-and-preparing-for-future-threats/
https://www.securityweek.com/homeland-security-department-releases-framework-for-using-ai-in-critical-infrastructure/
https://www.securityweek.com/homeland-security-department-releases-framework-for-using-ai-in-critical-infrastructure/
https://www.securityweek.com/the-us-is-preparing-criminal-charges-in-iran-hack-targeting-trump-ap-sources-say/
https://www.securityweek.com/the-us-is-preparing-criminal-charges-in-iran-hack-targeting-trump-ap-sources-say/
https://www.securityweek.com/github-launches-fund-to-improve-open-source-project-security/
https://www.securityweek.com/github-launches-fund-to-improve-open-source-project-security/
mailto:CPI%20Students%20%3ccpi.students@uwaterloo.ca%3e

Student Spotlights

“ika. Anonymous Blackout-Resistant
" Microblogging with Message Endorsing

Our November Student Spotlight features the CPI Poster competition 2nd place
winner, Sina Kamali Supervisor: Diogo Barradas CS, with their work entitled:
Nika: Anonymous Blackout-Resistant Microblogging with Message

Endorsing

Repressive governments are increasingly resorting to Internet shutdowns to
control the flow of information during political unrest. In response, messaging
apps built on top of mobile-based mesh networks have emerged as important
communication tools for citizens and activists. While different flavors of these
apps exist, those featuring microblogging functionalities are attractive for swiftly
informing and mobilizing individuals. However, most apps fail to
simultaneously uphold user anonymity while providing safe ways for users to
build trust in others and the messages flowing through the mesh. They introduce
Nika, a blackout-resistant app with two novel features: remote trust
establishment and anonymous message endorsing. Nika also leverages a set of
identity revocation primitives for the fine-grained management of trust
relationships and to provide enhanced anonymity. Their evaluation of Nika
through comprehensive micro-benchmarks and simulations showcases its
practicality and resilience in shutdown scenarios.

Find Out More about Digital Overground
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