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Moving Target Defence (MTD)

Cyber-Deception (Honeypot)

Altering properties of a system either randomly, regularly, or upon
event-detection with little to no effect on performance.

Main objective is to increase complexity for attackers by decreasing
attack opportunities and exhausting adversarial resources.
Relies on three design principles:

* What to move —which property to manipulate

* How to move - shuffling, diversity, redundancy, and hybrid.

* When to move - periodical, event-based, hybrid.

Examples

IP shuffling/mutations/host randomization, port hopping, packet
header randomization, network topology shuffling, VM/proxy
migrations, code/programming language diversity, redundancy of
software components of network sessions.

Deception-based measures attempt to draw attackers away from
the target system and take in/actions that would benefit the
system.

Honeypots are deception-based tools that aim to waste attacker
resources by mimicking systems or modules of a system.

This tool offers three functionalities — detection, prevention, and
research.

They are often categorized by their characteristics such as
Interaction level, Implementation, activities, etc.

Examples

SIPHON portrays physical ol devices, Honeylo4 simulates partial
capabilities of a chosen device, HloTPol occupies attacker in a fake
environment, [oTPOT emulates Telnet services.

Objective

Use the Information from the honeypot to calibrate the MTD

v
Risk-Based & Honeypot-Informed MTD

Deployment

Threat Modeling Approaches

Threat
Modeling

@ Attacker- % System-
centric centric

Attackers' Model N, _;’
[@b Motivations ] [Zﬁ: Dynamics ] g
and Goals and Logic
CA CA
STEP 1: STEP 2:
identify critical system build Attack Flow

asset (component/service) representation of main

to protect using MTD 1 threat(s)/attack(s) on CA
[Critical Asset = CA] [Critical Asset Attack Flow =
CA-AF]
Approach: Approach:
Risk Assessment MITRE Attack Flow

- : ’ _ ; y ;
I. # . Il -.’I ¥
CA
STEP 3: STEP 4:

determine number, type, and
location of honeypots for
gathering of MTD ‘trigger-event’
and ‘strategy-selection’
information

identify number, type, and

| location of MTD modules, and
their respective strategy - along

CA-AF pathways - to reduce
CA’s compromise risk

Approach:
Risk Based Cost-Benefit Analysis & Graph Optimization
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Scenario 2: Bypassed
Honeypot, attacking real
system

Details

Taking high interaction research honeypot such as HoneyPLC, not only
with high level of adversarial deception, but also data collecting abilities.
The logs produced from a honeypot such as this contain every interaction
that takes place during the (suspected) attack on the decoy. These logs
are then analyzed by the MTD and can lead to three possible attack
scenarios.

The attacker fails to proceed past the honeypot phase,
either believing the decoy is the real system, or all of the
attacker’s resources have been exhausted. Data is
gathered from the honeypot for further MTD calibration
and attack analysis.

a) Honeypot is compromised; Intrusion Detection System
noticed the attack and the MTD is calibrated using the
collected information. The attacker is now attacking the
real system.

b) Honeypot is compromised; Attack is undetected by the
IDS. Data relating to the attack is analyzed later for better
MTD calibration.

Honeypot was never attacked, no data collected. MTD
runs at default settings.

our novel solution
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In our Adaptive HI-MTD system, the volume and type of data gathered by the honeypot determines the 3 key MTD
parameters: nature (what), type (how), and frequency (when) of deployed system changes.
E.g., higher activity observed by the honeypot will/should result in an increase in the frequency of MTD changes.
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