UNIVERSITY OF Integrating PQ Signatures into eUICC Authentication Protocols

WATERLOO Ewan Lister Guang Gong

University of Waterloo

Introduction Proposed Solution Challenges and Open Questions
Problem Statement: eUICCs are widely used in the cellular, loT and Symmetric Cryptography will have a lower migration cost due to the Cryptographic Acceleration: For such small devices with limited
M2M industries, but use authentication techniques vulnerable to reduced impact of quantum threats. Asymmetric primitives require the computational resources, multiple algorithm stages must be accel-
gquantum attacks. Additionally, eUICCs are highly resource con- oreatest attention and must be treated in the following ways: erated such as the Number Theoretic Transform, Polynomial Arith-
strained devices, and require detailed consideration to ensure secure metic, and Keccak rounds.
and efficient execution of post-quantum protocols. In this work we * ML-KEM[8] must replace ECKE in post-quantum environments.
investigate steps for eUICC PQ migration, emphasizing authentica- Since key encapsulation follows a different structure than Web Migration: Protocols proposed by IETF may play a role in Mo-
tion migration. traditional EC key establishment, protocols must be adapted bile PQ migration. Presentation layer security already encorporates
Contributions: Analyzed eUICC standardization landscape. Exam- accordingly. PQC with Open Quantum Safe [11].
!ned recent work on PQC for resource consftramed dgwces. Exam— - ML—DSA /] may be.c ropped in for cerhﬁcate verification and Industry and Academic Collaboration: eUICC implementations re-
ined recent work which incorporates PQC into mobile or wireless signing, other technigues should be studied. quire significant resources for development and certification. Hence
handshakes. = All design choices must emphasize low latency, power, and their design is subject to confidentiality agreements, limiting the pos-
memory usage due to eUICCs low-footprint architecture. sibility of open study.
Background - Continued Standardization: NIST has begun to conclude their stan-
| | | L | lable 1. eUICC Authentication Components and Quantum Impact dardization of PQC [8], but other security authorities (GlobalPlat-
The eUICC Whitepaper for mobile devices was published in 2018 [1]. Colloguially . . .
referred to as "eSIMs” eUICCs have the following attributes: form, TCA), will also shape the standards which specify PQ authen-
Component Type Impact of Quantum Threat Solution fication.
" Improved physical security due to embedding within phone casing. CC-DH Asym. Fails Entirely Replace with ML-DSA/KEM
" Rapid virtual SIM configuration through Remote Subscriber Provisioning. RSA Asym. Fails Entirely Replace with ML-DSA/KEM .
N . _ Conclusion and Future Work
= Ability to hold multiple eSIM profiles, data, and custom applets. AES >ym. Use AES-256
MILENAGE (AKA) Sym. (KDF) Increase key size, integrate PQC
- TUAK (AKA sym. (KDF) e ke Increase key size, integrate PQC Our future work includes implementing ML-DSA as a software primi-
\‘\Q q‘ XOR (Legacy) Sym. Fails Entirely Replace with stronger algorithms . " the | Card : | % + Hle 1
N - SCPO2 Sym. (3DES-based) Fails Entirely Replace with SCPO3 (AES-based) ve in € Javal.alrd programming language, md mg T POSSIDIE 1O .FUﬂ
SCPO3 Sym. (AES-based) Use AES-256 ML-DSA as an applet on standard eUICCs and validate protocols im-
e © = == VFDFPNS8 WLCSP11 _ : . . . . . . . . .
s xamn it 5CP80 Sym. (AES-based) Use ABS-256 mediately in a realistic setting. A similar motivation followed the de-
G | velopment of the pgm4 "reference” implementations [4]. Before ubig-
Nl ieem (= & Key Findings uitous Post-Quantum eUICC authentication protocols can be estab-
g aa E E — =3 EE] Ej% ﬁ_j lished and used, there must be years of synergized work researching
% 5 % § ‘ J Telecom . . | .
o toessetrene 8 W W W e Several Groups have made recent progress towards PQ Authentication anq testing protocols, and developing new hardware to accommodate
16 micromoduie) Migration. lattice-based cryptography on eUICCs.
Figure 1. Consumer eSIM Diagram (3] Figure 2. eUICC Form PQC for Small Devices comparable to References
FaCtOrS [12] eUICC: ‘ , [1] 2018. eSIM Whitepaper. Technical Report. GSMA. https://www.gsma.com/solutions-and-impact/technologies/esim/wp-content/
] ] . . Certyce., SIE, SIG.pke, Cert,, KE SIG.pke, uploads/2018/12/esim-whitepaper.pdf
Current Authentication Procedure (SCP’ll)[Z] " M L_DSA on 1é_b|t MICroOprocessor [2] Luk Bettale, Emmanuelle Dottax, and Laurent Grémy. 2024. Post-Quantum Secure Channel Protocols for eSIMs. https://eprint.iacr.
GETCD:TA() org/2024/2005 Publication info: Preprint..
. ) . [9] KEM'ka(_Cen_ver:f;gge;t;:SA,;pL;) AAAAAAAAAAAAAAAA [3] GSMA. 2024. SGP32 v1.2 - eSIM. https://www.gsma.com/solutions-and-impact/technologies/esim/gsma_resources/
1. eUICC and SM-DP+ server exchange and verify certificates to authenticate _ oo sgp-32-v1-2/
StaﬁC bl |< /f d k " Ophm|zed AS'C ]COF M |_‘ DSA aﬂd = _ [4] Matthias J. Kannwischer, Markus Krausz, Richard Petri, and Shang-Yi Yang. 2024. pgm4: Benchmarking NIST Additional Post-Quantum
PUDIC K&YS pRsy—pp+ ANU PRCard- Ml_ KEM [/ 4] PI6G-Plloce = CertVerlfy(Certoce, S1G-plica) Signature Schemes on Microcontrollers. https://eprint.iacr.org/2024/112 Publication info: Preprint..
_ : - S S P90 Response . [5] aiser Khan, Sourav Purification, Rono Cheruiyot, Jinoh Kim, Jonghyun Kim, and Sang-Yoon Chang. 2024. Toward Post-Quantum Digital
2- SM DP+ generates (QSkSM—DP—I—a ekaM—DP+) SendS ekaM_DP‘i" . . MUTUAL AUTH() 8erﬁﬁcate for eSIM. In 2024h5ilicon Valley Cybeisgcurity Conferenceg(SK/CC). 1-3. httpf://doi.org%lo.1109/SVCC61185t.5()24.t106373g51
3. Card geﬂerateg (GSkCardy eka'ard>’ COmpUteS shared secrets SSS, Sse wWith - ASCON SU DShtUted ]Cor S A3 18 (KEM.eskc, KEM.epk,) + KEM.KeyGen() [6] Suparna Kundu, Archisman Ghosh, Angshuman Karmakar, Shreyas Sen, and Ingrid Verbauwhede. 2024. Rudraksh: A compact and lightweight
. . , KEM.epk post-quantum key-encapsulation mechanism. https://eprint.iacr.org/2024/1170 Publication info: Preprint..
recelved ekaM—DP—F' Derlves (SKReceipta SKS@SSiOﬂ) A KDF(SSSHSSQ) Card PQ_KEM ["O’ é] (Ss,c.Ss)eKEM.En:;p;s;P;I;I\_A._p_k;) ___________________ [7] National Institute of Standards and Technology (US). 2024. Module-lattice-based digital signature standard. Technical Report NIST FIPS 204.
com UteS aﬂd SeﬂdS k and R@C@i t (Se,c.Se) ¢ KEM.Encaps(KEM.epk) National Institute of Standards and Technology (U.S.), Washington, D.C. NIST FIPS 204 pages. https://doi.org/10.6028/NIST.FIPS.204
p e heard p USing PQC in MObile/WireleSS Feoce P10 En(BI0 Stoce KM epicleeie29 [8] National Institute of Standards and Technology (US). 2024. Module-lattice-based key-encapsulation mechanism standard. Technical Report

MUTUAL AUTH2(c.Ss, c.Se, sigoce) NIST FIPS 203. National Institute of Standards and Technology (U.S.), Washington, D.C. NIST FIPS 203 pages. https://doi.org/10.6028/

A MAC(SKReceipta ekaM—DPJr‘ ‘ekaamO ' |
4. SM-DP+ verifies MAC and begins protected exchange with SCP'03. Handshakes: G KEM Decapa{KEM Sk e

) NIST.FIPS.203
)

Se < KEM.Decaps(KEM.eskc, c.Se)
)
)

(9] DongHyun Shin, YoungBeom Kim, and Seog Chung Seo. 2024. Optimizing Crystals-Dilithium implementation in 16-bit MSP430 environment
utilizing hardware multiplier. ICT Express (Oct. 2024), S240595952400122X. https://doi.org/10.1016/j.icte.2024.09.019

| M (SKReceipt, SKsession) < KDeriv(Ss|Se|c.Ss|c.Se

. .« : : : : " . Be N Ch Ma rkl ng M |—_ DSA Sl gn ed X 509 Rece P ¢ MAC(SKneospe, . 35|KEM.epke [10] Meltem Sonmez Turan. 2024. ASCON Family for Constrained Environments: Authenticated Encryption, Hash, and Extendable OutputFunctions.

Standardization: eUICCs specifications are heavily regulated by multiple entities. e.g Fficat 5 e s s T Technical Report NIST SP 800-232 ipd. National Institute of Standards and Technology, Gaithersburg, MD. NIST SP 800-232 ipd pages.
- GSMA SGP.22 - Consumer eSIM Technical Specification certificates [5]. o Https://doi . org/10.6028/NIST . SP.800-232. pd

. SCPO03 protected exchanges . . . . . .
. . ) [11] Jakub Sowa, Bach Hoang, Advaith Yeluru, Steven Qie, Anita Nikolich, Ravishankar lyer, and Phuong Cao. 2024. Post-Quantum Cryptography
- ISO/IEC /816 - Smart Card Standard (Deblt CardS, 1D CardS, SIM CardS, €U|CC) " Adaph ﬂg SCP 11 tO Cl’eate PQ secure 0 e (PQC) Network Instrument: Measuring PQC Adoption Rates and Identifying Migration Pathways. https://doi.org/10.48550/ARXIV.
. . . 2408.00054 Version Number: 3.
- GlobalPlatform GPC_SPE_034 - Card Secu rlty SpeCIﬁcahOﬂ Chaﬂﬂ€| DFOJEOCO|S [2] - 3 PQ SCP11 [2] [12] STMicroelectronics. 2021. ST4SIM-110S Data Brief. Technical Report. STMicroelectronics.  https://www.st.com/resource/en/data_
SGP.22 references at least 36 other standards. Standardization and technology evo- : S igure o. brief/st4sin-110s.pdf
gy " PQC ]CO I CONncCed | | ﬂg SU bSCH ph on | D [13] Vincent Quentin Ulitzsch, Shinjo Park, Soundes Marzougui, and Jean-Pierre Seifert. 2022. A Post-Quantum Secure Subscription Concealed
IUﬁOﬂ iS SIOW for eU'CC |dentifier for 6G. In Proceedings of the 15th ACM Conference on Security and Privacy in Wireless and Mobile Networks (WiSec '22). Association
) [1 3] . for Computing Machinery, New York, NY, USA, 15/-168. https://doi.org/10.1145/3507657.3528540

[14] Zewen Ye, Ruibing Song, Hao Zhang, Donglong Chen, Ray Chak-Chung Cheung, and Kejie Huang. 2024. A Highly-efficient Lattice-based
Post-Quantum Cryptography Processor for loT Applications. IACR Transactions on Cryptographic Hardware and Embedded Systems 2024, 2
(March 2024), 130-153. https://doi.org/10.46586/tches.v2024.i2.130-153

uwaterloo.ca/communications-security-lab CPI Grad Conference 2025, Waterloo, ON lelister, ggongl@uwaterloo.ca



https://www.gsma.com/solutions-and-impact/technologies/esim/wp-content/uploads/2018/12/esim-whitepaper.pdf
https://www.gsma.com/solutions-and-impact/technologies/esim/wp-content/uploads/2018/12/esim-whitepaper.pdf
https://eprint.iacr.org/2024/2005
https://eprint.iacr.org/2024/2005
https://www.gsma.com/solutions-and-impact/technologies/esim/gsma_resources/sgp-32-v1-2/
https://www.gsma.com/solutions-and-impact/technologies/esim/gsma_resources/sgp-32-v1-2/
https://eprint.iacr.org/2024/112
https://doi.org/10.1109/SVCC61185.2024.10637354
https://eprint.iacr.org/2024/1170
https://doi.org/10.6028/NIST.FIPS.204
https://doi.org/10.6028/NIST.FIPS.203
https://doi.org/10.6028/NIST.FIPS.203
https://doi.org/10.1016/j.icte.2024.09.019
https://doi.org/10.6028/NIST.SP.800-232.ipd
https://doi.org/10.48550/ARXIV.2408.00054
https://doi.org/10.48550/ARXIV.2408.00054
https://www.st.com/resource/en/data_brief/st4sim-110s.pdf
https://www.st.com/resource/en/data_brief/st4sim-110s.pdf
https://doi.org/10.1145/3507657.3528540
https://doi.org/10.46586/tches.v2024.i2.130-153
https://uwaterloo.ca/communications-security-lab/
mailto:elister@uwaterloo.ca

	References

