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Introduction

Problem Statement: eUICCs are widely used in the cellular, IoT and
M2M industries, but use authentication techniques vulnerable to
quantum attacks. Additionally, eUICCs are highly resource con-
strained devices, and require detailed consideration to ensure secure
and efficient execution of post-quantum protocols. In this work we
investigate steps for eUICC PQ migration, emphasizing authentica-
tion migration.
Contributions: Analyzed eUICC standardization landscape. Exam-
ined recent work on PQC for resource constrained devices. Exam-
ined recent work which incorporates PQC into mobile or wireless
handshakes.

Background

The eUICC Whitepaper for mobile devices was published in 2018 [1]. Colloquially
referred to as ”eSIMs” eUICCs have the following attributes:

Improved physical security due to embedding within phone casing.
Rapid virtual SIM configuration through Remote Subscriber Provisioning.
Ability to hold multiple eSIM profiles, data, and custom applets.

Figure 1. Consumer eSIM Diagram [3] Figure 2. eUICC Form
Factors [12]

Current Authentication Procedure (SCP’11)[2]:

1. eUICC and SM-DP+ server exchange and verify certificates to authenticate
static public keys pkSM≠DP+ and pkCard.

2. SM-DP+ generates (eskSM≠DP+, epkSM≠DP+) sends epkSM≠DP+.
3. Card generates (eskCard, epkCard), computes shared secrets Sss, Sse with
received epkSM≠DP+. Derives (SKReceipt, SKSession) Ω KDF (Sss||Sse). Card
computes and sends epkcard and Receipt
Ω MAC(SKReceipt, epkSM≠DP+||epkCard)

4. SM-DP+ verifies MAC and begins protected exchange with SCP’03.

Standardization: eUICCs specifications are heavily regulated by multiple entities. e.g
- GSMA SGP.22 - Consumer eSIM Technical Specification
- ISO/IEC 7816 - Smart Card Standard (Debit Cards, ID Cards, SIM cards, eUICC)
- GlobalPlatform GPC_SPE_034 - Card Security Specification
SGP.22 references at least 36 other standards. Standardization and technology evo-
lution is slow for eUICC.

Proposed Solution

Symmetric Cryptography will have a lower migration cost due to the
reduced impact of quantum threats. Asymmetric primitives require the
greatest attention and must be treated in the following ways:

ML-KEM[8] must replace ECKE in post-quantum environments.
Since key encapsulation follows a different structure than
traditional EC key establishment, protocols must be adapted
accordingly.
ML-DSA [7] may be dropped in for certificate verification and
signing, other techniques should be studied.
All design choices must emphasize low latency, power, and
memory usage due to eUICCs low-footprint architecture.

Table 1. eUICC Authentication Components and Quantum Impact

Component Type Impact of Quantum Threat Solution

EC-DH Asym. Fails Entirely Replace with ML-DSA/KEM
RSA Asym. Fails Entirely Replace with ML-DSA/KEM
AES Sym. Increase Key Size Use AES-256
MILENAGE (AKA) Sym. (KDF) Increase Key Size Increase key size, integrate PQC
TUAK (AKA) Sym. (KDF) Increase Key Size Increase key size, integrate PQC
XOR (Legacy) Sym. Fails Entirely Replace with stronger algorithms
SCP02 Sym. (3DES-based) Fails Entirely Replace with SCP03 (AES-based)
SCP03 Sym. (AES-based) Increase Key Size Use AES-256
SCP80 Sym. (AES-based) Increase Key Size Use AES-256

Key Findings

Several Groups have made recent progress towards PQAuthentication
Migration.

PQC for Small Devices comparable to
eUICC:

ML-DSA on 16-bit microprocessor
[9].
Optimized ASIC for ML-DSA and
ML-KEM [14].
ASCON substituted for SHA3 in
PQ-KEM [10, 6].

Using PQC in Mobile/Wireless
Handshakes:

Benchmarking ML-DSA signed X.509
certificates [5].
Adapting SCP’11 to create PQ secure
channel protocols [2].
PQC for concealing subscription ID
[13].

Figure 3. PQ SCP’11 [2]

Challenges and Open Questions

Cryptographic Acceleration: For such small devices with limited
computational resources, multiple algorithm stages must be accel-
erated such as the Number Theoretic Transform, Polynomial Arith-
metic, and Keccak rounds.

Web Migration: Protocols proposed by IETF may play a role in Mo-
bile PQ migration. Presentation layer security already encorporates
PQC with Open Quantum Safe [11].

Industry and Academic Collaboration: eUICC implementations re-
quire significant resources for development and certification. Hence
their design is subject to confidentiality agreements, limiting the pos-
sibility of open study.

Continued Standardization: NIST has begun to conclude their stan-
dardization of PQC [8], but other security authorities (GlobalPlat-
form, TCA), will also shape the standards which specify PQ authen-
tication.

Conclusion and FutureWork

Our future work includes implementing ML-DSA as a software primi-
tive in the JavaCard programming language, making it possible to run
ML-DSA as an applet on standard eUICCs and validate protocols im-
mediately in a realistic setting. A similar motivation followed the de-
velopment of the pqm4 ”reference” implementations [4]. Before ubiq-
uitous Post-Quantum eUICC authentication protocols can be estab-
lished and used, there must be years of synergized work researching
and testing protocols, and developing new hardware to accommodate
lattice-based cryptography on eUICCs.
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