DATA SIPHONING

Industrial Control Systems (ICS) play a vital role in managing industrial processes
efficiently and safely. Environments contain a multitude of components which need to
communicate with one another. This increase in interconnectivity means that secure and
efficient communication is critical. O p B B © e

What is Data EXxfiltration?

Internal network and system reconnaissance is one of the
first crucial stages of most cyber attacks

* Involves the unauthorized transfer (exfiltration) of important
operational in-transit data

*many modern ICSs use encryption, preventing immediate
adversary access to exfiltrated data
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Exfiltration must be accompanied with the acquisition of the respective encryption key.

S What is Data Siphoning?
T Data Siphoning refers to the entire sequence of
I patasiphoning  Steps that an adversary needs to perform to disclose
certain sensitive information of interest.
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ATTACK TREE

An attack tree is a bottom-up diagram providing a bird’'s-eye view of the logic and
structure of an attack.
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To minimize the impact of Data Siphoning attacks, various risk- and loss- minimizing
measures can be deployed

* NIST SP 800-82r3 and NIST SP 800-57 standards suggest periodic key rotation -
limiting the respective cryptoperiod
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CRYPTOPERIODS

NIST SP 800.57 | A cryptoperiod is the time span during which a specific key is authorized for use.

information (plaintext / ciphertext pairs) potentially available to an adversary attempting to

Limit the overall amount of data encrypted with the key, so as to limit the amount of
reveal the key through cryptanalysis.

How do you calculate the cryptoperiod?
There are no explicit guidelines on how to determine the cryptoperiod in a PUmmeamoumofsensmve-mfmmaﬂonexposuremmecaseofmekeycompmmise.
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use/store the key (e.g., compromise of devices that use/hold the key).
 Cryptoperiods should range from days to weeks for large data volumes and up to two years for smaller volumes
* The actual determination of cryptoperiods should involve the risk and consequences of key exposure

While no fangible calculation is given, one thing is clear. Risk is the underlying factor which affects a cryptoperiod.
* In higher risk environments, the cryptoperiod should become shorter and vice versa

We have developed a framework and a respective software tool for Automated Risk-Based Cryptoperiod Calculation.

AUTOMATED RISK-BASED CRYPTOPERIOD CALCULATION (ARC-C)

The framework and software tool are designed to determine the optimal cryptoperiod for each scenario, ensuring a
balance between the specific security risks and the operational constraints of the system.

FRAMEWORK SOFTWARE TOOL
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* The software probability utilises the NVD API for its calculation For a more in-depth look and a

* The remaining variables are set by the operator, who selects || deep dive into the experimental
qualitative values via our user interface results, scan the QR code.




