Exploiting Demonstration Vulnerabilities: Malicious Agents in Inverse

Arezoo Alipanah
aalipanah @uwaterloo.ca

Abstract

Inverse Reinforcement Learning (IRL) infers reward functions from
demonstrations.

Real-world demonstrations are often imperfect.

We investigate: Can a small fraction of adversarial demonstrations
degrade IRL performance?

Key finding: 10% malicious demonstrations distort the learned
reward & reduce policy performance.
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An adversary contributing a fraction 6 of the demonstrations influences the reward function
inferred by Maximum Entropy IRL, thereby attecting the learned policy T gepi0yed -

State, Reward

Reinforcement Learning (RL) depends { Agent ]7
on carefully designed rewards, which are

often difficult to specify.

4[ Environment l Action

IRL infer rewards from expert demonstrations

Real-world demonstrators are suboptimal, increasing IRL’s
vulnerability

Research Question: Can adversaries who subtly perturb
demonstrations corrupt IRL training?

IRL assumes that demonstrations reflect the expert's genuine
intent, but such assumptions break under adversarial
manipulation
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Methodology

We model adversarial behavior as an
optimization problem:
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The adversary generates deceptive
trajectories indistinguishable (up to €)
from expert demonstrations but
minimizes the true return.

We compare against a random noisy
policy constrained to the same e-bounded
feature counts.

Experiments

Clift World Environment was used for
experiments
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Discussion

Cliff World Experiments:

Dataset: 1,000 demonstrations (mix of
expert + adversary).

Mixing ratio (6) = fraction of adversarial
demonstrations.

Perturbation budget: €.

Key findings:10% malicious
demonstrations results in ~10 unit drop in
average return.

Larger € increases the impact.

When adversary mimics expert features

closely, degradation is mitigated even at
high mix-ratios.

Conclusions

« Even small adversarial inputs can

corrupt learned rewards.

IRL algorithms need robustness
mechanisms for deployment in real-
world, adversarial settings.

Future Work

 Study adversarial defenses (e.g., filtering

demonstrations, robust IRL variants).

» Explore other domains beyond Cliff
World.
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