| ock & Lift

Mixed Method Circuit Security

Context: Logic Locking Addition: Wire Lifting

. e Obfuscate circuit structure
Trusted Design Untrustea e Trade-off: # lifted wires vs. security

Sth Fou ndry e Approach: overlay similar subcircuits
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Incorrect,

Useless ,
Min. cost problem for defender | LW(G, H, k)

Min. lifted wire overlay for fixed subcircuit

Theorem Clique(H,j) < LW(G, H, k)
 Proof similar to Clique(H, j) < SublIso(G, H)

o Set G to clique of size |, ...
TTl ock Logic e Difference: cost of dark red edges (below)

C rigina
y Yy Locking Scheme: Clique(H, |V[G]|)#» LW(G, H, 0)  Clique(H, |V[G][) ¢ LW(G, H', |])

¥ Must fix [#] to known quantity! Define j=|V[G]|;i=|V[H]
A=k=jG-j)

k

H «— H
W « LargeClique() Then

VW — V[W]
V {u, v} € V[H]xV[H] A {u, v} €& E[H]
Coriginal ;-_, N do w« & VW,
e VW «— VW \ {w}; g
1)\ & (- % 1 — V[H:] (_ E[H.l] v {W}; Appf:::.c ,’t\elgt
m‘wim!ﬂn’ -’,' -r“"'“ ) E[H] — E[H] = {<U, W2, <V, W>} . Full Proof,
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