
Lifted Wires

Min. cost problem for defender
Min. lifted wire overlay for fixed subcircuit

Theorem 
Proof similar to 

Set G to clique of size j, ...
Difference: cost of dark red edges (below)

Clique(H, j) ≤ LW(G, H, k)

Efficient
Approx. Alg.,

Full Proof,
Integration
with Logic

Locking,
Future Work

Lock & Lift
Mixed Method Circuit Security

Context: Logic Locking

Trusted Design
Shop

Untrusted
Foundry

Threats

TTLock Logic
Locking Scheme:
key=k*

Bypass
Attack

Key Recovery
Attack

Incorrect,
Useless

Final Product

Addition: Wire Lifting
Obfuscate circuit structure
Trade-off: # lifted wires vs. security
Approach: overlay similar subcircuits

Hardness

Non-optimal

example

LW(G, H, k)

Clique(H, j) ≤ SubIso(G, H)
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