semZ' Anonymous and Secretive Messaging
- During Internet GCensorship

Internet Gensorship Is Widespread Decoy Routing

e Use a friendly ISP to evade censorship

« Requests look like they are intended for the overt
destination, so they won't get blocked
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» A worldwide issue
« Many methods to circumvent censorship have been created
- Due to many reasons, such as: political instability, elections, or protests

Decoy Routing is hard to deploy, as
cooperating ISPs are hard to find!!

You use Semz!
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Preliminary Evaluation Conclusion and Future Work

« Semz poses minimal overhead on websites « We design Semz, a new censorship circumventing messaging system

« Semz does not meaningfully change request processing times that enables users to anonymously and secretly send messages in
heavily censored regions

eI 0. San « We demonstrated that Semz poses minimal overhead on websites

Semz: w/ Semz « Future work will focus on performing additional evaluation to further
—— evaluate Semz’s resilience to traffic and behavioral fingerprinting
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Semz is a work in progress
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