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adversaries that gain unauthorized access learn nothing?
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2) A single server/entity becomes the point of failure

3) Anyone with access can perform arbitrary actions (not just “allowed” actions)

Problems with the status quo
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Private Computations in Practice [MPC]
1) Wage Inequality Studies

(BWWC + BU) 

2)Private Data Aggregation
Mozilla’s deployment of the Prio protocol

These computations have nice circuit representations:

+ + + ÷n
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Why is RAM Inefficient in Private Computations?
● Many real-world applications require the RAM model: financial transactions, 

auctions and matching protocols, graph processing, healthcare analysis, etc.

● Intuition: Accessing memory depending on the computations private inputs 
undermines privacy.

● Well-studied problem in cryptography, Oblivious RAM (ORAM);
Has a well-established lower-bound O(log n)

 
 

 
 

Incurs O(n) overhead for each memory access!No Privacy
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Distributed ORAM (DORAMs)
● Memory access incurs rounds of interactions, bandwidth, and some local compute

DORAM Rounds Bandwidth

   [FOSZ23]  O(log(n))  O(log2(n))

Ours [VS25]  O(log(n))  O(log(n))

Prior works assume servers are co-located 
with low-latency and high bandwidth links. 

Co-located Setting: Minor

Servers in neighbouring cities: > 2x

Servers in neighbouring countries: > 4x

Complex computations require efficient 
oblivious RAM data structures: 

Oblivious Search, Heaps, and AVL Trees [SVG24] 
Oblivious Priority Queues [VS25]
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TEEs in a Slide

Processor

Memory

PRM Rest of memory

Processor fused with 
cryptographic keys

Programs can run in “enclaves” 
that a user can cryptographically 

verify is the correct program
All computations happen within a 

Processor Reserved Memory 
(PRM) space, which remains 

encrypted at all time.

Contents of memory are encrypted. 
But the adversary can observe 

which locations are being accessed.
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Private Computations in Practice [TEEs]
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Private Contact Discovery [MS26]

Dave
Zack

Alice Alice
Dave

Able

Zhangm  contacts

n  users

“Which friends use Signal?”

         [Alice, Dave]

PCD (Online) Cost

Non-Private O(m)

Signal  O(m.log2(n))
Ours [MS26] O(m)

Intuition: Each contact is looked up at most 
once in one PCD instance. 
Preprocess one time use instances instead.

Online Speedup: >30x Offline Preprocessing: O(n.log2(n)) 

Takeaway: Exploiting implicit memory access structures 
of a problem often lead to significant improvements.
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Exciting Future Research Directions

● Efficient DORAM designs
● Theoretically Optimal & Practical ORAMs
● Efficient Oblivious Data Structures

● Secure Matching Protocols
● Secure Graph Processing
● Private Communication Systems 

and many more! 

Basic RAM Primitives:

Protocols & Applications:
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Summary

● A high level overview of state of affairs in Private Computations

● Privacy-Preserving Computations are finally starting to be 
deployed in practice.

● The next barrier for this line of research is in enabling 
RAM abstractions efficiently for such computations
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DORAMs
Random Access Memory: in MPC we have Distributed Oblivious RAM (DORAM) protocols.

Computation-Efficient DORAMs Communication-Efficient DORAMs

n’ = (c n) or (n +   n )

n

O(n)

O(log n)
O(log3 n)

O(log n) 

Items in the RAM are scrambled within n’ Items in the RAM are laid out as is.

O(  n )

O(  n )

Tree-based
ORAM

Square root
ORAM
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Arithmetic Secret Sharing (Addition)

Typically over a Finite Field:
For this example:   

x = 3

y = 4

Server 1 Server 2

[x]1 = r = 5
Pick a random r from

[x]2 = 3 – 5 = -2 = 9
Set [x]2 to x - [x]1

[y]1 = 1 [y]2 = 3

z = x + y = 7

   = [z]1 + [z]2

[x]1 + [y]1 = [z]1 

5 + 1 = 6

[x]2 + [y]2 = [z]2 

9 + 3 = 1

i) Addition of secret-shares, ii) addition by constant, and iii) multiplication 
by constant can be performed locally in a similar fashion.
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Talk Agenda

1)  Privacy-Preserving Computations

2) Private Computation in Practice [MPC]

3) RAM and Private Computations

4) Private Computation in Practice [TEEs] 
(Side-stepping RAM for efficiency)

5) Interesting future directions
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