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Abstract— The use of Personal Health Information (PHI) has
become increasingly popular in public health research in recent
years. However, many researchers have stored collected PHI in
local databases or filesystems with limited centralized storage.
This has raised concerns about cybersecurity, the lack of
standards, and the absence of a data governance program. To
address these issues, a cloud-based infrastructure was developed
for public health research over PHI that meets the requirements
of Ubilab, a public health research group at the University of
Waterloo. UbiSecE, a Secure Cloud-Based Infrastructure for
Public Health Research, was designed by adapting Microsoft
Azure's cloud infrastructure to meet the needs of Ubilab. Relevant
laws, regulations, and standards, such as PIPEDA, GPDR, FIPPA,
and PHIPA, that govern the utilization of PHI for public health
research were identified. Additionally, the lab's actors, social
norms, processes, and collective problems were analyzed to
establish the foundation of the data governance program in Azure.
Azure's data governance architecture guidelines were followed to
provide the primary governance mechanisms for evaluating,
guiding, and monitoring UbiSecE resources and processes. To
ensure the secure maintenance of PHI, role-based access controls
were implemented for all users, and all governance processes were
deployed via Azure. Furthermore, NIST 800-53 compliance was
integrated for all deployed resources. UbiSecE offers a centralized,
private, and secure environment for public health research, which
enables different users with different roles to conduct research
with PHI.
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I. INTRODUCTION

The use of personal health information (PHI) in public health
research has increased in recent years due to its ability to provide
valuable insights into population health and address pressing
health issues facing communities [1-3]. However, maintaining
collected PHI in local databases or filesystems poses significant
cybersecurity risks, as the information is vulnerable to breaches,
unauthorized access, or accidental loss [4-6]. Without
centralized storage, it becomes difficult to manage and secure
the sensitive information. Moreover, the lack of standards and

data governance programs exacerbates these concerns, as there
is no set framework for securing PHI, limiting the ability of
researchers to collaborate and share information. Additionally,
the lack of oversight and accountability in the collection,
management, and use of PHI can result in ethical violations or
unintended consequences [7-8]. Therefore, there is a critical
need to implement a data governance framework for the storage
and use of PHI in public health research to mitigate
cybersecurity risks and ensure privacy, confidentiality, and
ethical research practices.

The UbiLab [9] at the University of Waterloo is working on
different public health research projects [10]. Previously, the
research projects were conducted on local systems. Each
student/researcher at UbiLab has access to personalized
resources, a development environment, and a database on their
own machine, however with limited IT management experience
leading to decentralized storage of research data.

The main objective of this research is to establish a private
and secure cloud environment for public health research at
UbiLab. To achieve this, the paper proposes a framework based
on Microsoft Azure’s governance architecture [11] and
healthcare standards such as Personal Information Protection
and Electronics Documents Act (PIPEDA) [12], Healthcare
Insurance Portability and Accountability Act (HIPAA) [13], and
General Data Protection Regulation (GDPR) [14]. This research
focuses on developing the proposed environment design and
framework, which could lead to better management of research
data and ensure its privacy and security.

II. METHODS

A. Requirements Elicitation

The study commenced with conducting interviews with
Ubilab's stakeholders to gain insight into their requirements
concerning data governance and cloud computing and storage.
Proposed diagrams of architectures and governance structures
were presented and discussed to ensure that the stakeholders had
a comprehensive understanding of the technical aspects related
to security and governance. These discussions aimed to facilitate
stakeholder approval of the final architecture and framework.



B. System and Cybersecurity Architecture

The proposed system and cybersecurity architecture
framework is built on Microsoft Azure's governance framework,
which offers a comprehensive set of best practices and
guidelines to ensure the secure and efficient utilization of cloud
resources. By using this framework, the proposed architecture
offers a robust security mechanism that can safeguard the
confidentiality, integrity, and availability of the system's data
and services. The architecture framework employs a multi-
layered security approach, where security measures are
integrated throughout the entire system, including the
application, network, data, and user levels.

C. Compliance with Healthcare Standards

The proposed framework has been designed to comply with
key healthcare laws and standards, including PIPEDA, HIPAA,
and GDPR, to ensure that Protected Health Information (PHI) is
stored and managed securely and compliantly. Compliance with
these standards ensures that the privacy and confidentiality of
individuals are protected, and research is conducted in an ethical
and responsible manner. In addition to the North-American
requirements, the framework also adheres to the GDPR standard
to comply with the research partners across Europe. This ensures
that the framework complies with the varying legal requirements
across different regions, making it an ideal solution for global
research collaboration.

The proposed framework's compliance with these healthcare
standards is achieved by implementing a comprehensive set of
security and privacy measures, including access controls, data
encryption, audit logging, and data backup and recovery. These
measures work together to ensure the security and privacy of
PHI, while also ensuring that research activities are conducted
in a compliant and responsible manner.

D. CyberSecurity Best Practices & Tools

Cloud security best practices, such as those outlined by the
National Institute of Standards and Technology (NIST) [15] and
Microsoft Azure's governance architecture, have been followed
to ensure that the cloud infrastructure is secure and resilient. The
use of role-based access controls, encryption, and network
segmentation has been implemented. Further, to enhance the
security of the cloud infrastructure, different security tools and
technologies have been deployed in the proposed framework
such as firewalls, intrusion detection and prevention systems,
and data loss prevention tools. These security tools helped to
mitigate cybersecurity risks and protect the privacy and
confidentiality of PHI.

E. Role-Based Access Control

UbiSecE incorporates role-based access controls to facilitate
controlled data sharing within the platform. As per the system’s
design, academics with appropriate permissions can request
access to a subset of data that meets their specific requirements.
These requirements could include factors such as data types,
time frames, demographics, or any other relevant criteria. To
enable data sharing with students, an academic/ external can
collaborate with the UbiSecE platform to create a controlled
environment where the student can conduct their study. This
collaboration involves providing the necessary access rights to
the student within the established role-based access control

framework. The student would be granted access only to the
subset of data approved by the academic, ensuring compliance
with relevant laws, regulations, and standards governing the use
of Personal Health Information (PHI) for public health research.
Future plans include removing VPN access and utilizing private
links and virtual desktops to avoid data leaks.

F. Data Synchronization

The synchronization between the repository and live systems
in UbiSecE is achieved through continuous data integration
processes. The cloud-based infrastructure leverages Microsoft
Azure’s capabilities to establish real time synchronization
mechanisms. By utilizing Azure’s data integration services, such
as Azure Data Factory or Azure Logic Apps, the repository can
be seamlessly connected to live systems, ensuring that any
updates or changes in the live systems are automatically
reflected in the repository. This synchronization process allows
researchers in UbiSecE to access the most up-to-date and
accurate data for their public health research, promoting data
consistency and minimizing the risk of working with outdated
information. Although we leverage Azure’s capabilities for data
synchronization, there is currently no automatic pipeline for data
migration. Future work includes automating data migration.

G. Data Vocabularies

When underlying vocabularies or collected data change, the
UbiSecE infrastructure can accommodate these modifications
through its flexible design. The system supports scalability and
adaptability, allowing researchers to update and align the
vocabularies and data collection methods as needed. The
centralized storage in the cloud-based infrastructure simplifies
the process of managing changes, ensuring that all users have
access to the most up-to-date information.

H. Data Governance

The union of the system architecture, compliance with
healthcare standards, and cloud security best practices are what
gives support to data governance in our cloud environment [11],
[16]-[23]. The architecture is planned and designed based on the
current data agenda and strategy, ensuring that outcomes from
PHI research, sharing, and maintenance align with defined
objectives. The compliance with healthcare and cybersecurity
standards is overseen by UbiLab’s governance committee to
ensure that all types of research conducted are encompassed and
guided by the chosen standards, thus limiting inappropriate PHI
utilization and guiding researchers’ studies. By following these
guidelines, we ensure the proper handling of sensitive healthcare
data, maintain the integrity of the research process, and
safeguard patient privacy.

III. RESULTS

The developed public health research cloud infrastructure is
shown in Figure 1. Our research successfully developed a cloud-
architecture tailored for public health research capable of
meeting the requirements of stakeholders being cybersecurity,
data governance, compliance with healthcare standards (limited
to HIPPA, PIPEDA and GDPR for now), whilst providing
tailored and customizable environments for students,
researchers, and any other stakeholder involved in public health
research.
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Figure 1: UbiLab's secure cloud architecture for public health research

The developed infrastructure has a root level management
group that holds all other management groups and subscriptions.
Users access resources through a point-to-site connection to a
private VPN unless they have requested otherwise. Personal
health information (PHI) is stored separately from all users, and
access is restricted and requires authorization from a data
custodian. The PHI stored is encrypted at rest and is geo-
replicated in the US and Canada only. We use Azure's firewall
and subnet to secure and restrict public and internal access to
resources and to logically map our cloud network, respectively.

To ensure the security of our cloud infrastructure, the entire
tenant is under the enforcement of NIST-800-171 and NIST-
800-52 via Azure's policy enforcement services. UbiLab is on
its path to full compliance with these standards, but there is still
room for improvement in our internal processes and refining our
governance program to achieve full compliance.

The developed UbiLab’s secure cloud infrastructure is
composed of 5 main components or tiers which work together to
provide a comprehensive and secure cloud infrastructure for
public health research at UbiLab.

UbiLab External - This component holds the entry point for our
secure cloud infrastructure. It redirects requests to appropriate
resources based on a local network gateway and Azure's
firewall. It also includes directory level resources that are only
accessible to cloud administrators and are used to manage the
cloud.

UbiLab Internal - This component holds internal resources
available only for UbiLab’s members, such as developers,

managers, volunteers, and co-ops students. Access to these
resources is based on role-based control access and secure VPN
connections.

UbiLab Production - This component holds resources that are
accessible without the need for a VPN connection. This
component can host websites or public services that we choose
to provide to the community.

UbiLab Research - This component holds internal resources that
are available only to UbiLab's faculty, PhD, and Post-doc
researchers. These resources may include virtual machines,
databricks instances, and app services. Access to these resources
is authorized via role-based control access, and access to
protected health information (PHI) is limited only to data
relevant or generated by the researchers' studies.

Microsoft Managed Services - This component is responsible for
hosting UbiLab's PHI collected for research and resources that
store PHI. Only cloud managers have direct access to its
resources, and private links are utilized to provide access for
researchers or appropriate members of UbiLab access to 'just
enough data' for their tasks.

The proposed secure cloud architecture is currently being
used in UbiLab. The results indicate that centralizing the data
storage has reduced the overall complexity of data management,
where the data management becomes more streamlined and
efficient. Additionally, the security of UbiLab's research data
has been enhanced due to the reduced risk of potential threats
and vulnerabilities. However, granting data access to new
collaborators requires management and knowledge of multiple
SQL servers, storage accounts, and drivers. Currently, any new



collaborator/ researcher is issued a registered user account with
limited access, which is managed by a cloud administrator. The
centralization of data has also facilitated the visualization of the
lab's entire data storage and content, making it easier to reuse or
merge data from different studies. Furthermore, UbiLab's focus
on research using public health data from IoT, sensors, and
smart devices necessitates NIST compliance, which will
simplify future compliances such as HIPAA. Achieving HIPAA
compliance would enable UbiLab to extend its data ecosystem
to include medical records, leading to more research
opportunities and potentially improving ongoing research
quality.

IV. CONCLUSION

To summarize, the private and secure cloud-based data
governance framework proposed in this research paper for
UbiLab's public health research effectively addresses the
challenges faced in the storage and management of PHI in local
databases and filesystems. The framework provides a
centralized and secure environment for the storage and use of
PHI, ensures compliance with healthcare standards, and
supports ethical public health research. It is designed based on
Microsoft Azure's governance architecture and adheres to key
healthcare standards like PIPEDA, HIPAA, and GDPR, which
specify legal requirements for safeguarding personal health
information.

Using a cloud-based data governance framework offers the
benefits of scalability and accessibility of cloud computing and
helps ensure that public health research is conducted in an
ethical and responsible manner. This research article can be a
valuable reference for organizations and public health
researchers interested in developing a secure and compliant
cloud-based infrastructure for conducting public health research.
Furthermore, this secure centralized framework facilitates
seamless collaboration among different teams, departments, and
public health researchers.
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