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Introduction

An investment in cyber is essential to advance Canadian defence capabilities. The Department of Na-
tional Defence (DND)/Canadian Armed Forces (CAF) needs to invest in an update to its current pro-
curement frameworks to reflect the dynamic futures of the cyber domain. This means using a strategic
foresight approach to procurement to effectively engage in conflict situations both now and in the
future.

Problem: Constant Catchups and Unkowns

Procurement is an endless game of catchup. It involves acquiring resources and technologies to fulfill
program needs. At times, this is a slow process that is constrained by budgets and changing priorities
and is guided by current and anticipated needs.

Effective long-term procurement planning can be difficult when: 1) future threats and 2) the tools and
skills to address these threats are largely unknown. Threats develop quickly within modern conflict
and the technologies to address them change at a faster pace than in the past. This is especially ap-
parent within cyber warfare and hybrid conflict situations where technological development outpaces
procurement cycles.

Short-term acquisition strategies are used to fill current gaps. This is meant to address immediate
threats. Previous approaches to achieving operational effectiveness have not reflected the dynamisms
of cyber warfare or breadth of possible future conflicts. This poses long-term planning challenges to
anticipating threats, planning operations, and identifying the tools needed to deal with future threats.

Contextualizing Procurement and Canadian Defence

As per Strong, Secure, Engaged: Canada’s Defence Policy (2017) (SSE), DND/CAF is tasked with re-
forming defence procurement to support military applications. SSE calls for the streamlining of the
defence procurement process.

Cyber is frequently a separate area of procurement in DND/CAF. For example, the Defence Acquisition
Guide (2016) (DAC) included separate, cyber-specific projects from other procurement project calls,
such as automatic identification technology, electronic warfare support, and computer network opera-
tions.

The Defence Capabilities Blueprint (2018) (DCB) replaced the DAC and demonstrates an increased
focus on cyber procurement projects. Cyber is identified as a Defence Capability Area (DCA) within
the DCB and the Cyber Mission Assurance program is tasked with establishing cyber security require-
ments in the procurement process. It is meant to mitigate risks to operations in physical and cyber
environments.
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Recommendation: Incorporate a Strategic Foresight Approach to the Procurement Plan-
ning Process

Strategic foresight is a way to anticipate change and includes techniques such as environmental scans
and scenario construction. It is not predictive, but seeks to show how emerging trends could impact
the future. When this approach is applied to defence, it means recognizing that there are many possi-
ble futures of conflict, including how it is created, facilitated, and addressed.

DND/CAF can apply a strategic foresight approach to procurement in order to efficiently address fu-
ture threats by:

1. Integrating cyber into all aspects of the procurement process. Future conflicts will undoubtably
entail cyber aspects. Cyber is a separate domain of conflict and permeates all other domains’. Thus
far, DND/CAF's procurement policy has separated cyber. Cyber considerations must be integrated into
all procurement planning processes beyond ensuring interoperability of systems. DND/CAF needs to
focus on agility to match the pace of technological change?®. Although the DCA designations and the
Cyber Mission Assurance program are steps in the right direction, they need to incorporate a strate-
gic foresight dimension. New programs should focus on identifying future trends and tools instead of
playing technological catchup.

2. Investing in the continuous development and promoting relevant skills-sets. Procurement
entails more than purchasing the right equipment for future operations. It includes developing the
skills needed to enhance operational capabilities and anticipate a variety of threats. Cyber technolo-
gies policies are important, but procurement must also go beyond physical hardware and equipment.
It should include the knowledge and skill sets needed to achieve Canada’s defence objectives. Future
operations will need to have the capacity and capabilities to effectively execute their missions. The
newly established Cyber Operator positions are a part of this 'knowledge procurement’, but more
investment is needed in attracting personnel with the relevant competencies for future cyber conflicts.

1Canadian Association of Defence and Security Industries (CADSI)." The Cyber Collaborative Imperative: An Overview of
Leading Government-Industry Collaboration Models and Practices in Cyber Defence” 2020 Report https://www.defence-
andsecurity.ca/UserFiles/Uploads/publications/reports/files/document-26.pdf
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