
Objective 
The Internet of Things is an emerging field that is poised to change our lives, personally and professionally. It is 
estimated that by 2020, there will be more than 50 billion connected devices communicating through the 
Internet. Connected coffee makers, vehicles, sensors attached to cattle, or connected machines in a production 
plant, are examples of IoT realizations.  These devices provide insightful and quite often critical data; and 
through communication they build intelligence, and as such they can advise and assist the users about optimal 
ways to put them to use. 
 
While the world of IoT is emerging, the need for inexpensive, fast, low power and intelligent device 
management, signal processing, and security emerge as critical requirements. Such requirements introduce 
challenges on the overall system design due to the intrinsic resource limitations of the IoT. 
 
This course is intended to introduce the student to the importance of IoT in our society, the current components 
of typical IoT devices and trends for the future. The student will learn various IoT applications of signal 
processing and how design considerations, constraints, and interfacing between the physical world and the 
devices are dealt with.  The student will learn how design trade-offs between hardware and software are 
managed. The course will also cover other important topics such as device management and networking, 
security, dependability and maintainability. 
 
Topics of interest include, but are not limited to: 

1. An introduction to the “Internet of Things” and Cyber-Physical Systems. 
2. Signal processing theory and practices for the IoT. 
3. Design and implementation of IoT signal processing systems. 
4. Array, multichannel and networked signal processing for the IoT. 
5. Signal processing for IoT edge intelligence (smart sensors). 
6. Signal processing for IoT communications and networking. 
7. Signal processing for security and privacy of IoT. 
8. Low power signal processing for embedded IoT devices. 
9. Cross-layer signal processing optimization in IoT. 
10. Signal processing algorithms and platforms for IoT big data  processing. 
11. Signal processing in different IoT domains (health, AAL,  automotive, energy, environment,  mobility). 
12. Compressed sensing, deep learning, and sparse reconstruction for IoT. 
13. Machine Learning for IoT applications. 
14. Distributed information processing in IoT. 
15. Sparse signal processing for communications in IoT. 
16. Device Management. 
17. Dependability. 
18. Security. 
19. Maintainability. 

 
A number of devices, platforms and software tools will be introduced during the course from different vendors 
including but not limited to Texas Instruments (TI), ARM and IBM.  Examples include, 

1. for devices, the Raspberry Pi, TI CC3200 Launchpad and TI STK2650 SensorTag; 
2. for edge programming, the TI Energia, and 
3. for cloud development, IBM Bluemix and NodeRED. 

 
Students are expected to work in groups of two-person on projects that involve the design, development and 
testing of a realistic IoT system for a specific domain, with a demonstration target. 
 


