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Class Schedule

Section Location

ECE 458 001 [LEC]

ECE 458 101 [TUT] -

ECE 750 001 [LEC]

Instructor & TA (Teaching Assistant) Information

Instructor:

Dr Kami Vaniea
kami.vaniea@uwaterloo.ca
Davis Center 2532
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Course Outline Computer Security

Time

Mondays & Fridays
10 a.m. 11:20 a.m.

Monday, May 13th
4 p.m. - 5:20 p.m.

Monday, June 3rd
4 p.m. - 5:20 p.m.

Monday, June 24th
4 p.m. - 5:20 p.m.

Monday, July 22nd
4 p.m. 5:20 p.m.

Wednesdays
7 p.m. 7:50 p.m.

Mondays & Fridays

10 am. 11:20 a.m.

Monday, May 13th
4 p.m. 520 p.m.

Monday, June 3rd
4 p.m. - 5:20 p.m.

Monday, June 24th
4 p.m. - 5:20 p.m.

Monday, July 22nd
4 p.m. - 5:20 p.m.

Instructor(s)

Kami Vaniea
kami.vaniea@uwaterloo.ca

Kami Vaniea
kami.vaniea@uwaterloo.ca
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Course Description

Calendar Description for ECE 458

Introduction to computer security. Models of security. Elementary cryptography. Software security, vulnerabilities,
threats, defenses and secure-software development processes. Threats to networks and defenses. Security issues at
the application layer. Secure design principles, techniques and security evaluation. Privacy, ethics and legal issues.
[Offered: S]

Prereq: ECE 252 or SE 350; Level at least 4A Computer Engineering or Electrical Engineering or Software Engineering.
Antireq: CS 458

Calendar Description for ECE 750

Spring 2024 course will also cover human-factors topics such as usability, trust, key sharing, and how security is
managed by organisations.

Learning Outcomes

By the end of this course students should be able to:

Recognise common security threats against computer systems and know the basic mechanisms to address them

Think critically about security threats using the STRIDE model and break down the concept of "security" into its
component parts

Understand the basics of network security and be able to reason about how defences and threats exist throughout a
network

Know the most common programming flaws and how they can manifest in code

Reason about how people will use the security tools created and how their workflows may or may not align with
security assumptions

Day-to-day security a student should be able to understand and reason about after the course:

Explain what the lock icon near the URL bar means (or the "connection is secure" in Chrome)
Read a URL correctly and learn why doing so in all cases is nearly impossible for humans
Understand why we still use passwords

Explain how advertisers track people across the internet and why an ad blocker stops some, but not all of the
tracking

Explain what a cookie is and why it gives people more control than advertising codes used by mobile phones
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Tentative Course Schedule

1. Basics of Security Thinking about security in a structured way (CH1)
o Confidentiality, integrity and availability
Definition of Privacy
Trust and threat model
Running example of HTTPS
STRIDE threats
Breakdown of breaches
o Introduction to Usable Security and Privacy
2. Authentication and Access Control (CH2.1,CH2.2)
o Access control concepts
o Password based authentication

O O O O O

o Multi factor authentication and passwordless authentication
o Kerberos and open-authorization
o Introduction to phishing (scam) attacks
3. Cryptography Basics (CH2.3)
o Pseudorandom generation
o Symmetric-key vs Asymmetric cryptography
o Public key cryptography and digital signature
o Hash chain based authentication and applications (blockchain)
4. Programming security (CH3)
o Common programming issues
o Malicious code Malware
o Trusted platform
o Memory security
5. Network and Wireless Security (CH6)
o Basics of network security
o Security protocols (TLS/SSL) and attacks on TLS
o Firewalls and VPN
o Security of IEEE 802.11 and 4G-LTE/5G
6. Web Security (CH4)
HTTPS, sessions and cookies
Privacy attacks
Attacks on clients and servers
Email security
o Privacy on the Internet
7. Applications
o Chosen based on student interest. Possibilities include: internet of things, blockchain, RFID, GDPR, and Al

O O O O

Texts / Materials

Additional textbook reading (not required)

Title / Name Notes / Comments Required
C. Pfleeger, S. Pfleeger, and L. Coles-  Recommended text book for the No
Kemp, Security in Computing, 6th course.

edition, Addison-Wesley, 2024
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Title / Name

C. Pfleeger, S. Pfleeger, and J.
Margulies, Security in Computing, 5th
edition, Prentice Hall, 2015

W. Stallings and L. Brown, Computer
Security: Principles and Practice, 4th
edition, Pearson, 2017. ISBN:
0134794109.

S. Smith and J. Marchesini, The Craft
of System Security, Pearson, Addison
Wisely, 2007. ISBN: 9780321434838.

Shostack A. Threats: What Every
Engineer Should Learn from Star
Wars. John Wiley & Sons, Inc.; 2023.

Resources (not required)

Title / Name

Schneier on Security
http://www.schneier.com/blog/

Kevin Du, Seed Labs, University of
Syracuse,
https://seedsecuritylabs.org/lab env.
html

BugTraq,
http://www.securityfocus.com/archive

yal

Course Outline Computer Security

Notes / Comments

Alternative recommended text book,
main topics are the same as 6th
edition, but examples are older.

UW Library: https://ocul-
wtl.primo.exlibrisgroup.com/permalin

k/010CUL WTL/pa2gcg/alma999986
897037405162

Notes / Comments

A blog covering current computer
security and privacy issues.

The lab contains many hand-on
experiments and some crafted
attacks can be launched under their
specific environment for better
understanding them.

full disclosure moderated mailing list
for the detailed discussion and
announcement of computer security
vulnerabilities.

Required

No

No

No

No

Required

No

No

No

It is recommended that you purchase Security in Computing either the 5th or 6th edition if you find reading text books
to be helpful. All required material will be presented in class, and recommended chapters will be provided in the

schedule.

Student Assessment

Overall Course Grading

Component

Four homework assignments

One course project (individually or group of 2)

Midterm (for feedback only)
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Value

35%

20%

0%

4/8



4/4/24, 8 30 AM Course Outline Computer Security
Component Value

Final exam (closed book) 45%

Assignment Screening

No external assignment screening will be used in this course. The instructor and/or TAs may use custom internally
developed scripts to check for high overlap between coursework submissions. Any identified will be verified by hand.

Notice of Recording

Short Version

Lecture recordings may be used in the course so that students who cannot attend or who want to revise lecture
content can do so. Recordings will happen at the discretion of the Instructor and not all lectures or content are
guaranteed to be recorded. Recordings will focus on the Instructor and not the students, however, students asking
guestions may have their voice recorded. If at any time you would like the recording paused, you may ask the
instructor to do so. You may also notify the instructor after class or via email that you would like a question you asked
removed from the recording. Such requests will be honored if possible. Recordings that include audio from students
will only be accessible to the members of the course. Recordings with student audio removed may be made more
widely available.

Official Policy

Activities for this course involve recording, in partial fulfillment of the course learning outcomes. You will receive
notification of recording via at least one of the following mechanisms: within the Learning Management System
(LEARN), a message from your course instructor, course syllabus/website, or other means. Some technologies may also
provide a recording indicator. Images, and audio that have been recorded may be used and/or made available by the
University to course students for the purpose of lecture review. Recordings will be managed according to the University
records classification scheme, WatClass (https://uwaterloo.ca/records-management/records-classification-and-
retention schedules), and will be securely destroyed when no longer needed by the University. Your personal
information is protected in accordance with the Freedom of Information and Protection of Privacy Act
(https://www.ontario.ca/laws/statute/90f31) , as well as University policies and guidelines
(https://uwaterloo.ca/privacy/)_ and may be subject to disclosure where required by law.

The University will use reasonable means to protect the security and confidentiality of the recorded information, but
cannot provide a guarantee of such due to factors beyond the University's control, such as recordings being forwarded,
copied, intercepted, circulated, disclosed, or stored without the University’'s knowledge or permission or the
introduction of malware into computer system which could potentially damage or disrupt the computer, networks, and
security settings. The University is not responsible for connectivity/technical difficulties or loss of data associated with
your hardware, software or Internet connection.

By engaging in course activities that involve recording, you are consenting to the use of your appearance, image,
text/chat messaging, and voice and/or likeness in the manner and under the conditions specified herein. (In the case of
a live stream event, if you choose not to have your image or audio recorded, you may disable the audio and video
functionality (https://uwaterloo.ca/student it services/).. Instructions to participate using a pseudonym instead of your
real name are included where the feature exists; however, you must disclose the pseudonym to your instructor in
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advance in order to facilitate class participation.) If you choose not to be recorded, this notice serves as confirmation of
your understanding that the instructor will attempt to remove recording elements involving your likeness or voice,
however, doing so for hard-to-hear background sounds may be impossible.

You are not permitted to disclose the link to/URL of an event or an event session recording or copies of recording to
anyone, for any reason. Recordings are available only to authorized individuals who have been directly provided the
above instructions/link for their use. Recordings for personal use, required to facilitate your learning and preparation of
personal course/lecture notes, should not be shared with others without the permission of the instructor or event
coordinator. Review the University’'s guidelines for faculty, staff and students entering_relationships with external
organizations offering_access to course materials (https://uwaterloo.ca/secretariat/faculty-staff-and-students-entering-
relationships external)_ for more information on your obligations with respect to keeping copies of course materials.
For more information about accessibility, connect with AccessAbility Services (https://uwaterloo.ca/accessability-

services/) .

Administrative Policy

Faculty of Engineering Guiding Practices.

Territorial Acknowledgement: The University of Waterloo acknowledges that much of our work takes place on the
traditional territory of the Neutral, Anishinaabeg and Haudenosaunee peoples. Our main campus is situated on the
Haldimand Tract, the land granted to the Six Nations that includes six miles on each side of the Grand River. Our active
work toward reconciliation takes place across our campuses through research, learning, teaching, and community
building, and is centralized within the Office of Indigenous Relations (https://uwaterloo.ca/indigenous)._.

Inclusive Teaching-Learning Spaces: The University of Waterloo values the diverse and intersectional identities of its
students, faculty, and staff. The University regards equity and diversity as an integral part of academic excellence and is
committed to accessibility for all. We consider our classrooms, online learning, and community spaces to be places
where we all will be treated with respect, dignity, and consideration. We welcome individuals of all ages, backgrounds,
beliefs, ethnicities, genders, gender identities, gender expressions, national origins, religious affiliations, sexual
orientations, ability and other visible and nonvisible differences. We are all expected to contribute to a respectful,
welcoming, and inclusive teaching- learning environment. Any member of the campus community who has
experienced discrimination at the University is encouraged to seek guidance from the Office of Equity, Diversity,
Inclusion & Anti-racism (EDI-R)_(https://uwaterloo.ca/equity-diversity-inclusion-anti-racism/)_via email at
equity@uwaterloo.ca (mailto:equity@uwaterloo.ca) . Sexual Violence Prevention & Response Office (SVPRO)
(https://uwaterloo.ca/sexual-violence-prevention-response-office) , supports students at UWaterloo who have
experienced, or have been impacted by, sexual violence and gender based violence. This includes those who
experienced harm, those who are supporting others who experienced harm. SVPRO can be contacted at
svpro@uwaterloo.ca (mailto:svpro@uwaterloo.ca)

Religious & Spiritual Observances: The University of Waterloo has a duty to accommodate religious and spiritual
observances under the Ontario Human Rights Code. Please inform the instructor at the beginning of term if special
accommodation needs to be made for religious observances that are not otherwise accounted for in the scheduling of
classes and assignments. Consult with your instructor(s) within two weeks of the announcement of the due date for
which accommodation is being sought.

Respectful Communication and Pronouns: Communications with Instructor(s) and teaching assistants (TAs) should
be through recommended channels for the course (e.g., email, LEARN, Piazza, Teams, etc.) Please use your UWaterloo
email address. Include an academic signature with your full name, program, student ID. We encourage you to include
your pronouns to facilitate respectful communication (e.g., he/him; she/her; they/them). You can update your
chosen/preferred name at WatlAM. (https://idm.uwaterloo.ca/watiam/)_You can update your pronouns in Quest
(https://uwaterloo.ca/quest/help/students/how do i/view or update my personal information)
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Mental Health and Wellbeing Resources: If you are facing challenges impacting one or more courses, contact your
academic advisor, Associate Chair Undergraduate, or the Director of your academic program. Mental health is a serious
issue for everyone and can affect your ability to do your best work. We encourage you to seek out mental health and
wellbeing support when needed. The Faculty of Engineering Wellness (https://uwaterloo.ca/engineering_wellness
program/)_Program (https://uwaterloo.ca/engineering-wellness-program/)_has programming and resources for
undergraduate students. For counselling (individual or group) reach out to Campus Wellness and Counselling_Services.
(https://uwaterloo.ca/campus-wellness/counselling-services)_Counselling Services is an inclusive, non-judgmental, and
confidential space for anyone to seek support. They offer confidential counselling for a variety of areas including
anxiety, stress management, depression, grief, substance use, sexuality, relationship issues, and much more.

Intellectual Property: Be aware that this course contains the intellectual property of their instructor, TA, and/or the
University of Waterloo. Intellectual property includes items such as:

e Lecture content, spoken and written (and any audio/video recording thereof).

e |ecture handouts, presentations, and other materials prepared for the course (e.g., PowerPoint slides).

® Questions or solution sets from various types of assessments (e.g., assignments, quizzes, tests, final exams); and

e Work protected by copyright (e.g., any work authored by the instructor or TA or used by the instructor or TA with
permission of the copyright owner).

Course materials and the intellectual property contained therein are used to enhance a student’s educational
experience. However, sharing this intellectual property without the intellectual property owner’s permission is a
violation of intellectual property rights. For this reason, it is necessary to ask the

instructor, TA and/or the University of Waterloo for permission before uploading and sharing the intellectual property
of others online (e.g., to an online repository).

Permission from an instructor, TA or the University is also necessary before sharing the intellectual property of others
from completed courses with students taking the same/similar courses in subsequent terms/years. In many cases,
instructors might be happy to allow distribution of certain materials. However, doing so without expressed permission
is considered a violation of intellectual property rights and academic integrity.

Please alert the instructor if you become aware of intellectual property belonging to others (past or present) circulating,
either through the student body or online.

Continuity Plan - Fair Contingencies for Unforeseen Circumstances (e.g., resurgence of COVID-19): In the event
of emergencies or highly unusual circumstances, the instructor will collaborate with the Department/Faculty to find
reasonable and fair solutions that respect rights and workloads of students, staff, and faculty. This may include
modifying content delivery, course topics and/or assessments and/or weight and/or deadlines with due and fair notice
to students. Substantial changes after the first week of classes require the approval of the Associate Dean,
Undergraduate Studies.

Declaring absences: Regardless of the process used to declare an absence, students are responsible for reaching out
to their instructors as soon as possible. The course instructor will determine how missed course components are
accommodated. Self declared absences (for COVID 19 and short term absences up to 2 days) must be submitted
through Quest (https://uwaterloo.ca/quest/help/students/how-do-i/self-declare-absence-undergraduate-students)

Absences requiring documentation (e.g., Verification of lliness Form, bereavement, etc.) are to be uploaded by
completing the form on the VIF System (https://vif.uwaterloo.ca/).. The UWaterloo Verification of lliness form
(https://uwaterloo.ca/campus wellness/health services/student medical clinic/verification illness services) , completed
by a health professional, is the only acceptable documentation for an absence due to illness. Do not send
documentation to your advisor, course instructor, teaching assistant, or lab coordinator. Submission through the VIF
System, once approved, will notify your instructors of your absence.

Rescheduling Co-op Interviews: Follow the co-op process for rescheduling_co-op interviews (https://uwaterloo.ca/co-
operative _education/find your co op job/find job waterlooworks/interview/interview conflicts) for conflicts to graded
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assignments (e.g., midterms, tests, and final exams). Attendance at co-operative work-term employment interviews is
not considered to be a valid reason to miss a test.

University Policy

Academic integrity: In order to maintain a culture of academic integrity, members of the University of Waterloo
community are expected to promote honesty, trust, fairness, respect and responsibility. [Check the Office of Academic
Integrity (https://uwaterloo.ca/academic integrity/)_for more information.]

Grievance: A student who believes that a decision affecting some aspect of their university life has been unfair or
unreasonable may have grounds for initiating a grievance. Read Policy 70, Student Petitions and Grievances, Section 4
(https://uwaterloo.ca/secretariat/policies procedures guidelines/policy 70)_. When in doubt, please be certain to
contact the department’s administrative assistant who will provide further assistance.

Discipline: A student is expected to know what constitutes academic integrity to avoid committing an academic
offence, and to take responsibility for their actions. [Check the Office of Academic Integrity.
(https://uwaterloo.ca/academic integrity/)_for more information.] A student who is unsure whether an action
constitutes an offence, or who needs help in learning how to avoid offences (e.g., plagiarism, cheating) or about “rules”
for group work/collaboration should seek guidance from the course instructor, academic advisor, or the undergraduate
associate dean. For information on categories of offences and types of penalties, students should refer to Policy 71,
Student Discipline (https://uwaterloo.ca/secretariat/policies procedures guidelines/policy 71).. For typical penalties,
check Guidelines for the Assessment of Penalties (https://uwaterloo.ca/secretariat/guidelines/guidelines-assessment-
penalties) .

Appeals: A decision made or penalty imposed under Policy 70, Student Petitions and Grievances
(https://uwaterloo.ca/secretariat/policies-procedures-guidelines/policy-70)_(other than a petition) or Policy 71, Student
Discipline (https://uwaterloo.ca/secretariat/policies procedures guidelines/policy 71)_may be appealed if there is a
ground. A student who believes they have a ground for an appeal should refer to Policy 72, Student Appeals
(https://uwaterloo.ca/secretariat/policies procedures guidelines/policy 72)..

Note for students with disabilities: AccessAbility Services (https://uwaterloo.ca/accessability-services/) , located in
Needles Hall, Room 1401, collaborates with all academic departments to arrange appropriate accommodations for
students with disabilities without compromising the academic integrity of the curriculum. If you require academic
accommodations to lessen the impact of your disability, please register with AccessAbility Services at the beginning of
each academic term.

Turnitin.com: Text matching software (Turnitin®) may be used to screen assignments in this course. Turnitin® is used
to verify that all materials and sources in assignments are documented. Students' submissions are stored on a U.S.
server, therefore students must be given an alternative (e.g., scaffolded assignment or annotated bibliography), if they
are concerned about their privacy and/or security. Students will be given due notice, in the first week of the term
and/or at the time assignment details are provided, about arrangements and alternatives for the use of Turnitin in this
course.

It is the responsibility of the student to notify the instructor if they, in the first week of term or at the time assignment
details are provided, wish to submit alternate assignment.
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