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ABSTRACT In this paper, we study the security of a vehicle platoon exposed to cyber attacks using
a game-theoretic approach. The platoon topologies under investigation are directed (called predecessor
following) or undirected (bidirectional) weighted graphs. The edge weights specify the quality of the com-
munication links between the vehicles in both the unidirectional/bidirectional data transfer environments.
The attacker-detector game is defined as follows. The attacker targets some vehicles in the platoon to attack
and the detector deploys monitoring sensors on the vehicles. The attacker’s objective is to be as stealthy to
the sensors as possible while the detector tries to place the monitoring sensors to detect the attack impact
as much as it can. The existence of Nash Equilibrium (NE) strategies for this game is investigated based on
which the detector can choose specific vehicles to put his sensors on and increase the security level of the
system. Moreover, we study the effect of adding (or removing) communication weights between vehicles on
the game value. The simulation and experimental results conducted on a vehicle platoon setup using Robotic

Operating System (ROS) demonstrate the effectiveness of our analyses.

INDEX TERMS Game theory, graph theory, Nash equilibrium, security, sensor placement.

I. INTRODUCTION

A. MOTIVATION

Safe and secure driving experience is one of the most signifi-
cant objectives in recently emerging intelligent transportation
systems [1], [2]. Evolution of smart and autonomous vehi-
cles has highlighted this concern much more than the past
decades [3]. On the other hand, the possibility of featuring the
connectivity and cooperation of vehicles has led to the emer-
gence of strings of connected vehicles, namely platoons. Pla-
toons have provided the opportunity to enhance the driving
safety, ecological performance, road throughput, and comfort
level [4]-[7]. Current standards for vehicular communica-
tions enable cars to exchange data, such as inter-vehicular
distance, speed, and acceleration among each other through
different communication environments, namely Vehicle-to-
Vehicle (V2V), Vehicle-to-Infrastructure (V2I), Vehicle-to-
Cloud (V2C), and Vehicle-to-Broadband (V2B) [8], [9]. V2V
communications can provide direct data transfer with a much
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lower delay compared to radars [10] and enable vehicles to
drive closely with short inter-vehicular distances. This will
increase the amount of road throughput and reduce the need
for developing more road network. In this context, Coop-
erative Adaptive Cruise Control (CACC) has been widely
developed which aims to enhance the fuel efficiency, safety,
driving comfort, and road throughput [10]-[18].

Despite plenty of benefits resulting from the use of wireless
communications in a platoon, it is naturally vulnerable to
cyber attacks. Different types of attacks on a platoon can
be generally classified into three classes, namely application
layer attacks, network layer attacks, and privacy leakage
attacks [19]. All these attacks can potentially endanger the
string stability of the platoon. Moreover, the attacker could
be an external or an internal malicious agent performing
each of the above-mentioned attacks [20]. For details of
the aforementioned attacks, the reader is referred to [19].
False data injection attack (message falsification/tampering),
replay attack, jamming attack, eavesdropping attack, Man-in-
the-Middle attack, GPS spoofing, impersonation attack, mas-
querading attack, and Denial of Service (DoS) are some of
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the possible real-world attacks on vehicle platoons [21]-[24].
In this paper, we will focus on bias injection attack as a
common form of disruption attacks [25], [26]. Another attack
classification in literature splits the attacks into control algo-
rithm modification and sensor reading tampering classes [20].
Control algorithm modification attacks include destabiliz-
ing attacks [27], high-speed collision induction attacks [28],
and traffic flow instability attacks [29], [30]. Sensor reading
tampering attacks consist of false data injection [31] and
efficiency-motivated attacks [23].

It is notable that the vulnerability of a platoon against
attacks can also arise from insecure individual vehicles par-
ticipating in the platoon. Therefore, securing single vehicles
individually is also essential to ensure the security of the
connected vehicles in a platoon. In this respect, a means of
attacks on a single vehicle is to exploit the vulnerability of a
component of the vehicle allowing access to its CAN bus.
For instance, in several real car attacks occurred recently,
the infotainment component of the vehicle that required
no authentication and could be accessed anonymously, was
exploited aiming at getting access to the CAN bus of the
vehicle thereby attaining control on different operations of
the car, such as steering wheel, engine, and braking system.
For a comprehensive list of real-world attacks happened on
vehicles from 2010 up to 2017 together with several counter-
measures, the reader is referred to [32].

Back to the platoons, an adversarial attacker can target
one or several vehicles to physically/remotely manipulate the
sensors of the vehicles which can eventually cause hazardous
actions or even accidents. This signifies the importance of
security of the vehicle platoons against external malicious
attacks. Hence, the need for monitoring systems capable of
detecting the attackers’ action is highly sensible [33]-[39].
One of the important aspects of deployed monitoring sensors
is their location regarding the possible locations of injected
attacks. Consequently, it is largely essential to have a sys-
tematic procedure based on which the detector can place its
sensors on specific locations to increase the security level of
the system.

B. RELATED WORK

Recently, much research has been done in investigating
the security of networked control systems from various
perspectives [40]-[44]. Communication-related protection
methods, such as encryption of wireless channels, are
techniques to avoid receiving compromised data via the
wireless infrastructures [9]. On the other hand, control-
oriented concepts, such as game-theoretic methods are also
among the leading methodologies which address the secu-
rity issue of general cyber-physical systems with a con-
siderable amount of care [45], [46]. Various approaches,
such as Nash or Stackelberg formulations, demonstrate
the conflicting decisions between the players (attackers
and defenders) [47], [48]. The existence of an equilib-
rium state for this game is a solution based on which
the detector can decide about its sensor placement strat-
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egy. Cooperative games are some other recent approaches
aiming at modeling networked control systems [49].
Based on these games, robustness analysis of the system
against malicious attacks has also been studied [50]-[52].
With respect to securing communication protocols used
in platoons, secure communication protocols for VANETS
based on game theory have been proposed either for mul-
timedia transmission [53] or for communications exposed to
specific attacks [54]. Network-aware control methods have
also been proposed to handle possible communication fail-
ures through the platoon. Those approaches mainly consider
random communication failures with an emphasis on the
control/stability performance of the whole platoon without
considering intelligent cyber attacks [55]-[57]. Despite the
above-mentioned works and to the best of the authors’
knowledge, a general procedure for investigation of secu-
rity of vehicle platoons under cyber attacks in which the
quality of communications among the vehicles are different
is missing and has not been addressed yet. Game-theoretic
approaches provide a powerful tool to tackle the attacker-
detector conflicting actions as an attacker-detector game and
study the security of a platoon based on various decisions
made by the adversarial and the defender. Hence, in this
paper, we will formulate the security problem of a general
platoon, which is under cyber attacks, as a game where both
the attacker and the defender attempt to face each other in
opposite ways. Moreover, the communication links between
different vehicles can have different qualities and both the
unidirectional and bidirectional data transfer structures are
taken into account in this work. More rigorously, the adver-
sary tries to attack specific vehicles of the platoon such that
he remains undetected while the defender endeavors to locate
his sensors on specific vehicles such that the detectability of
the attacker is maximized, hence, increases the security level
of the system.

C. CONTRIBUTIONS

In this paper, we focus on optimal sensor placement on
specific nodes in a vehicle platoon which is assumed to be
exposed to cyber attacks. This sensor placement problem
is investigated through a game-theoretic approach based on
graph-theoretic properties of directed and undirected pla-
toons. The attacker’s objective is to attack f vehicles in a pla-
toon while being minimally visible and the detector’s strategy
is to place f sensors on specific nodes in order to maximize
the visibility of the attacker. We benefit from the system L;-
gain from the attack signal to the sensor measurements vector
to characterize the cost function introduced in the game.

Explicitly, our contributions in this paper are as follows,
« For both predecessor-following (directed) platoon and

symmetric (undirected) platoon, we investigate the exis-
tence of a Nash Equilibrium (NE) strategy for an
attacker-detector game based on which the detector can
place its sensors on specific nodes increasing the secu-
rity level of the system. We consider the case of single
attacked vehicle, f = 1, as well as multiple attacked
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vehicles, f > 1, where f is the number of attacked
nodes and deployed sensors on the network (Theorem 1,
Theorem 2, Theorem 3, Theorem 4).

o We study the effects of adding or removing communica-
tion links (or weights) to (or from) the platoon on the
game pay-off. Both undirected and directed scenarios
will be investigated in this study, and we show that the
behaviour of the game value in response to such topol-
ogy variations is different for directed and undirected
networks (Theorem 5, Theorem 6).

o The security level of a platoon equipped with undi-
rected communication links among its vehicles will be
compared to that of a platoon equipped with directed
communication links. Our results show that using undi-
rected data transfer increases the security level of the
system which is consistent with the fact that the two-
way data transfer between the pairs of vehicles lets them
receive the attack signal from multiple ways instead of
a single path, hence, resulting in a more reliable platoon
(Proposition 2).

D. VEHICULAR COMMUNICATION STANDARDS AND DSRC
In vehicle platooning, there have been some studies that
investigated interaction protocols and standards for data shar-
ing [58], [59]. Other researches have also considered degra-
dation and communication loss of data transfers affecting
the CACC performance [60], [61]. Generally, several impor-
tant variants of wireless data transfer systems exploited in
connected vehicles include DSRC, VANET, and MANET
[62], [63]. DSRC, which was developed by the American
Society for Testing and Materials (ASTM), has been lever-
aged as one of the communication methods for V2X com-
munications as an inter-vehicular communication infrastruc-
ture, and is largely based on IEEE 802.11p, which uses
Carrier-Sense Multiple Access with Collision Avoidance
(CSMA/CA) protocol. It was initially developed to operate
on a 912 MHz bandwidth channel in 1992. In 2002 and 2003,
it was improved as the particular standard used in Intelligent
Transportation Systems (ITS) using IEEE 802.11a operating
on the 5.9 GHz band denoted by E2203-02 and E2203-03,
respectively [64]. Recently, this protocol, which is also called
the Wireless Access in the Vehicular Environment (WAVE),
is established to manage the data transfers in the 5.9 GHz
band on seven different channels of 75 MHz bandwidth [65],
[66]. Each channel is 10 MHz wide along with 5 MHz
reserved before the channels. For more details of DSRC
and other protocols, the reader is referred to [65], [66] and
references therein.

E. ORGANIZATION OF THE PAPER

This paper is organized as follows. Sec. II defines the problem
formulation of a platoon under cyber attacks. The attacker-
detector game is defined and the system and attack modeling
are presented in this section. In Sec. III we perform the
equilibrium analysis for both the weighted undirected and
directed data transfer scenarios where the attacker attacks one
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node and the detector places one sensor on a node. Sec. IV
extends the results to the case where more than one nodes are
attacked and more than one monitoring sensors are supposed
to be deployed. In Sec. V effects of adding extra communica-
tion links to a platoon are studied. Security level of a platoon
with bidirectional versus unidirectional communication links
isinvestigated in Sec. VI. Sec. VII presents the simulation and
experimental results. Finally, Sec. VIII concludes the paper.

Il. PROBLEM FORMULATION
First of all, we present the notations and definitions used in
the rest of the paper for the sake of legibility.

A. NOTATIONS AND DEFINITIONS

We denote a weighted undirected graph by G,(V, W) where
V is the set of nodes (vertices) and W is the set of undirected
edge weights. Assume |V| = n. We note that w;; > 0 for all
ih,j=1,2,...,nandw;; =0foralli =1,2,...,n We say
that (v;, vj) is an edge if and only if w;; > 0. The leader node
in a path graph is denoted by v,. For simplicity we define
the weight of edge (v;, vj) by w; if v; is closer to the leader
node. We denote a weighted directed graph by G;(V, W).
We assume only unidirectional edges for the directed graphs,
i.e., if there exists a directed edge from v; to v; in Gy, then there
is no directed edge from v; to v;. The adjacency matrix of Gy is
Ajxn Where Aj; = w; if and only if there is an edge from v; to
v;. The neighbor nodes of vertex v; € V in G, are determined
by the set N; = {vj € V | (vj,vi) € Gq}. The in-degree of
node v; (degree for undirected networks) is determined by
di = Z,,en;Ajj- The Laplacian matrix of a general graph G
is defined as L = D — A, where D = diag(dy, ..., d,). Itis
noteworthy that since we consider a general weighted graph,
the degree matrix does not measure the number of outgoing
and incoming edges, hence, does not only take values from
the natural domain. In this paper, we denote a vector which
has a one in the i position and zero elsewhere by e;.

B. SYSTEM MODELING

Let us consider a string of n connected vehicles in a pla-
toon modeled by a weighted path graph G(), W). The edge
weights are to model the communication quality between the
vehicles. In practice, different scenarios could occur affect-
ing the quality of data transfer between the vehicles.! Tt is
notable that in DSRC-based communications, it is common
to normalize the communication perfection of signals versus
the sent power or distance. Hence, from a practical point of
view, the edge weights used in this paper can be normalized
based on the above concepts to let the weight values lie in the
[0, 1] range; however, this is out of the scope of this paper. Let
pi denote the position of vehicle v;. The objective is for each
vehicle to maintain a specific distance from its neighbors.
The desired vehicle formation will be formed by a specific
constant distance A;; between vehicles v; and v;, which should

IFor instance, entering the platoon in a long tunnel may degrade the proper
data transfer among the vehicles [67]-[70].
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(a) Weighted undirected platoon with n vehicles
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FIGURE 1. Undirected and directed platoons with n vehicles and sample
attackers and monitoring sensors.

satisfy Ajj = Ay + Ay for every triple {v;, v, v;} C V.
Considering the fact that each vehicle v; has access to its own
position, the positions of its neighbors, and the desired inter-
vehicular distances A, the control law for vehicle v; is [71]

Pit)="" ky (pi()—pit)+ Aj) +ky (i) — pi(t)) +&i(0),
JjeN;:
¢))

where kj, k, > 0 are control gains and ¢;(¢) models the
injected attacks. Physically, this means that the attacker adds
a traction acceleration (or brake) to vehicle v;. Dynamics (1)
in matrix form become

. _ On I, 0n><1 On
e % T o

yo=[c  o]xo,
@)

where x = [P PI" = [p1,p2, .. Pus P1sP2s -5 Pl
A = [A1, Ay, ..., A,]T in which A; = Y7 \r Ay Here
L, is the grounded Laplacian matrix which is the reduced
Laplacian matrix by removing the row and the column cor-
responding to the leader node, y(¢) is the sensor measure-
ments vector, and ¢ (r) is the attack vector. Matrices B and
C represent the attacker and detector decisions, respectively.
For instance, let us consider a specific vehicle platoon with
n = 4 vehicles subject to cyber attacks shown in Fig. 1.
Suppose that the attacker targets vehicles v; and vy while
the detector places its sensors on vehicles vz and v4. This
1000]" 0010

0100 and C = 0001 . The reason that

the positions of vehicles are our output of interest is that we
need the vehicles’ positions to guarantee the desired inter-
vehicular distance in terms of safety of the platoon. These
data are available through both GPS and on-board sensors
of the vehicles. In order to prevent a possible misconception
that might arise due to the usage of the word ““sensor” for the
defender’s action, we state that this is the exact same means to

gives B =
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measure the output of the system. Based on (6), the output of
the system is the relative position of the vehicles. To measure
the position of the ego-vehicle, this quantity can be measured
by the sensors mounted on it such as a GPS. To measure the
relative position of the other vehicles, different commonly
used sensors can be utilized such as radar and Light Detection
and Ranging (LIDAR) sensor. An example of undirected and
directed platoons of n vehicles subject to two attacks and
equipped with two monitoring detectors are shown in Fig. 1.

For the rest of our analysis, we derive a model for the error
dynamics of the system (2). Let us denote the desired position
of vehicle v; in steady state by p¥(¢) and define the following
tracking error

pi(t) £ pi(1) = pi (). 3

Obviously, the desired formation of the platoon has to
satisfy pf(t) = pj’-‘(t) + Aj; [72]. Substituting (3) in (1) yields

pit) + pr@)

=k (ﬁj(t) +pj (1) = pit) — pj (1) + Aij)
JeN;

o (B0 + 570 = i) = 5{0) + 60, @)

Now respecting the fact that in the steady state formation
the vehicles’ velocities have to be equal, we observe that
pi@) — p;" (t) = 0. Furthermore, in the steady state formation
the vehicles’ velocities reach constant values which results
in j)';k(t) = 0. Hence, (4) is reduced to the following error
dynamics model

B = Y kB0 — i)+ (BO—5i0) +a0), ()
JjeN;
The above error dynamics can be written in the matrix form
as follows

~ On In ~ On
x(1) = x(1) + ¢(@),
|:—ka5, —kVLg:| |:Bi| (6)
sn=[c o]z,
where ¥ = [f’ 13]T = [ﬁl,i&,..-,ﬁn,ﬁl,llﬁ% ---,lL?n]T and
the other variables are the same as in (2).

C. ATTACK MODELING: BIAS INJECTION ATTACKS

For our particular application under study, i.e., vehicle pla-
tooning, we assume that the attacker does not inject a high
frequency signal to the system. In fact, due to the large inertia
of the vehicles, the attacker can not change the vehicle’s
acceleration abruptly. Hence, a high frequency attack signal
which targets at changing the vehicle’s acceleration can be
immediately detected through receiving the information from
the surrounding vehicles. Based on this fact, we consider a
slowly time varying attack signal, namely a bias injection
attack. Consequently, the L;-gain of the system which equals
the Hoo-norm of the system [73] can be calculated at the zero
frequency.
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Based on (6), the following proposition, formulates the
system Lp-gain from the attack vector ¢(¢) to the output
measurements vector y(t).

Proposition 1: The system Ly-gain from the attack vector
£ (t) to the output measurements vectory(t) of (6) is as follows

7(0)1l2
sup
lz@iyz0 1€M112

1
= 0max(G(0)) = Omax (k_

4

CLng) )

where omax IS the maximum smgular value and the Ly-norm

of a signal x is |x|3 £ [ x xdt. O

Proof: Taking the Laplace transform from the second

row of (6) yields

s2P(s) = —kyLgP(s) — skyLgP(s) + BZ(s), (8)

where P(s) and Z(s) are the Laplace transform of P and Z(1),

respectively. Moreover, taking the Laplace transform from
the second equation of (6) gives

7(s)= CP(s) = C (s21 + (ky + skV)Lg) BZ(s), (9)

G(s)

which completes the proof. [ |

We define an attacker-detector game as follows. The
attacker chooses f vehicles to attack such that L,-gain from
attack signal to monitoring nodes is minimized. On the other
hand the detector chooses f vehicles to monitor such that L;-
gain from attack signal to monitoring nodes is maximized.

Remark 1: It is common in the literature that the defender
(here detector) knows an upper bound of the attacked nodes
[74]. Here, we assume that f is an upper bound of the attacked
nodes, and hence, the detector acts based on this worst-case
scenario. O

Based on Proposition 1, the cost function that the attacker
tries to minimize and the detector tries to maximize is defined
as follows

J(B,©) = omax (GO)) = 1-omax (CL;'B) . (10)
P

It is proved in the literature that when the graph G is
connected (which holds for a platoon that is a line graph), then
L is nonsingular and L; ! is nonegative elementwise [75].

Remark 2: The proposed approach in this paper is basi-
cally considered as a centralized one. In particular, as in (10),
the global knowledge of the variables of the Laplacian matrix
need to be known for the game pay-off to be fully defined. The
elements of Ly U are determined based on the special form
of this matrix according to the exploited information flow
topology. This will be explained in Lemma 2 and 3. O

The following lemma will be needed in the subsequent
attacker-detector game analyses.

Lemma 1 ( [76]): For a non-negative matrix, A, the largest
singular value is a non-decreasing function of its elements.
Besides, if A is irreducible, then the largest singular value is
a strictly increasing function of its entries. (
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IIl. SINGLE ATTACKED-SINGLE DETECTING VEHICLES
In this section, we investigate the existence of an equilibrium
point of the attacker-detector game in both undirected and
directed cases where there is only one attacked node. To this
end, we first present explicit representations of L, ! for both
of these scenarios in the two following lemmas, respectively.
The proof of these results are presented in the Appendix.
Lemma 2: Suppose that G, is a weighted undirected path
graph and let Py be the set of nodes involved in the (unique)
path from the leader node vy to v; (including v;). Then we have

> € (1)

19
L' = o
@G'P,'[WPJ‘(

|

Lemma 3: Suppose that G, is a weighted directed path

graph with the leader node vy. Then, the entries of the matrix
L; ! are given by

g
1 . o o
) — if there is a directed path from j to i,
Ly lij= Wi
0 if there is no directed path from j to i.
(12)

|
Remark 3: In case f = 1 where the attacker attacks node
Jj and the detector places its sensor on node i, i.e., B = e; and
T .. .
C =e¢; forsome 1 <i,j < n, the game pay-off is reduced to
the following simple form

[P L1, L
Omax k_CLg B) =0max k_ei Lg €; Zk_[Lg ]ijv (13)
P p P

where [Lg_l]ij is the ij' element ong_l. |

The following result presents the existence of an equilib-
rium point in a weighted undirected path graph.

Theorem 1: Let G, be a weighted undirected path graph
with vy as the leader node in one end of the graph. Assume
that the weight of an incoming edge from vy to node i is w;.
The game between the attacker and the detector has at least
one NE and the game value is WL where wy is the weight of
the incoming edge to the leader’s neighbor node v. O

Proof: The NE pertains to the scenario in which the
attacker attacks the leader’s neighbor node. This fact is easily
derived based on Lemma 2. In fact, the attacker tries to mini-
mize the game objective by attacking the nearest node to the
leader so as to regardless of the detection node, the number of
common nodes from the leader to the attacked and defended
nodes is minimized (which will be 1 in this case). Hence,
regardless of the detector’s action, the game admits at least
one NE with the same game value, i.e., L where node 1 is the
leader’s neighbor. Besides, if the attacker chooses any other
nodes, the game pay-off will be at least = [ ]

Remark 4: In Theorem 1, one of the NEs happens where
the detector places its sensor on the farthest node from the
leader. This is a particular case on which we will focus in the
rest of the paper. O
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The following result presents the existence of an equilib-
rium point in a platoon equipped with directed communica-
tion links modeled by a weighted directed path graph.

Theorem 2: Let G4 be a weighted directed path graph with
ve as the leader node in one end of the graph. Assume that
the weight of an incoming edge from vy to node i is w;. Then,
the game between the attacker and the detector admits an NE
in node vy = arg max;eyy wi. 0

Proof: Without loss of generality, let us denote the
ordering of the nodes starting from the leader and ending at
the end of the platoon by v, v, va, ..., v,. Having in mind
that in the case of a directed graph, L, !'is a lower-triangular
matrix, we try to find the equilibrium point of the attacker-
detector game. We know that, based on Lemma 3, the last
row of L' is [Ly ' T 1<jzn |
perceive that for the detector to maximize the game objective,
he definitely chooses the last row of L, !'to assure there is no
zero entry in the chosen row. On the other hand, the attacker
has no other way except choosing the minimum entry of the
aforementioned row. This entry corresponds to the node with
the maximum incoming weight which completes the proof.

|

One can

IV. ATTACKER-DETECTOR GAME: f > 1 CASE

Due to the availability of redundant on-board sensors on
most of the vehicles from one hand, and that the attacker
typically tends to attack more than one vehicle of the platoon
to achieve a higher level of devastation from the other hand,
it is more crucial for the detector to benefit from the sensor
redundancy and be prepared for such attacks. In these attacks,
the attacker targets more than one vehicle, and the detector is
supposed to deploy more than one monitoring sensor. Hence,
we extend our previous results and analyze the existence of
an equilibrium point of the attacker-detector game in both
undirected and directed cases where there are more than one
attacked nodes.

The following result presents the existence of an equilib-
rium point in a weighted undirected path graph with multiple
attacked nodes and multiple deployed sensors.

Theorem 3: Let G, be a weighted undirected path graph
with vy as the leader node in one end of the path. Then for any
f > 1, the attacker-detector game described by the game pay-
off (10) admits at least one NE happening when the attacker
chooses f closest nodes to the leader and the detector chooses
f farthest nodes from the leader. O

Proof: The structure of L, ! for a general undirected
path graph shown in Fig. 1a, is as follows

o ! 1 -
w w w
(R T 1
1 J— —+— P _+_
Ly=|w wi w wi o w2
11 11 1
— =
L W1 w1 w2 w1 w2 Wy

(14)
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Based on the specific structure of (14), i.e., the entries
monotonically increase as we go further in rows/columns,
the NE occurs when the attacker chooses the first f columns
of L !"and the detector chooses the last f rows of it. Denoting
the so-called columns and rows by B* and C*, respectively,
based on Lemma 1, one can easily see that (we omit the
coefficient é for convenience)

Omax(CLy ' B*) <0max (C*Ly ' B*) omax(C*Lg 'B),  (15)

where, B and C are any combination of f columns and rows
of L, I respectively. If the attacker chooses columns corre-
sponding to B (instead of B*), then the elements of C*L, 'B
increase (compared to C*Lg_ 1B*) which in turn results in
increasing omax(C *Lg’ IB) (based on Lemma 1). Furthermore,
if n < 2f, then any unilateral deviation of the detector’s
decision decreases amax(CLg_ IB*). In the case where n > 2f,
the unilateral deviation of the detector’s decision may not
change the elements of CL, B* which results in more than
one NE with the same game value. [ ]

The following theorem represents the existence of an equi-
librium point in a weighted directed path graph with f > 1
attacked nodes and f > 1 deployed sensors.

Theorem 4: Let Gy be a weighted directed path graph
with vg as the leader node in one end of the path. Then for
any f > 1, the attacker-detector game (7) admits an NE
happening when the detector chooses f farthest nodes from
the leader. |

Proof:  The structure of L, ! for a general directed
platoon shown in Fig. 1b, is as follows

- 1 -
— 0 0
w1
1 1
. — 0
L, = .1 .2 . . (16)
1o 1
LW w2 Wnp

Based on the lower-triangular structure of (16), the game
admits an NE when the detector chooses the last f rows of
Ly I, Moreover, the attacker’s decision is highly sensitive to
the weight assignments. Particularly, based on the values of
wi, 1 < i < n, the attacker has to solve a minimization
problem to achieve the least value for the game value corre-
sponding to his strategy. Different scenarios for this decision
making will be explained in Sec. VIIL. [ ]

Remark 5 (Computational cost of the attacker): In a gen-
eral weighted directed platoon where there are more than
one attacked nodes, the attacker’s decision is highly sensi-
tive to weight assignments since the attacker has to solve a
computationally complex optimization problem. Particularly,
he has to calculate the game value for every combination of
selecting f columns out of n columns of the Laplacian matrix.
Mathematically, the cost of this computation is evaluating the
maximum singular value of the resulting f x f matrix for
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every (}1) selections. Depending on the values of f and n, this
computation can be of high burden. U

V. EFFECTS OF ADDING EXTRA COMMUNICATION LINKS
TO A PLATOON

In real vehicle platoons, it might be the case that additional
communication links either undirected or directed are added
between the vehicles. This will clearly affect the existing
communication environment between the vehicles and the
security level of the new platoon. Hence, in this section,
we discuss the impact of adding extra links to a path graph
on the security level of the resulting graph in both undirected
and directed cases.

A. UNDIRECTED CASE

We consider the general scenario in which an extra edge with
weight w; (modeling the added communication link) is added
from node j to node i. In the undirected case, this extension
can be generally formulated as follows

- eel
Lg = Lg + wiejjey;,

a7
where, f,g is the perturbed Laplacian matrix corresponding to
the new graph, e;; = e; — ¢;, and e; is a vector with 1 in the ith
position and 0O elsewhere. The following result presents the
effect of adding an extra communication link between two
nodes of vehicle platoon on its security level. The proof of
the following theorem is presented in the Appendix.

Theorem 5: Let G, denote a weighted undirected path
graph. Then, adding an extra edge to G, will decrease the
game value. O

Theorem 5 indicates that adding new communication links
to a platoon equipped by bidirectional communication links
between the vehicles lessens the detectability (visibility) of
the attack. In fact, the attack signal finds more ways to be
distributed through the new links which in turn reduces its
power (energy). Consequently, the attack becomes less visi-
ble and more difficult to be detected, creating a less secure
platoon.

B. DIRECTED CASE

In the directed case, this extension can be generally formu-
lated as follows

Ly = Ly + wieje], (18)
Theorem 6: Let G4 denote a weighted directed path graph.
Then, adding an extra edge to G; which makes a cycle will
increase the game value and adding an extra edge to G; which
does not make a cycle will decrease the game value. (]
Proof: The proof will be given in the Appendix. [ ]
Remark 6: The results of this section make real sense from

a practical point of view. Particularly, in a platoon equipped
by unidirectional communication links (the directed case),
when the extra link is added between two vehicles creating
a cycle, this data flow cycle is created in which the attack
signal is circulated and becomes more visible (detectable).
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It is worth noting that as this is a directed flow path, there is
no power loss for the attacker while it is circulating. Hence,
the game value, i.e., the detectability of the attacker increases.
In the case where no cycle is made, there is no data flow
path created for the attack to be propagated. This physi-
cally dampens the attack effect. Thus, the attacker becomes
less visible in the new platoon, and naturally, the game
value is decreased. The same reasoning holds for the
undirected case. ]

V1. SECURITY LEVEL OF A PLATOON WITH
BIDIRECTIONAL VERSUS UNIDIRECTIONAL
COMMUNICATION LINKS
In this section we briefly study the security level of a platoon
equipped by either a bidirectional or unidirectional communi-
cation links. The following proposition establishes the result.
Proposition 2: Let G, and G; denote a weighted undi-
rected and directed vehicle platoon, respectively. The game
value corresponding to the attacker-detector game of the
undirected platoon is larger than the directed one, hence, is
more secure. (|
Proof: Let us first consider the f = 1 case. Based on
the general structure of L, ! for the undirected and directed
cases given in (14) and (16), respectively, one can easily see
that each element of (16) is not larger than the corresponding
element of (14). This is basically due to the way that these
matrices are formed based on Lemma 2 and Lemma 3. Now
let us consider the f > 1 case. With the same argument,
we can immediately perceive that all the elements of the f x f

matrix (CLg_ 'B are not larger than the corresponding

directe:
elements of (CL_IB>
.. .8 undirecged
decisions. This together with Lemma 1 complete the proof.
|
This result verifies that when a platoon is equipped by
bidirectional communication links among the vehicles (the
undirected case), each vehicle can send and receive more
data from its both follower and preceding vehicles. This
clearly causes a more secure platoon. In the directed case,
i.e., the communication links are of the unidirectional type,
each vehicle is only able to receive data from its preceding
vehicle, hence, the detectability of the attacker might not be
maximized compared to the undirected case. Hence, the secu-
rity level of the latter platoon is lower than the first one.

for any attacker and detector

VII. SIMULATION AND EXPERIMENTAL RESULTS

A. SIMULATION RESULTS

Here, the application of the aforementioned results in a vehi-
cle platoon subject to bias injection attacks in two different
cases namely, undirected and directed platoons is investi-
gated. In the considered platoon, we place the leader at one
end of the path and keep the same labeling policy for the
vehicles as before.

1) f =1 CASE
In this case, we consider a weighted platoon formation in
which the attacker attacks one vehicle and the detector places
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(a) Game values for a weighted undirected platoon with f =1

Game Value

Attacker (7)

(b) Game values for a weighted directed platoon with f = 1

FIGURE 2. Game values and NE for weighted undirected and directed
platoons for f = 1.

one sensor on a specified vehicle. This sensor placement has
to be optimized based on NE of the attacker-detector game.
We consider a platoon with 5 vehicles. The weights have
been chosen as, wi = 2,wp = 2.5, w3 = 1.5, wy = 3,
and ws = 2.75. Fig. 2 shows the game values for both the
undirected and directed cases where f = 1. For the undirected
case (Fig. 2a), based on Theorem 1, the game has non-unique
NEs happening in the leader’s neighbor vehicle regardless of
the detector’s action. For the directed case (Fig. 2b), based
on Theorem 2, the game has a unique NE in the vehicle with
maximum incoming weight, which is w4. From Fig. 2, one
can easily see that in both undirected and directed cases, if the
attacker chooses a vehicle other than the shown NE, the game
value increases. Besides, if the detector chooses a vehicle
other than the shown NE(s), the game value decreases. Hence,
neither the attacker nor the detector are willing to change their
strategies.

2) f > 1 CASE

In this case, we consider a similar platoon with 5 vehicles
as in the previous case, and f = 2. The weights w; through
ws are the same as before. In this case, the attacker attacks a
pair of vehicles (ji, j») and the detector places its sensors on
a pair of vehicles (i1, i»). Fig. 3 shows the game values for
the undirected case where f = 2. According to Theorem 3,
the game admits at least one NE where the attacker attacks
2 closest vehicles to the leader, and the detector chooses the
2 farthest vehicles from the leader. In this case, since n > 2f,
the game has non-unique NEs. These NEs occur when the
attacker attacks 2 closest vehicles to the leader while the
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FIGURE 3. Game values and NE for a weighted undirected platoon with
5 vehicles and f = 2.

detector can choose any pair of vehicles such that they do
not include the leader’s neighbor vehicle. Fig. 3 shows one
specific NE where the attacker attacks the pair (1, 2) (two
closest vehicles to the leader) and the detector chooses the
two farthest vehicles from the leader, which is the pair (4, 5).
It is easily seen that neither the attacker nor the detector are
willing to change their actions.

In the directed scenario, based on Theorem 4, there exists
an NE which happens when the detector places two sensors
in the farthest vehicles from the leader. Fig. 4 shows the game
values for this scenario in which the game admits an NE
where both the attacker and the detector choose the 2 farthest
vehicles from the leader.

For the directed case, we present the following example
showing that the attacker’s decision is highly sensitive to
weight assignments.
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FIGURE 4. Game values and NE for a weighted directed platoon with
5 vehicles and f = 2.

Example 1: Consider the weighted directed platoon shown
in Fig. 1b with n = 5 vehicles, f = 2, and the following
weights, w1 = 2000,w, = 0.1,ws = 0.05,ws = 0.1,
and ws = 0.01. Based on Theorem 4, there exists an NE
where the detector chooses the 2 farthest vehicles from the
leader. Fig. 5 shows the game value for this example. In this
specific platoon, one can easily see that the game admits an
NE which happens when the attacker attacks the 2 closest
vehicles to the leader. Based on the lower-triangular structure
of the Laplacian matrix, although there exists a zero element
in the fifth column of L', the attacker is willing to choose
the first two columns (not choosing the fifth one at all) to
achieve a lower game value. This example clearly verifies
the high dependency of the attacker’s decision on the weight
assignments. (]
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FIGURE 5. Game values for the specific weighted directed platoon in
Example 1.

FIGURE 6. Vehicle platoon experimental setup.

B. EXPERIMENTAL RESULTS
We have conducted experimental tests on a vehicle platoon
setup operated by Robotic Operating System (ROS).

1) EXPERIMENTAL SETUP CONFIGURATION

The setup is consisted of 3 vehicles driving on a treadmill
(see Fig. 6). The vehicles’ positions are captured by a central
infrared camera detecting the specific Apriltags mounted on
the vehicles. Here we consider a virtual leader specifying a
desired speed profile, generated by the host PC, with 3 fol-
lowers that have to follow this common profile. Each of the
vehicles is equipped by a cascaded PID controller which
commands the vehicle to follow the leader’s speed profile and
keep the desired safe distance with its preceding vehicle. The
control signals are commanded based on the received data
from the central ROS run on the host PC. In this setup, the data
transfer between the vehicles is of directed predecessor-
follower type, i.e., each vehicle can receive data from its
predecessor. The data is exchanged between the host PC
running the ROS and the vehicles through an IEEE 802.15.4-
based 2.4GHz ZigBee wireless network protocol (see Fig. 7).
The position, linear and angular velocity, steering and the
throttle of the vehicles are measured in real-time via the ROS.
Two different attack scenarios, namely an acceleration-brake
attack and a brake-acceleration attack will be generated, and
the results confirming our theoretical analyses will be demon-
strated. It is noteworthy that our experimental results are in
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FIGURE 8. Velocity of the attacked car in scenario I.

0.3
—o
v,
—~0.2} s
&
=
0.1
J
0 bl AN o LS, v a\YA N,
100 200 300 400
Time (sec)
(a) Position error of the vehicles in scenario I
1.5
o
.
R
o
=
& 0.5F
0 r/—/—/_ﬁ" ‘
100 200 300 400
Time (sec)

(b) Norm of the measurement signals in scenario |

FIGURE 9. Position error and norm of the measurement signals of the
follower vehicles in scenario I.

line with the string stability notion in vehicle platoons as
well [77].

2) ATTACK SCENARIO | (ACCELERATION-BRAKE ATTACK)

In this experiment, we attack the first follower (vehicle v;) by
an acceleration followed by a brake (see Fig. 8). Hence, at the
beginning, this vehicle accelerates forward and gets far from
its desired position and then gets back to its original position.
Subsequently, the other two followers have to accelerate first
and then brake to keep the desired inter-vehicular distance
among the platoon. Fig. 9 demonstrates the position error and
the 2-norm of error signals for the followers. From Fig. 9a,
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FIGURE 11. Position error and norm of the measurement signals of the
follower vehicles in scenario Il.

it is obviously seen that the attack effect has been propagated
through the upstream of the platoon with a time delay. Fig. 9b
shows that the norm of the error signal of the last follower will
eventually get the highest value in a finite time. As the norm
of the attack signal is a fixed value, based on Proposition 1,
the game value (detectability of the attacker) will get the
highest value if the last vehicle in the platoon is monitored.
Hence, the detector has to place his monitoring sensor on the
last follower to increase the security level of the system. This
clearly confirms our result for the detector strategy presented
in Theorem 2.

3) ATTACK SCENARIO Il (BRAKE-ACCELERATION ATTACK)

In this scenario, we attack the second follower (vehicle v;)
by forcing it to have a brake followed by an acceleration
(see Fig. 10). In a real platoon, this kind of attack could be
of high significance as it can result in severe braking of the
other followers resulting in a huge degradation of the driving
comfort and safety. Fig. 11 shows the position error and the
2-norm of the error signals for the vehicles. As it can be
seen from Fig. 11a, due to the unidirectional data transfer
in the platoon, the attack occurred on v, does not affect v;.
Again the effect of the attack on v, propagates to v3 with a
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short time delay. From Fig. 11b, similar to the first scenario,
the detectability of the attacker is maximized if the detector
places its sensor on the last follower which again verifies our
previous theoretical results.

Remark 7: We can see from Fig. 8 and 10 that the attacks
occurred in about 100 and 80 seconds in scenario 1 and
II, respectively. Having been approximated the acceleration
followed by a brake in scenario I (and the brake followed by
an acceleration in scenario Il) with a sinusoidal signal, they
reflect approximately 0.01 — 0.02 Hz attacks. Hence, they can
be reasonably captured as the low-frequency attacks. O

Remark 8: It is worth mentioning that according to our
analytical results (Theorem 2), in a weighted directed pla-
toon, the optimal strategy for the detector is to choose
the farthest vehicle from the leader to place the moni-
toring sensor. Since in our experimental results the qual-
ity of the communication links among the vehicles are the
same (the weights are all equal), the game admits more
than one NE with the same game pay-off regardless of
the attacker’s action. This was the situation in the sce-
nario I and Il where different vehicles of the platoon were
attacked. O

VIIl. CONCLUSION AND FUTURE WORK

In this research, we have focused on security and robust-
ness analysis of vehicle platoons based on a graph-theoretic
approach. The vehicles have been assumed to be able to
communicate data, such as inter-vehicular distance and speed
among each other via wireless communication environ-
ments. Both the unidirectional and bidirectional data transfer
have been studied. Moreover, the quality of communication
links between the vehicles has been considered using edge
weights of the underlying path graph topology. The platoon
is assumed to be under cyber attacks, and a detector is sup-
posed to choose a strategy to place his monitoring sensors
on specific vehicles aiming at increasing the detectability
of the attacker. An attacker-detector game has been defined
based on which the existence of any possible NE points have
been studied. Based on our results, the detector can decide
about his sensor placement strategy to increase the security
level of the system. Also, robustness analysis of a platoon
against adding extra communication links between the vehi-
cles has performed. Furthermore, our study verifies the fact
that using a bidirectional communication environment forms
a more secure platoon compared to the unidirectional coun-
terpart. Our simulation and experimental results verified the
effectiveness of our theoretical analyses. An open avenue
for the current research is to extend the underlying graph
topology such that it can handle dynamic platoon formations
resulted from different vehicle maneuvers such as cut-in/cut-
out actions, hence, studying the impacts of those movements
on the security of vehicle platooning. Besides, the extension
of this work to the dynamic game (with changing network
topology) along with generalizing our method for possibly
different vehicle dynamics in the platoon referred to as the
“heterogeneous” case are left as our future studies.
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APPENDIXES

APPENDIX A

PROOF OF LEMMA 2

Before proving Lemma 2 we need the following preliminary
definition.

Definition 1 ( [50]): A spanning subgraph of a graph G
is called a 2-tree of G, if and only if; it has two components
each of which is a tree. In other words, a 2-tree of G consists
of two trees with disjoint vertices which together span G. One
(or both) of the components may consist of an isolated node.
We refer to tup,cqa as a 2-tree where vertices a and b are in one
component of the 2-tree, and vertices ¢ and d in the other. [J

Based on the above definition, we prove Lemma 2.

Proof: The proof is based on the fact that [Lg_ l]ij =
% Thus, it is sufficient to provide graph-theoretic
definitions of the nominator and denominator of this fraction.
For the denominator, based on the generalization of matrix
tree theorem for weighted graphs, we have

det(Lg) = | | wi. (19)
ieWw

Moreover, for the nominator, the cofactor is equal to the
sum of the impedance product of all 2-trees #;; ¢. Let us denote
the set of edges in the path between nodes i and j by R;;.
This path is unique since the graph is a tree. Defining R;; =
{Riy U 'Rjz} \ {Rie N Rj@} and T = HieR;j’ we can write

cof (Lg)ije.e

= TRWIW3 ... WIR,{yNRy|
FARWIWS .. . WIR R TRWIW2WA - . . WIR (R T+ - -
FARWL o WIR (R —1- (20)

By dividing (20) by det(L,) from (19) the result will be
obtained. |

APPENDIX B
PROOF OF LEMMA 3

Proof: Due to the triangular structure of L, and Lg_ 1
we can obtain the elements of L, ! by solving each row of
Lg_ ng = [ in a recursive manner and the elements of Lg_ 1
will be obtained. [ |

APPENDIX C
PROOF OF THEOREM 5

Proof: Without loss of generality, we denote the order-
ing of the nodes in the path starting from the leader to the
end of the path by vg, vy, v2,...,Vj, ..., Vi, ..., vy For the
case that an extra edge is added between nodes j and i, using
Sherman-Morrison formula [78] and (17) results in

—1 T7 -1
WiLg e,-jeing 1)

[zt & " Y8
l—i—wie,-Tngle,-j

8 8
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0 0 0 — 0
WiWj41 WiWji12 wj
o 0o - 0 0

185576 VOLUME 7, 2019



M. H. Basiri et al.: Security of Vehicle Platooning

IEEE Access

Now we have

(2 e = [ | [T = (2 !
el - L, 'Toi - L, ' || (g "1 - L, "1
(Lg  ni = [Lg T LILg in — [Lg  in

(22)

where ¢; = e; — ¢;. The diagonal elements of (22) have

2
the form (L' —[L7'g) . 1 = k = nas the

Ly ! is a symmetric matrix. We need to show that the off-
diagonal elements of (22) are non-negative. Without loss
of generality let us suppose the form of the off-diagonal
elements as ([Lg_l]k,- — [Lg_l]kj) ([Lg_l]il — [Lg_l]ﬂ> for any
1 < k!l < nlfl < k < jorl <1 < j
then (12, li — [L; 'l ) (IL; "l = [Z; 1) = 0 (based on
Lemma 2). Let us suppose j < k < i. In this case one can
easily verify that for any value of [, i.e., eitherj <[ < i,ori <
[ <n, [Lg_l]ki — [L_l]kj and [Lg_l],-l — [Lg_l]ﬂ have the same

g
sign. Now let us suppose i < k < n. With the same argument

we conelude that (L, "l = 125l ) (ILg "l = 12" 1) =
0 for any j < [/ < n. It is now sufficient to show that
wief L. 'e; > 0. We have e[ L. e = [L'li — 2L, "1 +
(L, 175/ which is the effective resistance of the added edge
between nodes j and i and hence is positive [79]. Thus,
the second term in (21) is a non-negative matrix. This implies
that the elements of ig ! are not larger than those of Ly ! This
along with Lemma 1 complete the proof. ]

APPENDIX D

PROOF OF THEOREM 6
Proof: Without loss of generality, we denote the order-

ing of the nodes in the path starting from the leader to the

end of the path the same as proof of Theorem 5. For the case

that an extra edge is added from node j to node i (not making a

cycle), using Sherman-Morrison formula [78] and (18) results

in

W,'Lg_lel'e;lj-Lg_l

Ll=p'—-—% Y8
1+Wie,-Tng_lei

S =1 @3)

Now, we have (24), as shown at the top of the previous

page.
Furthermore,
_ _ _ 1
Wie;Lg ]ei = w; ([Lg ]],',' — [Lg 1]ﬁ> =w; (; — 0) =1
1

(25)

Hence, the second term in (23) is a non-negative matrix.
This implies that the elements of Zg_ Iare not larger than those
of Ly !, This result along with Lemma 1 prove the claim.

For the case that an extra edge is added from node i to node
J (making a cycle), with the same argument it can be easily
shown that the second term in (23) is a non-positive matrix.
This completes the proof. [ |
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