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Abstract. In 1989, Koblitz proposed using the jacobian of a hyperel-
liptic curve defined over a finite field to implement discrete logarithm
cryptographic protocols. This paper provides an overview of algorithms
for performing the group law (which are necessary for the efficient imple-
mentation of the protocols), and algorithms for solving the hyperelliptic
curve discrete logarithm problem (whose intractability is essential for the
security of the protocols). Also considered are destructive applications
of hyperelliptic curves—solving instances of the elliptic curve discrete
logarithm by using the technique of Weil descent to reduce them to
instances of the hyperelliptic curve discrete logarithm problem.

1 Introduction

Since the discovery of public-key cryptography in 1975 by Diffie, Hellman and
Merkle, a variety of finite cyclic groups have been used to design public-key crypto-
graphic schemes. Let G be a finite cyclic group of order n, and let α be a generator
of G. The group parameters α and n are public knowledge. Each user A selects
a random integer a from the interval [0, n − 1] and computes αa. A publishes αa

as her public key, and keeps a secret. In the basic Diffie-Hellman key agreement
protocol [14], users A and B exchange their public keys αa and αb over an unse-
cured channel and then compute K = αab as their shared secret. ElGamal [15]
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devised public-key encryption schemes whereby anyone can use αa to encrypt mes-
sages which can only be decrypted by A, and signature schemes whereby A uses
her private key a to generate signatures on messages whose validity can be verified
by anyone using A’s public key αa.

Cryptographically suitable groups. There are three fundamental constraints
that determine which groups G are suitable for practical implementation of these
cryptographic protocols. First, the group elements should have a compact represen-
tation. Preferably, each group element should be representable as a unique bit string
of length approximately log2 n. Second, given a representation for the elements, an
efficient algorithm should be known for performing the group operation. Then,
exponentiation can be efficiently performed by the repeated-square-and-multiply
algorithm. Lastly, in order to preserve the secrecy of the private key a, it should be
computationally infeasible for anyone to compute a given only α, n and αa. This
problem is known as the discrete logarithm problem (DLP) in G.

Abelian varieties over finite fields provide an abundant source of finite groups
that could potentially satisfy these constraints. Roughly speaking, an abelian vari-
ety over a finite field Fq is the set of solutions to a system of multivariate equations
defined over Fq with an accompanying group law given by rational formulae. The
abelian varieties most suitable for cryptographic applications appear to be the jaco-
bians of algebraic curves. Several families of curves have been proposed including
elliptic curves [43, 52], hyperelliptic curves [44], Picard curves [7], superelliptic
curves [27], and Cab curves [5]. Efficient algorithms for performing the group oper-
ation in the jacobians of these curves are known; these algorithms are much more
efficient that the algorithms known for arithmetic in the jacobians of general alge-
braic curves [39, 83].

Known algorithms for the discrete logarithm problem. Pohlig and Hell-
man [62] observed that an instance of the DLP in G can be efficiently reduced to
instances of the DLP in prime-order subgroups of G. The best algorithm known
for solving the DLP is Pollard’s rho algorithm [63] and its parallelization by van
Oorschot and Wiener [55]. Pollard’s algorithm has a purely exponential expected

running time of
√

(πn/2) group operations and negligible storage requirements. It
can be easily implemented on a network of r processors with an r-fold speedup.
Moreover, the processors do not communicate with each other. Nechaev [54] and
Shoup [71] established a lower bound of Ω(

√
n) for the DLP in generic groups, thus

showing that Pollard’s rho algorithm is essentially the best generic algorithm pos-
sible for the DLP. In order to provide maximum resistance to the Pohlig-Hellman
and Pollard’s rho algorithms, the group order n must have a large prime factor
(e.g., greater than 2160), and preferably should itself be prime.

Algorithms for the DLP that are faster than Pollard’s rho method are known
for some families of groups. The most powerful is the index-calculus method which
yields subexponential-time algorithms for the DLP in some groups including the
multiplicative group of a finite field [13, 35, 2], the class group of an imaginary
quadratic number field [37], and the jacobian of a high-genus hyperelliptic curve
[3].

If C is an algebraic curve defined over a finite field Fq, then the Tate pairing
can be used to efficiently reduce the DLP in the jacobian JC(Fq) to the DLP in
the multiplicative group of an extension field Fqk [24]. The extension degree k
is the smallest positive integer for which #JC(Fq) (or the largest prime factor of
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#JC(Fq)) divides qk − 1. For most curves defined over Fq, it is expected that k
is too large. However, for some curves C, k is indeed small and hence the Tate
pairing reduction yields a subexponential-time algorithm for the DLP in JC(Fq).
For example, if C is a supersingular elliptic curve defined over a finite field, then
k ∈ {1, 2, 3, 4, 6}.

If C is an algebraic curve defined over a prime field Fp such that #JC(Fp) = p,
then the DLP in JC(Fp) can be efficiently solved [66, 69, 74, 64].

The curves that appear to be the most attractive for cryptographic applica-
tions are low-genus hyperelliptic curves. This is because very efficient algorithms
are known for the group law and because of the absence of subexponential-time
algorithms for the discrete logarithm problem for carefully chosen curves. Genus
1 curves (i.e., elliptic curves) are especially attractive and have been widely stan-
dardized and deployed in practice. Genus 2 and 3 hyperelliptic curves have also
received significant attention in recent years, and several research groups have re-
ported software and hardware implementations.

Destructive applications of hyperelliptic curves. In 2000, Gaudry, Hess
and Smart (GHS) [34] showed how the elliptic curve discrete logarithm problem
(ECDLP) for an elliptic curve over a characteristic two finite field F2n can be
reduced to the DLP in the jacobian of a hyperelliptic curve C defined over a subfield
of F2n . For some elliptic curves, the genus of C is small and the GHS reduction
yields an algorithm for solving the ECDLP instance that is faster than Pollard’s
rho algorithm. Therefore, efficient algorithms for performing the group law in
the jacobian of hyperelliptic curves and for solving the hyperelliptic curve discrete
logarithm problem (HCDLP) are also of interest because they can be used to attack
elliptic curve cryptosystems.

Organization. This paper provides an overview of algorithms for perform-
ing the group law and for solving the discrete logarithm problem in the jacobian
of hyperelliptic curves. The remainder of the paper is organized as follows. Sec-
tion 2 presents an introduction to hyperelliptic curves and describes algorithms for
performing the group law. Index-calculus methods for the HCDLP are studied in
Section 3. In Section 4, we outline the technique of Weil descent for reducing the
ECDLP to the HCDLP and discuss its cryptographic implications. Section 5 sur-
veys implementations of index-calculus algorithms for the HCDLP. Finally, some
research problems in hyperelliptic curve cryptography are listed in Section 6.

2 Hyperelliptic curve arithmetic

We provide a brief introduction to the arithmetic of hyperelliptic curves. For
a more detailed (but elementary) exposition, see [51, 77].

2.1 Basic definitions. Let k = Fq be a finite field with q elements, and

let k =
⋃
n≥1 Fqn be its algebraic closure. A non-singular (imaginary quadratic)

hyperelliptic curve C of genus g over k is defined by an equation of the form

C : v2 + h(u)v = f(u) ,

where h, f ∈ k[u], f is monic, deg f = 2g + 1, deg h ≤ g, and if y2 + h(x)y = f(x)
for (x, y) ∈ k × k, then 2y + h(x) 6= 0 or h′(x)y − f ′(x) 6= 0. We note that C is
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absolutely irreducible, i.e. irreducible over k. For any subfield K of k containing k,
the set

C(K) = {(x, y) : x, y ∈ K, y2 + h(x)y = f(x)} ∪ {∞}
is called the set of K-rational points on C. K is called the base field. The point ∞
is called the point at infinity and corresponds to the only projective point at infinity
that satisfies the homogenized equation. For P = (x, y) ∈ C(K), the opposite of

P is P̃ = (x,−y − h(x)) ∈ C(K); we also define ∞̃ = ∞. A point P on C, also
written P ∈ C, is a point P ∈ C(k).

For hyperelliptic curves of genus g ≥ 2, there is no natural group law on C(K).
A group law is defined via the jacobian of C over k which is a finite abelian group.
A divisor on C is a finite formal sum of points on C, D =

∑
P∈C mPP , where

the mP ∈ Z are 0 for all but finitely many P . Then the degree of D is defined by
degD =

∑
P mP . D is said to be defined over K, if Dσ =

∑
P mPP

σ = D for all

automorphisms σ of k over K, where P σ = (σ(x), σ(y)) if P = (x, y), and∞σ =∞.
The set DivC(K) of divisors of C defined over K forms an (additive) abelian group
under the addition rule

∑
mPP +

∑
nPP =

∑
(mP + nP )P . The set Div0

C(K) of
all degree zero divisors of C defined over K is a subgroup of DivC(K).

The greatest common divisor ofD1 =
∑

P mPP andD2 =
∑

P nPP inDiv0
C(K)

is defined by gcd(D1, D2) =
∑

P aPP − (
∑

P aP )∞, where aP = min(mP , nP ) for
P ∈ C. If K[C] = K[u, v]/(v2+h(u)v−f(u)) denotes the coordinate ring of C over
K, then the field of fractions K(C) of K[C] is called the function field of C over K.
For a polynomial G ∈ K[C], the divisor of G is defined by div(G) =

∑
P ordP (G)P ,

where ordP (G) is the order of vanishing of G at P . The divisor of a rational function
F = G/H is called a principal divisor and is defined by div(F ) = div(G)−div(H).
We denote by PC(K) = {div(F ) : F ∈ K(C)} the group of principal divisors of C
over K. In particular, we call P(C) = PC(k) the group of principal divisors of C.
Since every principal divisor has degree 0, PC(K) is a subgroup of Div0

C(K). Fi-
nally, the jacobian of C over K is defined by JC(K) = Div0

C(K)/PC(K). Similarly,
one defines the jacobian of C by J(C) = Div0(C)/P(C). If D1 and D2 are degree
0 divisors in the same equivalence class of divisors in JC(K) we write D1 ∼ D2.
We let [D] be the equivalence class of JC(K) containing the degree 0 divisor D. If
the base field K is a finite field with cardinality qn, then JC(K) is a finite abelian
group and a theorem of Weil’s implies that (

√
qn − 1)2g ≤ #JC(k) ≤ (

√
qn + 1)2g.

In particular, we see that #JC(K) ≈ qng and #JC(k) ≈ qg.

2.2 Reduced divisors. Let Cf be the set C(k) \ {∞} of finite points on C.
A degree zero divisor D =

∑
P∈Cf

mPP −
(∑

P∈Cf
mP

)
∞ is called semi-reduced,

if D satisfies for all P ∈ Cf :
(i) mP ≥ 0

(ii) if P 6= P̃ and mP > 0, then mP̃ = 0.

(iii) if P = P̃ and mP > 0, then mP = 1.

A semi-reduced divisor D is called reduced, if D satisfies the additional condition

(iv)
∑

P∈Cf
mP ≤ g.

Reduced divisors have the crucial property that for each D ∈ Div0
C(K) there exists

a unique reduced divisor Dr such that [D] = [Dr]. That means each equivalence
class contains a unique reduced divisor and the set of reduced divisors of C over K
forms a complete system of representatives for the jacobian of C over K.
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Each semi-reduced divisor D =
∑

P∈Cf
mPP −

(∑
P∈Cf

mP

)
∞ defined over

K can be uniquely represented by a pair of polynomials a, b ∈ K[u], where a(u) =∏
P∈Cf

(u− xP )
mP is monic, and b is the unique polynomial such that

(i) deg b < deg a.
(ii) for all P ∈ Cf : if mP 6= 0, then b(xP ) = yP .
(iii) a divides b2 + bh− f .

In this case, D = gcd(div(a),div(b − v)), and we write D = div(a, b). Therefore,
each reduced divisor D defined over K has a unique representation of the form
D = div(a, b), where a, b ∈ K[u] with amonic, deg b < deg a ≤ g, and a|(b2+bh−f).
The degree of D is deg a. Notice that the opposite of D = div(a, b) is given by
−D = div(a,−h − b). Cantor’s algorithm [12] can be used to efficiently compute
the sum of two reduced divisors in JC(K), and express the sum in reduced form.
We explain the method and improvements in the subsequent sections.

2.3 The Frobenius endomorphism of the jacobian. We suppose that C :
v2 + h(u)v = f(u) is a hyperelliptic curve of genus g over k in imaginary quadratic
form, and that K is a subfield of k containing k. Let φ : k → k be the Frobenius
automorphism defined by x 7→ xq. The map φ extends to C(k) by (x, y) 7→ (xφ, yφ)
and ∞φ 7→ ∞, and to Div0(C) by D =

∑
mPP 7→ Dφ =

∑
mPP

φ. Thus, φ
naturally induces an endomorphism φ : J(C)→ J(C).

This has important practical consequences for the computation of Dφ. Let
D = div(a, b) be a reduced divisor defined over K. Then Dφ = div(aφ, bφ) is

a reduced divisor defined over K. In particular, if a = ul +
∑l−1

i=0 aiu
i and b =∑l−1

i=0 biu
i, then aφ = ul +

∑l−1
i=0 a

q
iu

i and bφ =
∑l−1

i=0 b
q
iu

i. The computation of
Dφ requires at most 2g exponentiations of elements in K by q. Furthermore, if we
use a normal basis representation for elements in K = Fqn , then aφ and bφ can be
determined by simply shifting the normal basis representation of each coefficient
ai and bi. The complexity of computing Dφ is therefore at most 2g cyclic shifts.
Even if a polynomial basis representation is used, the computation of Dφ is much
less expensive than performing an addition or doubling in JC(K).

2.4 The extended Euclidean algorithm. We briefly recall the extended
Euclidean algorithm for polynomials and its complexity, since it is fundamental for
the composition step in the addition of divisors in the jacobian. These results are
well-known (see e.g. [30]). Here, let K be any field. Since gcd(a1, a2, . . . , ar) =
gcd(a1, gcd(a2, . . . , ar)), we restrict our attention to the case r = 2. Given two
polynomials a, b ∈ K[u], where deg a ≥ deg b, we want to compute polynomials
d, s, t ∈ K[u] such that d = gcd(a, b) = sa+tb. In the extended Euclidean algorithm,
we compute polynomials ri, si, ti ∈ K[u] for i = 0, 1, . . . , n as follows. Put r0 = a
and r1 = b. For i = 2, . . . , n, we use division with remainder to compute qi−1, ri ∈
K[u] such that ri−2 = qi−1ri−1 + ri and deg ri < deg ri−1. Here, n is minimal such
that rn+1 = 0 which implies that rn = gcd(a, b). In addition, we put s0 = 1, s1 = 0,
t0 = 0, t1 = 1, and, for i = 2, . . . , n, we let si = si−2−qi−1si−1, ti = ti−2−qi−1ti−1.
Then s = sn and t = tn. The computation of rn, sn, tn can be done in O((deg a)2)
operations in K. The half-extended Euclidean algorithm computes d and s (or t)
only, i.e. in the Euclidean algorithm, it is enough to determine the ri’s and si’s (or
ti’s).
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2.5 Cantor’s algorithm. Cantor [12] presented the following algorithm to
compute the group law in JC(K) for any field K, where C is a hyperelliptic curve
in imaginary quadratic form. Let D1 = div(a1, b1) and D2 = div(a2, b2) be two
reduced divisors defined over K. The goal is to find the unique reduced divisor
equivalent to D1 +D2. In order to do so, one performs two steps:

1. Composition: Determine a semi-reduced divisor D representing the sum
of D1 and D2.

2. Reduction: Transform the semi-reduced divisor D into a reduced one, i.e.
compute D′ such that D′ is the unique reduced divisor equivalent to D.

For the composition step, it is enough to assume D1 and D2 to be semi-reduced.
Thus, it is valid for reduced divisors in particular. Given two semi-reduced divisors
D1 = div(a1, b1) and D2 = div(a2, b2) defined over K, we perform the following
steps to determine a semi-reduced divisor D = div(a, b) defined over K such that
D ∼ D1 +D2 on JC(K).

1. Use the extended Euclidean algorithm to compute d, x1, x2, x3 ∈ K[u] such
that d = gcd(a1, a2, b1 + b2 + h) = x1a1 + x2a2 + x3(b1 + b2 + h).

2. Put a := a1a2/d
2 and b := (x1a1b2 + x2a2b1 + x3(b1b2 + f))/d mod a.

Notice that if D1 and D2 are reduced divisors, i.e. deg a1, deg a2 ≤ g, then deg a ≤
2g. In fact, we then expect in most of the cases that deg a = 2g.

Well known methods for reduction of binary quadratic forms yield the following
reduction algorithm. We compute polynomials ai, bi ∈ K[u] for i = 0, 1 . . . , l, where
l is minimal such that deg al ≤ g. Hereby, we put a0 := a, b0 := b, and for i ≥ 1,
we put

ai := (f − hbi−1 − b2i−1)/ai−1 , bi := (−h− bi−1) mod ai .

We denote byM(m) the number of operations in K for multiplying two polyno-
mials of degree at most m. Then the extended Euclidean algorithm for two polyno-
mials of degree at most m has a complexity of O(M(m) logm) operations in K (see
[30]). The standard algorithms for polynomial multiplication yieldM(m) = O(m2),
whereas Karatsuba’s method gives M(m) = O(m1.58...), and the fast Fourier trans-
formation (FFT) would improve this to M(m) = O(m logm log logm). The latter
method mainly applies in a situation where the genus is very large. Thus, the
composition of two reduced divisors has a complexity of O(M(g) log g), whereas
the complexity of the reduction algorithm is O(gM(g)) operations in K. With
standard algorithms for polynomial multiplication, the composition takes O(g2)
operations in K and the reduction has a complexity of O(g3) operations in K.

2.6 Generic optimizations. We first summarize improvements for the generic
arithmetic (see [12, 59, 77]).

Composition. The composition can be simplified by noting the recursive def-
inition of the gcd of three polynomials and the fact that, most likely, a1 and a2

are coprime. This yields the first improvement. We are given two semi-reduced
divisors D1 = div(a1, b1), D2 = div(a2, b2) defined over K, and want to compute
a semi-reduced divisor D = div(a, b) defined over K such that D ∼ D1 + D2 on
JC(K).

1. If a1 = a2, then we put d1 := a1; s1 := 1. Else use the half-extended
Euclidean algorithm to compute d1, s1 ∈ K[u] such that d1 = gcd(a1, a2) =
s1a1 + t1a2 for some t1 ∈ K[u].
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2. If deg d1 = 0, then we put d := 1; x1 := d−1
1 s1; x3 := 0. Else use the

extended Euclidean algorithm to compute d, s2, t2 ∈ K[u] such that

d = gcd(d1, b1 + b2 + h) = s2d1 + t2(b1 + b2 + h) .

Then we compute x1 := s1s2 and put x3 := t2.
3. Then D = div(a, b) is given by the formulas

(a) a := a1a2/d
2.

(b) b := b1 + (x1a1(b2 − b1) + x3(f − b1h− b21))/d mod a.

Notice that we only require the half-extended Euclidean algorithm in the first step
of the algorithm in case that a1 6= a2. For random semi-reduced divisors, we expect
that d1 is a constant. Furthermore, we only need to compute x1 and x3 in order to
determine the composition.

Cantor’s reduction. Cantor suggested an improved reduction as follows.
Given a semi-reduced divisor D = div(a, b) defined over K, the idea is to find
a function c − dv with nonzero c, d ∈ K[u] such that the divisor −((c − dv) − D)
is reduced. The method applies if there exist c, d, λ ∈ K[u] such that c = λa+ db,
where deg c ≤ (m+ g)/2, deg d ≤ (m− g − 1)/2, and gcd(λ, d) = 1. Under these
assumptions, we perform the following steps.

1. Use the extended Euclidean algorithm to find c, d, λ ∈ K[u] with the above
degree properties such that c = λa+ db.

2. Put a2 = gcd(c, d) = gcd(a, d), and compute a1 = a/a2, c1 = c/a2, d1 =
d/a2, and a3 = (c21 + c1d1h− d2

1f)/a1,
3. Use the half-extended Euclidean algorithm to find d′ ∈ K[u] such that

gcd(d1, a3) = 1 = d1d
′ + ea3, i.e. d1d

′ ≡ 1 (mod a3), and compute b3 =
−d′c2 − h mod a3.

4. Finally, use the composition algorithm to compute the divisor sum D′ of
div(a3, b3) and div(a2, b). Then D′ is the reduced divisor equivalent to D.

The number of operations of Cantor’s reduction is dominated by the complexity
of the extended Euclidean algorithm, and requires O(M(g) log g) operations in K.
Standard polynomial multiplication yields a complexity of O(g2 log g). In fact, the
reduction can be optimized so that one of the gcd computations can be avoided.
If K has odd characteristic, the optimized reduction algorithm needs an expected
number of 11g2 +O(g) operations in K.

Improved reduction. We present an improved reduction method as intro-
duced in [59, 77]. Given a semi-reduced divisor D = div(a, b) defined over K such
that deg a > g, we determine a reduced divisor D′ = div(a′, b′) equivalent to D.
Initially, we put a0 := a and b0 := b.

1. Compute a1 := (f − hb0 − b20)/a0 and determine q1, b1 ∈ K[u] such that

−h− b = q1a1 + b1 , deg b1 < deg a1 .

If div(a1, b1) is reduced, i.e. deg a1 ≤ g, we put i := 1 and skip Step 2.
2. For i ≥ 2, we compute ai, bi, qi ∈ K[u] such that

(a) ai = ai−2 + qi−1(bi−1 − bi−2)
(b) −h− bi−1 = qiai + bi, where deg bi < deg ai .

We stop as soon as deg ai ≤ g for some i ≥ 2.
3. We put b′ := bi and normalize ai to obtain a′.
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If K has odd characteristic, this optimized algorithm computes the group law
in an expected number of 17g2 + O(g) operations in K. Doubling then needs an
expected number of 16g2 + O(g) operations. If K has characteristic 2, the group
law needs an expected number of 14g2 + O(g) operations in K. Doubling can be
performed in an expected number of 11g2 +O(g) operations.

2.7 Small genus. Recently there has been a surge in interest in the imple-
mentation of public-key cryptography using the jacobian of genus 2 and genus 3
hyperelliptic curves. Since the order of the jacobian of a genus g hyperelliptic curve
over Fq is about qg, one can achieve the same level of security with a genus 2 or
genus 3 curve as with an elliptic curve, but by using a significantly smaller underly-
ing field. For example, if an 80-bit security level is desired, then the underlying field
should have order approximately 2160, 280 or 254, for g = 1, 2 or 3, respectively.
1 The smaller underlying fields may be advantageous in constrained environments
with small processor architectures.

Several authors have presented explicit formulas for performing the group law
in the jacobian. These formulas are specific to the genus 2 or genus 3 cases and
improve upon Cantor’s algorithm and its derivatives. A historical survey of the
contributions can be found in [60]. Two recent contributions are those of Lange
[47] and Pelzl et al. [60]. For genus 2 curves, Lange presented addition formulas
that take 1 inversion, 22 multiplications, and 3 squarings in the underlying field,
and doubling formulas that require 2 additional squarings. For genus 3 curves,
Pelzl et al. gave addition formulas that take 1 inversion, 70 multiplications, and 6
squarings in the underlying field, and doubling formulas that take 1 inversion, 61
multiplications, and 10 squarings. Pelzl et al. also presented their implementation
results which demonstrate that the performance of genus 2 and genus 3 curves can
be quite competitive with elliptic curves. Finally, we mention that some work has
been done on the hardware implementation of the arithmetic in genus 2 curves [10].

2.8 Hyperelliptic curves with efficiently computable endomorphisms.

Let k = Fq be a finite field with q elements, and let C : v2 + h(u)v = f(u)
be a non-singular hyperelliptic curve C of genus g in imaginary quadratic form.
Furthermore, let K = Fqn be an extension of k for n ∈ N. C is called a Koblitz

curve if we consider the jacobian JC(Fqn), where n is at least 2. Note that the
curve is defined over Fq, whereas we consider the jacobian over the extension field
Fqn . For practical applications, one considers curves defined over small finite fields
Fq and then performs arithmetic in Fqn , where n À q. The main advantages are
that (a) for small values of q, the cardinality of the Jacobian JC(Fqn) can be easily
computed for any n ∈ N, and (b) computing m-folds of elements in JC(Fqn) can be
sped up considerably by making use of the τ -adic expansion of m, where τ denotes
a formal root of the characteristic polynomial of the Frobenius. Since application of
the Frobenius automorphism is relatively inexpensive (see Section 2.3), one is able
to eliminate doubling of elements. Furthermore, the representations are shorter
and more sparse.

These techniques were introduced by Koblitz [45] for elliptic curves, and im-
proved by Solinas [75]. Günther, Lange and Stein [36] extended these methods to

1Recent progress by Thériault [81] in optimizing Gaudry’s algorithm for computing loga-
rithms in low genus hyperelliptic curves suggests that the underlying field for genus 3 curves may

have to be larger than previously believed in order to obtain a desired security level.
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the hyperelliptic curves Cα : v2 + uv = u5 + αu2 + 1 (α = 0, 1) which are defined
over F2, and Lange [46] generalized them to all hyperelliptic Koblitz curves.

Another method for exploiting efficiently-computable endomorphisms to accel-
erate the computation of m-folds of elements in elliptic curves was presented by
Gallant, Lambert and Vanstone [29], and generalized to hyperelliptic curves by
Park, Jeong and Lim [56].

2.9 Hyperelliptic function fields and hyperelliptic curves. Let k = Fq,
and let C be an absolutely irreducible, hyperelliptic curve. In this section, we
discuss how the arithmetic on the curve is related to the arithmetic in the function
field K(C) of C, where k ≤ K ≤ k. We refer to Stichtenoth’s book [79] for a
discussion on algebraic function fields. In general, points on C = C(k) are in one-to-
one correspondence with prime divisors of the function field k(C). For k ≤ K < k,
prime divisors of K(C) correspond to closed points of C(K). The theory of divisors
of hyperelliptic function fields is analogous to the theory of divisors of hyperelliptic
curves. We therefore use the same notation.

A hyperelliptic function field L over K is a quadratic extension of the rational
function field over K in one variable. A prime divisor P of L/K is the maximal
ideal of a discrete valuation ring O of L with normalized discrete valuation vP . (A
prime divisor could also be defined as the equivalence class of a discrete valuation
of L, i.e. a place of K.) The degree of P , denoted by degP , is the degree of the
residue field O/P . If K is algebraically closed, then degP = 1. A divisor of L/K
is a finite formal sum of prime divisors D =

∑
P mPP , where the mP ∈ Z are 0 for

all but finitely many P . We define the degree of D as degD =
∑

P mP degP . The
set Div(L/K) of divisors of L/K, i.e. the free abelian group on the prime divisors
of L/K, forms an abelian group. Let Div0(L/K) denote the group of degree 0
divisors of L/K. For F ∈ L, the divisor of F is div(F ) =

∑
P vP (F )P . Now the

set P (L/K) = {div(F ) : F ∈ L} is a subgroup of Div0(L/K). The jacobian of
L/K (or divisor class group of L/K) is defined by J(L/K) = Div0(L/K)/P(L/K).
We denote the class containing the divisor D by [D]. If D1 and D2 are degree 0
divisors in the same equivalence class of divisors in J(L/K) we write D1 ∼ D2.
Again, J(L/K) is a finite abelian group if K is a finite field. Its order h is called
the divisor class number of L/K.

Let u ∈ L be a transcendental element such that L/K(u) is a separable exten-
sion of degree 2. Let ∞ denote the infinite prime divisor of K(u). If r denotes the
number of extensions of∞ in L, e its ramification index, f its degree, then we know
that ref = [L : k(u)] = 2, since the extension is cyclic. Thus, we get three cases
depending on whether (1) ∞ ramifies in L, i.e. r = 1, e = 2, f = 1; (2) ∞ splits in
L, i.e. r = 2, e = 1, f = 1; or (3)∞ is inert in L, i.e. r = 1, e = 1, f = 2. We ignore
the third case, since it is degenerate. A constant field extension LK ′/K ′, where
K ′ is a quadratic extension of K, leads to the second case. We call a hyperelliptic
function field of the form (1), i.e. in which the infinite prime divisor ∞ of K(u)
is ramified, an imaginary quadratic function field. A hyperelliptic function field in
which the infinite prime divisor ∞ of k(u) splits is called a real quadratic function

field. In general, a non-singular, absolutely irreducible algebraic curve C is called
a hyperelliptic curve over K if the corresponding function field K(C) is hyperellip-
tic. C is called imaginary quadratic or real quadratic, respectively, depending on
whether its function field is imaginary quadratic or real quadratic.
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We will consider ideal arithmetic in hyperelliptic function fields. In the imag-
inary case, we will obtain nothing new. Let L/K be a hyperelliptic function field
over K. Then the integral closure O of K(u) in L is a Dedekind domain. The
prime ideals are in one-to-one correspondence with finite prime divisors. If I(O)
denotes the group of fractional ideals of O and P (O) the group of principal ideals
of O, then P (O) is a subgroup of I(O). The quotient group I(O)/P (O) is called
the ideal class group of L/K and its order h′ the ideal class number of L/K.

Imaginary quadratic curves. Let C be a (non-singular) hyperelliptic curve
which is imaginary quadratic. Then C is of the form C : v2 + h(u)v = f(u), where
h, f ∈ k[u], f is monic, deg f = 2g + 1, and deg h ≤ g. These are precisely the
curves discussed in Section 2.1. Let k ≤ K ≤ k and L = K(C). Here g denotes the
genus of C which is equal to the genus of L. If the characteristic of the finite field
k = Fq is different from 2, we can assume that C : v2 = f(u), where f is monic,

deg f = 2g + 1, and L = K(u)(
√
f(u)). Let O be the integral closure of K(u) in

L. Then, we know that the jacobian J(L/K) is isomorphic to the ideal class group
of L/K, and h = h′.

Any integral ideal a ⊆ O can be uniquely represented as a = s(aK[u] + (b +
v)K[u]) with s, a, b ∈ K[u], s, a monic, and a dividing b2 − bh − f . Note that
the norm of a is then defined by N(a) = as2. Thus, the degree of a is given
by deg a = deg a + 2s. If s = 1, then a is called primitive. A primitive ideal a

is called reduced if deg a ≤ g. Summarizing, each reduced ideal a has a unique
representation of the form a = aK[u]+(b+v)K[u], where a, b ∈ K[u] with a monic,
deg b < deg a ≤ g, and a|(b2 − bh − f). Notice that (a, b) with these properties
uniquely represent a.

It is well-known that each ideal class contains exactly one reduced ideal. Thus,
the set of reduced ideals in O forms a set of representatives for the ideal class group.
Furthermore, there is a canonical bijection between the jacobian J(L/K) and the
set of reduced ideals in O. The group law a ∗ b = c on the set of reduced ideals is
as follows:

1. Composition: Determine an ideal c′ representing the product of a and b.
Then ab = c′ = (s)c′′, where c′′ is primitive.

2. Reduction: Compute the unique reduced ideal c in the ideal class of ab.

The arithmetic in J(L/K), and thus in the set of reduced ideals in O, is the same as
the arithmetic described in Sections 2.5 and 2.6 when changing the input of these
algorithms slightly: replace (a, b) by (a,−b), (a1, b1) by (a1,−b1), and (a2, b2) by
(a2,−b2). 2

Real quadratic curves. Let C be a (non-singular) hyperelliptic curve which
is real quadratic. For k = Fq, let k ≤ K ≤ k and L = K(C). If the characteristic
of k is different from 2, we can assume that C : v2 = f(u), where f ∈ k[u] is monic,

deg f = 2g + 2, and L = K(u)(
√
f(u)). If the characteristic of k is 2, then C is

of the form C : v2 + h(u)v = f(u), where h, f ∈ k[u], h is monic, deg h = g + 1,
and either (a) deg f ≤ 2g + 1, or (b) deg f = 2g + 2 and the leading coefficient of
f is of the form β2 + β for some β ∈ k. Let L = K(C) and let O be the integral
closure of K(u) in L. In both cases, g denotes the genus of C which is equal to the
genus of L. Let ν1 and ν2 be the normalized valuations of L with respect to the two
infinite prime divisors ∞1 and ∞2 of L. Any integral ideal a ⊆ O can be uniquely

2In our notation, a reduced ideal (a, b) corresponds to a reduced divisor div(a,−b).
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represented as a = s(aK[u] + (b + v)K[u]) with s, a, b ∈ K[u], s, a monic, and a
dividing b2−bh−f . Then N(a) = as2 is the norm of a and deg a = deg a+2s is the
degree of a. If s = 1, then a is called primitive. A primitive ideal a is called reduced

if deg a ≤ g. Each reduced ideal a has a unique representation a = (a, b) such that
a = aK[u] + (b + v)K[u], where a, b ∈ K[u] with a monic, deg b < deg a ≤ g, and
a|(b2 − bh− f).

Let R ≥ g+1 denote the regulator of O. Then h = Rh′. If ba−1 = αO, we define
the distance between a and b as δ(b, a) := degα , where deg(.) denotes the extension
of the degree function from K(u) to K(C) ⊆ K((1/u)); that is, deg(α) = −ν1(α).
The distance is only well-defined and unique modulo R.

In the real quadratic case, each ideal class is represented by a whole cycle of
reduced ideals. In general, we even expect to only have a few ideal classes except
for some very special curves. The number of reduced ideals in each ideal class is
bounded by R.

Infrastructure operation. We have the following infrastructure operation a∗b =
c on the set of reduced ideals. Notice that the operation (computing the reduced
product of two ideals) is in essence the same as in the imaginary case, but in the
context of infrastructure, it does not induce a group on the set of reduced ideals
(associativity fails).

1. Composition: Determine an ideal c′ representing the product of a and b.
Then ab = c′ = (s)c′′, where c′′ is primitive.

2. Reduction: Compute a reduced ideal c in the class of ab, i.e. reduce c′′.

If both a and b are reduced, principal ideals, then we even have δ(c,O) = δ(a,O)+
δ(b,O) + ε, where −2g ≤ ε ≤ 0. Hereby, δ(c,O) and ε can be computed with
negligible extra effort. For details on the computation of the distance see [67, 58, 77].

The composition is identical to the composition in the imaginary case (see
Sections 2.5 and 2.6) when replacing (a, b) by (a,−b), (a1, b1) by (a1,−b1), and
(a2, b2) by (a2,−b2), and noting the different conditions on the degrees of f and
h. The reduction corresponds to the reduction of a real quadratic irrationality (see
[6]). In a precomputation step, we compute the principal part d = bV c of a root V
of v2+h(u)v−f(u) = 0. The other root is −V −h. If V =

∑m
i=−∞ viu

i ∈ K((1/u)),

then d =
∑m

i=0 viu
i. Given a, b ∈ K(u) representing a primitive ideal a such that

deg a > g, we determine a reduced ideal a′ = (a′, b′) equivalent to a. Initially, we
put r−1 := 0, a0 := a and b0 := b.

1. Compute r0 ∈ K[u] such that b0 + d = q0a0 + r0 and deg r0 < deg a0. Put
b1 := d− r0 + h = q0a0 − b0 + h and a1 := (f + hb1 − b21)/a0. If deg a1 ≤ g,
we put i := 1 and skip Step 2.

2. For i ≥ 2, we compute ai, bi, qi−1, ri−1 ∈ K[u] such that
(a) bi−1 + d = qi−1ai−1 + ri−1, where deg ri−1 < deg ai−1.
(b) bi := d− ri−1 + h = qi−1ai−1 − bi−1 + h.
(c) ai := ai−2 + qi−1(ri−1 − ri−2) = (f + hbi+1 − b2i+1)/ai.

We stop as soon as deg ai ≤ g for some i ≥ 2.
3. We put b′ := bi mod ai and normalize ai to obtain a′.

In order to keep track of the distance from a to a′, we simply put δ0 := 0, and
δi = δi−1 + deg ai − deg(bi − V − h) for i ≥ 1. Then δ(a′, a) = δi, where i ≥ 1 is
minimal with deg ai ≤ g.

If K has odd characteristic, this algorithm computes the infrastructure op-
eration in an expected number of 17g2 + O(g) operations in K. Doubling needs
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an expected number of 16g2 + O(g) operations. If K has even characteristic, the
complexity has not been worked out explicitly. This is a topic for future work.
We would expect a similar complexity as for the group operation in the imaginary
quadratic case.

Baby steps. If one applies the above reduction formulas to a reduced ideal,
the output will be another reduced ideal in the same ideal class. This operation
is referred to as a baby step. The equivalent operation in the imaginary case is a
trivial operation, since each ideal class contains a unique reduced ideal. Assume
we perform l baby steps starting with the ideal a = (a0, b0). If the characteristic
of K is odd, then the first baby step i.e. the computation of (a1, b1), needs an
expected number of 3g2/2 + O(g) operations, whereas the computation of (ai, bi),
2 ≤ i ≤ l, needs an expected number of 4g +O(1) operations in K. If K has even
characteristic, we expect a similar complexity. This has not been worked out and
it is a topic for future work.

Group operation. In [58], it was shown that there is a canonical bijection be-
tween the jacobian group J(L/K) and the set of pairs {(a, n)}, where a is a re-
duced ideal of O and n is an integer with 0 ≤ deg(a) + n ≤ g. For λ ∈ R we
let δ(b, a, λ) := max{n = δ(b, a) (mod R) | n ≤ λ}. Then, we have the following
group law (a, na) ∗ (b, nb) = (d, n) on the set of these pairs: Simply perform the
infrastructure operation as above and then compute the ideal that is closest to
na + nb + deg s.

1. Composition: Determine an ideal c′ representing the product of a and b.
Then ab = c′ = (s)c′′, where c′′ is primitive.

2. Reduction: Compute a reduced ideal c in the class of ab, i.e. reduce c′′.
3. Closest: In the ideal class of ab, perform baby steps to determine a reduced

ideal d such that δ(d, ab, na + nb) is maximal, and define n = na + nb −
δ(d, ab, na + nb).

If the characteristic of K is odd, this algorithm computes the group law in an
expected number of 19g2+O(g) operations in K. If the characteristic of K is even,
the complexity of the group operation has not been worked out yet. This is a topic
for future work.

Conversions. Finally, we want to discuss conversions from imaginary to real
and from imaginary to real (see [58, 77, 16]). For genus 1, this was investigated in
[76, 87].

Let C be an imaginary quadratic curve with function field K(C). If the size
of the finite field k = Fq satisfies q À g2, then a birational transformation yields
a real quadratic model of the curve. In most of the cryptographic applications,
we may assume that q À g2 is satisfied. For instance, if the characteristic of k
is odd, then C admits a representation of the form C : v2 = f(u), where f is

monic, deg f = 2g + 1, and K(C) = K(u)(
√
f(u)). If q À g2, then C can be

represented as a real quadratic curve over the same finite field k by applying the
following birational transformation. For a suitable β ∈ k, we let x := 1/(u− β)
and D(x) := x2g+2f(β + 1/x). Then, the curve C ′ : y2 = D(x) is real quadratic
and K(C) = K(C ′).

Conversely, let C be a real quadratic curve with function field K(C). If there
exists a ramified prime divisor of degree 1 in K(C), then we are able to perform
a birational transformation to an imaginary quadratic curve. If not, we have to
perform a constant field extension of degree l, where l is the smallest degree of
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a ramified prime divisor. If Kl is an extension of K of degree l, then we work
in the constant field extension K(C)Kl over Kl. Notice that l ≤ 2g + 2. For
instance, if the characteristic of k is odd, then C admits a representation of the
form C : y2 = D(x), where D is monic, degD = 2g+2, andK(C) = K(x)(

√
D(x)).

If D(α) = 0 for some α ∈ K, then K(C) contains a ramified prime of degree 1,
and we perform the following birational transformation. We let u := 1/(x− α) and
f(u) := u2g+2D(α + 1/u). Then, the curve C ′ : v2 = f(u) is imaginary quadratic
and K(C) = K(C ′). If K is algebraically closed, then such an α always exists.
Summarizing, in cryptographic applications we may assume that a hyperelliptic
curve admits a real quadratic and an imaginary quadratic representation up to a
constant field extension.

If the characteristic of k is even, the conversions are slightly more technical.
The idea and a description can be found in [16, Section 3.1.3].

2.10 Hyperelliptic NUCOMP. NUCOMP [70] is an algorithm invented
by Daniel Shanks for composing and reducing positive definite binary quadratic
forms. Cantor’s algorithm is a generalization of the usual composition and reduction
algorithms in this setting, and as shown in [41], the ideas in NUCOMP can be used
for divisor addition.

When using any of the preceding variants of Cantor’s algorithm, the component
polynomials of the divisor produced after the composition step can have degree as
large as 2g, whereas the components of the reduced divisor have degree at most g.
The main idea of NUCOMP is to keep the degrees of all intermediate operands small
(degree close to g) by performing the reductions before completing the composition.
Instead of computing the composite directly in Step 3 of the composition algorithm
in Section 2.6, we first compute the rational continued fraction expansion of a2/dU,
where U ≡ x1(b2 − b1) + x3(f − b1h− b21)/a1 (mod a2/d). This continued fraction
expansion produces a sequence of partial quotients q0, q1, . . . , qn with qi ∈ k[u],
and as dU/a2 is a close rational approximation of (b + y)/a (recall a and b are
the components of div(a, b) = div(a1, b1) + div(a2, b2)), these partial quotients are
almost identical to the sequence of qi values that would be produced by reducing
div(a, b). Given these qi values, there exist formulas for computing a′ and b′ such
that div(a′, b′) ∼ div(a, b) and div(a′, b′) is the divisor that would be produced by
applying the reduction algorithm to div(a, b) but using the qi values in place of
those computed during the reduction process. Furthermore, it is possible to choose
the number of these partial quotients to use so that the operands in the formulas
have degree not much more than g/2 and that the components of div(a′, b′) have
degree about g, i.e. div(a′, b′) is equivalent to div(a1, b1)+div(a2, b2) and very close
to being reduced (normally only 1 or 2 reduction steps away at most). For more
details, see [41].

Computational results on applying NUCOMP to both imaginary and real hy-
perelliptic curve representations are presented in [41]. These results suggest that
NUCOMP for arithmetic in both the jacobian and the infrastructure becomes su-
perior to Cantor’s algorithm for genus around 7, and also as the size of the finite
field increases. However, the potential of NUCOMP has not been exploited fully
— the first author has recently carried out computations which suggest that the
trade-off point may be closer to genus 4. Although more investigation of NUCOMP
is required (and is already underway), the results certainly indicate that NUCOMP
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is an efficient alternative to Cantor’s algorithm for any applications of high-genus
hyperelliptic curves, for example, the Weil descent attack on the ECDLP.

3 Index-calculus attacks on the HCDLP

Index-calculus algorithms have been successfully applied to several crypto-
graphically interesting problems, including discrete logarithm computations in finite
fields and class groups of number fields. In principle, the same ideas can be applied
to discrete logarithm computations in the jacobian JC(k) of a hyperelliptic curve
C of genus g over k = Fq in imaginary quadratic form. If the genus g is sufficiently
large with respect to q, then a probabilistic algorithm with runtime subexponential
in n = qg is known, namely O(Ln[c]) where

Ln[c] = exp
(
(c+ o(1))

√
log n log log n

)

for some positive real constant c.
The notion of smoothness with respect to a set of small irreducible elements is

fundamental to any index-calculus algorithm. In the context of hyperelliptic curves,
the role of irreducibles is played by the prime divisors, those divisors D = div(a, b)
for which a is an irreducible polynomial over k. A divisor D is said to be t-

smooth if it decomposes as D =
∑L

i=1 ei div(ai, bi) for ei ∈ Z and max{deg ai} ≤ t.
To determine the decomposition of D = div(a, b) into prime divisors, factor a
into monic irreducibles over k as a = ae11 ae22 · · · aeL

L and let bi = b mod ai. Then

D =
∑L

i=1 ei div(ai, bi).

3.1 Main strategies. There are two main index-calculus variations that have
been proposed for the HCDLP. In the following, D1 ∈ JC(Fq), D2 ∈ 〈D1〉, and we
wish to determine l = logD1

D2.

Strategy 1. The first strategy uses the same basic idea as Hafner and McCur-
ley’s algorithm for discrete logarithm computation in imaginary quadratic number
fields [37]. The first step is to compute the structure of JC(k) as a direct sum of
cyclic subgroups. Then, representations of D1 and D2 on this direct sum are com-
puted, after which solving the DLP reduces to the generalized Chinese remainder
theorem.

The method proceeds as follows. Let S = {P1, P2, . . . , Pn} be the factor base
consisting of all split and ramified prime divisors Pi = div(ai, bi) with deg ai ≤ t for
some bound t. If the irreducible ai splits, then only one of the two prime divisors over
ai, div(ai, bi) or div(ai,−h− bi), is included in S. The first stage of the algorithm
consists of finding m > n t-smooth principal divisors, each of which yields a relation
of the form

∑
j ejPj ∼ 0. If S generates JC(k), then the map φ : Zn → JC(k) where

φ(e1, e2, . . . , en) 7→
∑

j ejPj is a surjective homomorphism and JC(k) ∼= Zn/ ker(φ).
Each relation yields an element ~ei = (ei1,ei2, . . . , ein) ∈ ker(φ), and if the set of m
relations forms a complete generating system of ker(φ), then JC(k) ∼= Z/d1Z ⊕
· · · ⊕ Z/dnZ where (d1, d2, . . . , dn) are the diagonal elements of the Smith normal
form (SNF) of the relation matrix A = (~e1~e2 . . . ~em) (the relations are written as
columns of A). Generators Xi of each cyclic subgroup Z/diZ can be computed by
finding the unimodular transformation matrices P = (pij) and Q = (qij) such that
P−1AQ = SNF(A) and computing Xi =

∑n
j=1 pjiPj .

The second stage of the algorithm consists of finding representations of D1 and
D2 in Z/d1Z⊕ · · · ⊕ Z/dnZ. If D1 and D2 can be factored over S as D1 ∼

∑
αiPi
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and D2 ∼
∑

βiPi, then D1 =
∑

α′iXi and D2 ∼
∑

β′iXi where (α′1, . . . , α
′
n) =

P−1(α1, . . . , αn)
T and (β′1, . . . , β

′
n) = P−1(β1, . . . , βn)

T . Finally, given the repre-
sentations of D1 = (α′1, α

′
2, . . . , α

′
n) and D2 = (β′1, β

′
2, . . . , β

′
n) in Z/d1Z⊕ Z/d2Z⊕

· · · ⊕ Z/dnZ, the DLP can be solved by using the generalized Chinese remainder
theorem to find l ∈ Z such that the congruences α′i ≡ lβ′i (mod di), 1 ≤ i ≤ n, are
simultaneously satisfied.

Strategy 2. The second strategy improves on the first when #JC(k) is known.
As before, let S = {P1, P2, . . . , Pn} be a factor base consisting of all prime divisors
of degree≤ t. Relations are found by attempting to factor divisors of the form αD1+
βD2 over S. Every such t-smooth divisor yields a relation of the form αiD1+βiD2 ∼
Ri =

∑
j eijPj . When n + 1 different relations have been found, linear algebra

modulo #JC(k) is applied to find a non-trivial linear combination
∑n+1

i=1 γi~ei =

(0, 0, . . . , 0), which implies that
∑n+1

i=1 γiRi = 0. Thus,
∑w+1

i=1 γi(αiD1 + βiD2) = 0,
and logD1

D2 = −(
∑

γiαi)/(
∑

γiβi) mod #JC(k). The assumption that #JC(k)
is known allows the relatively expensive Smith normal form computation of the
previous strategy to be replaced by the solution of a linear system modulo #JC(k).

Hybrid strategy. It should be noted that Vollmer has proposed another strat-
egy in the context of quadratic number fields [84] that can easily be applied to the
HCDLP. His strategy is a combination of the previous two, whereby the expen-
sive Smith normal form computation is replaced by linear system solving over the
integers, or, if the group order is known, modulo #JC(k). First, n relations of
the form

∑
j eijPj = 0 are generated, followed by two extra relations of the form

−D1 +
∑

j e(n+1)jPj = 0 and D2 +
∑

j e(n+2)jPj = 0. Form the augmented relation
matrix

B =



A ~en+1 ~en+2

~0 1 0
~0 0 1




where A = (~e1~e2 . . . ~en) is the matrix consisting of the first n relations written as
columns. Then D1 = lD2 if and only if there exists a solution ~x ∈ Zn+2 of B~x =

(0, . . . , 0, 1, l), since this implies −D1 + lD2 = 0. To find l, write B =
(
B′

~b

)
and let

~y ∈ Zn+2 be a solution to B′~y = (0, . . . , 0, 1). Then l = ~b·~y is a solution to D1 = lD2

(not necessarily minimal). This method may be useful if a faster method exists to
generate relations of the form

∑
j ejPj = 0 rather than

∑
j ejPj = αD1 + βD2.

Analysis. In order for any of these strategies to yield an O(Lqg [c]) subexpo-
nential algorithm, two conditions must be satisfied:

1. The prime divisors in S generate JC(k) and n ∈ O(Lqg [ρ]) for some positive
constant ρ. In other words, the size of the factor base can be taken to be
subexponential in qg.

2. (Smoothness assumption) The expected number of random divisors selected
before a t-smooth divisor is found (assuming a factor base of size O(Lqg [ρ]))
is O(Lqg [aρ ]) for a positive constant a < 1.

The analysis consists of finding an optimal value of ρ such that the linear algebra
and relation generating stages take the same amount of time. Under the first
assumption, if n ∈ O(Lqg [ρ]), then the linear algebra step requires time O(Lqg [lρ])
for some constant l, where the required linear algebra can be performed in time
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O(nl) for n×n matrices. The expected runtime for relation generation depends on
the smoothness assumption, the time required to generate and test a single divisor
for smoothness, and the expected number of smooth divisors required before the
discrete logarithm is found.

In all three of the above methods, a computed discrete logarithm is always
correct. In order to verify the insolubility of a DLP instance, it must be verified
that the set of relations generates ker(φ). This can be accomplished by checking that
h′, the determinant of the lattice generated by the relations, is equal to #JC(k),
or if #JC(k) is unknown, checking that H∗ < h′ < 2H∗ where H∗ < #JC(k) <
2H∗. Such an approximation H∗ to #JC(k) can be computed efficiently using the
methods described in [78].

Note that any algorithms following the three strategies above are probabilistic
of Las Vegas type. That is, if the algorithm terminates the answer is guaranteed
to be correct, but the runtime given is the expected time the algorithm takes to
terminate.

As with Pollard’s rho method (see [28, 86]), the index-calculus methods de-
scribed above can be improved in practice if the hyperelliptic curve has a non-trivial
automorphism that is efficiently computable. Suppose σ is an automorphism of or-
der m on JC(k). In this case, Gaudry [31] observed that the factor base size can
be reduced by a factor of m by including only one prime divisor out of m in each
orbit under σ. Let Gi denote these representatives. If R = P1 + P2 + · · · + Pr
is the decomposition of R into prime divisors of degree ≤ t, then we can write
R = θl1G1 + . . . θlrGr, 0 ≤ li < m, because there exists an integer θ such that
σ(D) = θD for any divisor D and Pi lies in the orbit of Gi under σ. This technique
will yield an improved runtime, as fewer relations are required and the relation
matrix will have smaller dimension.

3.2 Proposed algorithms. We now describe the algorithms presented in the
literature. Their main differences lie in the means by which relations are gener-
ated, the constant c obtained in the runtime analysis, and the number of heuristic
assumptions required to obtain the claimed expected runtime.

The ADH algorithm. Adleman, DeMarrais, and Huang (ADH) [3] presented
the first index-calculus algorithm for solving the HCDLP. Their algorithm was
described for the case q an odd prime, and was later extended to arbitrary q by
Bauer [8]. The ADH algorithm does not assume that #JC(k) is known and follows
Strategy 1. Let C be defined by v2 + hv = f over k. Relations are found by
attempting to factor random semi-reduced principal divisors generated by rational
functions of the form Av + B, A,B ∈ k[u]. Every such smooth divisor yields a
relation of the form (Aiv+Bi) =

∑
j eijPj ∼ 0. Thus, the relation generation stage

of the algorithm proceeds by randomly choosing A,B ∈ k[u] and attempting to
factor (Av + B) over the factor base S until sufficiently many relations are found
that the rank of the relation matrix is n and the discrete logarithm can successfully
be computed as in Strategy 1.

Factoring (Av + B) can be done by factoring its norm B2 + ABh − A2f =
∏n
j=1 a

e′j
j where Pj = div(aj , bj) are the prime divisors in the factor base. Set

ej = e′j if Abj+B ≡ 0 (mod aj), otherwise set ej = −e′j . Then (Av+B) =
∑

j ejPj
is the decomposition of the principal divisor (Av +B).
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If log q ≤ (2g + 1)0.98, the ADH algorithm can be shown to run in expected
time O(Lq2g+1 [c]) for some positive real constant c < 2.313. Note that the bound
on the constant c is the corrected value due to Bauer [8]. However, the analysis in
[3] and [8] is not rigorous. In particular, the following two (unproved) assumptions
are made:

1. JC(k) is generated by all prime divisors of degree at most logq Lq2g+1 [c] for
some positive real constant c.

2. Let D = div(a, b) be a random divisor. The probability that D is t-smooth is
the same as the probability that a random polynomial of deg a over k decom-
poses into factors of degree at most t. Bauer [8] shows that this implies that
the expected number of trials before a relation is found is O(Lq2g+1 [9/(16c)])
provided that log q ≤ (2g + 1)0.98.

Under these assumptions, the dominant step of the algorithm is the last one in
which relations are generated until the relation matrix has full rank and the discrete
logarithm is successfully computed. In each iteration of this step, the linear algebra
takes time O(Lq2g+1 [lc]) and the relation generation takes time O(Lq2g+1 [9/(16c)]),

yielding an optimal value of c = 3/(4
√
l). The expected number of repetitions of

this step is O(Lq2g+1 [c]), yielding an overall expected runtime of O(Lq2g+1 [c]) with

c = 3(l + 1)/(4
√
l). The analysis in [3] assumes l < 7.376 for the linear algebra,

yielding c < 2.313.

The MST algorithm. The second index-calculus algorithm for solving the
HCDLP was proposed by Müller, Stein, and Thiel [53]. Their algorithm, which
works for any odd-characteristic finite field, solves the discrete logarithm problem
in the infrastructure of a real quadratic function field. For elliptic curves, it was
shown in [76] (odd characteristic) and [87] (even characteristic) that the ECDLP is
polynomially equivalent to the infrastructure discrete logarithm problem as defined
below. Paulus and Rück [58] generalized this result and showed that the HCDLP
is equivalent to the infrastructure discrete logarithm problem up to a constant field
extension (see Section 2.9 for conversions).

Let k = Fq be a finite field of odd characteristic, and let C : v2 = f , where
f ∈ k[u] is monic, deg f = 2g + 2. Then L = k(C) = k(u)(

√
f) is a real quadratic

function field. The infrastructure discrete logarithm problem (IDLP) is defined
as follows: given polynomials a, b ∈ k[u] representing a reduced, principal ideal
a = aK[u] + (b + v)K[u]; find its distance δ(a,O). That is, find deg(α), where
a = (α). Notice that there exists a unique (up to constants) generator for a such
that 0 ≤ deg(α) < R. 3

The algorithm basically follows Strategy 1 from above, and is based on similar
ideas of Buchmann [11] and Abel [1] in real quadratic number fields. First, let
S = {p1, p2, . . . , pn} be the factor base consisting of all split and ramified prime
ideals Pi with degPi ≤ t for some bound t. The first stage of the algorithm consists
of findingm > n t-smooth principal ideals, each of which yields a relation of the form
b =

∏
j p

ej

j = (β). Each relation yields an element ~vj = (ej1, ej2, . . . , ejn,deg(βj)) ∈
Zn+1. Let Γt be the set of these elements ~vj ∈ Zn+1, and let Γ′t be the set of elements
~ej = (ej1, ej2, . . . , ejn) ∈ Zn such that

∏
j p

ej

j is principal. If the set S generates the

3Note that we could define the IDLP more general as follows: given two reduced, equivalent
ideals a = (a, b) and b = (a′, b′); find δ(b, a). Multiplication of the equation b = (α)a with the

ideal a = (a,−b−v) and reduction of ba yields the IDLP in the principal ideal class, since aa = (a).
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ideal class group, then Γt is a (n+ 1)-dimensional lattice of determinant h = h′R,
and Γ′t is a n-dimensional lattice of determinant h′. The following process is used
to generate relations:

1. Randomly select (e1, e2, . . . , en) ∈ {0, . . . , q2g+2}n and compute c =
∏
j p

ej

j ,

2. Find a reduced ideal b ∼ c and deg(β), where β ∈ L is such that b = (β)c,
3. If b can be factored over the factor base S, b =

∏
j p

vj

j , then bc−1 =
∏
j p

(vj−ej)
j = (β) yields a relation.

In fact, we are neglecting an additional distance condition which is mainly of the-
oretical interest.

Assume we have found a complete generating system {~v1, . . . , ~vm} of Γt. When
removing the last coordinate in each ~vj we obtain a complete generating system
{~v′1, . . . , ~v′m} of Γ′t. Let A = (~v1~v2 . . . ~vm) (the vectors are written as columns of
A) and, similarly, let A′ = (~v′1~v

′
2 . . . ~v

′
m). In order to solve the IDLP for some

reduced, principal ideal a, we proceed as follows. If a can be factored over S as
a =

∏
j p

aj

j , then ~a = (a1, a2, . . . , an) ∈ Γ′t, since a is principal. Hence, there exists

a solution ~x = (x1, x2, . . . , xm) ∈ Zm to the linear system of equations A′~x = ~a.
Thus, α =

∏
j β

xj

j is a generator of a, and deg(α) =
∑

j xj deg(βj). If a does not
factor over the factor base, we perform baby steps to find a reduced, principal ideal
b ∼ a that factors. In order to compute deg(α) (mod R), we need to know R in
addition. This can be accomplished by first determining det Γt as well as det Γ′t,
and then computing R = det Γt/det Γ

′
t.

Unlike the ADH algorithm, the analysis of the MST algorithm does not depend
on any unproven assumptions. The authors prove that there exists a generating set
of the ideal class group whose cardinality is polynomial in qg, in particular that the
set of prime ideals of degree at most d2 logq(4g−2)e is a generating set. In addition,
an explicit estimate of the probability that a random reduced divisor is t smooth
is derived, so the smoothness assumption used to analyze the ADH algorithm is
not required. The second of these results is described in detail by Enge and Stein
[20]. Finally, the analysis of the algorithm is not only rigorous, the complexity is
better than the complexity of the ADH method. In [53], it is shown that that if
2g + 2 ≥ log q, then with n ∈ O(Lq2g+2 [ρ]). the expected number of trials before

finding a relation is O(Lq2g+2 [ 1
4ρ ]). The linear algebra step was assumed to take time

O(Lq2g+2 [5ρ]) and the relation generation stage takes time O(Lq2g+2 [2ρ + 1
4ρ ]), as

m ∈ O(Lq2g+2 [ρ]) relations are required and it takes time O(Lq2g+2 [ρ]) to evaluate

a random power-product of ideals. This yields an optimal value for ρ of ρ = 5/2
√
3

and an overall expected runtime of O(Lq2g+2 [1.44]).

Flassenberg and Paulus’ sieving algorithm. Flassenberg and Paulus [21]
were the first to apply Hafner and McCurley’s relation generation strategy from [37]
to the HCDLP. Their methods work for curves defined over any odd-characteristic
finite field. The general method used follows Strategy 1 from above, and the fol-
lowing process is used to generate relations:

1. Randomly select (e1, e2, . . . , en) ∈ Zn and compute D =
∑

j ejPj ,

2. Find a reduced divisor D′ ∼ D,
3. If D′ is t-smooth with D′ =

∑
j vjPj , then D′ − D =

∑
j(vj − ej)Pj ∼ 0

yields a relation.
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The most intriguing aspect of Flassenberg and Paulus’ contribution is their descrip-
tion of a sieving technique to potentially improve this method in practice. Sieving
is a powerful method that lies at the heart of the best factoring and finite field
discrete logarithm algorithms. It is based on the simple observation that for any
polynomial f(X) with coefficients in a ring R, if p, x0 ∈ R and p | f(x0), then
p | f(x0 + ip) for all i ∈ R. In the case R = Z, all values of x ∈ [−M,M ] for which
f(x) is smooth can be identified in roughly the same amount of time required to
test a single value of f(x) using trial division using an analogue of the sieve of
Eratosthenes.

Sieving can be used in the HCDLP context because finding any t-smooth divisor
D′ ∼ D yields a relation. Consider the norm form f(X,Y ) ∈ (k[u])[X,Y ] of a
divisor D = div(a, b). Flassenberg and Paulus show that for any x, y ∈ k[u] there
exists a divisor D′ = div(f(x, y), b′) ∼ D. Thus, we can sieve the polynomial
f(X) = f(X, 1) (or f(X,Y ), as described in [21] to find x such that f(x) is t-
smooth—each such x yields a relation.

Unfortunately, sieving polynomials in (k[u])[X] is not as easy as polynomials
in Z[X]. In the latter case, an integer array A is set up whose cells correspond to
integers in the interval [−M,M ]. Each cell in the array is initialized to zero, and
log p is added to each A[x] if p | f(x). Once the smallest x0 ∈ [−M,M ] for which
p | f(x0) is found (by solving f(X) ≡ 0 (mod p)), all remaining values of x for
which p | f(x) can be found by jumping through A in steps of size p. To generalize
this approach to polynomials over (k[u])[X], one first has to decide how to set up
the sieving array such that the indices correspond to polynomials in k[u]. Secondly,
given x0 ∈ k[u] such that p | f(x0), one has to find an efficient procedure to find the
other x = x0 + ip, i ∈ k[u], such that p | f(x). Flassenberg and Paulus solve these
problems by identifying each polynomial f ∈ k[u] with f(q) when k = Fq. This
solves the problem of creating the sieve array, but the procedure of finding all x for
which p | f(x) is more complicated than the integer polynomial case because the
jumps in the array from one x value to the next are not the same size, necessitating
extra bookkeeping.

No analysis of the basic algorithm nor the sieve-based algorithm is provided in
[21], but some computational evidence that both are superior to the ADH strategy
[3] is provided. We provide a summary of these computations in Section 5.

Bauer and Enge’s algorithms for arbitrary finite fields. The ADH al-
gorithm was independently generalized to hyperelliptic curves over arbitrary finite
fields by Bauer [8] and Enge [17]. Bauer’s algorithm has the same form as the
ADH algorithm, and is shown to have the same expected run-time under the same
heuristic assumptions.

Like Flassenberg and Paulus [21], Enge’s algorithm [17, 18] applies the method
of Hafner and McCurley [37] to the HCDLP. The same relation generation strategy
is used without sieving. In contrast to Bauer’s algorithm, Enge does not use any
heuristic assumptions in his analysis — the results of [53] are used to prove that the
factor base generates JC(k) and those of [20] to justify the smoothness assumption.
In addition, Enge was the first to illustrate the dependence of the runtime on the
ratio between g and log q. He proves that if g ≥ ϑ log q for a positive constant
ϑ, then n ∈ O(Lqg [ρ + 1√

ϑ
]) and the expected number of trials before finding

a relation is O(Lqg [ 1
2ρ ]). The linear algebra step takes time O(Lqg [lρ]) and the

relation generation stage takes time O(Lqg [2ρ+ 2√
ϑ
+ 1

2ρ ]), as n relations are required
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and it takes time O(n1+o(1)) to generate one random linear combination of factor
base elements. Taking l = 4 for the linear algebra we obtain an optimal value of

ρ = 1
2

(√
1 + 1

ϑ −
√

1
ϑ

)
and an overall expected runtime of O(Lqg [c]) with

c = 2

(√
1 +

1

ϑ
+

√
1

ϑ

)
.

Note that this runtime is that derived in [18], in which a generic version of this
strategy which yields a subexponential discrete logarithm algorithm in any setting
for which the corresponding smoothness assumption holds is described. As Enge
states in [17], this algorithm is designed with a simplified analysis in mind rather
than practical performance, and hence no computational data is provided.

Gaudry’s algorithm for small genus. None of the preceding algorithms are
specifically designed to take advantage of the cryptographically interesting situa-
tion where #JC(k) is known. They can use this extra information by performing
the required linear algebra modulo #JC(k), but Gaudry [31] was the first to present
an index-calculus algorithm designed with this in mind. His algorithm follows the
outline described above as Strategy 2. After the factor base S is constructed (only
degree 1 prime divisors are included), a random walk á la Teske [80] is performed in
the set of reduced divisors equivalent to αD1+βD2. Each 1-smooth divisor encoun-
tered yields a relation, and the remainder of the algorithm proceeds as described
above.

In addition to faster linear algebra modulo #JC(k), the process of generating
relations is quite efficient—each new candidate generated via the random walk
requires only one addition in JC(k). In order to determine whether a given divisor
div(a, b) is 1-smooth, it suffices to check whether the degree of gcd(uq −u, a) is the
same as deg a (provided that a has no repeated factors), as gcd(uq − u, a) is the
product of the distinct degree 1 irreducible polynomials that divide a. In practice,
the possibility that a has repeated factors can either be ignored, or detected by
computing the degree of gcd((uq − u)g, a).

Perhaps the most important contribution in [31] is the analysis of the algorithm.
The analyses of the preceding algorithms suggest that they are only applicable when
the genus is large with respect to q. In order to gain insight into the small genus case,
Gaudry analyzed his algorithm assuming fixed genus and letting q vary. He was
able to show that his algorithm runs in expected time O(g3q2 log2 q + g2g!q log2 q)
for fixed genus. Since generic DLP algorithms run in time O(q2) for fixed genus,
Gaudry’s result indicates that the HCDLP can be solved more efficiently than
the generic algorithms if g > 4. Thus, Gaudry’s analysis yielded the most precise
statement as to which genera admit more efficient DLP algorithms than the worst-
case generic algorithms. This analysis is backed up by some computations, which
will be described in Section 5.

Enge and Gaudry [19] also describe a variation of this approach suitable for
large genus hyperelliptic curves. The algorithm described is essentially a generic
version of Strategy 2 above, suitable for any setting in which the group order is
known and the requisite smoothness assumption holds. As in Enge’s algorithm [18],
the factor base contains all prime divisors of degree ≤ t, and the smoothness testing

idea is extended to check whether a = lcm
(
{gcd(uqi − u, a) | 1 ≤ i ≤ t}

)
(testing

for repeated factors of a can be handled as above). Using the smoothness results
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proved in [20], an expected runtime of O(Lqg [c]) with

c =
√
2

(√
1 +

1

2ϑ
+

√
1

2ϑ

)

is proved provided that g ≥ ϑ log q for some positive constant ϑ. The improvement
over the running time proved in [18] follows from the fact that faster linear algebra
methods, randomized Lanczos for linear system solving versus Smith normal form
computation of an integer matrix, are employed when the group order is known.
Thus, a value of l = 2 rather than 4 can be used in the analysis, yielding the claimed
expected runtime.

Thériault’s Algorithm. Very recently, Thériault [81] has described an im-
proved version of Gaudry’s algorithm for small genus. The first improvement is
to use only a fraction of the degree 1 prime divisors in the factor base. Although
this reduces the probability of finding smooth divisors, the cost of linear algebra is
reduced because the resulting relation matrix has smaller dimension. By balanc-
ing the relation generation and linear algebra stages, Thériault finds the optimal

fraction of degree 1 prime divisors to use and obtains a runtime of O(g5q2−
2

g+1
+ε).

A second variation of this algorithm also incorporates the large prime strategy,
a well-known technique from other index-calculus algorithms. The idea is to keep
track of divisors which factor completely over the factor base except for one addi-
tional “large prime” divisor. If two such partial relations are found with either the
same large prime factor or large prime factors which are negations of each other,
they can be combined to form a relation. By incorporating the large prime variant

into the previous algorithm, Thériault obtains a runtime of O(g5q2−
4

2g+1
+ε).

Notice that both algorithms are asymptotically faster than Gaudry’s algorithm
provided that q > (g − 1)! in the case of the first algorithm and q > (g − 1)!/g
for the second. More importantly, both algorithms are asymptotically faster than
generic algorithms for g ≥ 3, suggesting that genus 3 hyperelliptic curves may not
be as secure as previously believed.

4 Weil descent attack on the ECDLP

Frey [23] first proposed using Weil descent as a means to reduce the ECDLP
in elliptic curves over finite fields Fqn to the DLP in the jacobian variety of an
algebraic curve of large genus defined over a proper subfield Fq of Fqn . Let l and
n be positive integers. Let q = 2l, and let k = Fq and K = Fqn . Consider the
non-supersingular elliptic curve E defined over K by the equation

E : y2 + xy = x3 + ax2 + b, a ∈ K, b ∈ K∗.
We assume that #E(K) = dr where d is small (e.g., d = 2 or d = 4) and r is prime.

Hence r ≈ qn. Let bi = bq
i

, and define

m(b) = dimF2
(SpanF2

{(1, b1/20 ), (1, b
1/2
1 ), . . . , (1, b

1/2
n−1)}). (4.1)

Assume now that either n is odd, or m(b) = n, or TrK/F2
(a) = 0. Gaudry, Hess

and Smart [34] (see also [26, 38]) showed how Weil descent can be used to reduce
the ECDLP problem in the subgroup of order r of E(K) to the discrete logarithm
problem in a subgroup of order r of the jacobian JC(k) of a hyperelliptic curve
C of genus g defined over k. One first constructs the Weil restriction WE/k of
scalars of E, which is an n-dimensional abelian variety over k. Then, WE/k is
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intersected with n− 1 hyperplanes to eventually obtain the hyperelliptic curve C.
The reduction algorithm together with the best algorithm available for solving the
resulting HCDLP instance is called the GHS attack on the ECDLP. The genus of
C is g = 2m−1 or 2m−1 − 1, where m = m(b).

In order for the GHS attack to be considered successful in attacking the ECDLP
in E(K), the DLP in JC(k) should be solvable in less time than it takes to solve
the ECDLP instance using Pollard’s rho algorithm. In general, m ≈ n whence

g ≈ 2n−1 and #JC(k) ≈ q2
n−1

and the GHS attack fails. The GHS attack will only
succeed if m is small, say m ≈ log2 n, because then g ≈ n and #JC(k) ≈ qn.

The formula (4.1) was analyzed in [49], and it was shown that the GHS attack
fails for all elliptic curves over fields F2n where n ∈ [160, 600] is prime. However,
the GHS attack has been shown to be successful for some elliptic curves over finite
fields F2n where n is composite. In [40], an instance of the ECDLP in an elliptic
curve over F2124 was solved by first reducing it to an instance of the HCDLP in
a hyperelliptic curve of genus 31 over F24 , and then solving the latter using the
Enge-Gaudry algorithm. This is noteworthy because Pollard’s rho algorithm for
solving the ECDLP instance is infeasible, while the HCDLP instance was solved in
a few days on a small network of workstations. The effectiveness of the GHS attack
for composite n ∈ [100, 600] was further analyzed in [48], where the elliptic curves
most susceptible to the GHS attack were identified and enumerated. Because of this
relationship between the ECDLP and the HCDLP, improvements, both concrete
and asymptotic, in algorithms for solving the HCDLP can increase the vulnerability
of elliptic curves to the GHS attack.

Some fields were shown in [50] to be weak for elliptic curve cryptography in the
sense that the GHS attack can be used to solve the ECDLP faster than Pollard’s
rho algorithm for all cryptographically interesting elliptic curves over these fields.
An example of a weak field is F2210 since the GHS attack can be used to reduce the
ECDLP in all cryptographically interesting elliptic curves over F2210 to an instance
of the HCDLP for a genus 15 or 16 hyperelliptic curve over F242 . While the Enge-
Gaudry for solving the HCDLP instance is significantly faster than Pollard’s rho
algorithm for the ECDLP in E(F2210), it is still infeasible with today’s computer
resources. However, if significant advances are made for the HCDLP for genus 15
and 16 curves over F242 , then the finite field F2210 may be shown to be bad for
elliptic curve cryptography—that is, the ECDLP would be feasible for all elliptic
curves over F2210 .

5 Implementations of index-calculus algorithms

As most of the interest in the HCDLP is confined to the low genus case (es-
pecially elliptic curves), few computational results using index-calculus algorithms
have been published. The first implementation was reported by Paulus [57] (and
later extended by Flassenberg and Paulus [21]), who described the computation
of the structure of JC(k) for various curves of the form v2 = u2g+1 + 2u + 1 over
prime fields. The genus ranges from 1 to 12 and the prime fields considered are F11,
F101, F1009, F10007, F100003. Runtimes are presented for a version of the algorithm
without sieving, a version using only trial division (á la Hafner and McCurley),
a sieving version, and a baby-step giant-step implementation. The runtimes indi-
cate that their sieving strategy is the fastest of the three index-calculus variants,
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and becomes superior to baby-step giant-step as the genus grows. Although dis-
crete logarithms were not computed, the runtimes would remain approximately the
same, as determining the structure of JC(k) is the most time-consuming part of the
algorithm.

Smart [73] described an implementation of a variation of the ADH algorithm
[3] that incorporates the strategy of Flassenberg and Paulus. A sieving strategy
analogous to the number field sieve factoring algorithm is employed to simultane-
ously test several principal divisors of the form (Av + B) for smoothness, rather
than testing them one at a time using trial division. Only a subset of the examples
in [21] are computed, and the runtimes observed provide further evidence that the
ADH algorithm, even with sieving, is inefficient in practice.

Gaudry [31] presented the first computations of discrete logarithms on curves
with known large jacobians. Two examples were presented, the first is a genus 6
curve over F5026243 and the second a genus 6 curve over F223 . Both examples have
#JC(k) on the order of 1040, but also have non-trivial automorphisms which were
used to accelerate the algorithm. These computations are significant in that the
group size is larger than what can be handled using the Pollard’s rho method.

Gaudry, Hess, and Smart [34] describe an application of Gaudry’s algorithm
[31] to the computation of discrete logarithms on a genus 4 curve defined over
F221 . The algorithm is modified to use a reduced factor base by including only
degree one prime divisors of norm v + α where the three low-order bits of α are
zero. In addition to reducing the number of relations required and the size of the
relation matrix, many smoothness candidates div(a, b) can be eliminated quickly
by checking whether the three low-order bits in the constant term of a are zero.
The entire computation took about 25% less time than Pollard’s rho method would
have taken, thus providing further evidence that the HCDLP for genus 4 can be
solved faster with index-calculus methods than with generic methods.

Jacobson, Menezes, and Stein [40] implemented an improved version of the
Enge-Gaudry algorithm [19] to solve HCDLP instances on curves defined over char-
acteristic 2 finite fields that arise as a result of the Weil Descent attack on elliptic
curves. The smoothness-testing strategy was optimized further, and an analysis
of the optimal choice of the smoothness bound t is presented. Three instances of
the HCDLP were solved for genus 31 curves over F22 , F23 , and F24 , the last being
out of the range of applicability of Pollard’s rho method. In addition, convincing
evidence that the HCDLP for a genus 31 curve over F25 is tractable (in particular,
requires less time than cracking DES) is presented.

6 Open problems

Further experiments with implementing genus 2 and 3 hyperelliptic curve arith-
metic on various platforms are needed in order to judge the true merits of hyper-
elliptic curve cryptosystems over competing schemes such as elliptic curve systems
and RSA.

The potential of sieving for relation-generation in index-calculus HCDLP al-
gorithms has yet to be fully explored. In particular, there is much room for im-
provement to the methods in [21]. For example, by sieving over polynomials corre-
sponding to divisors which are the sum of only a few prime divisors from the factor
base, sparse relations (few non-zero entries) will be generated. The algorithm in
[21] suffers from the fact that the relations generated are dense, resulting in a dense
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relation matrix and much slower linear algebra. In addition, many of the techniques
from factoring such as self-initialization and the large prime variant can be applied
easily in the HCDLP context. These topics are currently under investigation.

Can the real quadratic representation be used to speed up cryptographic schemes?
For instance, subexponential methods can profit from the baby step operation since
it generates a new reduced ideal, that behaves like a random reduced ideal, with
much less effort than Cantor’s algorithm. Also, it is still an open problem to im-
prove the arithmetic on real quadratic Koblitz curves.

Another important open question is whether asymptotically faster index-calculus
algorithms exist for solving the HCDLP. In particular, is there an algorithm with
runtime O(Lqg [1/3, c]), where

Ln[1/3, c] = exp
(
(c+ o(1))(logN)1/3(log logN)2/3

)
?

The number field sieve algorithms for integer factorization and discrete logarithm
computation in finite fields have similar runtimes, but it is unknown whether ideas
from these algorithms can be applied to improve on the asymptotic runtimes of
HCDLP index-calculus algorithms. Although the ideas from some factoring algo-
rithms have been successfully applied to the discrete logarithm problem in quadratic
number fields (which is closely related to the HCDLP), it is even unknown if ideas
from the number field sieve can be applied in that case. The existence of such an
algorithm for the HCDLP would be especially noteworthy, because it most likely
would imply that the ECDLP can be solved in subexponential time [9].

Galbraith [25] has shown that Weil descent can be used to attack the HCDLP
on some low genus hyperelliptic curves defined over characteristic two finite fields
of composite extension degrees. The classification and enumeration of those hyper-
elliptic curves susceptible to the Weil descent attack is an open problem.

Maximum resistance to Pollard’s rho algorithm is provided by hyperelliptic
curves C for which #JC(Fq) is divisible by a large prime. Thus efficient algorithms
for computing #JC(Fq) are crucial when selecting curves for cryptographic applica-
tions. The problem of determining #JC(Fq) for elliptic curves C is now considered
to be well-solved—see Schoof’s algorithm [68] and its derivatives when the charac-
teristic of Fq is odd, and Satoh’s algorithm [65] (as modified in [22] and [72]) when
the characteristic of Fq is even. Kedlaya’s algorithm [42] (see also [82]) determines
#JC(Fq) for hyperelliptic curves C of genus g ≥ 2 over finite fields of small char-
acteristic. The AGM method of Mestre and Harley (see [32]) is very efficient for
genus 1 and 2 curves over characteristic two finite fields. However, the extensions
of Schoof’s algorithm for determining #JC(Fq) when C has genus g ≥ 2 and Fq
has large characteristic [61, 4] are currently very slow for parameters of sizes that
are of cryptographic interest (see [33] for the most recent work and overview). De-
termining efficient (and practical) algorithms for the case where Fq is a prime field
and g = 2, 3 or 4, is an outstanding problem in this area. We note that the CM
method (see e.g. [85]) can be used to efficiently select cryptographically suitable
genus 2 curves over fields of any characteristic.
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