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Optometry Sample Record







Electronic Health Record (EHR) For Medical Research



Researchers like to access all the 
data available in a clinical database 
to conduct accurate studies

Patients are cautious about their 
medical data which are considered 
as private information
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Privacy Preserving Data Access



Anonymization 



Removal of personally identifying information 



Prone to linkage attack



Anonymization 

Queries over Large Sets 



Anonymization 

Forcing all queries to be over large sets



Anonymization 

Prone to differencing attacks 



Anonymization 

Queries over Large Sets 

Query Auditing



Anonymization 

Queries over Large Sets 

Auditing the sequence of queries and refusing disclosive answers 



Anonymization 

Queries over Large Sets 

Refusing to answer some queries is itself disclosive



Anonymization 

Queries over Large Sets 

Refusing to answer some queries is itself disclosive

Auditing can be computationally infeasible



Anonymization 

Queries over Large Sets 

Query Auditing

Differential Privacy



Learning almost 

nothing about an 

individual

Learning useful 

information about 

a population



Differential privacy ensures that the same conclusions will 
be reached  independent of whether any individual is 
present in or absent from the data set.



Desirable properties of differential privacy



Provides a measure to compute the privacy loss

Immune to post processing

No assumptions about an adversary's background knowledge



Applying Differential Privacy to Optometry Records
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DP for medical domain

Preserving 
correlations 

between data items

Finding and 
justifying the 

parameter values

Prevalence of 
unstructured data 

items 

The importance of 
data utility in 

medical domain 

Proposing a solution 

to apply an 

appropriate variant 

of DP to text



The problem statement





Information Extraction

Automatic extraction of structured information such as entities
and relationships between entities from unstructured sources.







Characteristics of Information Extraction algorithms
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Work still in progress …



Considering more complex relations between documents, individuals, and extracted

records

Generalizing the proposed properties to cover common Information Extraction algorithms

Designing advanced algorithms to generate D’

Loosening assumptions:

• The assumption of independence between extracted attributes

• Having access to very limited information about the internal processes of the IE

algorithm

Proposing property verification algorithms
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Rule-Based Information Extraction



Rule Representation Patterns Actions



Patterns Actions

Positions Constraints
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