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Information Extraction

Information extraction identifies and isolates words and phrases
within documents and presents them in relational tables

Ms. Guynlordsmantdouet is a 35-year-old
female with incapacitating back pain starting 2
1/2 years ago after a motor vehicle accident .She
had intermittent episodes of pain which were
incapacitating for the past 2 1/2 years .She has
tried a 50 pound weight loss

She has undergone several epidural steroid
injections and three facet injections without any
release in pain .She now presents for an elective
decompression fusion .
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Product: Flooring company Location: London, OntarioInformation Extraction



Medical records

Side effect: Short term memory loss Medication: Depression

Cohort identification
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Ms. Guynlordsmantdouet is a 35-year-old female with
incapacitating back pain starting 2 1/2 years ago after a
motor vehicle accident .She had intermittent episodes of pain
which were incapacitating for the past 2 1/2 years .She has
tried a 50 pound weight loss , physical therapy , medications
without any improvement .
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tried a 50 pound weight loss , physical therapy , medications
without any improvement .

Ms. Guynlordsmantdouet is a 35-year-old
female with incapacitating back pain starting 2
1/2 years ago after a motor vehicle accident
.She had intermittent episodes of pain which were
incapacitating for the past 2 1/2 years .She has
tried a 50 pound weight loss

She has undergone several epidural steroid
injections and three facet injections without any
release in pain .She now presents for an elective
decompression fusion .
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Problem Statement

Given an extraction specification and view/document
update language how can source documents be
updated to produce the modified view?
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Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-
old female with incapacitating back pain
starting 2 1/2 years ago after a motor
vehicle accident .She had intermittent
episodes of pain which were incapacitating for
the past 2 1/2 years .She has tried a 50
pound weight loss

She has undergone several epidural steroid
injections and three facet injections without
any release in pain .She now presents for an
elective decompression fusion .
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Ms. Guynlor dsmantdou et is a 3 5-year-ol d female with incapa citating ba ckpain st arting 2 1/2 yea rs agoaf ter a mot or vehicle accident . She had intermitte nt episodes of pain which were incapa citating fo r the
p a s t2 1/2 years .She has tried a 50 pound weigh t loss , phys ical therapy , medication s without an yimproveme nt .

Ms. Guynlor dsmantdou et is a 3 5-year-ol d female with incapa citating ba ckpain st arting 2 1/2 yea rs agoaf ter a mot or vehicle accident . She had intermitte nt episodes of pain which were incapa citating fo r the
p a s t2 1/2 years .She has tried a 50 pound weigh t loss , phys ical therapy , medication s without an yimproveme nt .

Ms. Guynlor dsmantdou et is a 3 5-year-ol d female with incapa citating ba ckpain st arting 2 1/2 yea rs agoaf ter a mot or vehicle accident . She had intermitte nt episodes of pain which were incapa citating fo r the
p a s t2 1/2 years .She has tried a 50 pound weigh t loss , phys ical therapy , medication s without an yimproveme nt .
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female with incapacitating back pain starting 2
1/2 years ago after a motor vehicle accident
.She had intermittent episodes of pain which were
incapacitating for the past 2 1/2 years .She has
tried a 50 poundweight loss

She has undergone several epidural steroid
injections and three facet injections without any
release in pain .She now presents for an elective
decompression fusion .
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physical therapy , medications without any improvement
.
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incapacitating back pain starting 2 1/2 years ago after a
motor vehicle accident .She had intermittent episodes of
pain which were incapacitating for the past 2 1/2 years
.She has tried a 50 pound weight loss , physical therapy ,
medications without any improvement .
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starting 2 1/2 years ago after a motor
vehicle accident .She had intermittent
episodes of pain which were incapacitating for
the past 2 1/2 years .She has tried a 50
pound weight loss

She has undergone several epidural steroid
injections and three facet injections without
any release in pain .She now presents for an
elective decompression fusion .
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Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the
past 2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any
improvement .
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past 2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any
improvement .
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past 2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any
improvement .

Ms. Guynlordsmantdouet is a 35-year-old
female with incapacitating back pain starting 2
1/2 years ago after a motor vehicle accident .She
had intermittent episodes of pain which were
incapacitating for the past 2 1/2 years .She has
tried a 50 pound weight loss

She has undergone several epidural steroid injections
and three facet injections without any release in pain
.She now presents for an elective decompression
fusion .
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years ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating
for the past 2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without
any improvement .
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years ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating
for the past 2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without
any improvement .

Ms. Guynlordsmantdouet is a 35-year-old
female with incapacitating back pain starting 2
1/2 years ago after a motor vehicle accident .She
had intermittent episodes of pain which were
incapacitating for the past 2 1/2 years .She has
tried a 50 pound weight loss

She has undergone several epidural steroid
injections and three facet injections without any
release in pain .She now presents for an elective
decompression fusion .

Information Extraction

A1 … An

v11 … vn1

v12 … vn2

v1k … vnk

Update Instance

update 

documents 

update 

view

How to translate 

in both directions



Today’s talk

χ
Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the
past 2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any
improvement .
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past 2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any
improvement .
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tried a 50 pound weight loss

She has undergone several epidural steroid injections
and three facet injections without any release in pain
.She now presents for an elective decompression
fusion .
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Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2
years ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating
for the past 2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without
any improvement .
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years ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating
for the past 2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without
any improvement .

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2
years ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating
for the past 2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without
any improvement .

Ms. Guynlordsmantdouet is a 35-year-old
female with incapacitating back pain starting 2
1/2 years ago after a motor vehicle accident .She
had intermittent episodes of pain which were
incapacitating for the past 2 1/2 years .She has
tried a 50 pound weight loss

She has undergone several epidural steroid
injections and three facet injections without any
release in pain .She now presents for an elective
decompression fusion .
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Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.
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old female with incapacitating back pain
starting 2 1/2 years ago after a motor
vehicle accident .She had intermittent
episodes of pain which were incapacitating for
the past 2 1/2 years .She has tried a 50
pound weight loss

She has undergone several epidural steroid
injections and three facet injections without
any release in pain .She now presents for an
elective decompression fusion .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .
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p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .
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incapacitating back pain starting 2 1/2 years ago after a
motor vehicle accident .She had intermittent episodes of pain
which were incapacitating for the past 2 1/2 years .She
has tried a 50 pound weight loss

She has undergone several epidural steroid injections and
three facet injections without any release in pain .She now
presents for an elective decompression fusion .
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Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-
old female with incapacitating back pain
starting 2 1/2 years ago after a motor
vehicle accident .She had intermittent
episodes of pain which were incapacitating for
the past 2 1/2 years .She has tried a 50
pound weight loss

She has undergone several epidural steroid
injections and three facet injections without
any release in pain .She now presents for an
elective decompression fusion .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlordsmantdouet is a 35-year-old female with
incapacitating back pain starting 2 1/2 years ago after a
motor vehicle accident .She had intermittent episodes of pain
which were incapacitating for the past 2 1/2 years .She
has tried a 50 pound weight loss

She has undergone several epidural steroid injections and
three facet injections without any release in pain .She now
presents for an elective decompression fusion .
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Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-
old female with incapacitating back pain
starting 2 1/2 years ago after a motor
vehicle accident .She had intermittent
episodes of pain which were incapacitating for
the past 2 1/2 years .She has tried a 50
pound weight loss

She has undergone several epidural steroid
injections and three facet injections without
any release in pain .She now presents for an
elective decompression fusion .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlordsmantdouet is a 35-year-old female with
incapacitating back pain starting 2 1/2 years ago after a
motor vehicle accident .She had intermittent episodes of pain
which were incapacitating for the past 2 1/2 years .She
has tried a 50 pound weight loss

She has undergone several epidural steroid injections and
three facet injections without any release in pain .She now
presents for an elective decompression fusion .
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Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-
old female with incapacitating back pain
starting 2 1/2 years ago after a motor
vehicle accident .She had intermittent
episodes of pain which were incapacitating for
the past 2 1/2 years .She has tried a 50
pound weight loss

She has undergone several epidural steroid
injections and three facet injections without
any release in pain .She now presents for an
elective decompression fusion .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlordsmantdouet is a 35-year-old female with
incapacitating back pain starting 2 1/2 years ago after a
motor vehicle accident .She had intermittent episodes of pain
which were incapacitating for the past 2 1/2 years .She
has tried a 50 pound weight loss

She has undergone several epidural steroid injections and
three facet injections without any release in pain .She now
presents for an elective decompression fusion .

A1 … An

v11 … vn1

v12 … vn2

v1k … vnk

χ

χ

A1 … An

v11 … vn1

v12 … vn2

v1k … vnk

Semi-trusted Party

Untrusted Party

applying privacy transformations 
to medical documents

Motivation

Variant of Differential Privacy

a randomized algorithm



Privatization Process

Generated View V

Privatized View V’

Collection of Medical Documents 

P
ri

v
a

ti
ze

d
 D

o
cu

m
en

ts

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-
old female with incapacitating back pain
starting 2 1/2 years ago after a motor
vehicle accident .She had intermittent
episodes of pain which were incapacitating for
the past 2 1/2 years .She has tried a 50
pound weight loss

She has undergone several epidural steroid
injections and three facet injections without
any release in pain .She now presents for an
elective decompression fusion .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlordsmantdouet is a 35-year-old female with
incapacitating back pain starting 2 1/2 years ago after a
motor vehicle accident .She had intermittent episodes of pain
which were incapacitating for the past 2 1/2 years .She
has tried a 50 pound weight loss

She has undergone several epidural steroid injections and
three facet injections without any release in pain .She now
presents for an elective decompression fusion .
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Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-
old female with incapacitating back pain
starting 2 1/2 years ago after a motor
vehicle accident .She had intermittent
episodes of pain which were incapacitating for
the past 2 1/2 years .She has tried a 50
pound weight loss

She has undergone several epidural steroid
injections and three facet injections without
any release in pain .She now presents for an
elective decompression fusion .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlordsmantdouet is a 35-year-old female with
incapacitating back pain starting 2 1/2 years ago after a
motor vehicle accident .She had intermittent episodes of pain
which were incapacitating for the past 2 1/2 years .She
has tried a 50 pound weight loss

She has undergone several epidural steroid injections and
three facet injections without any release in pain .She now
presents for an elective decompression fusion .
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Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-
old female with incapacitating back pain
starting 2 1/2 years ago after a motor
vehicle accident .She had intermittent
episodes of pain which were incapacitating for
the past 2 1/2 years .She has tried a 50
pound weight loss

She has undergone several epidural steroid
injections and three facet injections without
any release in pain .She now presents for an
elective decompression fusion .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlordsmantdouet is a 35-year-old female with
incapacitating back pain starting 2 1/2 years ago after a
motor vehicle accident .She had intermittent episodes of pain
which were incapacitating for the past 2 1/2 years .She
has tried a 50 pound weight loss

She has undergone several epidural steroid injections and
three facet injections without any release in pain .She now
presents for an elective decompression fusion .
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Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-
old female with incapacitating back pain
starting 2 1/2 years ago after a motor
vehicle accident .She had intermittent
episodes of pain which were incapacitating for
the past 2 1/2 years .She has tried a 50
pound weight loss

She has undergone several epidural steroid
injections and three facet injections without
any release in pain .She now presents for an
elective decompression fusion .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlo rdsmantdouet is a 35-year -old female with incapacitating back pain sta rting 2 1/2 ye ars ago after a motor ve hicle accident .Sh e had intermittent episodes of pain which we re incapa citating fo r the p ast2 1 /2 year s .She has tri ed a 50
p ou nd weight loss , physical the rapy, medi cations without anyimpr ovement .

Ms. Guynlordsmantdouet is a 35-year-old female with
incapacitating back pain starting 2 1/2 years ago after a
motor vehicle accident .She had intermittent episodes of pain
which were incapacitating for the past 2 1/2 years .She
has tried a 50 pound weight loss

She has undergone several epidural steroid injections and
three facet injections without any release in pain .She now
presents for an elective decompression fusion .
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Ms. Guynlordsmantdouet is a 35-year-old
female with incapacitating back pain starting 2
1/2 years ago after a motor vehicle accident .She
had intermittent episodes of pain which were
incapacitating for the past 2 1/2 years .She has
tried a 50 pound weight loss , physical therapy ,
medications without any improvement .

Ms. Guynlordsmantdouet is a 35-year-old
female with incapacitating back pain starting 2
1/2 years ago after a motor vehicle accident .She
had intermittent episodes of pain which were
incapacitating for the past 2 1/2 years .She has
tried a 50 pound weight loss , physical therapy ,
medications without any improvement .

Ms. Guynlordsmantdouet is a 35-
year-old female with incapacitating back
pain starting 2 1/2 years ago after a
motor vehicle accident .She had
intermittent episodes of pain which were
incapacitating for the past 2 1/2 years
.She has tried a 50 pound weight loss ,
physical therapy , medications without any
improvement .

Ms. Guynlordsmantdouet is a 35-year-old
female with incapacitating back pain starting 2
1/2 years ago after a motor vehicle accident .She
had intermittent episodes of pain which were
incapacitating for the past 2 1/2 years .She has
tried a 50 pound weight loss

She has undergone several epidural steroid
injections and three facet injections without any
release in pain .She now presents for an elective
decompression fusion .

Assumptions

Ms. Guynlordsmantdouet is a 35-year-
old female with incapacitating back pain
starting 2 1/2 years ago after a motor
vehicle accident .She had intermittent
episodes of pain which were incapacitating for
the past 2 1/2 years .She has tried a 50
pound weight loss

She has undergone several epidural steroid
injections and three facet injections without
any release in pain .She now presents for an
elective decompression fusion .

A1 … An

v11 … vn1

v12 … vn2

v1k … vnk



• Prepare tables for publication

• no wish to violate individuals’ 
privacy, may do so 
unintentionally

• Want to read the documents to 
interpret and validate perturbed 
tables

• not experts on differential 
privacy

Assumptions



Ms. Guynlordsmantdouet is a 35-year-old
female with incapacitating back pain starting 2
1/2 years ago after a motor vehicle accident .She
had intermittent episodes of pain which were
incapacitating for the past 2 1/2 years .She has
tried a 50 pound weight loss , physical therapy ,
medications without any improvement .

Ms. Guynlordsmantdouet is a 35-year-old
female with incapacitating back pain starting 2
1/2 years ago after a motor vehicle accident .She
had intermittent episodes of pain which were
incapacitating for the past 2 1/2 years .She has
tried a 50 pound weight loss , physical therapy ,
medications without any improvement .

Ms. Guynlordsmantdouet is a 35-
year-old female with incapacitating back
pain starting 2 1/2 years ago after a
motor vehicle accident .She had
intermittent episodes of pain which were
incapacitating for the past 2 1/2 years
.She has tried a 50 pound weight loss ,
physical therapy , medications without any
improvement .

Ms. Guynlordsmantdouet is a 35-year-old
female with incapacitating back pain starting 2
1/2 years ago after a motor vehicle accident .She
had intermittent episodes of pain which were
incapacitating for the past 2 1/2 years .She has
tried a 50 pound weight loss

She has undergone several epidural steroid
injections and three facet injections without any
release in pain .She now presents for an elective
decompression fusion .

Our task is to prepare a set of
documents that would have
produced the modified table had
the same information extraction
procedure been applied.



Robust  Extraction Algorithm

A given extraction algorithm is robust if purposeful
modifications of text produce exactly the expected changes to
the table with no other entries affected.

For all possible input documents, all entries in the extracted table, and all values in 
each entry’s domain.



Characterization of Robust 
Information Extraction Programs



Notation and Terminology



Notation and Terminology



Properties of Extractors



Strict Extractor

For every possible input document, the set of extracted values in
the corresponding record is a subset of words and phrases
appearing in the input.

A1 :W1 A2:W2 A3 :W3 A4 :W4

v1 v2 v3 v4



A1 :W1 A2:W2 A3 :W3 A4 :W4

v1 v2 v3 v4

Strict Extractor



Strict Extractor



Strict Extractor

Data Lineage



Strict Extractor



A strict extractor is computable if for all possible input
documents and corresponding extracted attributes, we have
access to positions from which the attributes are extracted.

Computable Extractor

Data Lineage



Computable Extractor

Data Lineage



Stable Extractor



Stable Extractor



Stable Extractor



Stable Extractor

changing values in appropriate positions in a document

affects only the expected attribute in the extracted record.



Stable Extractor

Ms. Smith is 35 years old with

incapacitating back pain starting

2 1/2 years ago after a motor

vehicle accident. She had

intermittent episodes of pain

which were incapacitating for

the past 2 1/2 years. She has

tried a 50 pound weight loss. She

has undergone several epidural

steroid injections and three facet

injections without any release in

pain. She now presents for an

elective decompression fusion .

Ms. Smith is 35 years old with

incapacitating back pain starting

3 years ago after a motor vehicle

accident. She had intermittent

episodes of pain which were

incapacitating for the past 3
years. She has tried a 50 pound

weight loss. She has undergone

several epidural steroid

injections and three facet

injections without any release in

pain. She now presents for an

elective decompression fusion .

A1 A2

35 3

D g(D, 2)

A1 A2

35 2 1/2



Stable Extractor

Ms. Smith is 35 years old with

incapacitating back pain starting

2 1/2 years ago after a motor

vehicle accident. She had

intermittent episodes of pain

which were incapacitating for

the past 2 1/2 years. She has

tried a 50 pound weight loss. She

has undergone several epidural

steroid injections and three facet

injections without any release in

pain. She now presents for an

elective decompression fusion .

A1 A2

35 2 1/2

Ms. Smith is 35 years old with

incapacitating back pain starting

3 years ago after a motor vehicle

accident. She had intermittent

episodes of pain which were

incapacitating for the past 3

years. She has tried a 50 pound

weight loss. She has undergone

several epidural steroid

injections and three facet

injections without any release in

pain. She now presents for an

elective decompression fusion .

A1 A2

50 3

D g(D, 2)



Stable Extractor

Ms. Smith is 35 years old with

incapacitating back pain starting

2 1/2 years ago after a motor

vehicle accident. She had

intermittent episodes of pain

which were incapacitating for

the past 2 1/2 years. She has

tried a 50 pound weight loss. She

has undergone several epidural

steroid injections and three facet

injections without any release in

pain. She now presents for an

elective decompression fusion .

A1 A2

35 2 1/2

Ms. Smith is 35 years old with

incapacitating back pain starting

3 years ago after a motor vehicle

accident. She had intermittent

episodes of pain which were

incapacitating for the past 3

years. She has tried a 50 pound

weight loss. She has undergone

several epidural steroid

injections and three facet

injections without any release in

pain. She now presents for an

elective decompression fusion .

D g(D, 2)

A1 A2

35 50



Robust Extraction Algorithm 



Robust Extraction Algorithm 



Extracted View Update Problem

Ϝ(r)

Algorithm1

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-old female with incapacitating back pain starting 2 1/2 years
ago after a motor vehicle accident .She had intermittent episodes of pain which were incapacitating for the past
2 1/2 years .She has tried a 50 pound weight loss , physical therapy , medications without any improvement
.

Ms. Guynlordsmantdouet is a 35-year-
old female with incapacitating back pain
starting 2 1/2 years ago after a motor
vehicle accident .She had intermittent
episodes of pain which were incapacitating for
the past 2 1/2 years .She has tried a 50
pound weight loss

She has undergone several epidural steroid
injections and three facet injections without
any release in pain .She now presents for an
elective decompression fusion .

Robust  χ

A1 … An

v11 … vn1

v12 … vn2

v1k … vnk

A1 … An

v11 … vn1

f1(v12) … f1(vn2)

v1k … vnk

χ

Ms. Guynlor dsmantdou et is a 3 5-year-ol d female with incapa citating ba ckpain st arting 2 1/2 yea rs agoaf ter a mot or vehicle accident . She had intermitte nt episodes of pain which were incapa citating fo r the
p a s t2 1/2 years .She has tried a 50 pound weigh t loss , phys ical therapy , medication s without an yimproveme nt .

Ms. Guynlor dsmantdou et is a 3 5-year-ol d female with incapa citating ba ckpain st arting 2 1/2 yea rs agoaf ter a mot or vehicle accident . She had intermitte nt episodes of pain which were incapa citating fo r the
p a s t2 1/2 years .She has tried a 50 pound weigh t loss , phys ical therapy , medication s without an yimproveme nt .

Ms. Guynlor dsmantdou et is a 3 5-year-ol d female with incapa citating ba ckpain st arting 2 1/2 yea rs agoaf ter a mot or vehicle accident . She had intermitte nt episodes of pain which were incapa citating fo r the
p a s t2 1/2 years .She has tried a 50 pound weigh t loss , phys ical therapy , medication s without an yimproveme nt .

Ms. Guynlordsmantdouet is a 35-year-old
female with incapacitating back pain starting 2
1/2 years ago after a motor vehicle accident
.She had intermittent episodes of pain which were
incapacitating for the past 2 1/2 years .She has
tried a 50 poundweight loss

She has undergone several epidural steroid
injections and three facet injections without any
release in pain .She now presents for an elective
decompression fusion .

Data Lineage



Verification





Rule-based vs. ML

• Entity extraction

• EMNLP, ACL, NAACL, 2003-

2012

• 54 industrial vendors (Text 

Analytics, 2012)

[adopted from Chiticariu, Li, Reiss, EMNLP’13]

Fast development, fast adaptation, 

better results in limited time, 

sophistication

Easy to 

comprehend, 

maintain, debug 

& optimize 

performance; 

lower reliance 

on labeled data

61



Verification OF JAPE Programs





OVERVIEW OF JAPE

Rules are written in
JAPE Language

Commonly used rule-based
information extraction system



JAPE Running Environment (simplified)

Tokenizer

JAPE 

PROGRAM

Extraction

Linear 

annotation graph

annotation graph

Extracted annotation



OVERVIEW OF JAPE

ACTIONPATTERN

BINDING VARIABLECONSTRAINT GROUP ANNOTATION

Simple JAPE Rule

RULE NEST



OVERVIEW OF JAPE

describes a regular 
expression over 

annotations 

consumes the input and 
assign spans of text to 

binding variables

PATTERN



OVERVIEW OF JAPE

Input

Only those edges in the annotation

graph that are labelled by input types

are visible to the rules in each phase.



OVERVIEW OF JAPE

Policy

Policy determines the strategy to be taken

to pick a match when more than one span

can be matched and when matches might

overlap.



OVERVIEW OF JAPE

Annotated  Text



Verification OF JAPE Programs



Strict JAPE Program

Strict verifier needs to examine each rule to determine whether it is 
simple.

programs 
containing 
only simple 

rules 

Populates 
tables using 

extracted 
annotations 

Strict



Computable JAPE Program

• unique binding variables within the scope of the rule

• binding variables provide the start and end offsets of the spans 

• the offsets can be used to determine PX(D, j)

Strict JAPE 

Program
Computable JAPE 

Program



Stable JAPE Program

Running a computable program over g(D, j) for all j ∈ [1, . . . , T], a 
stable program extracts a correctly modified record.



Stable JAPE Program

Ms. Smith is 35 years old with

incapacitating back pain starting

2 1/2 years ago after a motor

vehicle accident. She had

intermittent episodes of pain

which were incapacitating for

the past 2 1/2 years. She has

tried a 50 pound weight loss. She

has undergone several epidural

steroid injections and three facet

injections without any release in

pain. She now presents for an

elective decompression fusion .

Ms. Smith is 35 years old with

incapacitating back pain starting

3 years ago after a motor vehicle

accident. She had intermittent

episodes of pain which were

incapacitating for the past 3
years. She has tried a 50 pound

weight loss. She has undergone

several epidural steroid

injections and three facet

injections without any release in

pain. She now presents for an

elective decompression fusion .

A1 A2

35 3

D g(D, 2)

A1 A2

35 2 1/2



Stable JAPE Program

Ms. Smith is 35 years old with

incapacitating back pain starting

2 1/2 years ago after a motor

vehicle accident. She had

intermittent episodes of pain

which were incapacitating for

the past 2 1/2 years. She has

tried a 50 pound weight loss. She

has undergone several epidural

steroid injections and three facet

injections without any release in

pain. She now presents for an

elective decompression fusion .

A1 A2

35 2 1/2

Ms. Smith is 35 years old with

incapacitating back pain starting

3 years ago after a motor vehicle

accident. She had intermittent

episodes of pain which were

incapacitating for the past 3

years. She has tried a 50 pound

weight loss. She has undergone

several epidural steroid

injections and three facet

injections without any release in

pain. She now presents for an

elective decompression fusion .

A1 A2

50 3

D g(D, 2)



Stable JAPE Program

Ms. Smith is 35 years old with

incapacitating back pain starting

2 1/2 years ago after a motor

vehicle accident. She had

intermittent episodes of pain

which were incapacitating for

the past 2 1/2 years. She has

tried a 50 pound weight loss. She

has undergone several epidural

steroid injections and three facet

injections without any release in

pain. She now presents for an

elective decompression fusion .

A1 A2

35 2 1/2

Ms. Smith is 35 years old with

incapacitating back pain starting

3 years ago after a motor vehicle

accident. She had intermittent

episodes of pain which were

incapacitating for the past 3

years. She has tried a 50 pound

weight loss. She has undergone

several epidural steroid

injections and three facet

injections without any release in

pain. She now presents for an

elective decompression fusion .

D g(D, 2)

A1 A2

35 50



Stable JAPE Program

Undesired Conditions 

Domain Inconsistency

Problematic Overlaps



Domain Inconsistency



Domain Inconsistency

Domain of  fj ∈ F is a subset of the 

domain formed by the rule 

corresponding to attribute Aj , for j ∈
[1, . . . , T], 



Problematic Overlaps

• If a rule’s nest can serve as a different part of the same rule’s pattern or 
as a part of some other rule’s pattern.

A possible match for 

R1

lc1 n1 rc1

A possible match for 

R2

lc2 n2 rc2

A possible match for R1 lc1 n1 rc1

A possible match for R2 lc2 n2 rc2



Problematic Overlaps

A possible match for 

R1

lc1 n1 rc1

A possible match for 

R2

lc2 n2 rc2

A possible match for R1 lc1 n1 rc1

A possible match for R2 lc2 n2 rc2

Problematic 

for

Appelt policy 

Not Problematic

for 

First policy



A possible match for R 

A possible match for R’ 

lc’ n’ rc’

… lc n rc …

Region before the matched text A B C D Region after the matched text

Rubber Band Stretch 

A’ B’ C’ D’

Rubber Band Analysis



A possible match for R 

A possible match for R’ 

lc’ n’ rc’

… lc n rc …

Region before the matched text A B C D Region after the matched text

Rubber Band Stretch 

A’ B’ C’ D’

A possible match for R 

A possible match for R’ 

lc’ n’ rc’

… lc n rc …

Region before the matched text A B C D Region after the matched text

A’ B’ C’ D’

Rubber Band Analysis



Stable JAPE Program

No 
problematic 

overlap

Consistent 
Domains

Stable 



• The rubber band analysis accepts a pair of simple un-nested rules.

• The rubber band analysis take into account the effects of prior rules

Rubber Band Analysis



Rubber Band Analysis

Push-Down

Transform 
to non-

nested rules

Rubber 
Band 

Analysis



Push-Down Algorithm

Tokenizer

Phase 2

Phase 3

Phase 1

Extraction

Tokenizer

Phase 2

Phase 3

Phase 1

Extraction

Push-Down



Transformation Algorithm



Work in Progress 

• Exploring  necessary properties 

• Loosening simplifying assumptions such as independence between 
extracted attributes 

• Developing verification tools for extractors based on machine learning 
techniques



Thank you!


