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Abstract—Due to the inherent broadcasting nature and broad
coverage of satellite, satellite communications are well known to
be vulnerable to security threats. Since the distance difference
from satellite to terrestrial terminals is negligible, the channels of
different users are similar, posing a challenge of achieving secure
satellite downlink transmission in the presence of eavesdroppers
(Eves). In this paper, we consider satellite communications in areas
without terrestrial networks converge, and investigate the physical
layer security in the satellite downlink. To achieve a positive secrecy
rate, a frequency domain non-orthogonal multiple access (FD-
NOMA) scheme and an according multiuser cooperative scheme
are proposed. Particularly, by adopting the FD-NOMA, the spec-
trum efficiency can be improved at the cost of raising inter-user
interference (IUI), and the inherent IUI is elegantly leveraged to
suppress the signal-to-interference-plus-noise ratio (SINR) of Eves
while the intended SINR of legitimate users can be enhanced by the
cooperative scheme. The secrecy rate of satellite communications
with FD-NOMA is analyzed, and a tight lower bound is derived,
which is validated via numerical results. In addition, the secrecy
rate is found to be affected by the level of spectral overlapping, and
there exists an optimal spectral overlapping factor (SOF) which
can maximize the secrecy rate.

Index Terms—Satellite communications, FD-NOMA, physical
layer security, cooperation, secrecy rate.

1. INTRODUCTION

HARACTERIZED by large coverage, seamless connec-
C tion, and high communication capacity, satellite plays
a significant role in future space-air-ground (SAG) inte-
grated networks. It has attracted extensive attention from
both the academia and industry, to enable cognitive satellite-
terrestrial networks, hybrid integrated satellite-terrestrial net-
works, satellite-supported Internet of remote things (IoRT)
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networks, and SAG integrated vehicular networks [1]-[6], etc.
Due to the inherent broadcasting nature and broad coverage
of satellite, satellite communications are susceptible to many
malicious attacks [7]. Particularly, unauthorized users can eaves-
drop signals without a hitch if the broadcast information is not
encrypted, and the possible locations of eavesdroppers (Eves)
can be distributed within a large geographical region [8], [9].
Typical cryptographic solutions are realized at upper layers
including encryption algorithms [10], and incorporating security
solutions such as the Internet security protocol and the secure
socket layer.

Different from the upper layer approaches which are com-
putationally intractable, physical layer security (PLS) can also
achieve secure transmission by means of the intrinsic random-
ness of wireless channels [11], [12], and has been widely ap-
plied in terrestrial wireless networks [13]. Particularly, common
PLS techniques can be summarized as PLS coding, multi-
antenna, and cooperative relaying. Error-control codes such as
low-density parity-check (LDPC) and polar codes have shown
that a level of information-theoretic secrecy can be achieved
and the amount of information leakage can be controlled [14].
More specifically, by adopting LDPC codes, a multi-message
authentication scheme is proposed to achieve perfect security
with the same key over binary-input wiretap channel [15]. By
equipping large antenna arrays, massive multiple-input multiple-
output (MIMO) techniques can improve secrecy performance
by generating very narrow beams to focus the signal to the
desired users to enhance the legitimate channel, or generate
artificial noise (AN) to degrade the eavesdropping channel [16].
To enhance the secrecy performance, relay selection schemes
are also proposed in cooperative networks [17]-[19]. In power
domain non-orthogonal multiple access (NOMA), legitimate
users are subjected to co-channel interference due to full band-
width sharing, where the successive information cancellation
(SIC) is adopted to eliminate the co-channel interference. These
characteristics in NOMA make it promising to implement PLS,
which has attracted extensive attention recently [20], [21]. For
instance, without knowing the decoding order, the co-channel
interference cannot be canceled by unsuccessful SIC processing
at Eves [21], and thus a positive secrecy performance can be
achieved.

The aforementioned PLS solutions can be effectively and
feasibly implemented in terrestrial networks as shadow and
fading in terrestrial channels are complicated and diversified.
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Besides, the spatial degrees of freedom in terrestrial networks
is sufficient to assist in the implementation of PLS. However,
in satellite communications, the difference of distances between
satellite and terrestrial users is negligible. Thus, the channel
quality of satellite to legitimate user (Sat-Leg) links become
indistinguishable from that of satellite to Eve (Sat-Eve) links,
which poses a challenge to implement PLS in satellite commu-
nication systems.

To guarantee the security in satellite communication links,
several related works on PLS in satellite-terrestrial commu-
nications are conducted. In cognitive satellite terrestrial net-
works and hybrid satellite-terrestrial systems, the co-channel
interference caused by the spectrum sharing between satellite
and terrestrial networks is normally treated as a drawback
of the system performance [22]. However, the interference is
able to improve the secrecy performance for satellite users as
long as the channel quality of Sat-Eve and Sat-Leg links are
unequally degraded. To enhance the secrecy performance of
primary satellite network, the base station (BS) as secondary
terrestrial network generates a green interference to interfere
Eves without affecting the legitimate users through beamform-
ing techniques [23]. Considering multiple antennas equipped in
satellite, a joint beamforming scheme at both the terrestrial BS
and satellite is proposed to achieve the secrecy rate for satel-
lite users while satisfying the requirement of quality-of-service
(QoS) for terrestrial users [24], [25]. Given the transmission
quality and security requirement of the fixed satellite service
(FSS), a cooperative beamforming scheme (combining adaptive
beamforming at satellite, AN generation, and beamforming at
the terrestrial BS) is proposed to suppress the received signal-to-
interference-plus-noise-ration (SINR) at Eves and meanwhile to
facilitate the FSS terminals [26]. To guarantee the secrecy rate
for satellite link at the minimum transmission power, a joint
cooperative beamforming and AN scheme is proposed in [27],
and a stochastic beamforming framework is presented in [28].

The aforementioned schemes are effective under the satellite
and terrestrial coexisting scenario, where the terrestrial BS can
generate green interferences to implement PLS for satellite links.
However, considering satellite-supported applications in remote
areas, the aforementioned schemes become invalid due to the
lack of terrestrial networks. Moreover, as satellite beams are not
narrow enough to focus only on legitimate users, conventional
beamforming approaches lose practical feasibility in satellites.
As a result, given the resource constraints in satellite such as
antennas and power, it is rather challenging to implement PLS in
satellite communications with limited available resource under
an isolated scenario.

In this paper, inspired by the concept of power domain
NOMA to provide secrecy, we propose a frequency-domain non-
orthogonal multiple access (FD-NOMA) scheme for downlink
satellite communications to cope with the PLS problem (i.e.,
eavesdropping). Specifically, as shown in Fig. 1, satellite broad-
casts signals through multi-beam where multiple clusters existin
each beam. We consider one passive Eve in a cluster targeting to
wiretap an interested user in the cluster. To enhance the channel
difference between satellite to legitimate user and Eve, multiuser
interference deliberately introduced by FD-NOMA is leveraged
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Fig. 1. Multiuser access downlink satellite communications in the presence
of a passive Eve.

as a green interference to degrade the Sat-Eve link. In addition,
to obtain a positive secrecy rate, we propose a cooperative
scheme to conduct interference cancellation at legitimate users
to improve the capacity of main channel. The main contributions
of this work are as follows.

® To provide high spectral efficiency in satellite communica-
tions, we explore the FD-NOMA where excessive spectral
overlapping among adjacent users is designed to improve
the spectral efficiency. Additionally, the multi-user inter-
ference brought by the overlapping is elegantly leveraged
to implement PLS.

* To improve the secrecy performance for legitimate users,
a multiuser cooperative scheme is proposed to conduct
inter-user interference (IUI) cancellation. Under the coop-
eration, the closed-form expression of the average SINR is
derived and verified via numerical results, demonstrating
an improvement of legitimate SINR.

e With the knowledge of channel distribution information of
all legitimate users as well as the Eve, the performance of
secrecy rate is analyzed, and a lower bound of the average
secrecy rate is also derived. Based on the theoretical anal-
ysis, we reveal a trade-off between the spectral efficiency
and secrecy rate in the FD-NOMA system.

The remainder of this paper is organized as follows. We first
describe the system model and the principle of FD-NOMA
in Section II, and then propose the corresponding multiuser
cooperation scheme in Section III. In Section IV, the secrecy
performance of FD-NOMA is analyzed and the lower bound
of secrecy rate is derived. In Section V, numerical results and
discussions are provided. Finally, we conclude this paper and
direct our future work in Section VI.

II. SYSTEM MODEL

As shown in Fig. 1, we consider multiuser access downlink
satellite communications in the presence of a passive Eve. The
frequency reuse factor between beams is considered to be large
enough, and thus the inter-beam interference can be ignored [29,
pp. 406]. The spectral resource is allocated to multiple clusters
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Fig. 2. Illustration of FD-NOMA users in the presence of a passive Eve.

in each beam by frequency division without overlapping. To
improve the spectral efficiency of satellite and achieve a secure
transmission, we propose a spectrum efficient and secure mul-
tiple access scheme named FD-NOMA. Specifically, the down-
link spectrum resource is allocated to users through frequency
division and users within each cluster share partial spectrum with
other users, which is shown in Fig. 2. The downlink resource is
divided into multiple time-frequency resource blocks, which are
available for multiuser access, and all users in a cluster share the
full time blocks. Without loss of generality, equal bandwidth B is
allocated to each user and the same level of spectrum overlapping
is adopted between adjacent users. We consider M legitimate
users in a cluster and the frequency allocation of FD-NOMA is
shown in Fig. 2. The satellite allocates a group of carrier frequen-
cies { fx,k = 1,..., M} for a cluster and the frequency spacing
between two adjacentusersis | f, — fr—1| = Af,withAf < B.
Note that FD-NOMA reduces to the power domain NOMA if the
whole spectrum is shared among all users in a cluster or to the
orthogonal multiple access (OMA) if the minimum orthogonal
frequency spacing among users is maintained. However, the
conventional power-domain NOMA generally achieves capacity
improvements relying on the channel difference to carry out
optimal power allocation. Particularly, a passive Eve is assumed
to wiretap the concerned cluster under the satellite coverage.
User k (Uy) is supposed to be the target user of Eve and Eve
works in the same frequency band with Uy, i.e., f.

We consider M legitimate users in a cluster, and the total
transmission power is denoted by ) ﬁf:l D1,k» Where p; . is the
power allocated to Uy, in the I*" time slot. The time domain trans-
mitted signal from satellite with FD-NOMA can be expressed
as

.13 t \/» Z Z /7]9[ Xl kejZﬂ'k(t IT)A (1)

l=—00 k=0

where Af = «/T denotes the frequency interval between ad-
jacent users with 7" being the duration of a FD-NOMA frame,
and the parameter 0 < o < 1 is defined as the level of spectral
overlapping between two adjacent users (termed as spectral
overlapping factor (SOF)). In addition, X j, is the /*" normalized
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symbol transmitted to U, through the k*" subchannel, and X Lk
is independent for different [ or k.

We adopt the widely used shadowed Rician channel model in
this work. The channel state information (CSI) from satellite to
Uy is given by hy i, = +/ 51,191,k [30], where 3 . and g; , denote
the large-scale path loss and the small-scale fading component,
respectively, and g; , ~ CN(jux, 67 ) denotes the Rician channel
state [31]. The Rician factor of the channel is denoted by K ]’§ =
Ax/62, where Ay = |ug|? is the noncentrality parameter. The
channels from satellite to terrestrial users are assumed to be
independent from each other.

Based on FD-NOMA, the received baseband signal at user k
in the /" symbol period can be expressed as

Yir = hipy/DreXox + Nk

M—-1M-1
j27’l’ ALY
+hlkM ZOZO\/T?MXM(E SNE))
z;k

where N j, denotes the zero-mean additive white Gaussian noise
(AWGN) with variance 62, and NN, 1, 1s independent for different
[ or k. From (2), we can observe that within the cluster, Uy
receives IUI from other users (i.e., X; ;, 7 # k) due to the partial
bandwidth multiplexing, and the IUI can be obtained as

M—1M-1 -
I hlk E E VPLiXp e 3)
m=0 =0
7
The power of I; ;, can be calculated as
2
M—1M-1
2 1 jom Lkdm
[k = hlkM E E VD1 Xq ke
m=0 =0
i£k
2
—— M-1 M-1
= huxl” o ei2m i e
’ M
1=0,i7#k m=0
. 2
= pLibik Clok 4

where the correlation coefficient describes correlation between
the U}, and other users in the same cluster, which is given by

M-—1 sine (a (i — k)) 2
Clk = i:()zi:#k sinc (a (i — k) /M) (5)

The channel of Sat-Eve link is also modeled as shadowed
Rician channel and the distance form Eve to U}, can be ignored
as compared to the link of satellite. Similarly, the received signal
at Eve from satellite can be expressed as

e = hie/DieXik + Nie

M—1M-1
- (i— k)m
T hie— a7 O D VALiXike (6)
m=0 =0
i#k

where ;. = (;.c91, denotes the CSI from satellite to Eve
with (; . being the large-scale path loss and g; . being the
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small-scale fading with g; . ~ CN (y, %), and Ny, is the zero
mean AWGN received at Eve with variance 62. Obviously, the
Eve not only receives what it concerns but also the unexpected
information from other users, where the term containing X; j in
(6) is the targeted signal and the unexpected signal competent
received by Eve is

| M-l o
L Gkm
Il,e:hz,eﬁ E E DXy ge? T @)
m=0 i=0
ik

and the power of I; . is given by

|1 ek (8)

2
= p1iClel9te

From (2) and (4), we calculate the instantaneous achievable
SINR at Uy, as follows

2
hi kA/Di kX

SINRl,k:’ 1,k\/PlLk ll;‘
|T1. 5 + Nik

(a) pLkBLEl gLk
pLiBiklgik ek + pir/p

2
_tlgrl”
lgkl* + 1
where (a) holds since the IUI is independent of AWGN, and
p=0nii/ 62 is the input signal-to-noise ratio (SNR) for U}, at
the /! time slot, ) = g and k= i

Similar to (9), using (6) and (8), the received SINR at Eve is
given by

1>

€)

2

SINR ’hl,e\/kaXl,k‘
le = —————>5—

|11k +Nz,k-|2

_ puGelgeel®
Clelgi,e 261,1@ +pii/p
|2

A
& el (10)
lgrel” +¢

where ¢ = —L—.
pctkCle

From (9) and (10), the self-induced IUI affects the legitimate
user as well as the Eve simultaneously. As shown in (4) and
(8), the received IUI at legitimate user and Eve is affected
by the channel gain, the power of other legitimate users in
FD-NOMA, input SNR, and the SOF. Considering the similar
channel gain in satellite communications, the powers in (4) and
(8) are almost equal. It indicates that similar SINR is received at
the main channel and the eavesdropping channel. To achieve the
positive secrecy rate under this scenario, a cooperative scheme
is proposed in Section III.

III. MULTIUSER COOPERATION SCHEME

Based on FD-NOMA, each user works at different sub-bands
and the IUI from other sub-bands in the same cluster degrades
the channel quality, due to non-orthogonal frequency division
multiple access. To improve the achievable secrecy rate, the [UI
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at legitimate users should be suppressed properly to improve
the capacity of the main channel while that at Eve is expected
to degrade the quality of eavesdropping channel.

For the concerned Uy, the green interference needs to be
canceled where information from other users in the same cluster
is required. Based on (3), the IUI can be canceled by using X ;
(i # k). However, for the frequency division, Uj, cannot access
information from other users directly, and thus the information
exchange among legitimate users should be carried out on the
ground. Particularly, a secure local area network is assumed
to support the information exchange among users,! and then
a cooperative scheme could be conducted to suppress the ITUI
among legitimate satellite users. Since we only consider one
Eve in a cluster, the IUI at the Eve cannot be canceled.

Without loss of generality, users (U,,,, m # k) decode and
forward (DF) their information to Uy, then U can execute
IUI cancellation with information from DF links. Although the
cooperation with DF and multiuser detection in power domain
NOMA has been investigated to mitigate interference in [33]
and [34], it is worth pointing out that cooperation based on SIC
is unsuitable for FD-NOMA. Moreover, the DF links in our work
are implemented in an assumed secure local area network on the
ground, which can realized by encryption algorithms [10].

We propose a cooperative scheme to cancel IUI between
legitimate users shown in Fig. 3, where S, (n # k) is the data
decoded and forwarded by U,,. For the I*" time slot, the TUI of
U}, after cancellation can be obtained as

| M—1M-1 -
a j2mr L o,
I, = Mhl,k ZO ZO /Dl (Xl,i - Sl,i) el
" ik
) (1)
where S;; is the estimated sample at U; in the 1th symbol

period and I}, denotes the residual interference at Uy. To obtain
Sl,i,i =1,...,M, we assume that each user knows its CSI,
which can be estimated before data transmission. For the ease
of theoretical analysis, we assume the perfect CSI for each
legitimate user and Eve [35].

Based on (11), the received signal at Uy, with cooperation can
be written as

Zig = hip/DrrXon + I g, 4+ Nige (12)

By substituting (11) into (12), Z; j, can be further simplified as

Zik = hy/Drp Xk + Nk

M-1M-1 A
hl,k _ j2m Gol)m
T Z Z VP ( Xii — Si | €77
m=0 i=0
1
M-1M-1
N hlJf ]zﬂ(z—k)rna
= Ny /PLESLE + % D1, X1 i€ M
m=0 i=0

'We focus on the secure transmission from satellite to legitimate users in
this work, and the cooperation can be realized through a secure communication
network on the ground for the legitimate satellite users [32].
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Fig. 3. Multiuser cooperation scheme with information exchange.

M—-1M-1

h
—= Z > VS 2T Ny,
m=0 =0
= ik /PLrSie + Yig — hi kY] + Nig, (13)

where Yl’ . denotes the symbol estimation and it is required
to eliminate the IUI. To obtain Yl x> an inverse fast Fourier
transformation (IFFT) and fast Fourier transformation (FFT)
architecture can be utilized, as shown in Fig. 3.

By changing ao/M to 1/K and keeping o« = M /K, (K >
M), Y/, in (13) can be reshaped as the form of IFFT/FFT
impleméntation, ie.,

M—-1M-1

ik =137 Z > VPSR

m=0 =0

(i— k)m -

K—1 K-
1 1 D im o zﬂ.km
275 72 Vi€ K) ! ;
VM = (\/M P
(14)

where 5‘1, = 0when M <1: < K — 1, corresponding to a zero
padding operation.

Based on (14), we propose the approach of implementing
multiuser cooperation scheme by the IFFT/FFT architecture.
Firstly, a corresponding symbol demodulator is adopted to ob-
tain symbol estimation at each user’s side. The symbol esti-
mations from other users {Sz,o, e Slﬁk,l,gl,;ﬁl, ey 5‘;7M71}
are shared with the Uy through a secure link, which are then
transformed into 8§ = [3o, ..., 85s_1]7 through K points IFFT
after (K — M) zeros padding. Thus, we can obtain

§=0QF"! [ W,S } (15)
O0(x-nyx1
_ v .
where Q2 = | ] denotes a truncating opera-
O(x—nyx (K- M)
tion, F~! is the normalized IFFT matrix with K dimensions,

W, = diag(\/Pi,0s - - -s\/Diks - - - /Di,0i—1) denotes power al-

location for legitimate users, and the k" estimated sample in
(15) is written by

M-1

N

m=0

1

S = —— e TR 0 < k< M — 1. (16)

ﬁ

Then, § is sent to K points FFT processor after a zeros padding
and the output of FFT can be expressed as

= QF { (17)

S
Ox—anyx1 |’
where F' denotes the normalized FFT matrix with & dimensions
and the k" output element of the FFT is given by

N o (i—k)m
VDS eI (18)

which is equal to (14). Thus, the expected signal expressed in
(13) can be obtained by our proposed cooperative scheme. Based
on (12), the SINR received at U}, after IUI cancellation in the
cooperative mode is given by

2
) 19)

SINRyS, = LLATLEIUEL
‘Il’k‘ +pik/p

where the residual interference power can be calculated by using
(11),i.e.,

sinc (a (i — k)) |?
“Isine (o (i — k) /M) |’
(20)
where A; = | X, — S@k |? is a constant and which is explained
in Theorem 1.
Theorem 1: For quadrature phase shift keying (QPSK) mod-
ulation case, we define the hypotheses H, : correct demodula-

Z pl1

i=0,i%k

|Il/,k:|2 = Burlgxl®

tion, H; : only the real or imaginary part is detected correctly,
and H,; : both the real and imaginary parts occur error, then the
value of A; is given by
07 H07
A =X 2, Hy, 2D
45 HZa
and the corresponding probability is Py, = (1 — P)?, Py, =

2(1 — Py) Py, and Py, = P2, where P, is the error probability
of detection from Y] j, to 5’1,;@.
Proof: Please see Appendix A. ]
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Finally, (19) can be simplified as

Buklg k| &k +pir/p
_ W|gl’k|2 22
=— (22)

lgekl” +v
where w = 1/&, v = m, and
M-1 . . 2
sinc (a (i — k))

_ . 23
& iozi#k sinc (o (i — k) /M) 23)

To simplify (23), we define Ay as the set of index of symbols
which is consistent with Hg (i.e., {i € Ag|A; = 0}). Accord-
ingly, A and A, are defined for H; and H,, respectively,
(i.e., {i € Aj|A; =2} and {i € Ay|A; =4}). Thus, we have
[Ao| + |A1] + |Az] = M — 1 and &, can be rewritten as

M—1

S

i=0,i#k

_22
+4Z

Based on Theorem 1, we further investigate the impact of
the error performance on the achievable SINR in the following
Corollary 1.

Corollary 1: Given a SOF and input SNR, the achievable
SINR of FD-NOMA with the cooperation scheme increases as
the estimation accuracy of S, increases.

Proof: Based on Theorem 1, the average value of A; can be
given by

sinc (a (i — k) |?

“Isinc (a (i — k) /M)

—K))
—k)/M)

k)/M)

2
SlDC

blIlC

2
SlIlC

(24)

Sll’lC m

A; = 2Py, + 4Py, = 4P, (25)

From (25), it indicates that the value of A; monotonically
increases with P,. Thus, the residual interference power reduces
with P, based on (20) and (23). As a result, the SINR in (22)
increases with Py,. The proof of this Corollary is completed. W

IV. ACHIEVABLE SECRECY RATE ANALYSIS

In this section, we first analyze the characteristics of achiev-
able SINR for the legitimate user and Eve, and a lower bound
of the average secrecy rate of FD-NOMA is then derived.

Given bandwidth B and SOF «, the channel capacity of Uy,
is calculated as

DLk
(No/2) B+ p1
where N is the noise power spectral density and p; is the power

of interference. Thus, the normalized achievable rates for the
legitimate user and Eve can be written respectively as

B
C, = —log, |1+ bit/s, (26)
«

1 ‘
R, = a1og2 (14 SINRf%) 27)
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and
R. = élogz (1 +SINR;.). (28)
The instantaneous secrecy rate at Uy, is defined as [36]
Ry =Ry - R.J", (29)

where [2]T = max(z,0). The average secrecy rate at Uy, is given
by [37]

+
R,=E {[llogz (1+ SINR{3,) — Liog, (14 SINRZ,S)} }
(0] ’ «

1 1
>F {alng (1+ SINRIC"}C)} —-FE Lélogz (1+ SINRl,e)]

£ Ry — R., (30)
where R, and R, denote the average achievable rates of the
legitimate user and Eve, respectively. To analyze the secrecy
performance, the statistical properties of SINRs in (30) are
investigated as follows.

From (5), ¢ 1, is aconstant when p; ;, owand M are given. Since
gik ~CN (1se, & 2), thus |g; x|? follows a non-central chi-square
distribution with two degrees of freedom. Then, the cumulative
distribution function (CDF) of |g; x|? can be expressed as

2)% 2x
F, p@)=1-@ (11512671/5]26> x>0, (3D

where Q (2, y) denotes Marcum-Q-function of order one, which
is given by [38]

o 2k D(k+1%)
kLl
e 2Fkl T'(k+1)

Ql($7y) = ) (32)

where I'(x, y) denotes the upper incomplete gamma function
and I'(z) denotes the Euler gamma function. The probability

z«H\k

Iy (2”’7”) . x>0, (33)

otherwise,

fgpp(@) =

)

where the zeroth order modified Bessel function of the first kind
Ip(x) can be represented by the infinite series as

(34)

To derive the CDF and PDF of the achievable SINR in (22), the
following Lemma is given.
Lemma 1: The CDF of SINR7Y is given by

21 2vuy
VR T N 2 70§’Y§Wa
of \/(w -7) 5i>

(35)

Fainggs, (7) =1 - @ (
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Fig. 4. CCDF of the received SINR for FD-NOMA in downlink satellite.

and the PDF of SINR;, can be derived as

VW — 5 (5 +) (2 Uy )
w

W
(w—")°67

fsinggs, (7) =

Proof: Please refer to Appendix B. |

By using the result in Lemma 1, the complementary cumula-
tive distribution function (CCDF) for SINR} can be obtained
by FSINR;‘; = 1 — Fsinrgg,, which is verified by numerical
results demonstrated in Fig. 4. It can be seen that the numerical
results show perfect agreements with our analytical expressions
for various SOFs, ie., a = 0.7, 0.8, and 0.9, where the input
SNR = 10logy(p) = 10 dB.

Based on (22) and using the results in Lemma 1, the average
SINR at U, with multiuser cooperation can be given by the
following Theorem.

Theorem 2: For 0 <~ < k, the following expression is
valid,

Veo
Lk SL(KEY o\ v
=we % B () F(n+2)F(—n—1,).
2w (7 7
(37
Proof: Please see Appendix C. ]

Note that the channel of Eve has the same distribution with
Uy, the statistical characteristics of SINR; . can be similarly
obtained. By using the result in Lemma 1, the PDF of SINR; .
can be obtained as

fSINRz,e (Ve)

_ 1 (e . 2 B
= LZe 52 (K*’Yc +}L<)IO (2 Ao €7, ) , (38)
(K —"7e) 52 oz K —="%Ye

where A, = |ue|2 and 0 < 7, < k. Moreover, using the result in
Theorem 2, the average SINR received at Eve is given by
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e & (Kp) ()" .

= ke % Zﬁ 53 F'n+2)T —n—l,ﬁ ,
n=0 : € €

(39)

where K¢ = A./62 is the Rician factor of the Eve’s channel,
and A, = |u,|? is the noncentrality parameter.

Further, using the PDFs in (36) and (38) we derive the lower
bound of average secrecy rate for FD-NOMA with cooperative
scheme as follows.

Theorem 3: For 0 < v < k, the lower bound of average se-
crecy rate is given by

v G (0 (57) -+ ()

s o (1450 ()

where ®(-) is given by

n—1

B0 =Y [(;?ffleém (-3)

u=0
n—u 1\ ] 1
+> (g- 1)!(-9) nle® Ei (9). 41)
q=1
Note that Ei(z) = — [ e "¢~!dt is the exponential integral
function.
Proof: Please refer to Appendix D. |

Based on (10), we can obtain that lim, ., SINR; . = ~ in
high SNR region and « is a constant when o and M are fixed.
It means that the eavesdropping channel is interference limited
in high SNR region. According to (30), the average secrecy rate
can be approximated as

R, ~ éE [log, (1 + SINR{%)] — élogz (1+k)

=Ry — élogz (1+ k), (42)
where the average secrecy rate is determined by Ry, in high input
SNR region. Based on Corollary 1, & j, in (22) decreases as the
input SNR p, and then SINR[%, is monotonously increasing with
p- Thus, the average secrecy rate increases as the input SNR.
Since we concentrate on the satellite communications sce-
nario and the channel of Sat-Eve is similar to that of Sat-Leg,
the same Ricean factor of them can be assumed, i.e., K% = K§.
Thus, we can see that the secrecy rate with FD-NOMA is mainly
affected by the SOF and the parameters w, v, s and ¢ refers to the
input SNR and SOF. Based on the above analysis, FD-NOMA
is proved to be a self-interference scheme and is able to degrade
the legitimate and Eve links unevenly. With the multiuser coop-
eration, legitimate users can improve the achievable SINR. Spe-
cially, the self-interference can be canceled more effectively with
high SOFs or high input SNR. In contrast, higher SOF imposes
more eavesdropping risk. We can conclude that, in FD-NOMA,
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Fig. 5. Achievable average SINR of FD-NOMA.

there is a trade-off between secrecy rate improvement and the
level of non-orthogonal spectral overlapping among users.

V. NUMERICAL RESULTS AND DISCUSSIONS

In this section, to verify the secrecy performance of satellite
communication with FD-NOMA, relevant numerical results and
discussions are carried out. The impact of input SNR and SOF
on the achievable secrecy rate are also investigated. Specifically,
the number of users in a cluster is assumed to be M = 128, the
channel Rician factor in dB is set to 10log,,(Kp) = 10 dB
(including both legitimate users and Eve), and the product of
the transmission power and its corresponding large scale loss
is normalized. In addition, the same large-scale path loss is
assumed for both legitimate users and Eve to demonstrate a
worst-case scenario in satellite downlink communications.

Based on the proposed cooperation scheme and analytical
results in (37) and (39), the achievable average SINR of FD-
NOMA is presented in Fig. 5. Based on (10) and (22), the
SINR of legitimate user and Eve both monotonically increases
as the input SNR p, which is also verified by simulations.
From this figure, it can be seen that the SINR can be improved
significantly with cooperative scheme in the Sat-Leg link, result-
ing from effective interference cancellation through cooperative
information exchange. Furthermore, the gain of SINR between
Sat-Leg and Sat-Eve increases as the input SNR increases. This
is because a better detection performance can reduce the power
of residual interference, which is in consistent with Corollary
1. As shown in Fig. 6, the detection performance improves as
the input SNR increases. Due to the error function in (44) is
monotonically decreasing as the received SINR, thus the symbol
error probability decreases as the input SNR. From Figs. 5 and 6,
we can see that our derived analytical expressions match well
with the simulation results. Moreover, it indicates that the higher
SOF or higher input SNR can benefit the cooperation among
legitimate users.

With employing FD-NOMA, the achievable secrecy rate of
legitimate user is investigated versus the input SNR with dif-
ferent SOFs, which are shown in Fig. 7 (low SNR region) and
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Fig. 8 (high SNR region). The lower bound is drawn by using
(40) in Fig. 7 and the curve of approximate theory is based on
(42). From these two figures, we have the following informative
observations: 1) FD-NOMA with cooperative scheme achieves
positive secrecy rates at different SOFs, which indicates that the
achievable SINR improves with user cooperation, whereas the
received SINR of Eve is suppressed through the interference
introduced by FD-NOMA; 2) the achievable secrecy rate im-
proves as the input SNR increases. Since the error performance
gets better as the input SNR increases, less residual interference
remains and thus higher achievable SINR gain is achieved at
Sat-Leglink. In addition, according to our analysis based on (42),
the Sate-Eve link is interference limited while Sate-Leg link is
noise limited with cooperation. Thus the secrecy rate is mainly
affected by the input SNR; 3) in particular, two curves referring
to SOFs av = 0.7 and 0.8 cross at about SNR = 8 dB in Fig. 7,
and a cross by a = 0.8 and 0.9 at about SNR = 23 dB in Fig. 8. It
is because more interference is produced by FD-NOMA as SOF
decreases which damages the Sat-Eve link more, meanwhile the
lower SOF leads to a worse error performance, indicating that
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there is a trade-off between the spectral overlapping level and the
achievable secrecy rate; 4) traditional OMA scheme (OFDMA)
in similar channel quality case cannot provide secrecy. As we
know that resource blocks are allocated orthogonally in OMA
systems, there is no green interference can be utilized to degrade
the Sat-Eve link.

In Fig. 9, the impact of SOF (ranging from 0.5 to 1) on the
achievable secrecy rate is then investigated, where two cases
with the input SNR p = 5 dB and p = 10 dB are displayed. As
shown in Fig. 9, given an input SNR, the achievable secrecy
rate will not always increase as « decreases, and there exists an
optimal SOF to achieve maximum secrecy rate. Based on (42),
the SOF affects secrecy rate at two aspects, i.e., the received
SINR and spectral efficiency. On one hand, the received SINR
decreases as « decreases since more interference is received with
more spectral overlapping. On the other hand, spectral efficiency
improves as « decreases in a specific region, which promotes the
secrecy rate. Thus, there is a trade-off between spectral efficiency
and secrecy rate in the FD-NOMA system.
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VI. CONCLUSION AND FUTURE WORK

In this paper, we have proposed a spectrum efficient and
secure transmission scheme for satellite communication system,
in which legitimate users access the satellite downlink network
with FD-NOMA. As partial spectral resource is reused among
users, FD-NOMA can improve the spectral efficiency at the cost
of self-induced interference. To aim at the PLS issue, we have
leveraged the interference to degrade the Sat-Eve link and mean-
while proposed a cooperative scheme to conduct interference
cancellation to enhance the Sat-Leg link. The achievable secrecy
rate has been analyzed, and the lower bound has also been de-
rived. Our analysis results have shown that without the assistance
of terrestrial networks or cooperative relay nodes, FD-NOMA is
a promising approach to achieve secure transmission in satellite
communications. To make the analysis tractable, in this study,
only a single Eve is considered within a cluster. For the future
work, we will investigate the multiple Eves case by considering
their collusion.

APPENDIX A
PROOF OF THEOREM 1

From (20), we can calculate the value of | X; ; — 51,k|2 as
~ 2 N 2
A = ‘Re (Xl,k - SlJf)‘ + ’Im (Xl,k - Sl,k)’

- ‘Re (Xi1) — Re (Sl,k) ‘2 + ’Im (X1) — Im (slk) ‘2.
(43)

Then, we can obtain the values in (21). For a given input SNR p,
the follow real/imaginary symbol error probability of detection
from Y} i, to Sy 1, is obtained,

P="P (Re (X1 k) # Re (&,k))
=P (Im (X1 k) #Im (Sl,k))

= /000 Q (\/ﬁ)fSINRM (v) dv,

where Q)(z) is the Gaussian Q function. Then the symbol error
probability is given by [39]

P, = /OOc Q (V) 2—Q (/7)) fsr,, (7) dr.

For the convenience of calculation, we let A denote
the case Re(X;jr)# Re(X;r) and B denote the case
Im(X; ) # Im(X; ). For the case of H, the probability is
calculated as

(44)

(45)

Py, =P(A,B) =P(A)P(B) = (1-P,)’,  (46)

and the probability for cases H; and H, are respectively given
by

Py, =P (A, B) + P (B, A)
=P (A|B)P (B)+P (B|A)P (4)

=2(1 — B, (47)
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and where (b) simplifies Io(l1 / kﬂ) using (34) and (c) replaces
=P (A,B)=P (AP (B)=r;. (48) s by y. Using the result given in [40, (EH IT 137(3)),
Then, the proof of Theorem 2 is completed. H pp- 350] (52) can be further simplified, as shown in (37). Hence,
the proof of Theorem 2 is completed. |
APPENDIX B
PROOF OF LEMMA 1 APPENDIX D
Based on (22), SINR;; = % < w. We calculate the PROOF OF THEOREM 3
CDF as Ik Using (30), we first calculate the average achievable rate of
| |2 Sat-Leg user
WGk
P(SINR;, <v) =P | —5—< _ 1
lgl” + v R,=F Lélogz (1+ SIN f‘}c)}
vy 00
=P o —1 ), 49 1
( w— fy) “9) = a/o log, (14 ) fsmrgs, ()d7- (53)
Using (31), (49) can be simplified as Substituting (22) and (36) into (53) and replacing 2 by . (53)
vy can be simplified as
FSINRl,lc (’7) = F\gl,k\z <w _ ) P
v _ e KE X (Kg)n 00 wT
vy Ry, = Z L / log, (1 + ) e Tx"dx
_p( <) o @) o vt

e KE N (KB)" /°° < (w+1) > )
- n(1+¥ TV ewang
_1—Q1< 24 \/w W;z). (50) aln2nz::0 W2 o o )e

52 ’
~ B S (KE) [y
The PDF of SINR; j; can be obtained by deriving (50) — Z / In (1 + 7) e T da. (54)
aln?2 (n!)z v
vy d n=0
fowie ) = oo \ 5= ) I\ 5= )/ Using the result in [40, (5.12), pp. 604], (54) can be simplified
as
vw = () (2 vy > X .
=—>=¢ " Iy =4/ Ak . _ -KE > (Kk 1 1
(w—7)°8 TRV =y Ry=< BZ( 3)2 (<I><w+ )-@()). (55)
51) aln2 &= (nl) v v
Therefore, Lemma 1 is proved. @ Similarly, using (10) and (38), the average achievable rate of the
Sat-Eve is given by
APPENDIX C _ 1
PROOF OF THEOREM 2 R.=F [alogz (1+ SINRl,e):|
begfizﬁ g;e PDF of SINR; ;. in (51), the average SINR; ;, can - K5 i (KS)" o REL) o 1 56)
" aln2 o (n!)2 € e) )’

v= /0 Vfsiw, i (V)dy We then have (40) by substituting (55) and (56) into (30) and
thus Theorem 3 is proved |

) 1k i%z(%w 2 '
= Yo——25¢ * 52
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