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Abstract—In this paper, we propose a novel user coopera-
tion scheme based on weighted fractional Fourier transform
(WFRFT), to enhance the physical (PHY) layer security of wire-
less transmissions against eavesdropping. Specifically, instead of
dissipating additional transmission power for friendly jamming,
by leveraging the features of WFRFT, the information bearing
signal of cooperators can create an identical “artificial noise”
effect at the eavesdropper while causing no performance degra-
dation on the legitimate receiver. Further, to form the cooperation
set in an autonomous and distributed manner, we model WFRFT-
based PHY-layer security cooperation problem as a coalitional
game with non-transferable utility. A distributed merge-and-
split algorithm is devised to facilitate the autonomous coalition
formation to maximize the security capacity while accounting for
the cooperation cost in terms of power consumption. We analyze
the stability of the proposed algorithm and also investigate how
the network topology efficiently adapts to the mobility of inter-
mediate nodes. Simulation results demonstrate that the WFRFT-
based user cooperation scheme leads to a significant performance
advantage, in terms of secrecy ergodic capacity, compared with
the conventional security-oriented user cooperation schemes, such
as relay-jamming and cluster-beamforming.

Index Terms—Physical layer security, weighted fractional
Fourier transform (WFRFT), secrecy capacity, coalitional game
theory.

I. INTRODUCTION

NSURING information security is of paramount impor-

tance for wireless communications. Due to the broadcast
nature of radio propagation, any receiver within the cover
range can listen and analyze the transmission without be-
ing detected, which makes wireless networks vulnerable to
eavesdropping attacks. Traditionally, cryptographic algorithm-
s/protocols implemented at upper layers of the open systems
interconnection (OSI) protocol stack, have been widely used to
prevent information disclosure to unauthorized users [1]. How-
ever, the layered design architecture with transparent physical
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layer leads to a loss in security functionality [2], especially for
wireless communication scenarios where a common physical
medium is always shared by both legitimate and non-legitimate
users. Moreover, the cryptographic protocols can only offer a
computational security [3]. The encryption algorithms could
be compromised when the adversary has powerful computing
capability, e.g. when quantum computing is available, most of
the applied cryptography can be broken [4]. Most importantly,
it is difficult to design an applicable secret key distribution and
management protocol to satisfy the dynamic nature of wireless
scenarios [5].

As an alternative, exploiting physical (PHY) layer char-
acteristics for secure transmission has become an emerging
hot topic in wireless communications [6-9]. The pioneering
work by Wyner in [6] introduced the concept of “secrecy
capacity” as a metric for PHY-layer security. Let X, Y, and
Z be the input of the source, the outputs of the destination,
and the eavesdropper, respectively. Then, secrecy capacity is
defined by max[I(Y; X) — I(Z; X)], where I(-;-) represents
the mutual information. Specifically, the secrecy capacity
characterizes the maximum rate at which message can be
securely delivered. It is pointed out that perfect security
is in fact possible without the aid of an encryption keys
when the source-eavesdropper (wire-tap) channel is a degraded
version of the source-destination (main) channel [6]. Taking
uncertainty of wireless channels into consideration, the study
on information-theoretic security is subsequently generalized
to the Gaussian wiretap channels in [7] and the fading channels
in [8], respectively. Triggered by the proliferation of multiple
antenna systems, considerable research efforts towards devel-
oping multiple-input multiple-output (MIMO) techniques for
PHY-layer security are devoted recently [10-12]. However,
the feasibility of traditional PHY-layer security paradigms
is hampered by the limitations of practical applications, i.e.
secure information exchange can not be guaranteed when the
wire-tap channel is stronger than the main channel, for which
the secrecy capacity is typically zero under this scenario.

To overcome the above issues and improve attainable se-
crecy capacity, a multitude of sophisticated signal processing
techniques have been developed to explore the extra degrees
of freedom of MIMO systems for PHY-layer security. In [13—
15], security-oriented beamforming is employed, whereby the
transmitter constructs the transmission signal dedicated for
the destination, leading to a secrecy capacity improvement.
In [16-18], a sort of specific signals with nulls directed
towards the destination, termed as “artificial noise”, are gen-
erated to eliminate information leakage. In [19], the optimal
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power allocation/sharing problem between the information
signal and the artificial noise is studied. Due to the resource
limitations of wireless terminals, user cooperation is further
proposed as a practical strategy to harvest the multiple an-
tenna gains [20-22]. The work in [14, 20] investigate the
cooperative beamforming design problem by exploring the
optimal relay selection for secrecy capacity maximization,
under both decode-and-forward (DF) and amplify-andforward
(AF) modes, respectively. In [21, 23], friendly jammers are
deployed for generating “artificial noise” to defend against
eavesdropping attacks. Generally, the ultimate objective of
beamforming or “artificial noise” is to boost the secrecy
rate of the main channel by decreasing the leakage rate of
the wiretap channel. However, most of existing beamforming
techniques could be compromised to powerful adversaries that
equipped with high-performance antenna (arrays). Typically,
only quadratic antenna resources are required for eavesdrop-
pers to have a competitive chance at undermining the secret
communication of the main channel [24]. Although inserting
“artificial noise” can mitigate the information leakage, it
incurs the cost of wasting valuable transmission power, since
a certain amount of the transmission energy has to be assigned
to the “artificial noise”. To warp up, we pose the following
question: is it possible that the information bearing signal
can be designed as the “artificial noise” to confound the
eavesdropper while imposing no impact on the legitimate
receiver? One potential solution to this question is Weighted
fractional Fourier Transform (WFRFT). WFRFT, known as
a novel time-frequency analyzing tool, has drawn gradual
attention in wireless communications recently. The concep-
t of WFRFT-based communication system is pioneeringly
proposed by [25], where WFRFT is recognized as a hybrid
modulation scheme of weighted single-carrier (SC) and multi-
carrier (MC) modulation. Explicitly, the compatible process
of SC and MC modulation makes it feasible for a WFRFT-
based system to adjust its the signal distribution to adapt
to different communication scenarios. With this favorable
property, WFRFT has manifested itself a promising solution
for interference suppression [26-30].

In this paper, we aim to investigate the superiority and
practicability of WFRFT from the PHY-layer security per-
spective. To the best of our knowledge, this is the first work
that utilizes the WFRFT theory to facilitate the PHY-layer
security through cooperation. The WFRFT signal, in fact, is a
weighted combination of multiple different signals bearing the
identical information. More specifically, WFRFT operations
with different parameters result in distinct outputs that can
only be recovered through the corresponding inverse-WFRFT
operations, i.e. the orthogonality of each sub-signal has to
be guaranteed. By exploring those features, we attempt to
generalize beamforming signal and artificial noise to enhance
the secrecy without any impact on the destination. Moreover,
we consider user cooperation for further secrecy enhance-
ment, where each intermediate user decodes and forwards
the source message with WFRFT techniques. Pre-equalization
is employed such that the signal combination of multiple
relays can be reliably decoded by the destination. Taking the
wireless channel uncertainty into account, the eavesdropper

only receives a degraded version of the transmitted signal-
s, even if the wiretap channel is much stronger than the
main channel. The reason is that interference between sub-
signals occurs when their orthogonality is broken, leading to
an “artificial noise” effect. To stimulate and select suitable
cooperators, a distributed coalitional game strategy is further
proposed. As selfish and rational player, each intermediate
user is rewarded according to its contribution. To find the
distributed solution, we proposed a Merge-and-Split based
algorithm that allows each user to autonomously join or leave
a coalition. The proposed algorithm is proved to converge
to a Nash-stable coalitional structure. Simulation results are
provided to evaluate the performance of the WFRFT-based
PHY-layer security cooperation scheme.

The remainder of this paper is organized as follows: Math-
ematical precepts of WFRFT are presented in Section II.
The system model and formulation of the WFRFT-based user
cooperation for PHY-layer security are given in Sections III
and IV, respectively. In Section V, the proposed distributed
coalitional game is formulated and solved. Simulation results
are provided in Section VI. Finally, Section VII concludes this

paper.

II. WEIGHTED FRACTIONAL FOURIER TRANSFORM

Weighted Fractional Fourier Transform, a generalization of
the Fourier Transform (FT), is a promising techinique for
signal and image processing. In this section, we introduce the
basic definitions and properties of WFRFT, based on which
WEFRFT-based PHY-layer security technique will be developed
in the subsequent sections.

Definition 1: Given an arbitrary complex vector X :=
[z0,...,on_1] € CV, the a-order WFRFT of X, .Z%(X), is
defined by!:

M-—1
FX) =§%X] = Y A(a)T¥X, (1)
=0

where T represents the WFRFT kernel (or basic operator),
while M € ZT; M > 4 indicates the number of the ba-
sic operators involved. Moreover, the weighting coefficients
{4(a) f\io_l are generated by

_ 1 1-—exp [—27j(a — 1))
M1 —exp[-2mj(a—1)/M]

In particular, we refer to M-WFRFT as «-order WFRFT
operator consisting of M basic transforms, and denote it by
§%;. For briefness, we define W§; = lﬂigl Al(a)T% as the
a-order M-WFRFT matrix.

Definition 2: The WFRFT kernel T is a finite recursive
combination of the state functions of the conventional FT and
satisfies the following axioms:

o Unitary axiom: §; [§37 [X]] = X, {W3, T = W,/

e Boundary axiom: 3%, [X] =X, §F},[X] = DFT(X);

. Additive axiom: §5; °[X] =§%, [35\3 [X]} =32 [5%, X]].

Aj(a)

2

!For better understanding, this paper defines the WFRFT in a discrete form,
the continuous WFRFT definition can be found in [31].
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Without loss of generality, we utilize the classical-WFRFT
(CWFRFT) as the basic operator of M-WFRFT. In what
follows, we will provide the relevant basic theorems.

Let I denote an N x N identify matrix and F denote an
N-point normalized Fourier matrix with (n,k)-th element
satisfying [F], x = (1/VN) - exp(—j2mnk/N).

Definition 3: The a-order CWFRFT of an arbitrary complex
vector X := [x,...,7x_1] € CV is defined by

FZE(X) = (wil + wiF + ngQ +wiF*)X, 3)

Z exp { 27Tj(a p)k}
Property 1: The CWFRFT has a per10d1c1ty of 4:
FEHX) = F2(X), @)

C

Property 2: When a € Z, the CWFRFT degenerates into
the conventional FT:

where the coefficients {wg }5_

FXX)=F*-X, (5)
Property 3: For real a and b, the additive property holds:
FEX) = 70 (FX) = ZL(FLX), (O

For proofs of these properties, please refer to Appendix A.
Theorem 1: Let CWFRFT be the basic operator of M-

WERFT, and M-WFRFT degrades to CWFRFT when M = 4.
Proof: Let T = (wiI +w$F +w§F? + w§F?) be the basic

operator, and set M = 4. With Property 2, we have

3 3
=> A(a)T'X =) A(a)F'X. @)
1=0 =0

In addition, when M = 4, {4,(a)}}_, we have:

Zexp{ —27j oz—l)k}. 8)

Thus, the proof is completed. ]

Theorem 2: Let oy and ap be the parameters of 4-WFRFT
and M-WFRFT, respectively. Then, Wi* = WK}” holds for
V= %0@, and vice versa.

Proof: Please refer to Appendix B. |

By aforementioned theorems and properties, it is true that
S‘;ﬁ satisfies all of the axioms in Definition 2, when T =
2o Al(@)F :

Theorem 3: WS, Wﬁ = I iff a + 5 = 0 and the
weighting coefficients {Al( JHEot and {A4;(B)}2, " are not
contaminated.

Proof: Please refer to Appendix C. ]

Remark 1: M-WFRFT can split the input signal into M sig-
nal components with weights {A;(«)}5!, which is similar
to the functionality of resource allocation.

Remark 2: Theorem 2 provides an unified decoding strategy
for M-WFRFT. The basic 4-WFRFT demodulator can be used
to demodulate any M-WFRFT signal properly. Therefore,
no matter how does the transmitter structure change, the
receiver can remain unchanged. Theorem 3 suggests that
the orthogonality in signal components directly determines
the decoding performance, which is the most fundamental
property leveraged by the WFRFT-based PHY-layer security
scheme for information privacy preserving.

R, R, —_—
y D —» D
S —> S |
J \
~ o - *
*E »E
TN R
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Fig. 1. The cooperative multiuser relay system model.

III. SYSTEM MODEL

As depicted in Fig. 1, we consider a cooperative system
consisting of one source (S), one destination (D), and N
trustful intermediate nodes ({R;}Y ), in the presence of an
eavesdropper (F) who attempts to eavesdrop on the source
information. There is no direct link between S and D [14, 20],
e.g., the direct link between source and destination (S — D)
is blocked by an obstacle. S aims to transmit information se-
curely to D, with the aid of intermediate nodes. All nodes are
equipped with one single antenna and operate in a half-duplex
mode. The system operation is performed in a two-phase
fashion. In the first phase, the source broadcasts its signal to
the N trustful intermediate nodes among which the nodes that
can successfully decode the source signal form a collaboration
set R.% In the second phase, the intermediate nodes perform
WEFRFT operation to forward a converted version of the
source message to D, to boost the secrecy rate of the S-D
link. In particular, only those that form the optimal coalition
with best security performance are selected to forward their
received signals.> To concentrate on the intermediate nodes
collaboration, we assume the links S — R;,VR; € R are
secure, similar to [20, 21, 32, 33].

Without loss of generality, a quasi-static block Rayleigh
fading environment is considered, and the thermal noise is
characterized by a complex Gaussian variable with zero mean
and variance o2. The fading coefficients of link S — R;,
S - FE, R — D, R; — E, (VR; € R) are denoted by h,
hse, R, R, respectively. Similar to [14] and [15], the CSI of
both main and wiretap channels are assumed available, which
is a typical assumption in the PHY-layer security literature.
Moreover, we consider the worst case where the eavesdropper
knows everything about the signal transmission in the link
S — R, — D, including the knowledge of WFRFT, the
encoding paradigm at .S, the decoding, re-encoding and the
forwarding (DEF) protocols at R;, and decoding method at
D. Moreover, all intermediate nodes are considered to have
the ability to perform 4- WFRFT (De)-modulation operation.
In what follows, we analytically show how WFRFT can be
cooperatively performed among multiple intermediate nodes
for PHY-layer security enhancement.
is the

>Node R; € R,Vi € {1,2,...,N} if C%,. > Rg, where C?,,

secrecy capacity of link S — R; and Ry is the transmission rate of S.
3The strategy of choosing optimal intermediate nodes for the two-phase
cooperation is explicitly explained in Section IV.
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Throughout this paper, [z]T £ max{z,0}; E[] is the
expectation operator; log(-) denotes the base-2 logarithm; ||-||
denotes the Euclidean norm; |-| represents the cardinality of
a set; «* picks the optimal value of x; and superscripts ()*,
()T and (¥ represent the conjugate, transpose and conjugate
transpose, respectively.

IV. PHY-LAYER SECURITY VIA WFRFT-BASED USER
COOPERATION

Following the existing PHY-layer security literature, we use
secrecy capacity to evaluate the performance of a PHY-layer
security scheme. Basically, secrecy capacity upper bounds the
maximum achievable rate of link S — R — D while leaking
no information to E.

Consider an N intermediate nodes network N := {R;|i =
1,..., N}, during the broadcast phase, the transmitter contrives
to form an initial coalition pool R C N, which includes all
nodes that can decode the transmission securely. Assume that
artificial noise injection strategy has been performed, then R
can be generated by:

VR, € R
sit. Cl.>Rg; Cl, = [Ci —Cy]",
) P hz 2

02T10g<1+ OHQSH >7

Un
)
P hse 2

Cse =log | 14+ ol H ,

> Bjllhel]* + o3

R'L%RJ7 RiaRj €N7

where Rg is the source transmission rate; C°, and Ci,
characterize the channel capacity of link § — R; and S — E,
respectively. Py and P; denote the transmission power of the
source and the intermediate node (jammer) R;, respectively.
Note that artificial noise based PHY-layer security is a well
developed technique, following the existing research results,
R can be reliably obtained. In particular, the artificial noise
injection strategy of (9) can be achieved by a set of iteration
procedures expressed by Algorithm 1.

In the collaboration phase, the intermediate nodes in R
cooperatively relay the source message to D using DEF
protocol. In particular, each intermediate node performs as a
basic operator of WFRFT, and only the optimal combination
R* will be selected to re-encode and transmit their decoded
outcome to D. For an arbitrary combination C the signal
transmitted from the R;(R; € C) is given by,

4

vi = NiAi(@)F," [X], (10)
where )\; represents the pre-equalization factor. Denote
y = [yl,yg,...y|c|]T, h»,-d = [hé,hz,hldc‘] and h.,.6 =
(b1, h2,..hI€]. Note that, h, and hi represent the complex
channel coefficients from node R; to D and E, respectively,
where i € {1,2,...,|C|}. Then, the received signals rp and

Algorithm 1 Artificial noise injection Algorithm for the secure
broadcast phase
Stage I: Initial State
Initially, each node in A reports its current states to the
network, including available power consumption, channel
state information, etc..
Stage II: Initial Coalition Pool Formation
LOOP
Phase 1:
S checks the network status and selects IR; as the
temporary relay node.
Phase 2:
S calculates C?, and C,. to check whether node R;

satisfies the constraint C?_. > Ry
Phase 3:
IF C!,. > Ry THEN

S add node R; into the initial coalition pool R;
Meanwhile, S send the source message to R; and
other intermediate nodes R; # Rj;R; € N
generates the artificial noise to selectively degrade
eavesdropper’s reception.
ELSE
break;
Untill All nodes in A have been checked, S completes the
construction of the initial coalition pool R

rg at D and E in the collaboration phase can be written
respectively:

IC] »
rp =hpay +no = Z hahiAi(@)F,° [X] + nra

ilzlo | (11)
TE = hrey +ng = Z hle)‘lAl(a)géF [X] + Npe.

=0

where n,q and n,. are the thermal noise at D and F, respec-
tively. Based upon Theorem 3, when X := [\, Az..., Aj¢|]”
is an amplitude&phase pre-equalization vector satisfying \; =
(hi)*/ ||nd, ®, the cooperation can facilitate the reception at
D. The achievable rate at D can be expressed as follows:

19 14:()])* Py

2
n

1+

Crq = log (12)

a

Whereas at the eavesdropper E, the orthogonality between
the signal components from different intermediate nodes are
contaminated. Assume that S-order 4-WFRFT is performed
by E.,* then the signal to interference plus noise ratio (SINR)
Vi, at R; is a straightforward result of [34]:

WP Al R
A= IR RN A @) Py + 02

13)

“#According to Definition 1, the received signal at E is the mixture of |C|
different 4-WFRFT signals. There is no way for E to rule out the mutual-
interference, when the orthogonality of the signal components is damaged.
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4i
where k! = w(()‘c‘ ™ determines the information leakage from
R; to E while wy is the weighting coefficient of 4-WFRFT.
Then the achievable rate at £ can be expressed by [14]:

Ic|

Cre =log [ 1+ Z%Z;e
=0

(14)

Combining (12) and (14), the secrecy capacity with
WFRFT-based cooperation is given by:

Csec = [Crd - Cre]+
td] 2
10g< + T[4 Po>
P s B '
—log | 1+
Z —I&i]1%) [hiXiAi(@)|? Po+o2
(15)

The objective of employing cooperation is to maximize
the overall secrecy capacity. However, as rational players, the
intermediate nodes might not cooperate unconditionally. To
stimulate cooperation, an appropriate amount of reward can be
paid for the intermediate nodes. With this regard, the problem
of selecting suitable cooperators can be formulated as follows:

sec_ Zgz s

R;eC
P! < P! VR; € C and Cy. > Ry,

R* = argmax
CCR

(16)
s.t.

where 7 is the profit per secrecy rate, &; is the cooperation
cost per unit power consumption of R;. P! and P! represent
the total power consumption and the available power budget
of R; during each transmission.

The optimal cooperator set can be determined such that
the best secrecy performance is achieved at the lowest cost.
Intuitively, to find R*, an exhaustive search can be ap-
plied. However, finding the optimal cooperator set via an
exhaustive search is a non-deterministic polynomial (NP)-
complete problem. The possible cooperation structures will
grow exponentially with the number of intermediate nodes
in R. Moreover, the complexity further increases because
of the fact that the overall PHY-layer secrecy rate Cj.. and
the system cost » p ¢ & P! varies for different coalitions.
Therefore, it is desirable to have a highly efficient means to
form a stable cooperation.

V. COALITION FORMATION AND SOLUTION

In this section, we model the user cooperation among the
intermediate nodes as a coalitional game [35-37] to select the
optimal cooperators for the WFRFT-based PHY-layer security
scheme.

A. Coalition Formation

Definition 4: The coalitional form of an N-player game
with non-transferable utility (NTU) is defined by (N, V),
where N := {R;|i =,1,..., N} represents the set of players
and V(8) personifies the value of coalition $; S C N.

5

In this paper, the intermediate nodes are regarded as the
players and coalition & denotes the group of intermediate
nodes that cooperatively relay the source message via a |S|-
WEFRFT mechanism. Without loss of generality, consider an
arbitrary coalition & := {Ry,Ra,...,Rs;} € N and its
coalition value is defined as follows:

V(S) = {(S) ERIF| VR; € 8, ¢:(8) = [1i(S) — ui(S)I*

for P! < P!, and ¢;(8) = —oc otherwise.},

a7

where v;(S) = CS , — C8_%i denotes the PHY-layer secrecy

capacity gain for node R; € & given by (15) under the

constraint P! < P! while u;(S) = &P! is the payoff

that quantifies the cost when node R; € 8. Generally, (17)

evaluates the benefits obtained from cooperation, in terms of

the PHY-layer secrecy gain, taking into account the cost or
payoff to stimulate the intermediate nodes.

In the WFRFT-based PHY-layer security cooperation
scheme, the source S acts as the “buyer” who pays an amount
of reward for the “service” provided by the intermediate
nodes R, € N, in order to achieve a secure information
exchange with D. Note that, only the optimal coalition R*
will be chosen for data transmission. Therefore, there is a
competition among the intermediate nodes to participate into
the coalition for the reward. Subsequently, the WFRFT-based
PHY-layer security cooperation problem can be formulated by
a coalitional game as follows:

Proposition 1: The WFRFT-based PHY-layer security coali-
tional game is a (A, V) NTU game.

proof: Proposition 1 is an immediate result of the fact that
the coalition value of coalition S C A given in (17) relies on
how the players in the coalition are structured. Specifically,
the coalition value of the game is a set of benefit vectors,
d(S) € RIS|, whose element ¢;(S) indicates the benefits that
can obtain by absorbing R; member of S. Consequently, the
WEFRFT-based PHY-layer security coalitional game has a non-
transferable utility. ]

Definition 5: The coalitional game with NTU is super-
additive if and only if:

V(8) 2 {¢(8) € RI¥N|6,(81) € V(81); ¢,(82) € V(S2)
VSl,Sg CN,Sl USQ :S,Sl ﬂSQ = (Z)}

(18)

Proposition 2: The WFRFT-based PHY-layer security coali-
tional game (A, V) is a non-superadditive game.

proof: Consider two disjoint coalitions &; and S», satis-

fying & = 81 U S2. The non-superadditive of the WFRFT-

based PHY-layer security coalitional game can be proved by

checking:
8) 2 {9(S) € RI¥N|¢y(S1) € V(81); 6,(S2) € V(S2)}-
(19)
Consider a special case in which coalition &7 achieves
an extreme high secrecy rate while coalition & is with
low secrecy rate. This case can be typically found when
players in &1 and S, are at proximate of the destination and
eavesdropper, respectively. Assume R; € Sy is with positive
coalition value ¢;(S2). Clearly, when 8; and S, are merged,

Cselc+ 7 — C% <=0, which means the overall secrecy rate
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of the coalition is degraded. In this case, ¢;(S1 U S2) < 0,
i.e. I2;’s coalition value would be O in the merged coalition
S. However, in the original coalition 8o, R;’s coalition value
is positive, which does not belong to V(S8). Therefore, the
WEFRFT-based PHY-layer security coalitional game is non-
superadditive. ]

The non-superadditive property implies that the coalitions
with more participants may not be always beneficial. That
is because the benefits provided by a coalition, in terms of
secrecy capacity, would be limited by the cost associated. In
this regard, the coalition with huge number of intermediate
nodes are not optimal and will not be formed. Instead, in
the proposed scenario, multiple disjoint coalitions will form
and the one with best secrecy performance is selected as the
ultimate coalition set. To this end, a distributive algorithm is
proposed to form the disjoint coalitions, which is elaborated
in the following subsection.

B. Coalition Algorithm

In this subsection, we design an algorithm to achieve
autonomous coalition formation for the WFRFT-based PHY-
layer security cooperation problem.

Definition 6: A coalitional structure is referred to as a
collection, if L = {81,8,..8| Vi,j € 1,2,..Li #
7, 8N 8;=0and S; U §; C N'}. Typically, a collection
that satisfies | J._, 8; = N, is referred to as a partition of N
Note that, a partition is not necessarily formed.

For an N-players coalitional game, there exists 2V — 1
nonempty coalitions which can form B different collections,
where By is the N-th Bell number, given by:

N1
BN: ( . )Bi7 fOI‘NZlBozl

Let S; be an arbitrary coalition, and a player’s action is to
decide whether to be a member of S; according to its status
in the group, namely its contribution to the group in term of
secrecy rate gain, and its expected payoff. Since the players are
rational, the designation of the players into suitable coalitions
is performed according to following criteria.

Definition 7: Consider two collections L =
{81,82,..8.} and P := {87,835, ...S§} that partition the
same set R C AN. Then, we use the symbol ~ to represent
their comparison relation. Specifically, £ > P implies that
the way L partitions R outperforms the way P partitions R.

In order to achieve a rational and stable coalition, a mul-
titude of comparison orders, based on both coalition utili-
ty and individual payoff, have been introduced in existing
works[35, 36]. In particular, a comparison order, such as
the wutilitarian order, is coalition rational if £ > P &
Zle V(S:) > Zfil V(S8;). On the contrary, a comparison
order is regarded as individual rational, such as the Pareto
order, if:

(20)

21

Lw(:»{ YRi€R, 6:(L) > 6:(P) }

IR, € R, ¢i(L) > $:i(P),
which indicates that £ is superior to P iff at least one player

can achieve more benefits by changing the partition structure
from L to P, without degrading other players’ benefits.

Algorithm 2 Merge-and-Split Coalition Formation Algorithm
for WFRFT-based Collaborative PHY-layer Security

Stage I: Initial State
Initially, S broadcasts the information to nearby nodes.
Suppose that there exists an initial set R, consisting of
L suitable nodes. Set the initial partition state as £ :=
{81, 82, SL}
Stage II: Coalition Formation Algorithm
Phase 1: Neighbor nodes discovering
Each node in ‘R reports its available power consumption
to the network, and checks the network status to find
candidate partners.
Phase 2: Dynamic coalition construction
Set intermediate nodes into cooperating mode, and initial-
ize the collaborator list of each node as NULL.
LOOP
a) L' = Merge(L), merge any disjoint collisions in £
that meets the Merge rule.
b) L" = Split(L), split any collisions in £ that meets
the Split rule.
C) Update the collaborator list of each node.
Untill The partition converges to a stable statute, that is,
no player has an incentive to deviate from its current
coalition.
Stage III: Cooperative Secure Transmission
The collision 8* that provides the highest utility, which
achieves the best secrecy performance at the lowest cost,
will be chosen for data transmission.

As defined in (17), the proposed scheme mainly concerns
whether the secrecy gain compensates for the reward payed to
simulate players into the coalition. Therefore, in this work, we
use the individual value order, i.e., the Pareto order, to check
which partition is more desirable. The coalitions are dynami-
cally formed via an iterative merge-and-split operations:

e Merge Rule: Merge any disjoint collections
{31, SQ, Sl} whenever Uﬁ:l S; = {81, SQ, ...Sl},
that is, small coalitions desire to merge into a larger
coalition if merging yields a superior partition on R.

e Split Rule: Split any collection Ui:l S; whenever
{81,8s,..81} = U2:1 S;, thus, a larger coalition desires
to split into multiple disjoint collections if splitting yields
a superior partition on K.

According to the above rules, the WFRFT-based PHY-layer
security coalitional game can be solved through a three-stage
algorithm, given in Algorithm 2. Details are elaborated as
follows:

e Initial Stage: The source S broadcasts its information to
nearby nodes. Following (9), an initial set R, consisting
of L suitable nodes, is selected and we assume all suitable
nodes in R are non-cooperative in the beginning. As
a result, the partition structure is initialized as £ :=
{81,832,..8}, where S; (i = 1,2,...L) includes one
intermediate node only.

o Coalition Forming Stage: The partition structure is
adjusted adaptively based on the iterative merge-and-split
rules. Each individual player in R first checks the over-
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all network status for potential cooperators in vicinity.
Then, the Max-Pareto order based iterative merge-and-
split operations continues until a stable partition structure
is reached. Particularly, the merge (or split) operation
is valid if the two following conditions are satisfied: /)
all the other players in the coalition believe that their
individual payoffs can be improved when at least one
player is absorbed into (or removed from) the coalition;
and 2) one or more players believe that they can achieve
more benefits when being (or not being) a member of the
coalition.

o Cooperative Transmission Stage: After the stable parti-
tion structure is reached, each coalition in the collection
reports its individual utility, i.e. the coalition value given
by (17). The specific coalition that provides the optimal
performance will be chosen for secure date transmission.
Note that, if no coalition in the ultimate partition structure
can meet the source’s secrecy demand, no transmission
is allowed by any of the players (intermediate nodes).
Under this scenario, the solution for the WFRFT-based
coalitional game is (J, and no secure communication link
is available from S to D.

C. Stability analysis

With the proposed algorithm, a network partition structure
consisting of multiple disjoint collisions is obtained. We
now analyze the stability of the resulting network structure.
The concept of Nash-stable is used to evaluate the obtained
network structure.

Definition 8: A partition structure £ := {8;,85,..S1}
is Nash-stable iff VR; € R, L > L', where £ =
{81782, ceey {S, - R,}, ceey {SJ U R,}, ...,SL}; and 87 7é Sj
[38].

A partition structure is stable in the sense that no player
R, in the game has an incentive to leave its current coalition
S; to any other coalitions S;. Furthermore, according to
Definition 8, a stable partition implies that no player R;
in current partition structure would be beneficial by joining
another coalition while convincing other players that their
utilities would not be reduced, i.e.:

BR; € 8i50:(Si) > ¢:i({S; U R:})
s.t. VRJ S Si;Rj 75 R“¢j(sz) > ¢J({Sz — Ri}),
and VR; € S;,0;(S;) 2 ¢;({8; U Ri}). o)

Proposition 3: For the WFRFT-based PHY-layer security
coalitional game, the proposed Algorithm 2 converges to a
Nash-stable coalitional structure £*.

Proof: We can prove it based on the Merge and Split Rule.
According to the definition of Parefo order, any intermediate
node R; € R is able to join any coalition only if none
of the original nodes in that coalition could be adversely
affected. Start with an arbitrary coalitional structure L, if there
exists any node R; that prefers to switch to another coalition,
Le{{8i— Ri}, {S; UR:}, {Si}izi s} = {8: 8, {S1}izi5}
then the current structure £ is not stable. As a consequence,
node R; will be moved from &; to &; via an iterative
merge-and-split operations (i.e., line 15-19 of Algorithm 2).

—6— A0=0.8 J
—— Aa=05 P il
6 —2— Ax=0.3 r~ )
Aa=0 /
5 / /\

Y
/iR
| /%/ 4

2 4 6 8 10 12 14 16
The number of intermediate nodes (N)

N
NS

Ergodic secrecy capacity (bit/s/Hz)

Fig. 2. The secrecy performance of WFRFT-based cooperative system versus
number of intermediate nodes in the case of the eavesdropper gaining the full
knowledge of WFRFT.

The iterative merge-and-split operations stops until each node
satisfies with its current situation. In other words, no one has
an incentive to leave its current coalition. As a result, an Nash-
stable coalitional structure £* will be formed. |

VI. SIMULATION RESULTS AND DISCUSSIONS

In this section, simulation results are provided to evaluate
the performance of the WFRFT-based PHY-layer security
cooperation scheme. The network is set up as follows. The
source is located at the origin of a 2.5Km x 2.5Km square
with the destination, eavesdropper, and intermediate users
randomly deployed in the region. We consider a block quasi-
w/dy;, with
1 the propagation loss exponent, « the path loss constant, d; j
and ¢; ; the Euclidean distance and the phase offset between
terminals ¢ and k, respectively. Particularly, the propagation
loss p is set as 3 and the path loss constant « is fixed at 1
during the simulation. Moreover, the maximum transmit power
of each intermediate node is set to 20 mW, and the noise
variance is set to —70 dBm. Without loss of generality, we
set parameter &; € [0, 1] and n = 1. 20000 independent trials
with randomly generated network scenarios are performed to
obtain the average results.

We first evaluate the optimality of using WFRFT for PHY-
layer security. Fig. 2 shows the secrecy performance of the pro-
posed approach versus the number of intermediate nodes under
the scenario where the eavesdropper gains the full knowledge
of WFRFT. In particular, Ao« = 8 — «, where § and «
represents the WFRFT parameters utilized by the eavesdropper
and destination, respectively. Unlike other existing literature
where the secrecy of the parameter « directly affects the
transmission security [39], Fig. 2 shows that in our proposed
scheme secure transmission can still be guaranteed even if
the eavesdropper’s receiver operates identically with that of
the destination. More specifically, when N is small, there
exists a slight difference in secrecy performance as A« varies.

static fading channel modeled by h; ; = eI ik
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Fig. 3. The secrecy performance versus the available transmission power
for WFRFT-based cooperation, beamforming and artificial noise systems.
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Fig. 5. One snapshot of the final network structure resulting from the proposed
coalitional game with N = 10 randomly deployed intermediate nodes.

However, as N increases, the gap between different curves
becomes negligible. The reason is that, with the network scale
enlarged, the number of “qualified helper” increases. As a
result, the message energy is allocated onto more sub-signals
that will selectively degrade the eavesdropper’s reception due
to the uncertainty of wireless channels, leading to secrecy
performance enhancement.

Fig. 3 shows the secrecy performance versus the available
transmission power for WFRFT-based cooperation, beamform-
ing and artificial noise schemes. It can be seen that the
attainable ergodic secrecy capacity of these three schemes
all increase proportionately with the achievable transmission
power of intermediate nodes. However, as the achievable trans-
mission power increases, WFRFT-based cooperation scheme

7| —©— WFRFT-based cooperation
[15]

joint relay-jamming
—A— Attificial noise insertion
[14]

Ergodic secrecy capacity (bit/s/Hz)

Optimal relay selection
—¥— Cooperative beamforming

2 4 6 8 10 12 14
The number of intermediate nodes (N)

16

Fig. 4. Secrecy performance comparison of the proposed scheme with artificial
noise, beamforming, optimal relay selection and joint relay-jamming schemes.
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Fig. 6. Self-adaption of Algorithm 2 in handling the mobility of network’s
topology as Node 6 moves towards Node 2.

outperforms both beamforming and artificial noise schemes.
This is because the secrecy of the WFRFT-based cooperation
scheme comes from the mutual-interference between the sig-
nal components from different intermediate nodes. Therefore,
with more achievable transmission power, the intermediate
nodes bear more information exchange with D. However,
the eavesdropper could not benefit from the increment of
the intermediate nodes’ power consumption. As a result, the
intermediate nodes can provide better chance to form WFRFT-
based cooperation with improved secrecy capacity.

In Fig. 4, we compare the WFRFT-based cooperation
scheme with beamforming, artificial noise, optimal relay s-
election and joint relay-jamming schemes, in terms of the
secrecy performance. It can be seen that, as the network size
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N increases, the WFRFT-based cooperative system provides
significant secrecy rate gains, reaching up to 121.6% and
149.5% at N = 14, compared with the artificial noise and
beamforming schemes, respectively. Note that artificial noise
scheme outperforms the proposed scheme at the beginning.
This due to the fact that, under the small network scale
scenario, there is less freedom for the WFRFT-based scheme
and beamforming scheme to optimize their transmission strate-
gies. As a result, the artificial noise scheme achieves a better
secrecy performance. However, as more intermediate nodes are
deployed, the likelihood of finding an optimal coalition with
improved secrecy for the WFRFT-based cooperation scheme
increases. Besides, it is noticed that both beamforming and
artificial noise insertion used in Fig. 4 have been formed
as the coalition game. Therefore, a simplified relay selection
procedure have already been involved. That’s why they exhibit
the similar secrecy tendency as the optimal relay selection and
joint relay-jamming schemes. More importantly, the secrecy
of the WFRFT-based cooperation scheme relies on the mutual-
interference between the signal components from different
intermediate nodes. Therefore, the WFRFT-based cooperation
scheme outperforms the artificial noise scheme since no extra
power consumption is required to generate non-information
bearing signal.

Next, we evaluate the feasibility of the proposed coalitional
game strategy. We start with a simple case consisting of
N = 10 randomly deployed intermediate nodes. Fig. 5 shows
one snapshot of the network structure obtained from the
proposed coalitional game. 4 independent coalitions are have
been formed in the depicted network. In particular, the coali-
tion formation process follows the iterative merge-and-split
rule given by Algorithm 2. For example, node 6, located far
away from any other nodes, can not find suitable partners for
cooperation. Coalition {1,3,5,9} is formed due to the fact that
the individual utility V({1,5,3,9}) = [0.37,0.61,0.26, 1.03]
which is an apparent improvement compared with the ze-
ro utilities obtained by acting alone (in the proximity of
eavesdropper). Moreover, the coalition {4,8,10} is selected
as the output for its optimal performance. In general, Fig. 5
illustrates how the distributed intermediate nodes self-organize
into multiple disjoint coalitions using Algorithm 2, to improve
the PHY-layer secrecy of the network.

Fig. 6 shows the performance of Algorithm 2, considering
the node mobility in the network. It shows the individual
utilities of nodes {2,4,6,7,8,10} as node 6 moves towards node
2 for 2.5 km. As shown in Fig. 5, when node 6 moves towards
node 2, it gets closer to D, and hence, its utility increases at
first. Meanwhile, the utilities of other nodes remain unchanged
as long as node 6’s moving distance is less than 0.4 km, since
no alteration is made to the network topology. After that, node
6 is absorbed as a new member of collision {4,8,10}, and
the utilities of all four nodes increases significantly. This is
because the new collision improves secrecy performance with
lower power cost. Further, when the movement distance of
node 6 reaches 0.8 km, it begins to move away from its current
patenters and the cost in coalition {4,6,8,10} increases. As a
result, at 1.3 km, node 6 will split from coalition {4,7,8,10}
to guarantee the performance of the network. When node

77777777777777777777777777777

7777777777777777777777777777
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Fig. 7. Performance comparison in terms of secrecy ergodic capacity between
Algorithm 2, opportunistic selection and exhaustive searching.

6 moves around 1.8 km, it would be beneficial for node 6
to join collision {2,7}, however, collision {4,8,10} will still
be the final option due to its superior performance. These
results illustrates how the network topology is dynamically
self-organized using Algorithm 2.

Fig. 7 compares different selection schemes, in terms of
secrecy ergodic capacity, with respect to the network size V.
It can be seen the proposed coalitional game scheme achieves
better secrecy performance, compared with the opportunistic
method [22]. The performance gain increases with the network
size N. However, there is a performance gap between the
optimal exhaustive search solution. This is because that the
proposed coalitional game is solved by the distributed merge-
and-split algorithm that only provides locally optimal solutions
within the discovering range of a collision. Nevertheless,
compared to the exhaustive search solution, the proposed
algorithm still achieves a comparable performance with a
secrecy degradation less than 5% at N = 10. Moreover, albeit
the performance loss, the proposed algorithm provides a more
feasible solution in handling the user cooperation. Particularly,
for the network size N > 10, finding the optimal collisions
by exhaustive searching will be computationally infeasible.

VII. CONCLUSION

In this paper, we have proposed a WFRFT-based cooper-
ation scheme to enhance PHY-layer security in an energy-
efficient way. Different from conventional “artificial noise”
schemes that requires extra jamming signals to disrupt the
eavesdroppers reception, based on WFRFT, the proposed
scheme can create an identical “artificial noise” effect with the
information bearing signal to confound the eavesdropper while
imposing no impact on the legitimate receiver. To maximize
the secrecy of the network efficiently, we have proposed a
WEFRFT-based PHY-layer security cooperation scheme based
on NTU coalitional game and developed a distributed merge-
and-split algorithm to autonomously construct the coalition.
The proposed algorithm is stable and can efficiently adapt
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to dynamic network structure change, such as the mobility
of intermediate nodes. Simulation results demonstrate that
the WFRFT-based user cooperation scheme can achieve sig-
nificant performance advantage, in terms of secrecy ergodic
capacity, compared with conventional PHY-layer security-
oriented user cooperation schemes, such as relay-jamming and
cluster-beamforming.

For the future work, we will consider a more general case
with the multiple source-destination pairs. In addition, we
will also consider how to perform cooperation for PHY layer
security without CSI [40, 41].

APPENDIX A
PROOF OF THE PROPERTIES OF CWFRFT

A. Proof of Property 1

Let a € R,b € R and a # b. Following the definition of
CWEFRFT in (3), if Z2(X) = Z2(X), there must be {w? =
wf,}f,zo, ie.

3 . 3 )
—2mj(a—p)k) _ —27j(b — p)k
E exp {4 = E eXp §
k=0 k=0
for p=0,1,2,3.

(23)
then, the equality of (23) holds when
. . 3
-2 -2
(eXp (W> ~ exp ( ”ka)) —0 @4
4 4 kD
Therefore, a — b = 4n,n € Z. |

B. Proof of Property 2
According to the Periodicity property of CWFRFT,
Fot4(X) = Z4(X), Property 2 can be proved if
FEN(X) = Fl1 X, (25)

where (-)4 the denotes modulo-4 calculation. Let {a,l} €
{0,1,2,3}, it is easy to verify that

o_f1 (I=aq)
“’l—{o (I # o).

It is certain that F%(X) = F* - X, for a € {0,1,2,3}. Thus
we complete the proof. |

(26)

C. Proof of Property 3

Straightforwardly, Property 3 can be proved if the coeffi-
cients of F2T°(.), Za(F2(-)) and FL(F2(-)) are equivalent,
namely, all of the following equations are satisfied.

wat? = wiwl + wiw + wiw + wiw?
Wi = whuf + wiuh + wgul +wgul
w§t = gl wfud +ugud gl
wi ™ = wiw + wiwy + wiw] + wiwg

The equality of (27) can be easily verified through some basic
algebraic manipulations. ]

10

APPENDIX B
PROOF OF THEOREM 2

Theorem 2 is proved by induction. For briefness, we use
{Agi(ag)};=) to denote the weighting coefficients of -
WEFRFT.

Step 1 : (Base case) We prove that Theorem 2 holds for
M =5, ie. a5 = Sy, when Wit = Wge,

By (1) and Theorem 1, we have

3
Wit =" Ay (ou)F", (28)
n=0
and .
o al
W55 = ZA571(()45)W45
1=0
4 3 Al (29)
= A Ay (=)F".
12:(:) 5,1(@5); 4, (5)

Let ®, = Z?:o A5,l(a5)A4,n(4gl), then we have W?S =
Zi:o ®, F". Explicitly, Wg* = Wg* iff @, = Ay, (aa),
by which the relationship between a4 and a5 can be proved.

When n = 0: Let Ay = As(as)Aqo(%), where | =
0,1,2,3. According to Property 2, we have A, ((0) = 1, and
therefore

1 1—exp[—2mj(as)]

Ag=A 5) = — - . 30
0= Asoles) = BT o emjtany O
By (2), the following equation holds
iA _ 1= 5exp(8mjas/5) +dexp (“2mjas/5) o),
pt b 20[1 — exp (—27jas/5)]
Substituting (30) and (31) into (29) yields:
1_ e

4[1 — exp (—2mjas/5)]
Moreover, since
1 —exp(—2mjoy)

Agpo(as) = 411 — exp (—2mjou /4)]

it holds that if A4 (o) = ®g, there must be a5 = %a4.

The same results can also be obtained for the scenarios
n = 1,2 and 3, and the proof is omitted here.

Step 2: (Inductive step) Suppose that Theorem 2 holds
for M = k (k > 5). ie., if Wi* = W*, there must be
o = §a4. Then, based on this assumption, we prove that
Theorem 2 holds for M =k +1 (k > 5).

To prove the relationship between oy, and oy, we first prove
that a1 = By is true for Wit = W, b4 According to
(1), W' can be expressed by

k 4l

Ak+1 E+1
W = Appi(on) Wi
=0

(33)

With the aforementioned assumption, by substituting Wg*
with W%, (33) can be rewritten as:

4 kl

Q1 k1
W, = ZAk+1,l(ak+1)Wk
=0

(34)
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Since a1 = k—‘]‘;lak, using (1), we obtain the following
constraint:

k k-1 kn in — in

D> Appralaria) Y Ax (k T# Z kn(ag) TR (35)

=0 n=0 + 1 n=0

Denote @, ZLO Ak+1,l(ak+1)Ak,n(%)~ Then, the

equality of (35) holds iff ®,, = Ay, (ag).

Similar to Step I, we consider the scenario n = 0 for ex-
ample. Denote A; = Ag 1 (ag41)Arn( When n = 0,
Ak o(0) = 1, we have :

7).

11— exp[—2mja]

Ao = Appri(agyr) = : . (36)
k+14_ exp [;27’;1?1“1}

whereas for {A;}F_,, it holds that

Xk: 1—(k+1)exp (%) + kexp (—2mjag41) o

= Bk + 1) [1 = exp (Z522E50) |
With (36) and (37), we obtain:

—2mkjog
oy 1— exp(%) a8)
e

According to the constraint ¢ = Ay, (), the following
equation holds:

—2rkjay )
1—eXp(%) 1 —exp[—2mjoy] (39)
f[1 e (2] R e ()
Therefore it is true that a1 = karl ay. Then, by substituting
oy with & 70, we obtain that a1 = k+ oy.
Thus, we complete the proof. ]

APPENDIX C
PROOF OF THEOREM 3

Theorem 3 is proved by contradiction. Suppose that the
equality of W, - Wﬁ/f = I holds under the assumption
a+ B #0or {A(a)}t (or/and {A(B) LY are con-
taminated. Typically, {Al( ) pM 1—o  is contaminated, implying
that the weighting coefficients are not generated properly, i.e.:

1 1—exp|—2mj(a—1)]
M1 —exp[-2mj(a—1)/M]
The proof can be completed by considering the following two
cases.

Case 1: Suppose that oo+ 3 = 7. According to the addition
axiom given in Definition 2, it holds that W, oW?M = W?W=
I, which contradicts the boundary axiom.

Case 2: Suppose that

1 1—exp[-2mj(a—1)]
M1 —exp[-2mj(a—1)/M]
11 e[ 2mi(5- D)
M T exp | -27j(3 — D)/M]

Ai(a) = + A (40)

Ai(a) = + Ay,

(41)

Al(B) =

which means that only {4;(«)}/;" is contaminated.
For briefness, we only consider the case where M = 4
(similar results can also be obtained for M = 4). According

11

to the addition axiom, we have WY - Wﬂ Wo‘+ﬁ Since
WP =53 o Ai(a+ B)F", it holds that WO‘+B =1, when
Ao(a + B) =1 and {4;(a + B) = 0}}_, = 0. Substituting
Aj(a) and A;(p) into (27), when « 4+ 8 = 0, we have:

Then, the equality of (42) is achieved when {A; = 0}7_,
which contradicts the assumption.

Similarly, we can obtain the same results for the scenarios

that only {Al( )12 ! is contaminated or both {A;(a)} Yo ?

and {4;(B)}}2;" are contaminated. Thereby, we conclude
that the constraints in Theorem 3 must be true to achieve
?‘VIW’]BV[ =1I, and thus the proof is complete.
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