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Abstract—In this paper, we propose an energy-efficient location-aware clone detection protocol in densely deployed WSNs, which can
guarantee successful clone attack detection and maintain satisfactory network lifetime. Specifically, we exploit the location information
of sensors and randomly select witnesses located in a ring area to verify the legitimacy of sensors and to report detected clone attacks.
The ring structure facilitates energy-efficient data forwarding along the path towards the witnesses and the sink. We theoretically prove
that the proposed protocol can achieve 100 percent clone detection probability with trustful withesses. We further extend the work by
studying the clone detection performance with untrustful witnesses and show that the clone detection probability still approaches

98 percent when 10 percent of witnesses are compromised. Moreover, in most existing clone detection protocols with random witness
selection scheme, the required buffer storage of sensors is usually dependent on the node density, i.e., O(y/n), while in our proposed
protocol, the required buffer storage of sensors is independent of n but a function of the hop length of the network radius £, i.e., O(h).
Extensive simulations demonstrate that our proposed protocol can achieve long network lifetime by effectively distributing the traffic

load across the network.

Index Terms—Wireless sensor networks, clone detection protocol, energy efficiency, network lifetime

1 INTRODUCTION

WIRELESS sensors have been widely deployed for a
variety of applications, ranging from environment
monitoring to telemedicine and objects tracking, etc. [2], [3],
[4]. For cost-effective sensor placement, sensors are usually
not tamper-proof devices and are deployed in places with-
out monitoring and protection, which makes them prone to
different attacks [5], [6], [7], [8], [9]. For example, a malicious
user may compromise some sensors and acquire their pri-
vate information. Then, it can duplicate the sensors and
deploy clones in a wireless sensor network (WSN) to launch
a variety of attacks [10], which is referred to as the clone
attack [11], [12], [13]. As the duplicated sensors have the
same information, e.g., code and cryptographic information,
captured from legitimate sensors, they can easily participate
in network operations and launch attacks. Due to the low
cost for sensor duplication and deployment, clone attacks
have become one of the most critical security issues in
WSNSs. Thus, it is essential to effectively detect clone attacks
in order to ensure healthy operation of WSNs.

To allow efficient clone detection, usually, a set of nodes
are selected, which are called witnesses, to help certify
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the legitimacy of the nodes in the network. The private
information of the source node, i.e., identity and the location
information, is shared with witnesses at the stage of witness
selection. When any of the nodes in the network wants to
transmit data, it first sends the request to the witnesses for
legitimacy verification, and witnesses will report a detected
attack if the node fails the certification. To achieve success-
ful clone detection, witness selection and legitimacy verifi-
cation should fulfill two requirements: 1) witnesses should
be randomly selected; and 2) at least one of the witnesses
can successfully receive all the verification message(s) for
clone detection [11]. The first requirement is to make it diffi-
cult for malicious users eavesdrop the communication
between current source node and its witnesses, so that mali-
cious users cannot generate duplicate verification messages.
The second requirement is to make sure that at least one of
the witnesses can check the identity of the sensor nodes to
determine whether there is a clone attack or not. To guaran-
tee a high clone detection probability, i.e., the probability
that clone attacks can be successfully detected, it is critical
and challenging to fulfill these requirements in clone detec-
tion protocol design.

Different from wireless terminal devices, wireless sensors
are usually of smaller size and lower price, and have limited
battery and memory capacity. Therefore, the design criteria
of clone detection protocols for sensor networks should not
only guarantee the high performance of clone detection
probability but also consider the energy and memory effi-
ciency of sensors. In the literature, some distributed clone
detection protocols have been proposed, such as Random-
ized Efficient and Distributed protocol (RED) [10] and Line-
Select Multicast protocol (LSM) [11]. However, most
approaches mainly focus on improving clone detection prob-
ability without considering efficiency and balance of energy
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consumption in WSNs. With such kind of approaches, some
sensors may use up their batteries due to the unbalanced
energy consumption, and dead sensors may cause network
partition, which may further affect the normal operation of
WSNSs. To prolong network lifetime, i.e., time duration from
the start of network until the first occurrence of a sensor that
runs out of energy, it is critical to not only minimize the
energy consumption of each node but also balance the
energy consumption among sensors distributively located in
different areas of WSNs. The limited memory or data buffer
is another important feature of sensors which has significant
impact on the design of clone detection protocols. Generally,
to guarantee successful clone detection, witnesses need to
record source nodes’ private information and certify the
legitimacy of sensors based on the stored private informa-
tion. In most existing clone detection protocols, the required
buffer storage size depends on the network node density,
i.e., sensors need a large buffer to record the exchanged infor-
mation among sensors in a high-density WSN, and thus the
required buffer size scales with the network node density.
Such requirement makes the existing protocols not so suit-
able for densely-deployed WSNs. Most existing approaches
can improve the successful clone detection at the expense of
energy consumption and memory storage, which may not be
suitable for some sensor networks with limited energy
resource and memory storage.

In this paper, besides the clone detection probability, we
also consider energy consumption and memory storage in
the design of clone detection protocol, i.e., an energy- and
memory-efficient distributed clone detection protocol with
random witness selection scheme in WSNs. Our protocol is
applicable to general densely deployed multi-hop WSNSs,
where adversaries may compromise and clone sensor nodes
to launch attacks. A preliminary work is presented in [1]. In
that work, we proposed an energy-efficient ring based clone
detection (ERCD) protocol to achieve high clone detection
probability with random witness selection, while ensuring
normal network operations with satisfactory network life-
time of WSNs. The ERCD protocol can be divided into two
stages: witness selection and legitimacy verification. In wit-
ness selection, the source node sends its private information
to a set of witnesses, which are randomly selected by the
mapping function. In the legitimacy verification, verification
message along the private information of the source node is
transmitted to its witnesses. If any of witnesses successfully
receives the message, it will forward the message to its wit-
ness header for verification. Upon receive the messages, the
witness header compares the aggregated verification mes-
sages with stored records. If multiple copies of verification
messages are received, the clone attack is detected and a rev-
ocation procedure will be triggered. As such, to have a com-
prehensive study of the ERCD protocol, we extend the
analytical model by evaluating the required data buffer of
ERCD protocol and by including experimental results to
support our theoretical analysis. First, we theoretically prove
that our proposed clone detection protocol can achieve prob-
ability 1 based on trustful witnesses. Considering the sce-
nario that witnesses can be compromised, our simulation
results demonstrate that the clone detection probability can
still approach 98 percent in WSNs with 10 percent cloned
nodes by using the ERCD protocol. Second, to evaluate the
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performance of network lifetime, we derive the expression
of total energy consumption, and then compare our protocol
with existing clone detection protocols. We find that the
ERCD protocol can balance the energy consumption of sen-
sors at different locations by distributing the witnesses all
over WSN's except non-witness rings, i.e., the adjacent rings
around the sink, which should not have witnesses. After
that, we obtain the optimal number of non-witness rings
based on the function of energy consumption. Finally, we
derive the expression of the required data buffer by using
ERCD protocol, and show that our proposed protocol is scal-
able because the required buffer storage is dependent on the
ring size only. Extensive simulation results demonstrate that
our proposed ERCD protocol can achieve superior perfor-
mance in terms of the clone detection probability and net-
work lifetime with reasonable data buffer capacity.

We present the remainder of this paper as follows. We
summarize the previous works of clone detection protocols
in Section 2. In Section 3, the system model and problem
statement are introduced. The ERCD protocol is proposed
in Section 4. Then, we analyze the performance of the ERCD
protocol in terms of clone detection probability, network
lifetime and data buffer storage in Section 5. Experiment
results are presented in Section 6, followed by the conclu-
sion in Section 7.

2 RELATED WORK

As one of the utmost important security issues, clone attack
has attracted people’s attention. There are many works [14],
[15], [16] that studies clone detection protocols in the litera-
ture, which can be classified into two different categories,
i.e., centralized and distributed clone detection protocols. In
centralized protocols, the sink or witnesses generally locate
in the center of each region, and store the private information
of sensors. When the sink or witnesses receive the private
information of the source node, they can determine whether
there is a clone attack by comparing the private information
with its pre-stored records [17], [18]. Normally, centralized
clone detection protocols have low overhead and running
complexity. However, the security of sensors’ private infor-
mation may not be guaranteed, because the malicious users
can eavesdrop the transmission between the sink node and
sensors. Moreover, the network lifetime may be dramatically
decreased since the sensor nodes close to the sink will
deplete their energy sooner than other nodes.

Different from centralized protocols, in distributed clone
detection protocols, a set of witnesses are selected to match
with every sensor [10], [11], which prevents the transmis-
sion between the sink and sensors from being eavesdropped
by malicious users. There are three different types of wit-
ness selection schemes in distributed clone detection proto-
cols: i) deterministic selection, ii) random selection, and
iii) semi-random selection. The deterministic witness selec-
tion based clone detection protocols like RED [10] choose
the same set of witnesses for all sensor nodes. By using
deterministic witness selection, a low communication over-
head and a high clone detection probability can be achieved.
In addition, the required buffer storage capacity of such
protocols is very low, which is only related to the number of
witnesses without considering network scale and node
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density. Nevertheless, due to the deterministic characteris-
tic, the mapping function can be easily obtained and a vari-
ety of attacks may be launched by malicious users. To
enhance the network security, the distributed clone detec-
tion protocols with random witness selection [11], [12] like
LSM are proposed, which are closely related to our work. In
random witness selection, it is difficult for malicious users
to acquire the information of witnesses since the witnesses
of each sensor are randomly generated. However, the ran-
domness of mapping function also increases the difficulty
for the source node to reach its witnesses, which makes it
challenging to achieve a high clone detection probability. To
ensure the clone detection probability, LSM lets all the
nodes in the route between source and witnesses store the
private information of the source node, which leads to a
high requirement of data buffer and energy consumption.
Thus, it is essential to guarantee the clone detection proba-
bility with low energy consumption and required buffer
storage in clone detection protocols with random witness
selection approach. Other distributed clone detection proto-
cols, such as Parallel Multiple Probabilistic Cells (P-MPC),
proposed semi-random witness selection approach [13],
[19], trying to combine the advantages of both random and
deterministic witness selection approaches. In this kind of
witness selection scheme, a deterministic region is gener-
ated for the source node according to the mapping function,
and then witnesses of the source node will be randomly
selected from the sensors in this region. However, the two-
phases witness selection and randomness of the witnesses
for each sensor leads to a high overhead and time complex-
ity. The energy consumption and the required buffer stor-
age of such protocols are lower than the random witness
selection approach but higher than the deterministic ones.
Overall, most previous works aim at maximizing the clone
detection probability without considering the impact of pro-
posed clone detection protocol on the network lifetime and
required data buffer storage. In this paper, we carefully
design a distributed clone detection protocol with random
witness selection by jointly considering the clone detection
probability, network lifetime and data buffer capacity.

3 SYSTEM MODEL AND PROBLEM STATEMENT

In this work, we consider a network region with one base sta-
tion (BS) and an enormous number of wireless sensor nodes
randomly distributed in the network. We use the sink node
as the origin of the system coordinator. Based on the location
of the BS, the network region is virtually separated into adja-
cent rings, where the width of each ring is the same as the
transmission range of sensor nodes. The network is a densely
deployed WSN, i.e., i) for each node, there exist sensor nodes
located in each neighboring ring, and ii) for each ring, in
each ring, there are enough sensor nodes to construct a rout-
ing path along the ring. The network model can be simply
extended into the case of multiple BSs, where different
BSs use orthogonal frequency-division multiple access
(OFDMA) to communication with its sensor nodes. For each
sensor, it has to accomplish the tasks of data collection as
well as clone detection. In every data collecting cycle, sensors
send the collected data to the sink node through multi-hop
paths. To be capable of conducting legitimacy verification,
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every sensor has the same buffer storage capacity to store the
information. Buffer storage capacity should be sufficient to
store the private information of source nodes, such that any
node can be selected as a witness. When the buffer storage of
the sensor node is full, the oldest information will be
dropped to accept the latest incoming information.

In our network, the link level security can be guaranteed
by employing a conventional bootstrapping cryptography
scheme, and the sink node uses a powerful cryptography
scheme, which cannot be compromised by malicious users.
A key pair (a,b) is assigned to each node, where a and b are
the node ID and secret key, respectively. All nodes share
their ID information with other nodes in the network. If
either side of the link is compromised by malicious users,
the link key is compromised. Each sensor node knows the
physical information and the relative locations of its neigh-
bors, where the relative location refers to the hop distance
between a sensor node and the sink, and the hop distance
can be obtained by a breadth-first search. At first, the sink
node broadcasts the message, which notifies the receivers
that the message comes from index 0. All nodes, which
receive the message, will update their ring index to 1 and
rebroadcast the message to their neighbors. Each node will
update the ring index only when the message has a lower
ring index than that it received in previous transmissions.
The above procedure repeats until all the nodes broadcast
the message and record their ring indexes. A malicious user
has the capability to compromise a set of sensor nodes
located at arbitrary locations. Utilizing the private informa-
tion of compromised nodes, a large number of cloned nodes
can be generated and deployed into the network by the
malicious user [10], [11]. However, we suppose that mali-
cious users cannot compromise the majority of sensor
nodes, since no protocol can successfully detect the clone
attack with little legitimate sensor nodes [10], [11], [20].

Energy consumption model in [4], [21], [22] is used in
this paper. Let £, and &,,,, denote the energy required by
power amplification in free space model and multi-path
fading model, respectively. We can obtain the energy con-
sumption, E;, to transmit ¢-bit packet over distance D in
multi-path fading and free space channels as follows,

|

where E, and D, denote the energy loss per bit and the
distance threshold for channel models, respectively. The
required energy for receiving and decode the ¢-bit packet is

(2)

(E.+tExD?,  if D < Dy

(E. + lEuyD*, if D > Dy, W

E.(0) = (E,.

In this paper, we focus on designing a distributed clone
detection protocol with random witness selection by jointly
considering clone detection probability, network lifetime
and data buffer storage. Initially, a small set of nodes are
compromised by the malicious users. Utilizing the clone
detection protocol, we aim at maximizing the clone detec-
tion probability, i.e., the probability that cloned node can be
successfully detected, to ensure the security of WSNs;
meanwhile, the sufficient energy and buffer storage capac-
ity for data collection and operating clone detection protocol
should be guaranteed, which means that the network
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TABLE 1

Notation List
h The hop number of network radius
hq The hop length from a to the sink
n The number of nodes in the network
n; The number of nodes in i-th ring
r The transmission range of a node
O, The ring index of a
oy The witness ring index of a
Wa The set of a’s witness
W, One of a’s witness in W,

S, The witness header of W,

1D, The identity information of a

ly The location a claims to occupy

T4 The timer of a’s verification

K, The message including a’s private information

lifetime, i.e., the period from the start of network operation
until the first outage occurs [21], [22], should not be
impacted by the proposed clone detection protocol with
sensors’ buffer storage. Overall, our objective is to propose
a distributed clone detection protocol with random witness
selection in order to maximize the clone detection probabil-
ity while the negative impact of network lifetime and the
requirement of data buffer storage should be minimized.

4 ERCD ProToOCOL

In this section, we introduce our distributed clone detec-
tion protocol, namely ERCD protocol, which can achieve
a high clone detection probability with little negative
impact on network lifetime and limited requirement of
buffer storage capacity. The ERCD protocol consists of
two stages: witness selection and legitimacy verification.
In witness selection, a random mapping function is
employed to help each source node randomly select its
witnesses. In the legitimacy verification, a verification
request is sent from the source node to its witnesses,
which contains the private information of the source
node. If witnesses receive the verification messages, all
the messages will be forwarded to the witness header for
legitimacy verification, where witness headers are nodes
responsible for determining whether the source node is
legitimacy or not by comparing the messages collected
from all witnesses. If the received messages are different
from existing record or the messages are expired, the wit-
ness header will report a clone attack to the sink to trigger
a revocation procedure.

Initially, network region is virtually divided into h adja-
cent rings, where each ring has a sufficiently large number of
sensor nodes to forward along the ring and the width of each
ring is 7. To simplify the description, we use hop length to
represent the minimal number of hops in the paper. Since we
consider a densely deployed WSN, hop length of the net-
work is the quotient of the distance from the sink to the sen-
sor at the border of network region over the transmission
range of each sensor, i.e., the distance of each hop refers to
the transmission range of sensor nodes. Table 1 shows the
mathematical symbols utilized in this section.

The ERCD protocol starts with a breadth-first search by
the sink node to initiate the ring index, and all neighboring
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Fig. 1. Ring structure of witnesses.

sensors periodically exchange the relative location and ID
information [23], [24]. After that, whenever a sensor node
establishes a data transmission to others, it has to run the
ERCD protocol, i.e., witness selection and legitimacy verifi-
cation, to verify its legitimacy. In witness selection, a ring
index is randomly selected by the mapping function as the
witness ring of node a. To help relieve the traffic load in hot
spot, the area around the sink cannot be selected by the
mapping function. After that, node a sends its private infor-
mation to the node located in witness ring, and then the
node forwards the information along the witness ring to
form a ring structure. In the legitimacy verification, a verifi-
cation message of the source node is forwarded to its wit-
nesses. The ring index of node a, denoted O,, is compared
with its witness ring index OY to determine the next for-
warding node. If OY > O,, the message will be forwarded
to any node located in ring O, + 1; otherwise, the message
will be forwarded to any node in ring O, — 1. This step can
forward the message toward the witness ring of node a. The
ERCD protocol repeats above operations until a node,
denoted b, located in the witness ring O} is reached. Node b
stores the private information of node a and forwards the
message to any node located in ring OY within its transmis-
sion range, denoted as c. Then, node ¢ stores the information
and forwards the message to the node d, where link (c,d)
has longest projection on the extension line of the direc-
tional link from b to c. The procedure will be repeated until
node b reappears in the transmission range. Therefore, the
witnesses of node a have a ring structure, consisting of
b, c,...b as shown in Fig. 1.

In the legitimacy verification, node a sends a verification
message including its private information following the
same path towards the witness ring as in witness selection.
To enhance the probability that witnesses can successfully
receive the verification message for clone detection, the mes-
sage will be broadcast when it is very close to the witness
ring, namely three-ring broadcasts, i.e., the message will
be broadcast in O — 1, OY and O} + 1 as shown in Fig. 2.
In Theorem 1, we prove that the three-ring broadcasts can
ensure the network security, i.e., the clone detection proba-
bility is one, under the assumption that all witnesses are
trustful. To determine whether there exists a clone attack or
not, all the verification messages received by witnesses are
forwarded to the witness header along the same route in wit-
ness selection. The sensor nodes in the transmission route
but not located in the witness ring are called the transmitters.
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broadcast

Fig. 2. Legitimacy verification.

The witness header of the source node a, denoted by S, is a
sensor located in witness ring OY, meanwhile it is also in the
communication range of the transmitter located in ring index
OY —1 or OY+1. The witness header S, is randomly
selected by the transmitter in the neighboring witness ring,
i.e., the ring of O — 1 or O + 1. If more than one copies or
incorrect copies or expired copies are received by the witness
header, the ERCD protocol will trigger a revocation proce-
dure; if no copy is received from the source node due to
packet loss or silent cloned node, transmissions from the
source node will not be permitted.

An example is shown in Fig. 2. Let a and o' denote the
source node and one cloned node. The verification messages
of both a and ' are broadcast in ring O — 1, O¥ and O¥ + 1.
After that, both messages are received by the witness header
S., and a revocation procedure is triggered. We describe the
detail of the ERCD protocol in Algorithm 1.

In addition to the normal operations, the recovery
mechanism is very easy to be established based on ERCD
protocol. For the case when the clone detection fails due
to outage or clone attack, another clone detection cycle
will be initiated and the source node will randomly
choose a new route and forward the message en route to
a new witness header.

5 PERFORMANCE ANALYSIS

In this section, the performance of the ERCD protocol is
evaluated in terms of clone detection probability, power
consumption, network lifetime, and data buffer capacity. At
first, we prove that the clone detection probability of the
ERCD protocol can almost surely achieve probability 1
under the scenario that witnesses are trustful in Section 5.1.
After that, we derive the expression of energy consumption
and network lifetime by using ERCD protocol, and obtain
the ratio of network lifetime by using ERCD protocol over
RED or LSM protocol in Section 5.2. Finally, the required
data buffer of the ERCD protocol is derived in Section 5.3.

5.1 Probability of Clone Detection

In distributed clone detection protocol with random witness
selection, the clone detection probability generally refers to
whether witnesses can successfully receive the verification
message from the source node or not. Thus, the clone
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detection probability of ERCD protocol is the probability
that the verification message can be successfully transmitted
from the source node to its witnesses. In ERCD protocol, the
verification message is broadcast when it is near the witness
ring, i.e., in the rings of O — 1, O¥ and O} + 1, to guarantee
the network security. With such kind of method and
assumption of trustful witnesses, we can prove that at least
one of the witnesses can receive the message, i.e., the
clone attack can be detected with probability one. To sim-
plify the analysis, the transmission ranges of all sensor
nodes, r, are the same.

Algorithm 1. Energy-efficient Ring based Clone Detec-
tion Protocol

Initialize the ring index of each sensor node;
Exchange the relative information with neighbors;
STAGE I: Witness selection
K, — Encrypt(ID,,l,, t,);
OY «— PseudoRand(IDq, 1, Ta, ha); @ — Oq;
while i # O do

if i < OY then

a' — randomly selected node on (i+1)-th ring;
i—1+1;

else
a' — randomly selected node on (i—1)-th ring;
i1—1—1;

end if

Forward K, to a/;

end while

b < arandomly selected node on O}-th ring;
Let b record (ID,,1,,1,) from K,; W, < b;
¢ + arandomly selected node on OY-th ring;
while ¢ # b do
Let crecord (ID,, 1., 7,) from K,; W, < ¢;
¢ — the farthest node from c on O}-th ring;
end while
STAGE II: Legitimacy Verification
K, — Encrypt(ID,,1l,);
OY «— PseudoRand(IDq, l,, hy);
J 04§+ Oq;
while (f/ < OYAjAO"+2)V (jf > OY ANj#O¥ —2)do
if (f/ < OY)A(j < O¥ +2) then
a” «— next selected node in STAGE I on (j + 1)-th ring;
J—ij+1L
elseif (f/ > OY) A (j > OY — 2) then
a” — next selected node in STAGE I on (j — 1)-th ring;
J—i—1L
end if
if(j=0Y-1)V(j=0Y) V(j=0Y+1)then
Broadcast K,;
end if
end while
for all w; € W, do
if w; hears K, then
Forward K, to S, {5, is b}
end if
end for
if (ID,,l,) of S, # (ID,,l,) in K, V multiple copies V time
> t,, then
Trigger the revocation procedure;
end if
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Fig. 3. Case study.

Theorem 1. Given that the selected witnesses of node a are trust-
ful, if there exist clones of node a, the cloned nodes can be
detected with probability 1 in the legitimacy verification stage.

Proof. We consider a large network area, and simplify the cir-
cular arc of ring OY as a rectangular region as shown in
Fig. 3. In order to prevent clone attacks, we have to ensure
that at least one of the witnesses can be achieved to verify
the legitimacy of the source node in each round of clone
detection. In the ERCD protocol, witnesses are selected
forming a ring structure in the ERCD protocol, and thus
any two neighboring witnesses should be within the trans-
mission ranges of each other. Considering that the width
of each ring is r, we only need to ensure that the coverage
of verification message on the witness ring arc is longer
than r. Therefore, we focus on the proof that at least  of cir-
cular arcin ring O is covered by the three-ring broadcasts.

We denote the broadcast nodes of the verification
message in rings OY — 1, OY and O} + 1 by a4, az and as,
respectively. B; and B, are the borderlines between
OY+1, OY and OY — 1. Let A be the distance from the
center point between B; and B, to node a;. We separate
the proof into three cases, i) as locates at the center of
ring OY, i.e,, A =0, ii) a locates at the lower part of the
ring OY, and iii) ay locates at the upper part of the ring
Ov. For the first case, the coverage of witness ring arc is
longer than /3r, which is larger than r. For the second
case, if § approaches 0 as shown in Fig. 3¢, the coverage
of witness ring arc is v/3r, which is larger than . For the
second case, if § approaches 0 as shown in Fig. 3c, the
coverage of witness ring arc is v/3r, which is larger than
r. Let Cy, and C,, stand for the transmission ranges of
node a» and a3, respectively. b1, b2, b3 and b4 denote the
intersections between B, B> and C,,, while b5 and bs rep-
resent the intersections between C,, and C,. It can be
observed that the coverage of O} by the node on the cir-
cular arc like af is smaller than that of the node inside
Cy,- Thus, we consider the worst case, i.e., a3 is on the cir-
cular arc of C,,, to ensure the success of clone detection.
To help proof the theorem, a coordinate system with a,
as the original point is constructed, where z-axis is paral-
lel to By and B, and y-axis is perpendicular to B; and
By. We use i.xz and 4.y to represent the coordinate of node
i. To ensure that the coverage is larger than r of witness
ring arc, following inequality should be hold:

min(by.x, by.x, bg.x) — max(by.xz, bs.x,bs.x) > r, (3)
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where bs.y < r/2 and bs.y < r/2. Let 8 denote the angle
between the line (a2, a3) and y-axis, then we can obtain

rtan g tan2g 2 1
200%4\/4«052{(“ tanp) (o)

by = 1+ tan2g 4)
rtan g tan 2,3 _ L9 1
b o — 260554’7‘\/46052}% (1+ tan ’3)(47(»%2;9 1)
6-T = 1+ tan2p :

Let 0 denote the angle between the line (a9, bs) and y-axis,
and 6 = arccos (" 2,r+A), B € (0,0). We can get
bi.x = —V/0.75r2 — A% + Ar
by = V0.75r2 — A® + Ar )
by = —V0.75r2 — A — Ar’

byx = V0.75r2 — A2 — Ar.

Combing Eq. (4) and Eq. (5), we can obtain the inequal-
ity 3, and thus the coverage area is longer than r of wit-
ness ring arc. For the third case, it is obviously that the
coverage area is longer than r of witness ring arc. There-
fore, at least one of the witnesses can successfully receive
the verification messages from node a and cloned nodes.
At last, all the received messages will be forwarded to
the witness header to determine whether the node is
cloned or not. O

5.2 Energy Consumption and Network Lifetime
In WSNs, since wireless sensor nodes are usually powered
by batteries, it is critical to evaluate the energy consumption
of sensor nodes and to ensure that normal network opera-
tions will not be broken down by node outage. Therefore, we
define the network lifetime as the period from the start of
network operation until any node outage occurs to evaluate
the performance of the ERCD protocol. We only consider the
transmission power consumption, as the reception power
consumption occupies little percentage of total power con-
sumption. Since witness sets in our ERCD protocol are gener-
ated based on ring structure, sensor nodes in the same ring
have similar tasks. To simplify the analysis, we suppose that
all sensor nodes in the same ring have same traffic load. Our
analysis in this work is generic, which can be applied to vari-
ous energy models. Let £; and A; denote the bit size of each
collected data and the frequency of data collection, respec-
tively. A node inside (outside) ring & refers to the node which
locates in the ring with index smaller than (larger than) .
First, we analyze the traffic load of each sensor node,
such that the energy consumption and network lifetime can
be derived based on it. By using the ERCD protocol, traffic
load of each sensor node consists of normal data collection,
witness selection and legitimacy verification. We can derive
the expression for the traffic load of normal data collection
as follows.

Theorem 2. Let T; and Ny, denote the summation traffic load of
normal data collection for all the sensor nodes in ring j and the
number of nodes in ring k, respectively. The traffic load for
data collection of each sensor in ring k,k e (1,h), can be
expressed as

i Ti (W= (k= 1P)Aies

G="N, " 2% — 1 ' ©
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Proof. In WSNss, the sink node aggregates the collected data
of each sensor for analysis. Therefore, nodes in ring k
should help to relay the traffic sent from nodes locate
outside ring k. Let p and s, denote the density of nodes
and the area of ring k, respectively. We can obtain the
number of nodes, which do not locate inside ring &, as

{

The total traffic load of data collection for nodes do not
locate inside ring k is Z;.l:k Tj, is

h h
XL:TJ = ,())\161 XL: Sj.
j=k j=k

Then, the traffic load for data collection of each sensor
can be obtained as shown in Eq. (6). ]

sp = n(kr)® — w((k —1)r)? = 7(2k — 1)r?

Ny = spp = 7(2k — 1)r?p. @

®)

Second, we calculate the traffic load for legitimacy verifi-
cation by using ERCD protocol. € and Ay denote the bit size
of each request message for verification and the frequency of
legitimacy verification, respectively. In order to relieve the
traffic burden in hot spot, the mapping function of ERCD
protocol does not assign witnesses to the area around the BS.
Let ¢ denote the amount of non-witness rings around the BS,
i.e., there is no witness located inside the ring ¢.

Theorem 3. The traffic load of each sensor node for legitimacy
verification in ring k, denoted dj, is

Keo)
dv = 2;2—12 ’ k < ¢ . . (9)
k (A=) (k=) (122 (k—¢)+ekh®Jen )y | o)k > ¢,

(h—@)(2k—1)

Proof. We calculate the traffic load for legitimacy verifica-
tion of each node according to the position of the node,
i.e., whether the node is located outside ¢ or not. If the
node does not locate outside ring ¢, the traffic for legiti-
macy verification is transmitted from nodes inside ring k
to nodes outside ring k, which is n(lcr)ZpeQ/\g. As the
number of sensor nodes in ring k is Ny = n(2k — 1)r?p,
the traffic load for legitimacy verification of each node in
ring k, k < ¢, can be expressed as

k’ZEQ/\Q

d=op 1

k<e. (10)
If the node locates outside ring ¢, the verification traffic
load is composed of the traffic transmitted to the witness
ring and the traffic forwarded to the witness header,
d} = d;' + d;?. The traffic transmitted to the witness ring
can be further divided into three different cases: 1) traffic
sent from nodes inside ring %k to nodes outside ring £,
2) traffic sent by nodes in ring k, and 3) traffic sent from
nodes outside ring & to nodes inside ring k. For the first
case, (h — k)/(h — ¢) of the traffic is sent to the nodes out-
side of ring k, and the traffic sent by the nodes inside ring
k is m((k — 1)r)?pesXy. Therefore, the traffic relayed by
nodes in ring k for the first case is n((k— Dr)?
peara(h — k) /(h — ¢). For the second case, the traffic sent
by nodes in ring k is 7(2k — 1)r2pea\a. For the third case,
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the traffic can be calculated by the similar method in the
first case, which is #r(h? — k?)peada(k — @)/ (h — ¢).
Thus, the verification traffic load by each node in ring
k > ¢ to the witness ring can be expressed as

(h—k) (k—1)*
h—¢

2_12\(1._
+ & i—)éA ¢)}€2)\2

2k —1

dy' = [ +edo, k> 9. (11)
After that, we try to obtain the traffic load for forwarding
verification to the witness header in the witness ring. We
first calculate the verification traffic load of witness ring
k, which is 7(hr)?pesXa/(h — ¢). As the verification is
only forwarded along at most half of the circumference
to reach the witness header, the hop length of the for-
warding will not exceed rk. Based on the number of sen-
sor nodes in ring k, w(2k — 1)r%p, the traffic load for
forwarding verification to the witness header can be
expressed as d,® = wkh’e2)/[(h — ¢)(2k — 1),k > ¢.
Overall, the traffic load of each sensor node for legiti-
macy verification can be expressed in Eq. (9). 0

At last, we derive the expression of the traffic load for
witness selection by using ERCD protocol. Let A3 stand for
the frequency of witness selection.

Theorem 4. The traffic load for witness selection of each node in
ring k, denoted by d}!, can be expressed as

di Ay
» b= k< ¢

2kh?eg \:
N toamn:k > ¢

Proof. By using ERCD protocol, the traffic load of clone
detection consists of witness selection and legitimacy
verification. In witness selection, there are two steps:
1) the private information of the source node is sent to its
witness ring; and 2) the private information is forwarded
along the witness ring to construct a ring structure; in
legitimacy verification, there are also two steps: 1) the
verification message is first sent to the witness ring of the
source node, and 2) the message is forwarded to the wit-
ness header. We can observe that, for each witness selec-
tion and legitimacy verification, the traffic load by each
sensor of first step is the same, i.e., d}f. Thus, based on
the frequency of witness selection and legitimacy verifi-
cation, the traffic load by each sensor of first step in wit-
ness selection can be expressed as d;:l A3/A2. Then, we
consider the cases according to the location of ring k and
the value of ¢ for the second step in witness selection. If
ring k£ does not locate outside ¢, there is no witness in
ring k& and no traffic load of the second step in witness
selection. The traffic load by each sensor located within
ring k in witness selection is dzl A3/ Ao,k < ¢. If ring k
locates outside ¢, the ring k has probability of 1/(h — ¢)
to be selected as a node’s witness ring. The traffic load by
each sensor located outside ring £ in witness selection
should be 27kA3n/(h — ¢), where n = wh?r?p.

Therefore, the traffic load for witness selection of each
node in ring k,k > ¢ can be expressed as d;'\;/\s +
2rkh?es X3 /[(h — ¢)(2k — 1)]. o
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Fig. 4. Traffic load distribution with various ¢.

Based on the traffic load of data collection, legitimacy
verification and witness selection derived from
Theorems 2, 3, and 4, we can obtain the expression for
total traffic load of each sensor node by using ERCD pro-
tocol as df, = d¢ + dj + di’. When we know A1, Ao, A3, &1 and
€2, we can derive the optimal ¢ to maximize the network
lifetime with d, = dj + d + d}’. As shown in Fig. 4, ¢ has
significant impact on the energy consumption of sensor
nodes. When ¢ is 1,2 and 3, sensor nodes with ring indi-
ces 2,3, and 5 consume the maximal energy throughout
the WSN, respectively. Thus, the network lifetime can be
determined by different values of ¢, and it is critical to
obtain the optimal ¢ to maximize the network lifetime.

Let g, p and « denote the number of witnesses selected by
each neighbor, the probability that a neighbor will copy
position information, and the average node degree in the
network, respectively. To evaluate the performance, we
compare the ERCD protocol with some existing protocols in
terms of network lifetime.

Theorem 5. If e, = ey and \; = A3 = 1, the ratio of network life-
time by using ERCD protocol over RED or LSM protocol is
shown as following:

h? 4 gpahXava + 1
max ((h? +1+ AQ)»maX(z;(g—l + hAy + %))
where k > ¢ > 1

(13)

Proof. Since the network lifetime is ended by the first occur-
rence of node outage, it is inversely proportional to the
maximal energy consumption of sensor nodes. Energy
consumption of the RED or LSM protocol includes nor-
mal data transmission and legitimacy verification. In
data collection, the packet number of nodes in ring % is
(h? = (k= 1)*)/(2k — 1). The traffic load of ring 1 has the
maximal energy consumption, which is the bottleneck of
network lifetime. In ring 1, the packet number for data
transmission is #%, and the packet number for verification
is gpary/n. Since r2p = a 4+ 1 and n = 7(hr)?p, we can get
gpahdsv/a + 1. Therefore, the expression of the number
of transmitted packets through nodes in ring 1 by using
RED or LSM protocol is h? + gpdhAsv/or + 1.

In ERCD protocol, suppose that nodes located in ring
k have the maximal energy consumption. We consider
two cases according to whether nodes with the maximal
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energy consumption locate in ring 1 or not, i.e., k < ¢. If
k < ¢, the packet number for transmission by nodes in
ring k is h? +1+ Xy, where h?, 1 and X, are the packet
number for data collection, witness selection and legiti-
macy verification, respectively. For the case k > ¢, the
packet number for data collection, legitimacy verification
and witness selection in ring k are (h? — (k — 1)*)/(2k — 1),
h)s, and 27kh? /[(h — ¢)(2k — 1)], respectively. Therefore,
we can obtain the packet number for transmission by
nodes in ring k as

h2—(k—1)2

max( (h% + 1+ Ag),lnax( ST

where k > ¢ > 1.

lih
+ho + gt >)

(14)

After that, the ratio of network lifetime by using ERCD
protocol over RED or LSM protocol can be expressed as
shown in Eq. (13). O

After the analysis of network lifetime, we further analyze
the total energy consumption to have a comprehensive per-
formance evaluation of ERCD protocol. We derive the
energy consumption of legitimacy verification and witness
selection, which can be expressed in terms of average hop
length, to calculate the total energy consumption by using
ERCD protocol. Let ¥, denote the average hop length of
legitimacy verification for each sensor. The average hop
length of legitimacy verification for each sensor can be
expressed as follows.

Theorem 6. By using ERCD protocol, the average hop length of
legitimacy verification for each sensor is

Z:m MRS
i (2/@—1)¢H + 3 s (2k—1)—zﬁ—oh7(b§3t71

v, =

n2
. (¢ +21 +h) 1.

(15)

Proof. For the case that k£ < ¢, the average hop length of
verification traffic sent from ring k,k < ¢, is Y/=F o1k
i/(h—¢).If k > ¢, the average hop length of verification
traffic sent from ring %k can be expressed as
(I Fi+52504)/(h — ¢). Since there are total m(2k—
1)r?p sensors in ring k and total number of sensors is
mh?r®p, the average hop length from each sensor node in
ring k to its witness ring should be

Tipers’

h—Fk . k—¢ .
S {(21@ -1 {(Qk —1) %

+ Zk —p1

/
v = E

(16)

As sensor nodes that locate outside ring ¢ need to for-
ward verification message to their witnesses heads, addi-
tional 7(¢+ 1+ h)/2 should be included for each of
these sensors. Moreover, one more hop length for three-
ring broadcasts should be added to the calculation. Over-
all, we can express the average hop length of legitimacy
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Fig. 5. Performance comparison of existing protocols under different A,
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verification for each sensor as W,=Y'+n(p+1 +
h)/2+ 1. O

After that, we calculate the energy consumption for wit-
ness selection so as to obtain the total energy consumption.
Let W, denote the average hop length of witness selection
for each sensor.

Theorem 7. By using ERCD protocol, the average hop length of
witness selection for each sensor is

W, =V +a(p+1+h). v

Proof. From Theorem 6, we know that the average hop

length for each sensor to achieve its witness ring is ¥'. To

construct a ring of witnesses for a source node in ring £,

the required hop length is 27k. As witnesses locate in
h — ¢ rings, the average hop length for each sensor to
generate a ring of witnesses is ZZ:¢ 1 27k/(h — @) =
(¢ + 1+ h). Thus, the average hop length of witness
selection for each sensor can be expressed as
W, =V +a(p+1+h). O

Let e denote the energy consumption for transmitting
and receiving a bit. From Theorems 6 and 7, we can obtain
the total energy consumption of WSNs for clone detection
by using ERCD protocol in a data collection cycle, denoted
E, as E = nW,e9 e + n¥ ,e2)\3¢, where n is the total num-
ber of nodes.

The network lifetime performance of ERCD protocol is
compared with that of other protocols including LSM, RED
and P-MPC under various parameters in Figs. 5, 6, and 7
according to Eq. (13). It is found that the network lifetime of
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ERCD protocol outperforms that of other protocols, which
is caused by successfully distributing packets all over the
network except the non-witness region to release the traffic
bottleneck around the sink. We also observe that the net-
work lifetime by using ERCD protocol in a network with
dense deployment is independent of the average node
degree, which means that the network lifetime will not be
impacted with the increase of node density. This is because
the maximal energy consumption does not depend on the
average node degree « as shown in Eq. (14), which leads to
the summary that the network lifetime is not related to
average node degree. Overall, we find that the ERCD proto-
col is a scalable clone detection protocol, which can signifi-
cantly outperform LSM, RED and P-MPC under various
network scenarios.

5.3 Data Buffer Capacity

Usually, sensors are of small size and have very limited capac-
ity of both data buffer and energy battery. In this section, we
analyze the required data buffer capacity, also referred to as
data buffer of sensors to evaluate the performance of the pro-
posed ERCD protocol. Let o denote the required packet stor-
age size for being a witness of a sensor node.

Theorem 8. Under the ERCD protocol, the required data buffer
for each sensor is O(h).

Proof. Since the ring index of witnesses is randomly gener-
ated, for any ring k, there are n/(h — ¢) nodes choosing
ring k as their witness rings. The number of nodes
selected as witnesses in ring k is 27k. The required data
buffer for ring k is 2wkno/(h —¢). There are total
7(2k — 1)r?p nodes in ring k, thus the required data



ZHENG ET AL.: ENERGY AND MEMORY EFFICIENT CLONE DETECTION IN WIRELESS SENSOR NETWORKS

AP B T P
TR A A A A A A A A A S AN A A
1%0—5-.& - :

8 —&—L5M (1,=5)
g \ L —&—RED (4,=5)
& 900 4 & :
3 - —4—P-MPC (1,=5)
= T & it
— B Mg | #ERCD(.35)
E e B
z 3 he -
= 600 4 e
g
450 ] g 1
S

T
10 5 20 25 k|
The average node degree o

(a) Network lifetime

354

B3
= UV W Y W 4

S S
The average node degree o
(b) Ratio of network lifetime

Ratio of network lifetime by ERCD over other scheme

Fig. 7. Performance comparison of existing protocols under different «
(g=1,p=0,h=15).

buffer for each sensor can be expressed as
2mkh?

2nkno —
(h=¢)n(2k—1)r2p — (h—0)(2k—1)
where k€ (¢ +1,h —1).

(18)

Obviously, when k = ¢ + 1, the required data buffer for
each sensor is maximized, which is 27xh?(¢ +1)/(h — ¢)
(2¢ + 1). For any given value of ¢, we can calculate the
maximal required data buffer for each sensor node.
Therefore, as 2wh®(¢+1)/(h—¢) (2¢+1) = O(h), we
can conclude that the required data buffer is O(h). ]

The required data buffer capacities of most previous
works are related to the number of sensor nodes. In ERCD
protocol, the required data buffer capacity is related to the
hop length of the network area. Therefore, the requirement
of data buffer capacity by using ERCD protocol is not
related to the node density.

6 EXPERIMENT RESULTS

To evaluate the performance of ERCD protocol, the OMNET
++ [25], a well-known open source modular simulation plat-
form for large network, is used in our simulations. As the
OMNET++ is a discrete event-driven system, the future
event set is stored in the system, and events are released
one by one to evaluate our ERCD protocol in the simulation.
We set up a circular shaped wireless sensor network, which
consists of 2,000 sensor nodes with a radius 600 m. The
transmission range of each sensor node is r = 40 m. In the
simulation, data and verification request messages are of
the same size for simplicity, i.e., &1 = €3 = 100 bytes. Each
cycle of witness selection is followed by a data collection
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cycle, A = A3 = 1, and the frequency of legitimacy verifica-
tion is set as Ay = 10. We set the amount of non-witness
rings ¢ as 1. The frequency of clone detection can be deter-
mined according to the practical requirement, e.g., once a
day for temperature measurement in forest or once an hour
for bank monitor.

In Fig. 8, we present the case that witnesses can be com-
promised, and thus clone detection may fail due to modifi-
cation of verification messages by compromised witnesses.
For untrustful witnesses, since any witness has permission
to read the information of verification messages from the
source node, compromised witnesses can read the verifica-
tion message, and modify (regenerate another modified
copy of) the verification message before forwarding it to
other witnesses. It is hard to determine whether the mes-
sage sent from a compromised witness is original or modi-
fied. In other words, witness nodes may be compromised
but it is hard to detect it. Since BSs cannot figure out
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different parameters.
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whether the received verification message is the original
copy or not, it may be difficult to effectively find out which
witness is compromised. Thus, to our best knowledge, there
is no efficient method to solve the failure due to untrustful
witnesses until now.

Most previous works assume that all selected witnesses
are trustful. In our work, we have relaxed the assumption of
trustful witness node, and investigated the case that some
selected witnesses have been compromised, as shown in
Fig. 8. we count a certain round of clone detection as failure
if any of selected witnesses is compromised in this round.
In ERCD protocol, since we have a set of witnesses for each
sensor, the probability that a compromised witness receives
the request message is very low. The experiment results
demonstrate that the clone detection probability can closely
approach 100 percent with untrustful witnesses. Then, the
clone detection probability of ERCD and some existing pro-
tocols under different node density and network scale are
compared in Fig. 9. We have two observations: 1) ERCD
protocol has better performance in clone detection probabil-
ity than other protocols, which can successfully detect the
clone attacks with 87%~100%; and 2) the clone detection
probability of ERCD protocol increases with growth of aver-
age node degree, since it has higher probability to success-
fully conduct witness selection.

We compare the network lifetime with different numbers
of sensor nodes in Fig. 10. Generally, sensor nodes closer to
the sink node have relatively heavier traffic load than those
far away nodes, and will deplete their energy faster. With
the growth of the node number, the traffic load of those sen-
sors increases dramatically, which leads to a much shorter
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lifetime of those nodes. ERCD protocol distributes the traffic
load across the network, which balances the energy con-
sumption of sensors at different locations. Therefore, the
proposed ERCD protocol achieves the best network lifetime
among the listed protocols, and it does not significantly
decrease with the increase of node number as shown in
Fig. 10. The energy consumption of each step by using
ERCD or some existing protocols is shown in Fig. 11. We
calculate energy consumption of ERCD protocol in data col-
lection, witness selection and legitimacy verification, and
that of LSM, RED and P-MPC in data collection and clone
detection. The energy consumption of data collection for all
protocols is the same. In LSM, RED and P-MPC protocols,
sensors close to the sink need to relay more traffic of both
data collection and clone detection, thus have higher energy
consumption and may have higher outage probability
around the sink. By using ERCD protocol, energy consump-
tion of sensors close to the sink has lower traffic of witness
selection and legitimacy verification, which helps to balance
the uneven energy consumption of data collection.

Since network lifetime is closely related to the sensor
with the maximal energy consumption, we compare sensor
nodes with top 1 percent energy consumption, i.e., 1 percent
sensor nodes with maximal energy consumption, under
various parameters by using ERCD or some existing proto-
cols in Fig. 12. The top 1 percent energy consumption of
ERCD protocol is higher than other protocols when A\, < 6.
This is because ERCD protocol has higher energy con-
sumption in witness selection than other clone detection
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protocols. Generally, clone detection frequency is much
higher than witness selection or data collection. Under the
scenario of large )y, our protocol can outperform other pro-
tocols as shown in Fig. 12a. From Figs. 12b and 12c, we can
observe that ERCD protocol has better performance with a
higher node density, which can extend the network lifetime
by 10% ~80%. We further compare the energy consumption
of sensor nodes with various cycles of clone detection and
hop length from the sink in Fig. 13. The sensor nodes have
longer network lifetime under scenarios of the same time
period or location by using ERCD protocol comparing with
other protocols.

We compare the required data buffer with various
node densities by using ERCD or some existing protocols
in Fig. 14. ERCD protocol significantly outperforms
the LSM, but requires more data buffer than RED and
P-MPC, under the scenarios of different node densities.
This is because ERCD protocol assigns witnesses with a
ring structure, which results high performance in clone
detection and network lifetime, but may need some
additional data buffer comparing with RED and P-MPC
protocols. Comparing with the LSM protocol, the storage
requirements of ERCD, RED and P-MPC protocols do
not increase with the growth of node number. This is
because the witness number of LSM depends on the
node number while other protocols does not, which can
achieve lower storage requirement with more node num-
ber or node density.

Finally, we study the impact of the duty cycle on the
proposed ERCD protocol, and evaluate average delay and
routing success rate, i.e., the rate of successful routing over
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Fig. 14. Required data buffer by using ERCD or existing protocols.

all rounds of transmission, with various duty cycles. Spe-
cifically, we consider a WSN located in a 500 m x 500 m
region, where the transmission range of each sensor node
is 50 m. In ERCD protocol, a sensor node will forward the
message to another awaken sensor when available. If its
neighboring sensors are in sleep mode, the sensor will
hold the message till at least one relaying sensor wakes up
or delay times out. The round of clone detection routing is
determined as failure if the delay of any node’s transmis-
sion is larger than 1 second. We evaluate the impact of
duty cycle, denoted as 7, on our protocol in terms of rout-
ing success rate. As shown in Fig. 15, based on a WSN with
node density of 1.4~1.8 nodes/m?2, the routing success
rate increases with the growth of duty cycle and network
density in general, due to more awaken sensors ready
for forwarding.

The relationship of average delay, duty cycle and node
density is shown in Fig. 16. The average delay is very small
when node density is larger than 1.8 nodes/m?, and the
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Fig. 15. Routing success rate with various duty cycle.
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average delay of sensor nodes decreases significantly with
the increase of duty cycles from 0 to 0.05.

7 CONCLUSION

In this paper, we have proposed distributed energy-efficient
clone detection protocol with random witness selection.
Specifically, we have proposed ERCD protocol, which
includes the witness selection and legitimacy verification
stages. Both of our theoretical analysis and simulation
results have demonstrated that our protocol can detect the
clone attack with almost probability 1, since the witnesses
of each sensor node is distributed in a ring structure which
makes it easy be achieved by verification message. In addi-
tion, our protocol can achieve better network lifetime and
total energy consumption with reasonable storage capacity
of data buffer. This is because we take advantage of the loca-
tion information by distributing the traffic load all over
WSNs, such that the energy consumption and memory stor-
age of the sensor nodes around the sink node can be
relieved and the network lifetime can be extended. In our
future work, we will consider different mobility patterns
under various network scenarios.
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