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Abstract—Smart grid, as the next generation of power grid
characterized by “two-way” communications, has been paid
great attention to realizing green, reliable, and efficient elec-
tricity delivery for our future lives. In order to support the
two-way communications in smart grid, a large number of
smart meters (SMs) should be deployed to customers to report
their near real-time data to control center for monitoring pur-
pose. However, this kind of real-time report could disclose
users’ privacy, bringing down the users’ willingness to par-
ticipate in smart grid. In order to address the challenge, in
this paper, by considering the lifetime of SMs as exponential
distribution, we propose a diverse grouping-based aggregation
protocol with error detection (DG-APED), which employs dif-
ferential privacy technique into grouping-based private stream
aggregation for secure smart grid communications. DG-APED
can not only achieve privacy-preserving aggregation, but also
perform error detection efficiently when some SMs are mal-
functioning. Detailed security analysis shows that DG-APED
can guarantee the security and privacy requirements of smart
grid communications. In addition, extensive performance evalu-
ation also verifies the effectiveness and efficiency of the proposed
DG-APED.

Index Terms—Differential privacy, error detection, exponential
distribution, privacy-preserving aggregation, smart grid.

NOMENCLATURE

N Number of residential users.
xi(t) Residential user Ui’s individual data.
ri Random noise with unbiased binary distribution

generated by user Ui.
ski Private key of user Ui used to encrypt xi(t).
skv,l

u0 Private key to aggregate the data of residential
users in P

l
v, the vth group set in smart meter (SM)

type SMl.
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skv
l0 Private key to aggregate the data of residential users

in SMl of the vth group set.
sk0 Private key to aggregate the data of all residential

users.
ρ0(�t) Probability that a SM is functioning.
ρ1(�t) Probability that a SM is malfunctioning.
zl Size of residential users group in SM type SMl.
wl Rounds of random residential users grouping in SM

type SMl.
ml Number of malfunctioning SMs in SM type SMl.

I. INTRODUCTION

RECENTLY, there have been increasing demands for
improving green, reliable, and efficient power trans-

mission. As the next generation of power grid, smart grid
is characterized by integrating various technologies, e.g.,
advanced control and sensing, data communication, and infor-
mation processing technologies, into the traditional power
grid. This characteristic enables the power distribution to
be more efficient and reliable from power generation, trans-
mission, and distribution to customers, and supports the
renewable energy [1]–[3]. Due to these merits, smart grid
has been paid great attention from not only government
but also industry and academia. For example, as shown in
Fig. 1, a conceptual smart grid model was defined by National
Institute of Standards and Technology (NIST) in 2010,
where the smart grid is divided into seven domains, and
each domain encompasses one or more smart grid actors,
including devices, systems, or programs that make deci-
sions, and exchange information necessary to perform typical
applications [4].

One of the most vital components in smart grid is SM,
which could record the consumption of electric energy in inter-
vals of an hour or less and communicate the information at
least daily back to the operation center for monitoring pur-
poses. Such an advanced SM differs from traditional automatic
meters in that, it enables two-way communications between
the meter and operation center. Owing to this characteristic,
the SM is promoted around the world. According to the ana-
lyst firm Berg Insight, the installed base of SMs in Europe
at the end of 2008 was about 39 million units. Globally,
Pike Research found that SM shipments were 17.4 million
units for the first quarter of 2011, and the value of the
global SM market reached 7 billion in 2012 [5]. By equip-
ping with plenty of SMs, the smart grid is able to aggregate
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Fig. 1. Conceptual smart grid model from NIST.

real-time information related to energy consumption, thus per-
forms intelligent balancing of consumption between peak and
off-peak periods [6]–[9].

However, the widespread deployment of SMs makes cus-
tomer privacy a crucial issue during the aggregation process.
A typical concern is that the data of energy consumption stored
at SMs acts as an information-rich side channel, and can be
repurposed by an adversary to reveal customer information
such as individuals habits, behaviors, activities, preferences,
and even beliefs [10], [11]. As a result, these potential threats
targeting user privacy would, without doubt, prevent smart grid
from being widely accepted by customers. To combat this,
many research works on privacy-preserving aggregation have
been carried out for smart grid communications. However,
some of these existing works are computational expensive
or need interaction among the participants, while others will
fail to aggregate related data when there are malfunctioning
SMs. Therefore, how to design an efficient, fault tolerant, and
error detectable privacy-preserving aggregation protocol for
practical smart grid scenarios is very challenging.

To address this problem, in this paper, we propose an effi-
cient diverse grouping-based aggregation protocol with error
detection (DG-APED), which employs differential privacy
technique into grouping-based private stream aggregation to
not only achieve privacy-preserving aggregation but also per-
form error detection when some SMs are malfunctioning. The
main contribution of this paper are summarized as follows.

1) By formulating the lifetime of SMs as exponential dis-
tribution, we classify all the SMs into different types
accordingly, then the control center (CC) can aggregate
related data and detect the malfunctioning SMs with
homologous aggregation parameters efficiently in terms
of computational complexity.

2) Considering the malicious data mining attack, we pro-
pose a novel aggregation protocol that utilizes the dif-
ferential privacy to enable the CC to get the aggregation
results without obtaining the individual value.

3) We analyze the security of the proposed DG-APED to
formally prove that the privacy of users can be guaran-
teed against different attacks. Moreover, we evaluate the
performance of DG-APED and show that it is effective
for smart grid data aggregation and efficient in terms of
computational complexity and communication overhead.

The remainder of this paper is organized as follows. We
review the related work and introduce the models and design
goals in Sections II and III, respectively. In Section IV,
we describe our basic grouping-based aggregation protocol
G-PSA. In Section V, we propose the diverse grouping-based
aggregation protocol DG-APED, followed by its security anal-
ysis and performance evaluation in Sections VI and VII,
respectively. Finally, we conclude this paper in Section VIII.

II. RELATED WORK

There have appeared several research works that discuss
secure aggregation techniques [12]–[25], and these techniques
can be roughly classified into: 1) aggregation using plain data
and 2) aggregation using encrypted data with the requirement
of decrypting data at aggregators.

The earlier works [12]–[14] are focused on aggregation
using plain data. Hu and Evans [12] proposed security protocol
based on symmetric cryptography to achieve secure aggrega-
tion hop-by-hop and study the problem of aggregation if one
meter is compromised. The concept of aggregators is pro-
posed by Przydatek et al. [13] to prevent that more than
one meter is compromised, and also propose security pro-
tocol in which random sampling mechanism and interactive
proof are used to check the correctness of the aggregated
data at the CC. SecureDAV protocol in [14] provides con-
fidentiality by elliptic curve cryptography and improves the
data integrity by signing the aggregated data. In these works,
security aggregation is achieved in a hop-by-hop fashion, that
is, aggregators must decrypt all the received information for
aggregation and encrypt the aggregated result before forward-
ing it. In addition, to ensure end-to-end confidentiality, the
aggregators have to establish secret keys with their neighboring
users. Clearly, this is not an efficient way and it may result in
considerable delay.

To mitigate the drawbacks of aggregation using plain data,
a set of aggregation protocols using encrypted data are pro-
posed in [15]–[25]. The homomorphic encryption technique,
which allows one to implement homomorphic operation on
ciphertexts under the same key without being able to decrypt,
has been adopted widely for privacy-preserving aggregation
in [15]–[18]. However, since the homomorphic encryption
technique requires complex public key operations, these pro-
tocols are not efficient in smart grid scenario. The concept
of privacy-preserving aggregation is introduced for smart
grid in [19], in which homomorphic properties of Paillier
encryption is exploited on additive sharing of each meter’s
reading. Kursawe et al. [20] proposed a protocol based on
Diffie–Hellman key exchange to add secret value on each
meter’s readings for each round such that they add up to zero.
References [19] and [20] require interaction between the indi-
vidual SMs, resulting in relatively expensive cryptography on
the SMs. Another privacy-preserving technique is the differen-
tial privacy, which is a tradeoff scheme between the utility of
statistical data and the privacy of users [21], [26]. Intuitively,
differential privacy is achieved by introducing appropriate
noise which obeys certain random distribution to guarantee
that, the presence or absence of an individual user’s value
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Fig. 2. System model in smart grid.

in the database, should not affect the released result in a
significant way.

The closely related works to this paper are [23] and [24].
Shi et al. [23] proposed the private stream aggregation (PSA)
which combines data hiding from aggregator with differen-
tially private aggregate computation. While this is an excellent
attempt to achieve privacy-preserving aggregation, it is imprac-
tical in smart grid scenario because of user failure problem. To
solve this problem, Chan et al. [24] employed the block aggre-
gation (BA) which is binary tree framework on top of the PSA,
to improve its performance, enabling the aggregation protocol
with fault tolerance in expense of efficiency. Considering the
error detection ability, we propose a novel aggregation protocol
with error detection (APED) which utilizes the random meters
pairing mechanism to achieve privacy-preserving aggregation
with fault tolerance and error detection, in the conference ver-
sion of this paper [25]. However, the efficiency of BA and
APED is still an issue in term of computation cost. To combat
this, and further consider malicious data mining attack, we
propose an efficient privacy-preserving aggregation protocol
with error detection, namely DG-APED, in this paper.

III. MODELS AND DESIGN GOALS

In this section, we formalize the system model, attack
model, and identify our design goals.

A. System Model

In our system model, we only focus on the data aggrega-
tion communications from the residential users to the CC in
smart grid. Specifically, we consider a typical data aggregation
model for a residential area, which includes a set of residential
users U = {U1, U2, . . . , UN}, a CC, and a key management
center (KMC) [27], as shown in Fig. 2.

1) KMC: The KMC is a highly trusted entity, which is
responsible for classifying the users and distributing key
materials to residential users and the CC during the system
initialization phase. After the key distribution is completed,
the KMC will not involve in the subsequent aggregation.

2) CC: The CC that plays the role of aggregator is an
untrusted entity, whose duty is to monitor the state of the
smart grid in a real-time manner and aggregate the periodical
electricity usage data from residential users to distribute the
electricity efficiently.

Fig. 3. Maliciously mining attack example.

3) Residential Users U = {U1, U2, . . . , UN}: Each user
Ui ∈ U is equipped with some smart appliances and a SM
which periodically collects electricity usage data from smart
appliances and reports these near real-time data to the CC.
And each SMs reading is supposed in the range {0, 1, . . . , �},
the upper bound � is the power consumption in a short
time, e.g., 15 mins or half an hour. According to [28], the
SMs’ lifetime is formulated as exponential distribution in this
paper. Moreover, when a SM behaves malfunctioning some-
times, it requires the CC to remotely reset and recover it back
to the normal status.

B. Attack Model

In the smart grid, the three most frequently launched attacks
are: 1) external attack, where the adversary may compromise
the privacy of residential users by eavesdropping the commu-
nication data from the residential users to the CC; 2) internal
attack, where the attacker is usually the aggregator and could
access or misuse the information of residential users to com-
promise the privacy of residential users; and 3) malicious data
mining attack, where the attacker could maliciously mine the
aggregation result by compromising some SMs to infer the
residential users’ data.

The external attack can be resisted by effective crypto-
graphic algorithms. The aggregator in our model, i.e., the CC,
is not a fully trusted entity, could misuse the aggregated infor-
mation to compromise the privacy of users. However, this
internal attack can be resisted by our proposed scheme, which
will be described in detail in Section VI.

In the malicious data mining attack [29], the adversary may
collude with a set of corrupted SMs to reveal the functioning
SMs’ data. Fig. 3 shows such an example. We assume that
the electricity consumption aggregation is implemented on six
users (U1, U2, U3, U4, U5, U6) at two time slots T1 and T2.
If the user U1 is absent in T1 but at home in T2, the other
users are compromised by the attacker and their electric-
ity consumption remain relatively stable, then the attacker
can mine the data of user U1 by comparing two aggrega-
tion results, ˜X, ̂X in time slots T2 and T1, respectively, i.e.,
x1 = ˜X −̂X.

C. Design Goals

Considering the above scenario, our design goal is to pro-
pose a privacy-preserving APED ability to identify these
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malfunctioning SMs. Specifically, the following design goals
should be achieved.

1) Privacy Preservation: A residential user’s data is unac-
cessible to any other users or the CC, even when the
user’s SM is malfunctioning.

2) Error-Detection: The malfunctioning SMs in smart grid
can be detected by the CC without privacy disclosure.

3) Fault Tolerance: The CC can still aggregate the data
of functioning meters even when there are malfunction-
ing ones.

4) Computation Efficiency: The computation efficiency
should be achieved in the proposed protocol to sup-
port hundreds and thousands residential users’ data
aggregation.

IV. G-PSA: BASIC PRIVACY-PRESERVING

AGGREGATION PROTOCOL

In designing the aggregation protocol for smart grid, how
to minimize the computational complexity and communica-
tion overhead while guaranteeing the strong privacy even
when there are malfunctioning SMs is a major challenge
that we have to face. Inspired by the PSA [23] which is
one of the most promising aggregation protocols, we first
propose a basic grouping-based privacy-preserving aggrega-
tion protocol, called G-PSA, which has fault tolerance ability
and is more practical than PSA. As the basis of our pro-
posed G-PSA, we first review the PSA before indulging in
the G-PSA.

A. Private Stream Aggregation

The PSA flexibly leverages an aggregation encryption
scheme that can allow the CC to decrypt the sum of all users’
encrypted values, but learn nothing more. The PSA consists
of the following steps [23].

1) Setup: During the system setup phase, the trusted KMC
chooses a random generator g and N + 1 private key ski

for all devices including the users’ SMs and the CC
in the residential area. All the keys comply with the
relation:

∑N
i=0 ski = 0 mod p.

2) NoisyEnc: After completing the Setup step, each user
Ui calls NoisyEnc to randomize and encrypt its data
xi with noise ri and private key ski : ci = gx̂i · H(t)ski ,
where x̂i = xi + ri mod p and H(t) : {0, 1}∗ → G is
a cryptographic hash function which maps an integer
t ∈ {0, 1}∗ to a cyclic mathematical group G of prime
order p.

3) AggrDec: After receiving all users’ encrypted data ci,
i = 1, 2, . . . , N, since

∏N
i=0 H(t)ski = 1, the CC can

compute an aggregate value X(t) = H(t)sk0
∏N

i=1 ci =
g
∑N

i=1 x̂i .
Since the aggregated sum is a small value in smart grid,

the CC can obtain the aggregated sum
∑n

i=1 x̂i by the brute-
force search. However, the PSA scheme will fail to aggregate
in present of malfunctioning SM. To address this challenge,
we propose our grouping-based PSA, G-PSA.

Fig. 4. KMC randomly divides N users into N/z groups and assigns key
materials. (a) Random grouping P. (b) Generate grouping keys.

B. Description of G-PSA

The G-PSA consists of three steps: 1) Setup; 2) Encrypt;
and 3) Decrypt, and the details are described as follows.

1) Setup(N,k): Given the security parameter k, the KMC
first outputs a cyclic group G with a generator g of the large
prime order p where |p| = k. Let N be the number of resi-
dential users (N is a multiple of the size of residential users
group, if not, we can easily add some dummy users to fol-
low the rule). The KMC can randomly divide all the users
U1, . . . , UN into small size groups, and denote them as group
set P. Each group Pu ∈ P, 1 ≤ u ≤ N/z, includes z users
{Ui}Ui∈Pu , as shown in Fig. 4(a).

For each residential user Ui ∈ U, the KMC assigns it a pri-
vate key ski ∈ Z

∗
p. Then, for each group Pu ∈ P, the KMC

distributes a corresponding key sku0 ∈ Z
∗
p to the CC such

that
∑

Ui∈Pu
ski + sku0 = 0 mod p, as shown in Fig. 4(b).

In this way, the CC has N/z private keys corresponding to
N/z groups. In addition, sk0 = ∑

Pu∈P
sku0 mod p has to be

assigned to the CC, then we can easily have the relationship
sk0 +∑N

i=1 ski = 0 mod p.
2) Enc(ski, xi(t)): At every time t, each residential user Ui

calculates the ciphertext ci(t) on his/her individual data xi(t)
with his/her private key ski as

ci(t) = gxi(t) mod p · H(t)ski . (1)

3) Dec(skd,{ci(t)}): Upon receiving ciphertexts {ci(t)}, the
CC decrypts the sum of corresponding residential users’ data
with the corresponding key skd.

When the CC tries to decrypt the sum of all residential
users’ data, we plug the corresponding key sk0 and ciphertexts
{c1(t), c2(t), . . . , cN(t)} into decryption process which can be
wrote as Dec(sk0, {c1(t), c2(t), . . . , cN(t)}), then the CC can
decrypt the sum of all users’ data

∑N
i=1 xi(t) as

D(t) =
N
∏

i=1

ci(t) · H(t)sk0 = g
∑N

i=1 xi(t). (2)

Since the sum
∑N

i=1 xi(t) is a small value in smart grid
scenario, it can be retrieved by the brute-force search.

When the CC tries to decrypt the sum of all residential
users’ data in a group Pu, we plug the corresponding key sku0
and ciphertexts {ci(t)}Ui∈Pu into decryption process which can
be written as Dec(sku0, {ci(t)}Ui∈Pu), then the CC can decrypt
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the sum of each group
∑

Ui∈Pu
xi as

du(t) =
∏

Ui∈Pu

ci(t) · H(t)sku0 = g
∑

Ui∈Pu xi . (3)

Similarly, the corresponding sum
∑

Ui∈Pu
xi for the user

group Pu can be retrieved by the brute-force search.

C. Correctness Analysis

The CC can correctly get the sum of the SMs’ data if all
SMs are functioning.

For the decryption of all users, since
∑N

i=0 ski = 0

D(t) =
N
∏

i=1

ci(t) · H(t)sk0

= gx1(t)H(t)sk1 · gx2(t)H(t)sk2 · · · gxN (t)H(t)skN · H(t)sk0

= gx1(t)+x2(t)+···+xN (t) · H(t)sk1+sk2+···+skN+sk0

= g
∑N

i=1 xi(t).

Similarly, for the decryption of users in a group Pu, since
∑

Ui∈Pu
ski + sku0 = 0

du(t) =
∏

Ui∈Pu

ci(t) · H(t)sku0

=
∏

Ui∈Pu

gxi(t)H(t)ski · H(t)sku0

= g
∑

Ui∈Pu xi(t) · H(t)
∑

Ui∈Pu ski+sku0

= g
∑

Ui∈Pu xi(t).

When there are malfunctioning SMs, the CC will not con-
sider the groups which include at least malfunctioning SMs,
and only aggregate the sum of functioning groups by summing
up their values

N
∑

i=1

xi(t) ≈
∑

Pu∈P

∑

Ui∈Pu

xi(t). (4)

Note that, the aggregated result
∑N

i=1 xi(t) in (4) neglects the
small data of functioning SMs in malfunctioning groups.

The G-PSA ensures that the CC learns nothing about the
individual user’s data but the overall aggregation result even
when there are malfunctioning SMs. However, it is not effi-
cient since malfunctioning SMs could be grouped with many
functioning SMs with high probability, and is vulnerable to
malicious data mining attack as depicted in Fig. 3. To improve
the performance and the security of aggregation protocol,
we further propose an advanced privacy-preserving APED
based on diverse grouping mechanism, called DG-APED in
the following section.

V. DG-APED: ADVANCED PRIVACY-PRESERVING

AGGREGATION PROTOCOL

The DG-APED, which takes the SMs’ lifetime as exponen-
tial distribution and combines differential privacy technique
with the G-PSA, is a more efficient aggregation protocol in
smart grid scenario. In this section, we review the building

blocks, namely the notion of exponential distribution and dif-
ferential privacy firstly, then describe the intuition and the
detailed design of DG-APED.

A. Preliminaries

1) Exponential Distribution: From the statistics point of
view, the exponential distribution is usually adopted to
describe the lifetime of electronic products and system [28].
Therefore, we formulate the distribution of SMs lifetime as
exponential distribution.

Definition 1 (Exponential Distribution): For the exponen-
tial distribution with expectation μ, which can be denoted
as exp(μ), the probability density function is f (x) =
(1/μ)e−(1/μ)x, x ≥ 0, and the corresponding cumulative
distribution function is F(x) = 1 − e−(1/μ)·x, x ≥ 0.

The probability that a SM is functioning at time t can be
denoted as

ρ0(t, t0) = P(T > t − t0) = 1 − F(t − t0) = e− 1
μ

·(t−t0) (5)

in which t0 is the initial time when the SM starts up. Thus,
the probability that a SM is malfunctioning at time t can be
denoted as

ρ1(t, t0) = 1 − ρ0(t − t0) = 1 − e− 1
μ

·(t−t0). (6)

In our protocol, ρ0(t, t0) and ρ1(t, t0), which can be written
as ρ0(�ti) and ρ1(�ti), respectively, for Ui with �ti = t − t0,
are known to the KMC, and the KMC will classify all the
users based on their probabilities in order to improve the effi-
ciency of aggregation. Note that the probability depends on
the operation time �t. That is, the SMs can be classified into
types SM1, . . . , SML based on their operation time �t.

2) Differential Privacy: The differential privacy is proposed
by Dwork [21] to ensure that the users participating aggre-
gation do not suffer increased risk of privacy disclosing. In
general, the differential privacy is achieved by adding a ran-
dom noise to perturb the outputs that will be indistinguishable
for similar inputs.

Definition 2 [(ε, δ)-Differential Privacy]: For sets
D1 and D2 differing on at most one element, and all
S ⊆ Range(K), there is a randomized function K that can
give δ-approximate ε-indistinguishability differential privacy

Pr[K(D1) ∈ S] ≤ exp(ε) · Pr[K(D2) ∈ S] + δ.

To achieve differential privacy, the noise is binomial distri-
bution in this paper, which can be regarded as an approxima-
tion for the gamma distribution [22].

Definition 3 (Unbiased Binomial Distribution): Binomial
distribution, also called n-Bernoulli experiment, is usually
denoted as B(n, p). When p = 1/2, the distribution B(n, 1/2)

is an unbiased binomial distribution. The mass function for
the binomial distribution B(n, p) is

( n
k

)

(p)k(1 − p)n−k. When
p = 1/2, the mass function at k is

( n
k

)

(1/2)n and the
expectation is n/2.

Fact 1: Let X1, . . . , Xm be independent identically dis-
tributed, and Xi ∼ B(ni, p), i = 1, 2, . . . , m. Then, we have
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Fig. 5. Error detection example of DG-APED. (a) Aggregation in group
set P1. (b) Detection in group set P2.

X = X1 + X2 + · · · + Xm ∼ B(n, p), in which n = n1 +
n2 + · · · + nm.

Theorem 1: Suppose each meter’s reading is in the range
{0, 1, . . . , �}, u and v are two integers and have the relation-
ship |u−v| ≤ �, r is a random variable with unbiased binomial
distribution B(n, 1/2). Then Pr[u + r = k] ≤ eε · Pr[v + r =
k] + δ for any integer k, in which ε > 0 and δ > 0. The
parameter n is chosen to be at least � = 64�2log(2/δ)/ε2.
The proof of Theorem 1 is shown in Appendix A.

B. Basic Idea of DG-APED

Now, we give the basic idea of our protocol. Similar to
the G-PSA, the CC aggregates all users’ data directly when
there is no malfunctioning SMs, otherwise, the CC aggre-
gates in groups. To improve efficiency and provide error
detection ability, the KMC classifies all the SMs into dif-
ferent types according to the distribution of their lifetimes.
Then, the KMC divides all SMs into small group repeatedly
in random for each SM type. The probability that malfunc-
tioning SMs group with functioning SMs can be decreased,
and consequently, the computation efficiency can be improved
significantly.

In our model, the attacker has no way to access the pri-
vate keys of any users, even the malfunctioning users, thus
the groups consist malfunctioning SMs cannot be aggre-
gated by the CC. To detect the malfunctioning SMs, the CC
will go through all the groups that consist the suspected-
malfunctioning SMs.

We give an illustrative example shown in Fig. 5 to explain
our idea. Assume the user U1 is malfunctioning, then group
{U1, U2} in group set P1 cannot be decrypted successfully. The
CC will denote U1 and U2 as “suspected-malfunctioning SM.”
To detect out the malfunctioning SM, the CC will try to
decrypt the groups {U1, U3} and {U2, U4} in group set P2.
The CC will find neither of groups consisting user U1 can be
decrypted successfully, then U1 can be detected out. For U2,
the group {U2, U4} can be decrypted successfully, then U2 can
be vindicated as a functioning SM.

However, the practical smart grid scenario is much more
complicated, as there are usually more than one malfunction-
ing SMs and the detection may not work out only in one group
set. These issues are addressed in the proposed aggregation
DG-APED protocol.

C. Detailed Design of DG-APED

Now, we present our proposed DG-APED in detail, which
is an extension of G-PSA.

1) System Initialization: In this phase, the trusted KMC
initializes the whole system.

Similar to that in G-PSA, the KMC generates the param-
eters (G, g, g1, g2, p) and a cryptographic hash function

H(t) = gh1(t)
1 · gh2(t)

2 , in which g, g1, g2 are random gen-
erators and h1(t), h2(t) are also two cryptographic hash
functions {0, 1}∗ → G. Then, the KMC runs the follow-
ing steps to distribute key materials to residential users
U = {U1, U2, . . . , UN} and the CC.

Step 1: For each Ui ∈ U, the KMC chooses a random
number ski ∈ Z

∗
p and assigns ski as the private key to Ui.

Step 2: Different from the G-PSA, the KMC classifies the
SMs into different types SMl, 1 ≤ l ≤ L according to their
functioning probability at time t, namely, ρ0(�t).

Step 3: For SMl, the KMC runs the random user grouping
wl rounds. For the vth user grouping, where 1 ≤ v ≤ wl, the
KMC performs the following operations.

1) Similar to that in Fig. 4(a), the KMC randomly divides
Nl users into Nl/zl groups for SMl-type users, and
denotes the random grouping set as P

l
v.

2) For each SM group Pv,l
u ∈ P

l
v, the KMC computes

the corresponding key skv,l
u0 ∈ Z

∗
p such that skv,l

u0 +
∑

Ui∈Pv,l
u

ski = 0 mod p, and assigns g
skv,l

u0
1 , g

skv,l
u0

2 to

the CC.
3) For each SM type SMl, the KMC calculates the cor-

responding key skv
l0 = ∑

Pv,l
u ∈Pl

v
skv,l

u0 mod p, and assign

g
skv

l0
1 , g

skv
l0

2 to the CC.
4) At last, the KMC calculates the global key skv

0 =
∑L

l=1 skv
l0 mod p, and assigns g

skv
0

1 , g
skv

0
2 to the CC.

For any grouping set Pv, it is easy to verify that
skv

l0 = skl0 = −∑Ui∈SMl
ski mod p and skv

0 = sk0 =
−∑Ui∈U

ski mod p.
Remark 1: Any group Pu should be distinct in all random

groups sets P1, . . . , Pwl .
According to the combinatorics design theory, the require-

ment in Remark 1 can be easily achieved for small wl � Nl,
e.g., Nl = 1000, wl = 10.

2) Data Encryption and Reporting: At every time t, each
user Ui ∈ U perturbs his/her sensed data xi(t) with gener-
ated noise ri ∼ B(�/zmin, 1/2), zmin = min{z1, z2, . . . , zL},
� = 64�2log(2/δ)ε2. Then user Ui utilizes his/her private
key ski to encrypt the randomized data x̂i(t) = xi(t) + ri

mod p as

ci(t) = Encrypt(ski, x̂i(t)) = gx̂i(t) · H(t)ski

= gx̂i(t) · gh1(t)·ski
1 · gh2(t)·ski

2 (7)

and then reports Ui||ci(t)||t to the CC.
3) Aggregation With Error Detection: Upon receiving all

users’ ciphertexts ci(t), for i = 1, . . . , N at time t, the CC uses
the parameters gsk0

1 , gsk0
2 , h1(t), and h2(t) to try to recover the

value of
∑N

i=1 x̂i(t). If all SMs work normally, we have the
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aggregated result for all users by the brute-force search

D(t) =
(

N
∏

i=1

ci(t)

)

·
(

gsk0
1

)h1(t) ·
(

gsk0
2

)h2(t)

=
(

N
∏

i=1

gx̂i(t) · gh1(t)·ski
1 gh2(t)·ski

2

)

· gh1(t)·sk0
1 gh2(t)·sk0

2

= g
∑N

i=1 x̂i(t) · g
h1(t)·∑N

i=0 ski
1 · g

h2(t)·∑N
i=0 ski

2

= g
∑N

i=1 x̂i(t). (8)

Decrypt(sk0, c1(t), . . . , cN(t)) is used to denote this process.
However, when there are malfunctioning SMs, the CC will

fail to obtain the aggregated value
∑N

i=1 x̂i(t), because the
incorrect private keys of malfunctioning SMs make sk0+sk1+
sk2 + · · · + skN �= 0 mod p. Then the CC tries to decrypt the
received information in different types

Xl(t) =
∑

Ui∈SMl

x̂i(t) = Decrypt
(

skl0, {ci(t)}Ui∈SMl

)

. (9)

The decryption of the aggregated statistics requires taking a
discrete logarithm by brute-force method, which involves enu-
merating the plaintext space and trying each possible plaintext.
Thus, the decryption can be done in at most N� tries using
the brute-force approach, where N is the number of SMs and
� is the upper bound of SMs reading. If the CC cannot find
the plaintext after enumerating all the plaintexts, it will con-
sider that there are malfunctioning SMs. Note that, the private
key is unavailable for malfunctioning SM, without correspond-
ing private key the information of malfunctioning SM will be
decrypted into meaningless mess code or unreasonable value
in a high probability, which will be discussed in following
section.

When there are malfunctioning SMs, at least one of Xl(t)
cannot be decrypted successfully. Because the incorrect pri-
vate keys of malfunctioning SMs make skl′0 +∑Ui∈SMl′ ski �=
0 mod p, and hence

∑

Ui∈SMl′ x̂i(t) cannot be separated
from (9). In this case, for the successfully decrypted type SMl,
the CC could aggregate their values; for the type SMl′ which
cannot be decrypted successfully, the error detection algorithm
depicted in Algorithm 1 should be launched.

The Decrypt(sku0, {ci(t)}Ui∈Pu) denotes the decryption of
each group. The detail is depicted

du(t) =
⎛

⎝

∏

Ui∈Pu

ci(t)

⎞

⎠ ·
(

gsku0
1

)h1(t) ·
(

gsku0
2

)h2(t)

=
⎛

⎝

∏

Ui∈Pu

gxi(t)gh1(t)·ski
1 gh2(t)·ski

2

⎞

⎠ · gh1(t)·sku0
1 gh2(t)·sku0

2

= g
∑

Ui∈Pu xi(t) · g
h1(t)

∑

Ui∈Pu ski+sku0

1

· g
h2(t)

∑

Ui∈Pu ski+sku0

2

= g
∑

Ui∈Pu xi(t). (10)

After the execution of Algorithm 1, the CC can efficiently
detect the malfunctioning meters. In addition, the CC can
also fault-tolerantly recover the aggregation result

∑

x̂i(t) for

Algorithm 1 Error Detection
1: procedure ERRORDETECTIONALGORITHM

2: If Decrypt(skl0, {ci(t)}Ui∈SMl) fails, the CC applies
this algorithm for error detection in random group set
Pv, 1 ≤ v ≤ wl

3: According to the random group set P1, for
each group Pu ∈ P1, decrypt

∑

Ui∈Pu
x̂i(t) =

Decrypt(sku0, {ci(t)}Ui∈Pu). If the result of Decrypt is
recovered, Ui ∈ Pu work normally; otherwise, at least one
of Ui ∈ Pu is malfunctioning

4: After Nl/zl Decrypt operations, the CC can find out
all malfunctioning groups (e.g., ml groups) that failed in
the decryption, where ml < Nl/zl

5: [Fault Tolerance] For the rest (Nl/zl − ml) correct
decryption groups, the CC sums up their results as the
nearest aggregation value for SM type SMl

6: [Error Detection] For each user Ui′ in the malfunc-
tioning groups, the following steps are performed:

7: for v = 2, 3 . . . wl do
8: According to random group Pv, the CC tries to

decrypt Ui′ in a new group Pu′ = (Ui′ , {Ui}) ∈ Pv

9: if the Decrypt on group Pu′ can be decrypted
successfully then

10: denote the Ui′ as a functioning SM
11: break
12: end if
13: if the group Pu′ fails in the Decrypt decryption

then
14: do the next round of decryption for Ui′ based

on another random group set
15: end if
16: end for
17: if no Decrypt decryption on Ui′ is correct for the

random groups P2, . . . , Pwl then
18: denote Ui′ as a malfunctioning SM
19: end if
20: end procedure

N − ∑L
l=1 zl · ml functioning SMs. According to Fact 1,

∑N
i=1 ri ∼ B(N�/zmin, 1/2), the average of added noise is

N�/2zmin, thus the releasing output is
∑

x̂i(t) − N�/2zmin.

D. Dynamic Join and Leave

For each SM type, first, we consider that the number of SM
after the newly joined SM is exactly multiple of group size,
that is, Nl = k · zl, k ∈ Z∗.

1) When a new SM Uj joins, it is supposed to contact the
trusted KMC, classified into corresponding SM type and
assigned a private key skj for encryption. Meanwhile, the
CC will be assigned corresponding decryption materials.
However, the existing SMs need not to be notified.

2) When an existing SM Ui leaves, its private key
will be erased permanently to guarantee the secu-
rity of aggregation. The vacancy generated by the left
SM will be replaced with a dummy SM which will
encrypt meaningless information with a new private key.
However, to reduce system redundancy, sometimes we
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may consider repeating the system initialization phase
when too many SMs have left.

If Nl is not multiple of zl, we will round it up to the nearest
multiple of zl, and the dummy SM will “submit” meaningless
information to the CC to balance out the privacy-preserving
aggregation. To enable that users can join or leave dynamically,
the KMC must be available for the newly joined SMs, but do
not have to be online for the periodic aggregation phases.

VI. SECURITY ANALYSIS

In this section, the security of the proposed protocol will
be discussed. Following the attack model discussed earlier,
our analysis mainly focus on how the proposed DG-APED
can achieve the confidentiality of the communications from the
users to the CC, the individual residential user’s report privacy
preservation and the malfunctioning SMs detection with a high
probability.

A. Confidentiality of the Data Aggregation Communication
From the Users to the CC is Achieved

In the proposed DG-APED, each residential user Ui’s data
is encrypted as ci(t) = gx̂i(t) · H(t)ski by SMs before being
reported to the CC. Without knowing the private key ski, it is
infeasible for an attacker to access the user Ui’ data xi(t).

On the other hand, because the relationships that sku0 +
∑

Ui∈Pu
ski = 0 mod p, skl0 + ∑

Ui∈SMl
ski = 0 mod p and

sk0 + ∑n
i=1 ski = 0 mod p, the CC can always decrypt the

correct aggregation values even when there are malfunction-
ing SMs.

As a result, the proposed DG-APED achieves the confi-
dentiality, i.e., the information is secure against the external
attacker’s eavesdropping attack on data aggregation commu-
nications.

B. Individual Residential User’s Report is
Privacy-Preserving

In order to prevent the privacy of residential users from
disclosing, the random grouping mechanism and differential
privacy technique are applied to our proposed protocol.

On one hand, the CC is not allowed to recover each individ-
ual user’s data, but the whole aggregate data. In the proposed
DG-APED, the CC aggregates the sensed data from more
than one SM and detects malfunctioning SMs by decrypt-
ing in different groups with different key sets. When there
is no malfunctioning SM in the residential area, the sum of
all residential users’ data can be recovered from the reported
ciphertexts c1(t), c2(t), . . . , cN(t) with decryption keys gsk0

1
and gsk0

2 , that is
(

N
∏

i=1

ci(t)

)

·
(

gsk0
1

)h1(t) ·
(

gsk0
2

)h2(t)

=
(

N
∏

i=1

gxi(t) · gh1(t)·ski
1 · gh2(t)·ski

2

)

· gsk0·h1(t)
1 · gsk0·h2(t)

2

= g
∑N

i=1 x̂i(t) · g
h1(t)·

(

sk0+∑N
i=1 ski

)

1 g
h2(t)·

(

sk0+∑N
i=1 ski

)

2

= g
∑N

i=1 x̂i(t) · H(t)sk0+∑N
i=1 ski . (11)

Since sk0 + sk1 + sk2 + · · · + skN = 0 mod p, the CC can
only access the aggregate data

∑N
i=1 x̂i(t) from g

∑N
i=1 x̂i(t).

Except the aggregate data
∑N

i=1 x̂i(t), the CC is unable to
learn anything more about each individual user’ data. When
there are malfunctioning SMs, the CC will fail to recover
the aggregate data for all residential users, and employ the
Decrypt(skl0, {ci(t)}Ui∈SMl) for functioning SM type SMl and
Decrypt(sku0, {ci(t)}Ui∈Pu) for each group in malfunction-
ing SM type SMl′ . If all SMs in group Pu are functioning,
we have
⎛

⎝

∏

Ui∈Pu

ci(t)

⎞

⎠ ·
(

gsku0
1

)h1(t) ·
(

gsku0
2

)h2(t)

= g
∑

Ui∈Pu x̂i(t) · H(t)sku0+∑Ui∈Pu ski . (12)

Since sku0 + ∑

Ui∈Pu
ski = 0 mod p, the

∑

Ui∈Pu
x̂i(t) can

be retrieved from g
∑

Ui∈Pu x̂i(t). From the recovered sum
∑

Ui∈Pj
x̂i(t), it is still hard to get the individual data. If at

least one of users Ui ∈ Pu is malfunctioning,
∑

Ui∈Pu
x̂i(t)

cannot be recovered, let alone the values of individual users.
Therefore, even the CC cannot get individual user data when
some malfunctioning SMs exist.

On the other hand, the added noise ri perturbs the out-
put of each user, which achieves differential privacy to resist
malicious data mining attack. Let R = ∑N

i=1 ri, since ri ∼
B(�/zmin, 1/2), we have R ∼ B(N�/zmin, 1/2) according to
Fact 1. Thus the aggregated result

∑N
i=1 x̂i(t) = ∑N

i=1 xi(t) +
∑N

i=1 ri is differentially private based on Theorem 1. To mea-
sure the utility of our perturbation, we define the relative error
γ = (|∑ x̂i(t) − N�/zmin −∑

xi(t)|)/(∑ xi(t) + 1), whose
expectation is

E(γ ) = 1
∑

xi(t) + 1
E

∣

∣

∣

∣

∣

∑

xi(t) +
N
∑

i=1

ri − N�

zmin
−
∑

xi(t)

∣

∣

∣

∣

∣

= 1
∑

xi(t) + 1
E

∣

∣

∣

∣

∣

N
∑

i=1

ri − N�/zmin

∣

∣

∣

∣

∣

. (13)

In binomial distribution, since the average of E(R) is
N�/2zmin, we have E(γ ) = (1/

∑

xi(t) + 1)E|R−E(R)|. Note
that E|R−E(R)| is the mean absolute deviation of the binomial
distribution B(n, p), denoted as Dn(p)

Dn(p) = 2(1 − p)n−�np�p�np�+1(�np� + 1)

(

n

�np� + 1

)

. (14)

As a result, E(γ ) = (Dn(p))/(
∑

xi(t) + 1). According to [30],
Sn(p)/

√
2 ≤ Dn(p) ≤ Sn(p), where Sn(p) = √

np(1 − p).
According to the above analysis, the proposed DG-APED
scheme can achieve O(

√
N/zmin) error.

C. Malfunctioning SMs Can be Detected Out With
High Probability

In our protocol, both encryption and decryption involve
modular arithmetic, therefore each ciphertext or plaintext is
in [0, p − 1). In presence of a malfunctioning SM Ui, the
final aggregated ciphertext misses the parameter H(t)ski , then
the decrypted data will be distributed random in [0, p − 1).
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Fig. 6. Detection probability of functioning-suspected SMs in DG-APED.

In this way, the probability of decrypted data in plaintext range
[0, N�) is N�/2p, e.g., when p = 512-bit, the false positive
probability is very slim.

Therefore, in presence of malfunctioning SMs, the CC will
repeat wl decryption rounds in SMl according to Algorithm 1.
After the first decryption round in P1, the CC can detect the
malfunctioning groups easily, in which the SMs can be classi-
fied into two types: 1) the real-malfunctioning SMs and 2) the
functioning-suspected SMs which are real-functioning SMs.
Now, we analyze the detection probability from two aspects:
1) the detection probability of malfunctioning SMs and 2) the
detection probability of functioning-suspected SMs.

1) For malfunctioning SM, after failing in wl−1 decryption
rounds according to Pi, for i = 2, . . . , wl, it can be
detected out with probability Pr = 1.

2) For functioning-suspected SM, it can be vindicated as
functioning SM once being decrypted successfully.

In the best case, it can be detected after the second round
by grouping with zl − 1 functioning SMs in P2. However, in
the worst case, the functioning-suspected SM is grouped with
different malfunctioning SMs in P2, P3, . . . , Pwl−1 and with
zl − 1 functioning SMs in Pwl , then it cannot be detected out
until the last decryption.

When a functioning-suspected SM is always grouped with
malfunctioning SMs in all group sets P2, P3, . . . , Pwl , it will
fail in detection. According to the proposed protocol in
Section V, the probability that the SMs except the functioning-
suspected SM in a group are all functioning is ρ

zl−1
0 , where ρ0

denotes the probability that a SM is functioning and zl denotes
the number of SMs in a group. Otherwise, the probability that
a SM group consists malfunctioning SMs is ρ = 1 − ρ

zl−1
0 ,

that is, the probability of a SM group cannot be decrypted.
If the CC fails in decryption based on all groups

P2, P3, . . . , Pwl , then the functioning-suspected SM is mis-
judged as malfunctioning SM with the misjudge probability
ρwl−1. Then, we can easily have the probability of successful
detection for functioning-suspected SM as Pr = 1 − ρwl−1,
which is depicted in Fig. 6, where the simulation conditions
are as follows. The expected value of SMs lifetime is ten years,
so the distribution of SMs lifetime is exp(10), and the SMs are
classified according to their probability from ρ0(0) to ρ0(3),
ρ0(3) to ρ0(6), and ρ0(6) to ρ0(10) in SM types SMA, SMB,

Fig. 7. Detection probability of functioning-suspected SMs in DG-APED
and APED.

and SMC, respectively. For each type, the corresponding size
of group is zA = 8, zB = 4, zC = 2 and the corresponding
rounds of grouping is wA = 3w, wB = 2w, wC = w.

From Fig. 6, we find out that the detection probability Pr
is approaching to 1 with appropriate groups. The more the
grouping rounds, the higher the successful detection probabil-
ity for functioning-suspected SMs. In addition, the proportion
of each SM type also has some degree of influence on the
results. For the same grouping rounds, the smart grid with
higher proportion of SMA has higher detection probability of
functioning SMs.

Based on above analysis, real-malfunctioning SM will be
find out and functioning-suspected SM will be vindicated as
functioning SM in a high probability. In a word, through
our algorithm the false positive probability is 0 and the false
negative probability is low.

We compare the proposed DG-APED with APED [25] under
the same simulation conditions as in Fig. 7. The propor-
tions of SMA, SMB, SMC evenly distributed with time are
30%, 30%, 40%, respectively. The simulation result depicted
in Fig. 6 shows that although DG-APED uses a more complex
grouping scheme, its detection probability can catch up with
APED after about ten grouping rounds.

VII. PERFORMANCE EVALUATION

In this section, to evaluate the performance of DG-APED,
we show its effectiveness based on utility analysis and
demonstrate its efficiency by considering the computational
complexity and communication overhead.

A. Utility Analysis

When there are malfunctioning SMs, the CC can only aggre-
gate the data of functioning groups. In this way, the data
of functioning-suspected SMs in the malfunctioning groups
will be lost. Since the number of functioning-suspected SMs,
denoted as Nθ , is much less than N which is the number of
all SMs in smart grid, the lost data is negligible in compar-
ison with the real-aggregation result. In Fig. 8, we simulate
the accuracy of the proposed DG-APED for different malfunc-
tioning SMs number m and SMs number N. As shown in the
figure, the relative accuracy is above 90% in the worst case.
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Fig. 8. Accuracy of aggregation.

That is, the proposed protocol can guarantee the validity of
aggregation data.

B. Computational Complexity

For the proposed DG-APED, each user Ui only needs to
store a key, i.e., ski and the CC has to store 2

∑L
l=1(wl ·

(nl/zl)) + 2L + 2 keys, i.e., {gsku0
1 , gsku0

2 }Pu∈P, {gskl0
1 , gskl0

2 }L
l=1

and gsk0
1 , gsk0

2 . Thus, the number of stored keys in the sys-
tem is proportional to number of SMs Nl, rounds of random
groupings wl, and inversely proportional to size of group zl.

To evaluate the computational complexity of the error detec-
tion algorithm proposed in this paper, we denote that the
number of malfunctioning SMs in the whole smart grid is
m and in SMl is ml. For SMl, we consider the worst case,
where the CC detects out ml malfunctioning groups from the
first random group P1, i.e., each malfunctioning group con-
tains a malfunctioning SM and zl − 1 functioning-suspected
SMs. Denoting one decryption processing as a computation
cost unit, the computation cost for detecting malfunctioning
groups in P1 is o1 = ∑L

l=1 Nl/zl. Then the CC detects mal-
functioning SMs in random groups Pi, for i = 2, 3, . . . , wl.
The computation cost for detecting out a malfunctioning
SM is wl − 1, and we can easily have that the computa-
tion cost for ml malfunctioning SMs is ml(wl − 1). For the
whole system, the computation cost for malfunctioning SM is
o2 = ∑L

l=1 ml(wl − 1).
For a functioning-suspected SM, the CC has to perform

wl −1 decryption rounds in the worst case, and one decryption
round in the best case. Since a functioning-suspected SM can
be detected out only by grouping with zl − 1 functioning SM,
the probability for the ith successful detection is a geometric
distribution, ρi−1(1−ρ), i = 1, 2, . . . , wl −1, the mean value
of which is

ol = 1 − ρwl−1

1 − ρ
− (wl − 1)ρwl−1. (15)

The correctness of computation cost is proofed in Appendix B.
Then, we can have the average computation cost

to successfully detect out ml functioning-suspected SMs:
ml · ((1 − ρwl−1)/(1 − ρ)−(wl −1)ρwl−1). For the whole sys-
tem, the average computation cost for detection of functioning-
suspected SMs is o3 = ∑L

l=1 ml((1 − ρwl−1/1 − ρ) −
(wl − 1)ρwl−1).

Fig. 9. Computation cost versus variable m (N = 500, w = 20).

Fig. 10. Computation cost versus variable w (N = 500, m = 20).

According to the above analysis, we have the total compu-
tation cost for error detection in the worst case

o =
L
∑

l=1

(

Nl

zl
+ ml(wl − 1) + ml

(

1 − ρwl−1

1 − ρ
− (wl − 1)ρwl−1

))

.

(16)

With the simulation condition in Section V, Figs. 9 and 10
compare the DG-APED with APED in terms of the com-
putation cost versus the number of malfunctioning SMs
m = ∑L

l=1 ml and the round of random groupings w =
∑L

l=1 wl, respectively. As shown in Figs. 9 and 10, the
DG-APED is much more efficient than APED in term of total
computation cost.

Based on the above analysis, w and z are related to the detec-
tion probability and computation cost. Since z is a constant
value in general, the value of w is critical to the performance
of our proposed protocol. By comparing Fig. 7 with Fig. 10, it
can be seen that the larger w, the higher detection probability
and the higher computation cost. In conclusion, it is a trade-
off between detection probability and computation cost in our
proposed protocol.

C. Practical Performance

In the cryptographic construction of the proposed aggre-
gation protocol, encryption involves a hash operation, two
modular exponentiations, and one multiplication. The running
time is dominated by the exponentiation, as the time for the
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hash function and multiplication are much smaller in com-
parison with the time for an exponentiation. On a modern
64-bit desktop computer, it takes roughly 0.3 ms to compute
a modular exponentiation using high-speed elliptic curves [23].
Therefore, each encryption takes about 0.6 ms on a modern
computer. Each user only needs to perform one encryption,
therefore, a user’s computation overhead is 0.6 ms which is
beneficial for users.

Decryption of the aggregated statistics requires taking a dis-
crete logarithm. The brute-force method involves enumerating
the plaintext space and taking 0.3 ms to try each possible
plaintext. Thus, the decryption can be done in at most N�

tries using the brute-force approach, where N is the num-
ber of users and � is the range of users’ data. For example,
when each participant’s value is in the set {0, 1, . . . , 5}, and
when there are 1000 users, the decryption can be done in
about 1.5 s. However, to decrypt the ciphertext by brute force,
the CC can only perform at most N� multiplication instead
of modular exponentiation, which can greatly decrease the
decryption time. Besides, we can speed up decryption sig-
nificantly by using Pollard’s rho method [31] for discrete
logarithm, which reduces the decryption overhead to about√

N� group operations. Therefore, the aggregation can be
guaranteed in real-time.

In the detection process, the CC has to perform o decryp-
tions, so the practical time for detection is 0.3 · o · N� using
the brute-force approach. Under the simulation condition in
Section VII-B, the detection can be done in less than half an
hour, which is available since real-time is not required in the
detection process.

D. Communication Overhead

In the proposed DG-APED, each Ui requires no peer-to-peer
communication that is important in smart grid scenario as it
requires all users to be online and able to interact with each
other. For each aggregation process, each SM Ui has to send
its encrypted report Ui||ci(t)||t to the CC. Thus, it requires
only a single round of communication from users to the CC.
As a result, the total communication in smart grid is O(N) for
DG-APED, less than that of the BA O(NlogN) in [24], and
no more than that of the PSA proposed in [23] and APED
in [25].

Moreover, the PSA may suffer from malfunctioning SMs,
and the BA and APED are not efficient when the number
of users is high. In comparison, the proposed protocol can
handle user failure, detect malfunctioning SMs and aggregate
data efficiently without privacy disclosing. Thus, the major
problems remained in [23]–[25] have been addressed in this
paper.

VIII. CONCLUSION

In this paper, we have proposed an efficient DG-APED
for smart grid. We have also provided security analysis to
demonstrate its security and privacy-preserving, and con-
ducted performance evaluation to show its effectiveness and
efficiency. In future, we are ready to conduct experiments
to further verify the feasibility of our proposed protocol.

In addition, other security properties will also be integrated
to enhance the system security and reliability.

APPENDIX A
PROOF OF THEOREM 1

This section presents the proof of Theorem 1.
Proof: We consider the extreme case when |u−v| = �. We

give the proof of u − v = �, the proof of v − u = � is as
same as u − v = �. Then

Pr[u + r = k]

Pr[v + r = k]
= Pr[r = k − u]

Pr[r = k − u + �]
.

Denoting k − u with n/2 + x, we determine the range of x
which makes

Pr[r = n/2 + x]

Pr[r = n/2 + x + �]
=

( n
n/2+x

)

( n
n/2+x+�

) < eε .

Computing the above inequality, the inequality holds as long
as x < nε/8�.

Let δ limit the relative shift in the case x > nε/8�. That
is, Pr[r > n/2 + εn/8�] ≤ δ/2. According to the Chernoff
bound, we have Pr[r > n/2 + εn/8�] ≤ exp(−ε2n/64�2).
Thus, we get δ-approximate ε-indistinguishability as long as
n is chosen to be at least 64�2log(2/δ)/ε2. Thus, the proof
is completed.

APPENDIX B
PROOF OF (15)

This section presents the proof of (15).
Proof: Now, we prove the mean value for geometric dis-

tribution G : ρi−1(1 − ρ), i = 1, 2, . . . , wl − 1 is right.
Based on the probability for the ith successful detection of
the functioning-suspected SM: ρi−1(1−ρ), we have the mean
value

ol = 1 · (1 − ρ) + 2 · ρ(1 − ρ) + · · · + (wl − 1) · ρwl−2(1 − ρ).

Employ dislocation phase subtraction to calculate r

ol = 1 · (1 − ρ) + 2 · ρ(1 − ρ) + 3 · ρ2(1 − ρ) + · · ·
+ (wl − 1) · ρwl−2(1 − ρ)

ρ · ol = 1 · ρ(1 − ρ) + 2 · ρ2(1 − ρ) + 3 · ρ3(1 − ρ) + · · ·
+ (wl − 2) · ρwl−2(1 − ρ) + (wl − 1) · ρwl−1(1 − ρ).

Calculating ol − ρ · ol, we have

(1 − ρ) · ol = (1 − ρ) + ρ(1 − ρ) + ρ2(1 − ρ) + · · ·
+ ρwl−2(1 − ρ) − (wl − 1) · ρwl−1(1 − ρ)

= (1 − ρ) ·
[

1 + ρ + ρ2 + · · · + ρwl−2

− (wl − 1) · ρwl−1
]

= (1 − ρ) ·
[

1 − ρwl−1

1 − ρ
− (wl − 1)ρwl−1

]

⇒ ol = 1 − ρwl−1

1 − ρ
− (wl − 1)ρwl−1.

Thus, the proof is completed.
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