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ABSTRACT

With the flourishing of multi-functional wear-
able devices and the widespread use of smart-
phones, MHN becomes a promising paradigm of
ubiquitous healthcare to continuously monitor
our health conditions, remotely diagnose phe-
nomena, and share health information in real
time. However, MHNSs raise critical security and
privacy issues, since highly sensitive health infor-
mation is collected, and users have diverse secu-
rity and privacy requirements about such
information. In this article, we investigate securi-
ty and privacy protection in MHNs from the per-
spective of QoP, which offers users adjustable
security protections at fine-grained levels. Specif-
ically, we first introduce the architecture of
MHN, and point out the security and privacy
challenges from the perspective of QoP. We
then present some countermeasures for security
and privacy protection in MHNSs, including pri-
vacy-preserving health data aggregation, secure
health data processing, and misbehavior detec-
tion. Finally, we discuss some open problems
and pose future research directions in MHNSs.

INTRODUCTION

Healthcare is one of the major social and eco-
nomic problems around the world, especially in

an aging society, where it entails tremendous
health expense and labor resources. From a
recent national health report in the United

including continuous health monitoring as well
as health information processing and sharing, to
enhance disease diagnosis and release the heavy
burden of the existing health expenditure.
Recently, wearable devices (e.g., smart wrist-
watches, bracelets, rings, and hair caps) are
widely applied to offer continuous healthcare,
such as physiology parameter monitoring for
remote healthcare [2], heart rate recording for
workout intensity or training, and calorie burn
during fitness. Consisting of these ubiquitous
wearable devices, heterogeneous mobile net-
works (e.qg., cellular network, WiFi, and device-
to-device [D2D] communications), and powerful
computational servers (e.g., cloud servers),
mobile healthcare networks (MHNSs) collect the
health information sensed by wearable devices,
analyze/process for health monitoring and diag-
nosis, and enable users’ social interactions. For
example, seniors can wear dedicated wearable
devices that continuously measure their physiol-
ogy information, such as body temperature,
heart rate, blood pressure, and oxygen satura-
tion. Meanwhile, doctors and/or their families
can use desktops and smartphones to remotely
access these health records via MHNSs. In case of
any emergency, such as falling down or a heart
problem, the wearable devices can automatically
report the health condition of the patient to
his/her doctors and families. In addition, MHNs
can also enable promising wearable and social
applications, for example, sharing physical condi-
tion and activity information measured by wear-

States, the average expense per capita was $8895 able devices among social friends [3].

in 2014, while the annual national healthcare
expenditure has skyrocketed to $3.8 trillion.
Among the costs, nursing home care, home
health care, and personal care contribute about
18 percent of the total expenditure [1]. More-
over, traditional hospital-centric healthcare not
only lacks efficiency when dealing with chronic
diseases or identifying some serious diseases in
the early stages, but also suffers from excessive
waiting times in hospitals. Therefore, it is emerg-
ing to pose up-and-coming healthcare solutions,

However, MHN applications raise various
security and privacy issues. Since health informa-
tion (e.g., phenomena, health condition, emer-
gency) is relatively sensitive for users, any
inappropriate disclosure may violate user privacy
and even result in property loss [2]. Users may
also worry about their critical health data being
tampered with when their health data are stored
in untrusted cloud servers [4]. Moreover, some
malicious attackers misbehave in MHNSs to dis-
rupt the effectiveness or mislead other users’
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Figure 1. Mobile healthcare network.

preferences [5]. Without appropriate security
and privacy protections, users may not accept
MHN applications.

In addition, the costs of security protections
vary with users’ diverse demands, and may
impact users’ experiences of MHN applications.
For example, complicated encryption techniques
may offer users more security guarantees but
with higher computational overheads and latency
than lightweight ones. To satisfy users’ diverse
security requirements and balance the trade-off
between the performance and security protec-
tions, quality of protection (QoP) has become a
newly emerging security concept that allows

applications to seamlessly integrate adjustable
security protection [6, 7]. Therefore, we shine a
special spotlight covering MHN trends in securi-
ty and privacy protection from the QoP perspec-
tive, which can separate security schemes into
different levels to ensure the suitable security
services for the best trade-off between perfor-
mance demands and security.

In this article, we investigate security and pri-
vacy issues in MHNs from the QoP perspective.
We first introduce the overall architecture of
MHNSs, and present some promising MHN appli-
cations. Then we discuss the security and privacy
challenges in MHNs from the QoP perspective,

To satisfy users’ divers
security requirements
and balance the
trade-off between the
performance and
security protections,
quality of protection Qol
has become a newly
emerging security
concept that allows
applications to
seamlessly integrate
adjustable security
protection.
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including privacy leakage, misbehavior, and

security in health data collection and processing.

We also present some solutions, that is, privacy-
preserving health data aggregation, misbehavior

detection, and secure health data processing, to
address these security and privacy challenges.
Finally, we present some open problems and

indicate future research directions.

MHN ACHITECTUREAMHDICATIONS

In this section, we present the heterogeneous
MHN architecture and introduce some promis-
ing MHN applications.

MHN ACHITECTURE

MHNSs consist of wearable devices, users, servers,
and heterogenous mobile networks as shown in
Fig. 1.

Wearable DevicesWearable devices, as the
bridge connecting the human body and informa-
tion world, are integrated with physiology sen-
sors, and low-power computation, communi-
cation, and storage modules. These devices can
sense diverse information from a human, such as
physiology parameters, health conditions,
motions, and location. Generally, wearable

to the limitations of size, processing capabilities,

and energy. Alternatively, these sensed data are
compressed by the embedded low-power compu-
tation modules, sent to mobile users’ devices
(i.e., smartphones and desktops) via Bluetooth
or NFC, or directly delivered to the servers via

heterogeneous mobile networks.

Users: Users, such as doctors, patients, and
their families, use smartphones to receive sensing
data from wearable devices. They can also deliver
these health data to servers for further process-
ing and analysis. Furthermore, they can be either
sensing objects (e.g., patients and seniors) of
wearable devices or monitors to measure and col-
lect health data from the sensing objects.

Servers:The servers (e.g., centralized servers
in hospitals and cloud servers) are used to store,
process, and analyze the collected health data
from the wearable devices or mobile users. Some
local servers can perform as authorities to auto-
matically organize the local MHNs and provide
local information to facilitate mobile users’
interactions.

Heterogeneous Mobile NetworksConsisting
of cellular network, WiFi, and D2D communica-
tions, heterogeneous mobile networks support
MHNs for health data collection from wearable

devices can only preprocess the sensed data due devices or mobile users, transmission, and shar-

106

IEEE Wireless Communications ¢ August 2015



As MHNs may takeate privacy protection, users may not be willing
to expose their data to others, which hinders the

advantage of the p@RéEssing and sharing of health data and users’

nﬁ?(@_eriences. In [4], several general privacy

fu'_Storage and COMPats in a healthcare system, such as identity
tation capabilities obrivacy, information leakage during transmis-
sion, and location privacy, are investigated. In

outsourced cloud [5], privacy protection is applied between sensors

servers, security cofrd smartphones to protect against sensing data
jsclosure. In [6], Onget al.investigate security

. dis
cerns associated WEl?Pvices partitioned into various security levels to
these untrusted C|Oaalance security requirements and performance
_preferences. A proper QoP construction can be
servers are also rais@ered by the characterization of QoP with
. ecurity settings, where it expresses security con-
in MHNs. The healt raints and attributes to customize protection
data access policy for different applications. In MHNs, to achieve a
gher privacy level of data and users’ profiles

hi
should be clearly de)Iﬂﬁﬂbutes), for example, personal physiology
and used to authenfi eters, the privacy protection should be
ropbust and strong enough to resist potential
the user’s identity watlacks and leakage, which inevitably increases
. computational overheads and latency. Therefore,
access aUtho“ty' QoP should be applied in MHNs for adjusting
the privacy protection at various privacy levels.

SFCURBATAACCESS ARROCESSING

As MHNs may take advantage of the powerful
storage and computation capabilities of out-
sourced cloud servers, security concerns associat-
ed with these untrusted cloud servers are also
raised in MHNs. The health data access policy
should be clearly defined and used to authenti-
cate the user’s identity with access authority. For
example, for a patient’s daily health data (e.qg.,
electrocardiography [ECG]) stored in the cloud
server, only the doctors in neurology can access
these data and the corresponding analysis results.
Meanwhile, the data should be protected from
being accessed by an insurance company [10].
Besides the general access control policies, it is
also critical to ensure fine-grained access in
accordance to users’ attributes. In MHNSs,
dynamic access management is necessary to
address the issues of users’ attributes changing,
revocation, a new user’s participation, and so on.
In addition, the overheads for different access
levels should be balanced to release the compu-
tation burden for users.

When health data are outsourced to cloud
servers for analysis and processing, the raw data
should be invisible to the untrusted cloud
servers, and the user’s (e.g., data owner’s) identi-
ty and associated profiles should be anonymous.
Some secure health data processing schemes
(e.g., functional encryption, homomorphic
encryption) are proposed to guarantee data pro-
tection during some basic operations (e.g., aggre-
gation, summation, and comparison). With
different QoP requirements, the protection
should be enhanced when applying some compli-
cated operations, such as Bayesian learning and
data mining, which are essential for health data
analysis and diagnosis.

MALICIOUST TACKS ANMISBEHAVIOR
MHNSs are vulnerable to malicious attacks and
misbehavior from mobile users, which may dis-
rupt the effectiveness of MHNs or degrade the

performance. In health-related social applica-
tions, such as fitness and social gaming, attackers
may forge their social attributes to snatch other
legitimate users’ health information, leading
them to push some spam recommendations and
violate users’ privacy. Moreover, these attackers
may also misbehave, for example, not following
the network protocol or spreading spam to
launch denial of service (DoS) attacks or con-
suming a large amount of network resources.
Although some misbehavior detection schemes
[4] can partially resist individual attacks, it is still
challenging to adjust the security protection
against powerful attacks such as Sybil attacks.
The cost of misbehavior detection may increase
due to the skyrocketing attacking capabilities of
these attackers. To offer MHNs from the QoP
perspective, the misbehavior should be catego-
rized into different levels with the corresponding
detection or protection schemes.

S CURITOLUTIONS MHN

In this section, we present some security solu-
tions for the emerging MHN applications from
the perspective of QoP.

PRIVAGRESERVING
HEALTBEATAAGGREGATION

In MHNSs, the data transmission (or forwarding)
overheads are exponentially increased due to the
large number of health sensing data from wear-
able devices. Particularly, in a D2D-based smart
community as shown in Fig. 4, users continuous-
ly upload their physiology parameter records to
a health data center via social spots deployed in
the community by using short-range communica-
tion techniques. Furthermore, the multihop relay
is adopted to aggregate the data with a tolerable
delay. However, in accordance with different
types of health data, the transmission delay may
be significantly different. Meanwhile, privacy
protection during data transmission is also nec-
essary for MHNSs.

In [11], a priority-based privacy-preserving
data aggregation scheme is proposed for MHNs,
which not only aggregates different types of
health data within tunable delay requirements
but also protects the data and identity privacy
during transmission. According to various types
of health data, users select different forwarding
strategies, which not only forward data within
the given delay but also consume reasonable net-
work resources. Having the health data priority
shown in Fig. 4b, users with P1 data can greedily
forward their data and make use of the network
resources to minimize the delay. Furthermore,
doctors may request vital health data from
patients in emergencies for continuous monitor-
ing. In addition, the regular health data are not
for emergency use, so the delay requirement
may be tolerant. Both vital and regular data are
labeled as small data (i.e., physiology parameters
with small data size) and big data (i.e., ECG or
images with large size) [11]. Given the relay
selection strategy, the sender selects the optimal
relay for different data priorities (or different
forwarding schemes). Then the relays store-
carry-and-forward the data to social spots con-
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nected to cloud servers so that the data can
finally be forwarded to the cloud servers.

The security and privacy issues cannot be
negligible as the cloud servers are not fully trust-
ed and may maliciously delete or modify the
stored data. Moreover, the data owner cannot
trust the relays who are anonymous and even
strangers. Since the health data are separated
into different categories, the security protection
levels should also be adjusted. Therefore, to
enhance the health data aggregation from the
QOP perspective, privacy-preserving aggregation
is desirable.

In [11], a superincreasing sequence is adopt-
ed to separate different priorities of health data.
If the amount of data and the maximum data
value in each priority from N users are smaller
than constantf and q, the trusted authorit
(TA) can generate a superincreasing sequencie
=(by = ., by) with each element denoting a
Iarge prlme WhereSJ -f-g< bifori=2,

N, and S, b -f - g< n To drfferentrate the
encrypted data for each type, the TA generates
the other superincreasing sequence& = (a; = 1,
ay, as, a4, as), where a,, as, a4, and as are all
Iarge prrmes Here,S5ia -g-q < g fori=2,

, 5, andS 218 0" q < n, whereS2; b= g.
The TA also hasgI gifori=1,2, -, 5and
constructs @, &, -+, &P). The secret keys arel,
m % b}, while the public keys are {, g}.

During initialization, an individual user u;
receives his/her secret keyls; from the TA. Hav-
ing the pseudonym techniquesy; is also assigned
a set of asymmetric key pairs and generates the
pseudonym PID during the communications.
The unique identity u; can be protected since
only the literally meaningless pseudonyms are
visible to others. When the data ¢, d,, d3, dg,

ds) are monitored and separated into different
prrorrtres (from P1 to P5), u; encypts the data as

Cij= g' dii . " mod n2, wherej E{1, 2, 3, 4, 5}
|s the priority number andr; EZ4 is a random
number. The aggregated ciphertext is

C

N ) n
~ ?zlgj ELLY (~ i'\ilri) modn? .

Having the secret key [, m), the crphertextC
can be decrypted aM = (a; SN, bidi; + a, SN
bidi + ... + asSiY bidis) mod n. The raw data
(dq, dp, d3, dy4, ds) can be obtained by using a
recursive algorithm based on the features of a
super-increasing sequence. Therefore, the data
are privately aggregated at different priorities
with the corresponding service requirements,
where users’ experiences and privacy are bal-
anced with tunable QoP provisioning.

S CUREEALTBEATAACCESS ARROCESSING

Health data access, processing, and analysis are
of utmost importance during healthcare manage-
ment, health condition analysis, and diagnosis. It
is necessary to confine the health data access in
the server and prevent raw data disclosure dur-
ing the processing procedures. In [12], a normal-
ized weighted tree is adopted to describe the
security system attributes, where the elements of
the security system structure are identified as
nodes of the tree. By expanding/shrinking the
tree, these security system attributes can be rep-
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Figure 4. Priority-based health data aggregation for MHNs: a) cloud assist-
ed WBAN model; b) priority-based health data aggregation.

resented to permit the definition, formulation,
and evaluation for model-based QoP. Therefore,
QoP is an extension of the current QoS model
on security protection.

Authentication is the first step to enable legal
users (e.g., with valid signature or certificate)
from outside to access the data. But the raw
data are still visible to the untrusted cloud
servers [13]. Alternatively, the raw data can be
encrypted and stored in the cloud servers so that
only the users having the decryption keys can
access the raw data. As such, the data are selec-
tively visible at a coarse-grained access, that is,
providing others the decryption keys. Mean-
while, it resists the cloud servers’ efforts to pro-
cess the data, which hinders the cloud server’s
advantages of data processing and limits the
flourishing of MHNs. To achieve the fine-
grained access control, attribute-based encryp-
tion (ABE) has evolved in the past decades to
improve the flexibility in specifying differential
data access [14]. Every user maintains a set of
descriptive attributes associated with his secret
keys, while the ciphertexts are labeled with the
defined access policy. As a result, only autho-
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