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INTRODUCTION

With the rapid advances in mobile and commu-
nication technologies, most mobile devices
today are equipped with powerful processors,
various sensors, large memories, fast wireless
communication modules, and so on. Because of
these sophisticated components, mobile devices
have become important tools to sense, commu-
nicate, and compute data. For instance, smart-
phones can be used to collect video/image data
(with cameras), acoustic data (with micro-
phone), location information (with GPS), and
some other useful contextual information (with
gyroscopes and accelerometers). They can also
transmit data via cellular networks, WiFi, Blue-
tooth, NFC, and so on. According to the fore-
casts from Canalys, worldwide mobile device
shipments, including notebook PCs, tablet PCs,
smart phones, and phones, will reach 2.6 bil-
lion units by 2016.

Mobile devices (e.g., smartphones, tablets,
wearable devices) are usually carried by
humans,  so they are more applicable in a
crowdsourcing environment. Crowdsourcing is

the combination of two words, “crowd” and
“outsourcing”, coined by Jeff Howe in 2006
[1], and defined as the “act of taking a job tra-
ditionally performed by a designated agent (usu-
al ly  an employee) and outsourcing i t  to an
undefined, generally large group of people in the
form of an open call.” Although there are many
advantages of crowdsourcing, the most attrac-
tive one should be that it can bring massive
intelligence to solve problems at an affordable
price. Some tasks that are difficult for comput-
ers or individuals can be solved efficiently by
crowdsourcing to a massive group of people,
including image tagging, audio translation, and
so on.

The mobile crowdsourcing network (MCN)
is an emerging network paradigm that cap-
tures the advantages of powerful  mobile
devices and crowdsourcing. It applies the prin-
ciples of crowdsourcing to perform tasks with
human involvement and powerful  mobile
devices. In MCNs, crowdsourcing is involved
in both data collection and data processing:
crowdsourcing sensing [2–4] and crowdsourcing
computing [5,  6] .  Human mobil ity  offers
unprecedented opportunities for both data
sensing and transmission with mobile devices.
Mobile devices can sense the surroundings
wherever their holders arrive, and the storage
capability of a mobile device enables it  to
transmit data in a store-carry-and-forward
way. Moreover, human capabilities also offer
intel l igent human computation with their
devices. Different crowdsourcing applications
may uti l ize different human capabil i t ies,
including human perception (understanding,
feeling, intuition), intelligence, cognition,
knowledge, visual recognition, common sense,
experiences, and so on.

Due to human involvement and crowdsourc-
ing, several challenging security and privacy
concerns are raised in MCNs. For example,
some sensed data may contain location infor-
mation, which may implicitly reveal a mobile
user’s movement. Compared to traditional net-
works, security and privacy issues in MCNs are
more critical and challenging due to the follow-
ing characteristics:
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Human involvement: The human is involved
in both crowdsourcing sensing and crowdsourc-
ing computing. The sensed data may contain not
only sensitive information of mobile devices, but
also private information of crowdsourcing partic-
ipants. Moreover, mobile devices may be con-
trolled by malicious holders to launch attacks.

Task crowdsourcing: Task crowdsourcing can
raise big security concerns, especially when
crowdsourced tasks themselves contain sensitive
information. When crowdsourcing tasks to a
dynamic group of people, it is more difficult to
protect the private information than only out-
sourcing tasks to a single server, as the size of
the group cannot be predetermined.

Dynamic topology: Mobile users may accept
crowdsourced tasks based on their interests,
locations, or device conditions (residual battery,
available sensors, etc.). The network topology
may change over time due to human mobility
and dynamic user join/leave, which may also
increase the difficulty of exploring security and
privacy solutions.

Heterogeneity: Various communication net-
works may be involved in MCNs, such as wire-
less sensor networks, cellular networks, WiFi,
Bluetooth, and vehicular ad hoc networks

(VANETs). Besides, there are also a diversity of
mobile devices participating in MCNs, which
may produce heterogeneous data.

When participating in crowdsourcing sensing
or crowdsourcing computing, mobile users con-
sume their own resources (e.g., battery, cellular
data, memory) and may suffer potential security
and privacy threats. Although some incentive
mechanisms [7, 8] are proposed to provide par-
ticipants with enough rewards, if security and
privacy cannot be guaranteed, many mobile
users are still not willing to participate in and
contribute to MCNs.

Aiming to address security and privacy chal-
lenges in MCNs well, in this article, we first
describe several critical security and privacy
challenges that capture the characteristics of
MCNs. Then we point out some research prob-
lems that may lead to some possible research
directions. We expect that this work will pro-
mote further investigation on security and priva-
cy solutions for mobile crowdsourcing networks.

SYSTEM ARCHITECTURE OF MCNS
Figure 1 illustrates a general architecture of
MCNs, which includes four basic types of enti-
ties: service provider, end users, sensing crowd,
and computing crowd.

SERVICE PROVIDER
The service provider is a crowdsourcing platform
that provides crowdsourcing services to both end
users and public crowds. Generally, the service
provider accepts service requests from end users,
and partitions these tasks into several small tasks
that can be crowdsourced. It then publishes
these crowdsourced tasks on its service board
and waits for the crowds to finish them. Upon
receiving results from those crowdsourced tasks,
the service provider performs the final process
and sends the final results back to end users. In
some scenarios, the service provider is only
responsible for publishing decomposed crowd-
sourcing tasks from end users if end users choose
to decompose and recompose tasks by them-
selves.

As illustrated in Fig. 2, the service provider is
equipped with several fundamental components,
including the task decomposition component,
the task recomposition component, the task rec-
ommendation component, the task distribution
component, and the data storage component.
The task requested by the end user is first
decomposed by the task decomposition compo-
nent and then distributed to the crowds through
the task distribution component, as shown in
Fig. 3. The task recomposition component is
responsible for performing the final process of
the results from those crowdsourced tasks. The
task recommendation component enables mobile
users to submit subscription trapdoors (which
are constructed under subscription policies
defined by mobile users) to indicate their prefer-
ences on crowdsourced tasks. Once there is a
crowdsourced task, the task recommendation
component will check whether this task matches
these subscription trapdoors. If the task matches
the subscription trapdoor of a mobile user, the
service provider will send an alert to this user.

Figure 1. General architecture of mobile crowdsourcing networks.
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There are two basic types of crowdsourced
tasks: sensing and computing. Sensing tasks are
designed to collect data from a crowd of mobile
users who carry sensor-enabled mobile devices.
Sensing tasks return the sensed data from sens-
ing participators to the service provider, which
may be stored in storage systems managed by
the service provider or sent back to end users,
depending on different applications. Computing
tasks are designed to crowdsource the computa-
tion to a multitude of participants with their
mobile computing devices, such as mobile
phones, tablets, and smart cars. Usually, comput-
ing tasks also require human intelligence and
capabilities, which are denoted as human com-
putation [9].

The service provider is usually honest but curi-
ous in the sense that it may refer some personal
information from sensed data (e.g., location infor-
mation, identity, interests) and may also be inter-
ested in published tasks, computing results, as
well as final results sent back to end users.

END USERS
End users are the customers who purchase or
rent crowdsourcing services at certain costs.
They send service requests to the service
provider and receive results from it. As illustrat-
ed in Fig. 2, devices of end users should have
basic communication components.

Under some circumstances, end users may
decompose and recompose tasks by themselves
and only rely on the service provider to publish
their crowdsourced tasks. Together with decom-
posed crowdsourcing tasks, they may also pro-
vide some input data from their local storage
systems or other purchased databases. In this
setting, devices of end users may also be
equipped with local storage components, task
decomposition components, and task recomposi-
tion components, which are described by dashed
boxes in Fig. 2.

Similar to the service provider, end users are
usually assumed to be honest but curious when
they request crowdsourcing services from the
service provider. Sometimes, the end user may
also participate in crowdsourced tasks published
by other end users. In this setting, the security
assumption of the end user should be the same
as the following assumption of crowdsourcing
participants.

SENSING CROWD
The sensing crowd is a crowd of mobile users
who accept and participate in crowdsourced
sensing tasks. In order to perform sensing tasks,
as shown in Fig. 2, the sensing devices of crowd-
sourcing participants should have sensing com-
ponents, local storage components, and
communication components. The sensing com-
ponents may be cameras, microphones, GPS,
gyroscopes, accelerometers, and so on, and the
communication component may support cellular
networks, WiFi, Bluetooth, NFC, and others.
Besides, some of sensing devices should also be
equipped with preprocessing components if they
need to conduct some preprocessing on the
sensed data.

There are a large number of crowdsourced
sensing tasks published every day, but mobile

users may be only interested in some of tasks. In
order to filter sensing tasks, mobile users can
provide sensing subscriptions, which indicate their
preferences on sensing tasks. The preferences
may be affected by conditions of mobile devices,
and the interests and activities of mobile users.
The sensing crowd is not alway trusted. For
instance, some sensing participants are malicious
in the sense that they may report invalid data to
the service provider or launch a distributed
denial of service (DDoS) attack by accepting all
the tasks without giving any results back.

COMPUTING CROWD
The computing crowd is a crowd of users who
accept and participate in crowdsourced comput-
ing tasks. Based on the input data, computing
tasks can be divided into two types.

Sensing-Based Computing Tasks: Sensing-
based computing tasks take as inputs the current
sensed data (e.g., the current GPS information)
and the data provided by the service provider or
end users (if applicable). These tasks are usually
designed for people with sensor-enabled mobile
devices. Different from crowdsourcing sensing,
the sensed data here are directly used as compu-
tation inputs instead of being sent to the service
provider.

Pure Computing Tasks: Pure computing tasks
only take the data provided by the service
provider (if applicable) as input. Thus, pure
computing tasks can be accepted by people with
any computing devices, such as mobile phones,
laptops, and tablets.

As shown in Fig. 2, devices of computing par-
ticipants should be equipped with computing
components, local storage components, and
communication components. Sensing compo-
nents are also required if they accept sensing-
based computing tasks. Actually, any mobile user
with proper devices can be part of either sensing
or computing crowds. Similar to a sensing crowd,
a computing crowd may also provide computing
subscriptions, which indicate their preferences on
computing tasks. However, computing partici-
pants cannot be fully trusted either, as they may
cheat and send back wrong results. Moreover,
they may also be interested in the input data
provided by the service provider or end users.

Due to the advantages of human involvement
and powerful mobile devices, the architecture of

Figure 3. Task decomposition, crowdsourcing, and recomposition.
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MCNs can be well applied in many applications.
Table 1 provides some mobile crowdsourcing
application examples.

SECURITY AND
PRIVACY CHALLENGES IN MCNS

Inspired by the characteristics of MCNs, we
point out some security and privacy challenges,
including privacy threats, reliability threats, and
availability threats.

PRIVACY THREATS
In MCNs, the privacy may be leaked out from
both the data and the task. Here, we discuss two
privacy threats: privacy threats from data and pri-
vacy threats from tasks.

Privacy Threats from Data: We first describe
privacy threats by analyzing data flows in MCNs.
The data flows in sensing tasks are different
from the ones in computing tasks in MCNs: In
sensing tasks, the data are first sensed by the
sensing crowd, transmitted to the service
provider, then stored in the storage system man-
aged by the service provider or sent back to end
users. In computing tasks, the input data may
come from various sources, for example, the
storage system managed by the service provider,
local storage systems from end users, cloud stor-
age systems purchased by end users/the service
provider, sensor-enabled mobile devices, and so
on. The output data of computing tasks are first
sent back to the service provider and finally to
the end user after the task recomposition. Based
on different data flows in MCNs, the privacy
threats can be summarized as follows.

•Privacy of Sensed Data: The sensed data may
contain sensitive information of sensing partici-
pants, such as identities, location information,
biometric information, and so on. For example,
the location information can be easily obtained
either from GPS receivers embedded in mobile
devices or triangulation based on WiFi or cellu-
lar networks. Moreover, some environmental
data (e.g., precise air temperature, the light, the
noise, etc.) may also reveal the location informa-
tion. The disclosure of location information may
leak the privacy of participants, such as home
and workplace locations, routines, habits, etc.

•Privacy of Computing Inputs: The input data
of crowdsourced computing tasks may also con-
tain sensitive information, such as business
financial records, proprietary research data, or
personal health information. When sending the
data to the computing crowd, it may leak out the
private information of data contributors, data
owners or other related people.

•Privacy of Computing Results: The output
results of crowdsourced computing tasks may be
sensitive or private. End users do not want the
service provider to know the contents of the
results or obtain some sensitive information
from the output results. In some scenarios, even
computing participants are not allowed to know
the contents of the computing results.

Privacy Threats from Tasks: Besides the pri-
vacy leakage from data, the task itself may also
reveal some private information of both end
users and crowdsourcing participants, denoted as
Task Privacy of End Users and Task Privacy of
Participants.

•Task Privacy of End Users: The content of
the task may reveal sensitive information of end
users to the service provider. For example, if an
end user publishes crowdsourcing tasks that can
only be accepted by psychologists, the service
provider may infer that this end user may suffer
from some psychological diseases.

•Task Privacy of Participants: Some tasks may
also leak out private information about crowd-
sourcing participants. For example, if a crowd-
sourcing participant accepts a temperature
measurement task at a particular location X at
time Y, it may reveal that this participant will be at
location X at time Y. However, participants may
not want to leak their current location when they
are tasked. In this example, the participant cannot
hide the exact location information and the time
when executing the task. One countermeasure is to
hide their identities when taking the task and
reporting results, such that the service provider
only knows that some participants are at location
X at time Y, but it does not know exactly who.

RELIABILITY THREATS
In MCNs, any one with a mobile device or a
computing device can accept crowdsourced
tasks. Due to task crowdsourcing and human
involvement, it is difficult to guarantee every
participant to provide reliable data or computing
results.

Reliability of Sensed Data: Some malicious
sensing participants may report incorrect or
invalid sensed data, which is referred to as a pol-
lution attack. Although pollution attacks exist in
traditional sensor networks, it is much more

 Table 1. Application examples of mobile crowdsourcing networks.

Application examples Descriptions

Air pollution Detect air pollution emitted by factories, cars, and
farms.

Water quality Monitor the water quality and study its eligibility
for drinking.

Levels Measurement of the energy radiated by cell 
stations and WiFi routers. 

Smart navigation Plan route according to weather conditions, 
accidents, and traffic jams.

Smart parking Monitor parking space availability in the city and
recommend with charges.

Smart traffic light Control traffic lights according to traffic load and
emerging events.

Health monitoring Monitor health status from heart rate, electrocar-
diography, blood pressure, etc.

Disease diagnosis Diagnose the disease from personal health parame-
ters, and other cases.

Food recommendation Recommend food or drinks according to personal
health conditions.
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challenging to detect and resist pollution attacks
in MCNs due to the following reasons: 
• Any adversary can be a participant in MCNs

and provide pollution data.
• Powerful mobile devices can be configured

by the adversary to jam specific pollution
data.

• The anonymous mechanism of privacy pro-
tection also increases the difficulty of pollu-
tion attack detection.
Reliability of Computing Results: The adver-

sary may also be a computing participant; thus,
not all computing participants are honest. Mali-
cious computing participants may provide invalid
or incorrect results in order to save their comput-
ing resources. Sometimes, honest computing par-
ticipants may also provide wrong results due to
many reasons, for example, misunderstanding
directions, or making mistakes due to personal
bias or lack of experience. Because end users can
only receive final results from the service provider,
they can only verify whether or not final results
are correct. However, it is difficult for them to
identify the dishonest computing participants who
provide the wrong results when final results are
incorrect. Thus, the verification of the crowd-
sourcing result should also be performed by the
service provider, which is a challenging issue as
the service provider does not know the contents
of the results due to privacy requirements.

Reliability of Transmission: The sensed data
may be transmitted to the service provider via
various channels, including 3G/4G, WiFi,
VANET, or relayed by other devices. The relia-
bility of transmission channels in these networks
has been well studied in the literature. However,
in MCNs, data may be tampered with by inter-
mediated devices due to human involvement in
data transmission. For example, some malicious
participants may selectively discard certain data
packages or modify data content.

AVAILABILITY THREATS
Extensive studies have been done on some denial
of service (DoS) issues for traditional networks
in the literature, such as network congestion due
to message floods. In MCNs, however, several
unique DDoS issues are raised due to task
crowdsourcing:
• DDoS by malicious participants: Some mali-

cious participants may accept all the crowd-
sourced tasks but refuse to give valid results
or even ignore the tasks. This may cause
the DDoS where valid crowdsourcing par-
ticipants cannot get any tasks since the total
number of crowdsourced tasks are usually
fixed.

• DDoS by honest but selfish participants: A
DDoS attack may also happen even when
all the participants are honest. For exam-
ple, a participant who is selfish and hopes
to receive more rewards may accept all the
computing tasks and complete them over a
long time period due to its limited compu-
tation capabilities. This will also eliminate
the advantage of diverse contributors in
crowdsourcing as the results are from the
same person.
It is challenging to prevent these DDoS

attacks in MCNs because of the characteristics

of MCNs, including task crowdsourcing, human
involvement, and dynamic topology. To deal
with these availability threats, a series of meth-
ods may be required. First, all the users should
be authenticated before joining the mobile
crowdsourcing network. Second, a reputation
mechanism is necessary to evaluate the reliability
of crowdsourcing participants and detect unreli-
able crowdsourcing participants. Third, novel
incentive mechanisms may also be required to
provide fairness in MCNs. Figure 4 briefly sum-
marizes the security and privacy threats that cap-
ture the characteristics of MCNs.

SECURITY AND
PRIVACY OPPORTUNITIES IN MCNS

There are many potential research problems
from privacy threats, reliability threats, and
availability threats. Some traditional user privacy
concerns have been discussed in [10]. In this sec-
tion, we formulate several new research prob-
lems that may provide some possible research
directions.

AUTHENTICATION OF
CROWDSOURCING PARTICIPANTS

In order to cope with availability and reliability
threats, it is necessary to authenticate crowd-
sourcing participants before they join the net-
work. Normally, the authentication is conducted
by the service provider. However, in some appli-
cations, the service provider is just a platform
for task recommendation and distribution, and
does not have the capability or privilege to
authenticate crowdsourcing participants. Under
this circumstance, crowdsourcing participants
should be authenticated by end users. However,
due to the large number of crowdsourcing par-
ticipants, it is not efficient to let end users per-
form authentication. Therefore, a distributed
authentication mechanism is desired to provide
efficient and reliable authentication service for
crowdsourcing participants.

Figure 4. Security and privacy threats in MCNs.
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One possible approach is to let the existing
crowdsourcing participants authenticate new
mobile users. However, some of the existing
crowdsourcing participants may be malicious and
collude to authenticate invalid mobile users,
which means that they may let unauthorized users
join the system. To avoid collusion authentication,
we can utilize a threshold-based group authenti-
cation method. In a (t, n) threshold group authen-
tication scheme, at least t existing crowdsourcing
participants can act as a group authenticator,
while any less than t existing crowdsourcing par-
ticipants cannot authenticate new mobile users
successfully. Thus, this can tolerate at most t – 1
malicious existing crowdsourcing participants in
MCNs. However, how to efficiently initialize the
system remains a challenging issue in a threshold
group authentication scheme.

Another challenging problem in a (t, n)
threshold group authentication scheme is the
equality of authentication privilege. In other
words, the newly joined crowdsourcing partici-
pant should also be able to provide group
authentication to other new mobile users, togeth-
er with existing crowdsourcing participants in the
system. Specifically, suppose the authentication
secret s of a registered mobile user is shared
among n existing crowdsourcing participants.
When a new mobile user becomes a crowdsourc-
ing participant, this secret s should be shared
among the new n + 1 crowdsourcing partici-
pants. Here comes another critical problem: how
to reshare the secret from n crowdsourcing par-
ticipants to the new n + 1 crowdsourcing partici-
pants. To solve this problem, we can refer to the
method in [11], which lets each existing partici-
pant further share its secret piece into secret
sectors. The new crowdsourcing participants can
then reconstruct the secret sectors and obtain
the new shared secret piece. However, this may
incur heavy communication overhead among the
crowdsourcing participants. Therefore, how to
reduce the communication overhead for dis-
tributed threshold-based group authentication
becomes a promising research direction.

PRIVACY-PRESERVING TASK RECOMMENDATION
The task recommendation component provides a
platform for task publication and subscription.
Mobile users subscribe the tasks of their inter-
ests from the publishers by submitting subscrip-
tion trapdoors. Due to the honest but curious
service provider, the privacy issues become much
more critical in task publication and subscrip-
tion. There are two major concerns:
• Task privacy. When publishing crowdsourced

tasks, end users do not want the service
provider and other unauthorized partici-
pants to access their published tasks
(including the corresponding input data).

• Subscription privacy. Mobile users also do
not want the service provider to know what
types of tasks that are of interest to them.
Moreover, end users may hope to define
the access policy of crowdsourced tasks
themselves, and mobile users also hope to
define the subscription policy themselves.
To protect task privacy, end users usually

encrypt tasks and the input data before publishing
to the honest but curious service provider, such

that the service provider cannot know the contents
of tasks and their data without decryption keys.
The content of the subscription trapdoor, such as
interests and status of mobile devices, should also
be encrypted to prevent the service provider from
knowing the type of tasks in which mobile users
are interested. However, it is difficult to encrypt
tasks or trapdoors in MCNs because of the large
number of crowdsourcing participants. For exam-
ple, traditional public key encryption methods
require a publisher to encrypt tasks with different
keys for different users. It may produce many
copies of encrypted tasks in the system, the num-
ber of which is proportional to the number of
mobile users. Moreover, the publisher needs to
know public keys of mobile users beforehand,
which is impossible in MCNs. Toward symmetric
key encryption methods, the publisher needs to be
always online to distribute keys. Similar problems
hold for the encryption of trapdoors.

Fortunately, attribute-based encryption
(ABE) [12] is a new encryption technique that
only produces one copy of the ciphertext. Specif-
ically, the task is encrypted under an access poli-
cy defined by the encryptor. The secret key of
the decryptor is associated with credentials/
attributes of the decryptor. The ciphertext can
be decrypted only when attributes of the decryp-
tor can satisfy the access policy in the ciphertext.
Thus, we can apply attribute-based access con-
trol schemes [13, 14] to protect task privacy.

To protect subscription privacy and allow
subscribers to define subscription policy, a
straightforward method is to construct a sub-
scription trapdoor by using ABE with another
set of parameters. However, this requires the
authority responsible for attribute management
and key generation in an ABE system to gener-
ate tags for each task or subscription policy for
each query. In MCNs, the tags should be gener-
ated by end users, and the subscription policy
should be generated by mobile users. Therefore,
efficient methods are desired to protect both
task privacy and subscription privacy of task rec-
ommendation in MCNs.

PRIVACY-PRESERVING VERIFIABLE
COMPUTATION OUTSOURCING

To protect the privacy of input data and output
results of computing tasks, a straightforward
method is to encrypt the input data and do the
computation directly on encrypted data by using
homomorphic encryption methods such that the
results, when decrypted, match computation car-
ried on unencrypted data. However, the high
overhead of homomorphic encryption makes it
far from applicable in practice. Thus, new meth-
ods are required to achieve computation out-
sourcing in MCNs.

Toward the reliability of the results from
crowdsourced computing tasks, both end users
and the service provider should be able to verify
the correctness of computing results. But end
users may not have sufficient computation
resources. Thus, the ultimate goal is to design
efficient verifiable computation outsourcing pro-
tocols that can minimize the computational over-
head of end users. Of course, the overhead
incurred by the correctness verification of the
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computation should be substantially smaller than
running the computation itself. Another ambi-
tious goal is to design protocols that minimize the
communication overhead between end users/ser-
vice provider and crowdsourcing participants.

However, some crowdsourced computing
tasks contain human computation associated
with human intelligence. In this case, computing
results may be subjective to individual sensitivity
and experience, and thus these results cannot be
easily verified by verifiable computing protocols.
Sometimes, crowdsourcing participants may also
act honestly, but misunderstand task directions
or make mistakes due to personal bias or lack of
experience. Other methods may also be applied
to ensure the reliability of results, such as build-
ing a reputation system, redundancy tasks, and
statistical filtering. When end users are mali-
cious, neither crowdsourcing participants nor
end users can give unbiased verification results.
In this context, similar to third party data integri-
ty checking [15], a trusted third party may be
employed to verify computing results.

CONCLUSION
The mobile crowdsourcing network is a promis-
ing paradigm in a ubiquitous computing era. In
this article, we have proposed a general architec-
ture of MCNs containing crowdsourcing sensing
and crowdsourcing computing. We have outlined
several critical security and privacy threats that
capture the characteristics of MCNs. We have
also formulated several research problems that
lead to future research directions on security
and privacy solutions for MCNs.
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