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ABSTRACT

In this paper, we propose a synchronization scheme based on an improved auxiliary particle filter (IAPF) for chaotic
Colpitts circuit and conduct an experimental study on the synchronization performance with application to secure commu-
nications. Specifically, with the synchronization scheme, when the chaotic signals generated by an analog Colpitts circuit
are transmitted through a nonideal channel, the distorted signals are processed digitally by the novelly designed IAPF at the
receiver, in order to obtain the synchronized signals of the transmitter circuit. Experimental results indicate that synchro-
nization can be achieved over both the additive white Gaussian noise channel and the multipath fading channel with low
signal-to-noise ratio, even if there exist severe circuit parameter mismatches between the transmitter and the receiver. Fur-
thermore, a chaos-masking secure communication system is constructed and verified over both the additive white Gaussian
noise channel and the multipath fading channel, and the bit error rate is evaluated versus different signal-to-noise ratios
and symbol periods. It is shown that the achievable bit error rate can reach the order of magnitude of 10�4 without error
correction coding techniques. In addition, security analysis demonstrates that the proposed chaotic secure communication
system is resistant to the brute-force attack. Copyright © 2013 John Wiley & Sons, Ltd.
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1. INTRODUCTION

Since the seminal work of Pecora and Carroll on chaos
synchronization in the sense of drive–response configura-
tion [1], chaos synchronization has been an active research
topic for its potential usage in communications [2–4],
radars [5,6], and other related applications [7] over the
past two decades. Generally speaking, under the drive–
response configuration, chaos synchronization refers to
that the response (receiver) system adjusts its state to
have precisely identical trajectories as the drive (trans-
mitter) system by different approaches [8–10]. Chaos
synchronization plays an important role in chaos-based
communications because it offers theoretical advantages
over noncoherent detections in terms of noise performance
and data rate when the information signal is recovered from
the noisy, distorted received signal [11].

However, the chaos synchronization performance is very
sensitive to channel conditions and system parameter mis-
matches, which has become one of the major barriers to
apply chaos in the real-world communications. The chan-
nel conditions mainly include the additive white Gaussian
noise (AWGN) and the multipath fading effect where sev-
eral signals arriving from different signal paths have dif-
ferent amplitudes and phases [12]. The system parameter
mismatches mainly come from device model mismatches
and circuit component fabrication errors. Chaos synchro-
nization under different channel conditions along with
parameter mismatches in transmitter and receiver remains
a very challenging problem.

Nevertheless, plentiful research efforts continue on the
study of chaos synchronization for communication because
of its potentially attractive performance. Recently, many
researchers have focused on utilizing digital signal for

Copyright © 2013 John Wiley & Sons, Ltd.



Chaotic communication with IAPF-based synchronized Colpitts circuit Z. Shi et al.

transmission or digital signal processing at the receiver to
eliminate the negative effects from channels and system
parameter mismatches for achieving better synchronization
performance [13–16]. These approaches include parameter
estimation, parameter identification, and observer-based
digital filter [8,17–19], among which the digital-filter-
based schemes show good synchronization performance
when both the channel effects and parameter mismatches
are considered. This is because signal in its digital form,
compared with its analog counterpart, is more resistant to
distortions caused by channels and circuit parameters and
more convenient for applying various kinds of powerful
digital signal processing techniques.

Although a number of digital-filter-based synchroniza-
tion schemes have appeared in the literature, there are
very few reports on their experimental study that is very
important for evaluating the feasibility of synchronization
scheme in practice. In [18], Shi et al. conducted an exper-
imental study on the synchronization of Chua’s circuit
by using particle filtering (PF), which is a state-of-the-
art solution for nonlinear and non-Gaussian problems, at
the receiver. This is the first time that the digital-filter-
based chaos synchronization scheme is verified by experi-
ment. However, the nonlinearity of Chua’s circuit is formed
by piece-wise linear current–voltage (I–V) relationship in
which the nonlinearity is not very severe. On the con-
trary, the nonlinearity of the famous Colpitts circuit is in
an exponential form [20], which means much more com-
plexity and diversity existing in dynamics and waveforms.
Chaotic secure communication system uses chaotic sig-
nal to mask information signal [21]. Intuitively, the more
complex and diverse the chaotic signal is, the better it
is for chaotic secure communications [22]. Therefore, the
chaotic Colpitts circuit is a good candidate for chaotic
secure communication systems.

In [23], we have proposed a PF-based synchronization
and communication scheme for the chaotic Colpitts circuit
over the AWGN channel. In this paper, we extend the work
in [23] by fully studying the synchronization and commu-
nication over both the AWGN channel and the multipath
fading channel, proposing an improved auxiliary particle
filter (IAPF) algorithm considering the feature that the
chaotic attractor is confined in a bounded state space and
conducting a security analysis of the proposed communi-
cation system. The main contribution of this paper can be
summarized as follows.

� First, we propose a synchronization scheme based on
the novel IAPF for chaotic Colpitts circuit and build
a prototype board of chaotic Colpitts circuit and an
IAPF-based synchronization experimental platform.

� Second, we conduct extensive experiments to show
that synchronization can be achieved and main-
tained with low signal-to-noise ratio (SNR) over both
the AWGN channel and the multipath fading chan-
nel, even when severe parameter mismatches are
considered.

� Third, we demonstrate by experiment the feasibility
of a chaos-masking communication system based on
the synchronization scheme and evaluate the bit-error-
rate (BER) performance versus different SNRs and
symbol rates, where both the AWGN channel and the
multipath fading channel are considered.

� Fourth, we carry out a security analysis by studying
the size of the key space of the chaos-masking secure
communication system and show that it is resistant to
the brute-force attack.

The remainder of this paper is organized as follows. In
Section 2, we propose the synchronization scheme for the
chaotic Colpitts circuit by utilizing the novelly designed
IAPF. In Section 3, we present the experimental results
on the synchronization performance over both the AWGN
channel and the multipath fading channel with system
parameter mismatches considered. In Section 4, we imple-
ment a chaos-masking secure communication system with
the synchronization scheme and study its BER perfor-
mance. In Section 5, we conduct security analysis of the
chaos-masking secure communication system. Finally, we
conclude this paper in Section 6.

2. PROPOSED SYNCHRONIZATION
SCHEME OF CHAOTIC
COLPITTS CIRCUIT

In this section, we first give a systematic structure of the
proposed synchronization scheme and present the imple-
mentation details of the chaotic Colpitts circuit. After that,
we describe how the receiver is constructed, including how
to obtain the measurement for the receiver, how to estab-
lish the digitalized state and measurement equations for
the filter, and how to design the IAPF algorithm for the
synchronization problem.

2.1. Structure of the improved auxiliary
particle filter-based synchronization scheme

The systematic structure of the proposed synchronization
scheme is depicted in Figure 1. The chaotic signal is first
generated by a physically implemented Colpitts circuit and
passed through an AWGN channel or a multipath fad-
ing channel. Then, the signal is sampled by an analog-to-
digital converter, and the obtained digital signal is fed to a
digital filter for chaos synchronization. The AWGN chan-
nel can be implemented by mixing the sampled signal with
the manually generated noise according to different SNR
conditions. The multipath fading channel with AWGN can
be implemented by applying an autoregressive (AR) model
to the sampled signal and then mixing the signal with
the manually generated noise according to different SNR
conditions.

In Figure 1, we use the IAPF at the receiver for the syn-
chronization of the chaotic Colpitts circuit. In comparison
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Figure 1. Synchronization structure of analog chaotic Colpitts circuit utilizing improved auxiliary particle filter (IAPF). AWGN, additive
white Gaussian noise; A/D, analog to digital.

with PF, the auxiliary particle filter (APF) [24] is more suit-
able for chaos synchronization. In this work, we improve
the APF by incorporating the feature that chaotic attrac-
tor is bounded in the state space into the design of the
initialization and sampling of the IAPF.

2.2. Chaotic signal generation by
Colpitts circuit

The Colpitts circuit is a third-order autonomous chaotic
circuit, and its inherent dynamics leading to chaos was
reported for the first time in 1994 [25]. The mathemati-
cal model and the nonlinear analysis of the chaotic Colpitts
oscillator have been studied in [20]. The design, implemen-
tation, and synchronization of chaotic Colpitts circuit has
been an active topic in recent years.

Figure 2 shows the schematic diagram of the chaotic
Colpitts circuit studied in this work. The circuit parame-
ters are as follows: L D 2:2 mH, C1 D C2 D 220 nF,
R D 100 �;Re D 2 k�;Vcc D 9:3 V; andVee D �5 V.
The bipolar junction transistor (BJT) used is Philips
(Amsterdam, The Netherlands) MMBT2222A. PSpice
simulations demonstrate the generation of chaotic oscil-
lation from the chaotic Colpitts circuit with the afore-
mentioned parameters, as shown in Figure 3. Also, the
time-domain waveforms of VC1 and VC2 are plotted in
Figure 4, where VC1 and VC2 denote the voltage across
the capacitors C1 and C2, respectively.

The prototype board of the physically implemented
Colpitts circuit is shown in Figure 5. Note that there are

R IL
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Figure 2. Schematic diagram of the Colpitts circuit.

Figure 3. Chaotic attractor of the Colpitts circuit from PSpice
simulation.

Figure 4. Time-domain waveforms of VC1 and VC2 from PSpice
simulation.

several differences between the schematic in Figure 2 and
the prototype board. First, besides the basic circuit com-
ponents shown in Figure 2, the physically implemented
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Figure 5. Prototype board of the chaotic Colpitts circuit.

Table I. Error percentage of circuit components.

Resistance Inductance Capacitance

Percentage (%) ˙ 1 ˙ 5 ˙ 5

Figure 6. Chaotic attractor observed on oscilloscope.

circuit has two voltage regulator modules that aim to pro-
vide stable voltage sources and an output buffer that is used
to minimize the loading impact of the oscilloscope probe
or data acquisition card. Additionally, the real values of the
circuit components always deviate from the marked values.
The inherent possible deviations from the marked values
to the real values obtained from the circuit components
manufactures are listed in Table I.

The prototype board exhibits chaotic oscillation when
using the same circuit parameters as those in PSpice simu-
lation. Figure 6 shows the chaotic attractor observed from
a Tektronix (Beaverton, OR, United States) oscilloscope
TDS 1002. The overall shape is very similar to that in
Figure 3. Figure 7 plots the time-domain waveforms of VC1
and VC2 obtained by the data acquisition card RBH-8578
with 5 MHz sampling frequency. The RBH-8578 is capable
of simultaneously sampling two channels of analog signals

0 0.2 0.4 0.6 0.8

0.2 0.4 0.6 0.8

1
8

9

10

Time(ms)

Time(ms)

V
c1

(V
)

0 1
-1

-0.5

0

0.5

V
c2

(V
)

Figure 7. Time-domain waveforms of VC1 and VC2 acquired by
the data acquisition card.

into their digital forms and sending the transformed digital
signals to a computer via a universal serial bus interface.

2.3. Digitalized state and
measurement equations

As shown in Figure 1, when the data acquisition card RBH-
8578 completes the sampling of analog chaotic signal and
sends the transformed digital signal to the computer, an
IAPF is designed at the receiver to process these discrete
time signals to track the state of the transmitter circuit for
achieving chaos synchronization. For comparative study,
signals from the prototype board and that from the PSpice
simulation are both sent to the IAPF, which is implemented
in MATLAB (Natick, Massachusetts, United States) on a
Lenovo (Beijing, China) computer.

The state equation of the analog Colpitts circuit is [20]

8̂
ˆ̂̂<
ˆ̂̂̂:

dVC1 .t/

dt
D 1
C1
.�f .�VC2.t//C IL.t//

dVC2 .t/

dt
D 1
C2

�
IL.t/�

VC2 .t/�Vee
Re

�
dIL.t/
dt

D 1
L

�
�VC1 .t/� VC2.t/� IL.t/RC Vcc

�
(1)

where f .�/ is the driving-point characteristic of the non-
linear resistor of the BJT, which is usually described
as

f .x/D Is

�
exp

�
x

VT

�
� 1

	

�Is Œexp

�
x

VT

�
�; when x� VT

(2)

where Is is the inverse saturation current of the BJT and
VT ' 26 mV at room temperature.

For the Colpitts circuit shown in Figure 2, the driving-
point characteristic can be expressed as IE D f .VBE / D
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f .�VC2/, and from (2), it follows that

f
�
�VC2.t/

�
D Is

�
exp

�
�
VC2.t/

VT

�	
(3)

The transmitted signal is

VT .t/D VC1 .t/C VC2.t/ (4)

After the signal is sent through an AWGN channel, it
becomes

Varrive.t/D VC1 .t/C VC2.t/C v.t/ (5)

where v.t/ is the zero-mean white Gaussian noise
induced by the AWGN channel. The SNR is defined as
10log

�
var

�
VC1 C VC2

�
=�2v

�
, where �2v is the variance

of the noise v.t/ and the function var.:/ returns the
variance of its input.

The multipath fading channel is more common than the
AWGN channel for wireless communications [26,27]. For
the multipath fading channel, the received signal in (5) can
be rewritten by using the AR model [28], that is,

QVarrive.t/D

pX
iD1

ai .t � �i /VT .t � �i /Cw.t/ (6)

where ai .t � �i / and �i denote the time-varying
coefficient and the time delay of the i -th path sig-
nal, respectively, p denotes the order of the model,
and w.t/ is an AWGN. The SNR is defined as
10log.var

�Pp
iD1 ai .t � �i /VT .t � �i /

�
=�2w /, where �2w

denotes the variance of the noise w.t/.
To implement the digital filter at the receiver, accord-

ing to (1), the discrete version of the state equation is
formulated as follows:

xk Dˆxk�1CG (7)

where

xk D

0
@ VC1 .kT /

VC2 .kT /

IL.kT /

1
A ;

GD

0
@ �f .VC2..k � 1/T //T =C1VeeT =.C2Re/

VccT =L

1
A ;

ˆ D

0
BB@

1 0 T =C1
0 1� T =.C2Re/ T =C2

�T =L �T =L 1�RT =L

1
CCA

where k is the time index and T is the sampling interval of
the acquisition card.

For the AWGN channel, the measurement equation is

zk D xk Œ1�C xk Œ2�C vk (8)

where zk denotes the measurement at time k, xk Œi � denotes
the i -th element of the vector xk at time k, and vk is the
v.t/ at time k.

For the multipath fading channel, the discrete version of
the state equation is the same as that over the AWGN chan-
nel. However, when it comes to the measurement equa-
tion, it is totally different from the AWGN case. Here, we
assume that the channel coefficients of the multipath fad-
ing channel can be obtained by means of some channel
estimation techniques, and thus, all channel coefficients are
known. Thus, the measurement equation is

zk D

pX
iD1

Oaik�li
.xk�li Œ1�C xk�li Œ2�/Cwk (9)

where li is the discrete time delay of the i -th path, Oai
k�li

denotes the discrete coefficient of the i -th path at time
k � li , and wk is the discrete version of w.t/.

2.4. Improved auxiliary particle
filter algorithm

From the filtering perspective, particle filter is a combina-
tion of the Bayesian filter theory and the Monte Carlo (MC)
method, and the system state xk can be estimated based
on the set of all available measurements z1Wk D fzi ; i D
1; : : : ; kg up to time k. It is known that xk can be estimated
by constructing the posterior probability density function
p.xk jz1Wk/. Taking advantage of the MC method, the pos-
terior probability density function can be approximated
as

p.xk jz1Wk/�
NsX
iD1

wikı
�

xk � xik

�
(10)

where ı.�/ is the Dirac delta function and
˚
xi
k
; i D 0; : : : ;

Nsg denotes a set of supporting particles with associated
weights

˚
wi
k
; i D 1; : : : ; Ns



.

In this work, to achieve better synchronization perfor-
mance, we design the IAPF at the receiver. In comparison
with PF, the APF naturally generates particles from the
sample at the previous iteration conditioned on the cur-
rent measurement, and thus, the particles are most likely
to be closer to the true state. Also, the APF can be viewed
as adding another resampling procedure according to the
measurement at next iteration, which includes information
from the future. These characteristics of the APF make
it very suitable for tracking dynamic systems that have
small process noise [24], similar to the chaotic Colpitts
circuit (1) studied in this work. Thus, we select the APF
as the filter algorithm basis and try to improve it for the
synchronization of the chaotic Colpitts circuit.

Because the chaotic trajectories generated from a chaotic
circuit are generally confined in a bounded state space, we
can make use of this feature and improve the APF for chaos
synchronization. At the receiver, because the circuit param-
eters are known, the possible maximum and minimum
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values of the state variables V max
C1

, V min
C1

,V max
C2

, V min
C2

,

Imax
L

and Imin
L

can be obtained to form the bounded state
space. Then, in the IAPF, the information can be used in
both the initialization and main iteration loop to improve
the synchronization performance. Although the idea has
been used in the initialization of PF in [17], we extend the
usage of the information to the main iteration loop in this
work. The IAPF for chaos synchronization is described in
Algorithm 1.

In the proposed IAPF, the first step is to initialize
the particle xi0. This is conducted by using the bounded
state space information, and the details of the proce-
dure can be found in [17]. Then, in the main itera-

tion loop, we sample the pair
n
xj
k
; ij

oNs
jD1

, where ij

denotes the index of the particle at k � 1, from an impor-
tance density q.xk ; i jz1Wk/ that is defined to satisfy the
proportionality

q.xk ; i jz1Wk// p
�
zk j�

i
k

�
p
�

xk jx
i
k�1

�
wik�1 (11)

where �i
k
�p

�
xk jx

i
k�1

�
is a sample of xk with a given

xi
k�1

. Note that when each �i
k

is generated, they are also
confined in the bounded state space.

After �i
k

and its corresponding wi
k

are generated, sys-

tematic resampling is conducted to obtain the
n
xj
k
; ij

o
according to wi

k
. Then, from the resampling results, one

can sample the particles in the current time with the
corresponding weight update equation formulated as [24]:

w
j
k
/w

ij
k�1

p
�
zk jx

j
k

�
p
�

xj
k
jx
ij
k�1

�

q
�

xj
k
; ij jz1Wk

�

D
p
�
zk jx

j
k

�

p
�
zk j�

ij
k

�
(12)

After the weights are normalized, state estimation can
be obtained from the particles and their corresponding
weights.
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3. EXPERIMENTAL STUDY OF
CHAOS SYNCHRONIZATION

It is well known that digital-filter-based synchronization
schemes for analog chaotic circuits have various kinds of
advantages. However, it is highly necessary to conduct
an experimental study on the feasibility of them for the
following reasons.

From the circuits and systems point of view, firstly, the
state equation used in digital filters is generally a simpli-
fied version of its physical circuit implementation and may
far or less deviate from the true circuit parameter/model
conditions; secondly, the parameters in physical circuits
cannot be obtained accurately because they always devi-
ate from the marked values with time-varying character-
istics; last but not least, the influences of inherent small
noises in circuits cannot be neglected because of the sen-
sitivity of chaotic systems. In addition, from the commu-
nication point of view, both the AWGN channel and the
multipath fading channel have to be considered to evalu-
ate the synchronization performance and the applicability
to communications.

In this section, we present the experimental results of the
synchronization performance over the AWGN channel and
the multipath fading channel. The effects of circuit param-
eter mismatches between the transmitter and the receiver
are considered for both cases.

3.1. Synchronization over the additive
white Gaussian noise channel

In this section, we present the experimental results of
the IAPF-based synchronization over the AWGN chan-
nel. A series of experiments are conducted to study the
effects of parameter mismatches and different noise levels
(described in terms of SNR) on the synchronization perfor-
mance, which is evaluated by defining the average attractor
distance (AAD) as

D D lim
ts!1

R ts
t0

q
e21 C e

2
2dt

ts � t0
(13)

where e1 D VC1� QVC1 , e2 D VC2� QVC2 , and t0 denotes the
settling time during which the transient parts of the signals
have passed. The value of D will be zero if the transmit-
ter and the receiver are exactly synchronized; otherwise,
a bigger value of D indicates a worse synchronization
performance.

3.1.1. Time evolution of synchronization.

For comparison reason, we send signals generated
from the PSpice simulation and the prototype board to
the receiver to see whether the synchronization can be
achieved. Figures 8 and 9 show the experimental results
to demonstrate the time evolution of synchronization for
the data from both the PSpice simulation and the proto-
type board, respectively, where the SNR equals 10 dB. It
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Figure 8. Synchronization process based on the PSpice data
over additive white Gaussian noise channel.
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Figure 9. Synchronization process based on data from the
prototype board over additive white Gaussian noise channel.

can be seen that the transmitter’s state can be estimated and
tracked, which means synchronization can be achieved and
maintained no matter the transmitted signals are from the
PSpice simulation or prototype board. And the synchro-
nization is achieved in a very short settling time even when
the initial state of the receiver is far apart from that of the
transmitter, which means that the synchronization scheme
features rapid convergence characteristics.

3.1.2. Synchronization performance versus

different signal-to-noise ratios.

By observing the values of AAD, we conduct a set of
experiments to find out whether the scheme can satisfacto-
rily dispel the sensitivity to noise. The AAD versus differ-
ent SNRs over the AWGN channel is plotted with squared
line in Figure 10. It can be seen that the synchronization
performance becomes better with the increment of SNR.
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Figure 10. The average attractor distance (AAD) versus different
signal-to-noise ratios (SNRs) over additive white Gaussian noise

(AWGN) channel and multipath fading channel.

Note that even when the value of the AAD is 0:03 (the cor-
responding SNR is about 10 dB), synchronization perfor-
mance is good according to the corresponding time-domain
waveform of the transmitter and the receiver in Figure 9.
Consequently, the proposed scheme can be regarded as an
effective way for chaos synchronization with the existence
of AWGN distortions.

3.1.3. Synchronization performance versus

parameter mismatches.

The sensitivity to parameter mismatches is another
important issue. Synchronization performance of some tra-
ditional schemes degrades severely because of parameter
mismatches. To investigate whether the IAPF-based syn-
chronization scheme is resistive to parameter mismatches,
a series of experiments are conducted with an additional
error-introducing process, which can artificially introduce
errors within a certain degree in order to imitate the param-
eter mismatches in practice. The concrete process of it is
described as follows.

Firstly, we set a maximum deviation percentage (MDP),
namely p%, and the circuit component parameters includ-
ing L, C1, C2, R, and Re are all confined in an inter-
val between a minimum value and a maximum value
determined by the MDP. Specifically, for a given circuit
parameter with marked value x, its maximum and mini-
mum values are .1C p%/x and .1 � p%/x, respectively.
Then, the parameter interval is formed in the interval (
.1Cp%/x, .1�p%/x), and the parameter is assumed to be
uniformly distributed in this interval each time when gen-
erated. In other words, each time a synchronization experi-
ment is conducted, each component parameter is randomly
generated with equal probability from the corresponding
parameter interval.

When one set of parameters are generated, we use them
in the IAPF and calculate the AAD. We conduct 100 MC
experiments to obtain the average AAD for each MDP,
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Figure 11. The average attractor distance (AAD) versus differ-
ent maximum deviation percentages (MDPs) over additive white

Gaussian noise channel.
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Figure 12. Time-domain waveform of VC1 and VC2 in transmitter
and receiver with a maximum deviation percentage of 10% over

additive white Gaussian noise channel.

and the results are shown in Figure 11, where the SNR
equals 20 dB. It can be seen that the AAD increases
with the increment of the MDP. As the parameter mis-
matches increase, the synchronization performance will
be degraded. The best synchronization performance is
achieved when the MDP equals 0, which means there is
no parameter mismatch.

To further provide a better insight of the synchroniza-
tion performance, Figure 12 shows the time-domain wave-
form of the transmitter and the receiver with the MDP of
10%, with the corresponding AAD approximately equal-
ing 0:055, as shown in Figure 11. From Figure 12, it can
be seen that even when the MDP is 10%, the synchro-
nization performance seems good. Therefore, the proposed
synchronization scheme is capable of obtaining a good
synchronization performance when taking parameter mis-
matches into consideration. However, further experiments
show that when the MPD increases to more than 15%,
desynchronization may occur.
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3.2. Synchronization over multipath
fading channel

According to the AR model, we have obtained the mea-
surement equation for the multipath fading channel as (9).
It is assumed that conditions of all the signal transmission
paths are known, and the paths in (6) are described by

Pi D fai ; �i g; i D 1; : : : ; p (14)

In the experiment, we define a total of six trans-
mission paths: P1 D f1; 0 msg, P2 D f0:6 C

0:1cos.t/; 0:03 msg; P3 D f0:2 C 0:2sin.t/; 0:046 msg,
P4 D f0:55 � 0:3cos.t/; 0:142 msg, P5 D f0:1 �

0:1sin.t/; 0:178 msg; P6 D f0:28; 0:2 msg. Note that
channel coefficients of the second to the fifth paths are
time-varying. This makes the measurement equation (9) a
highly nonlinear function.

The AAD versus different SNRs over the multipath fad-
ing channel is depicted in Figure 10. It can be seen that
the synchronization performance becomes better with the
increment of SNR. However, when comparing the AAD
results over the multipath fading channel with that over
the AWGN channel, the synchronization performance over
the AWGN channel is better than that over the multipath
fading channel. This can be explained as that, over the
multipath fading channel, both the state equation of the
system (1) and the measurement equation (9) are highly
nonlinear functions, and the time-varying amplitudes and
delays of channel coefficients make it even more diffi-
cult for synchronization. Consequently, the synchroniza-
tion performance is relatively not as good as that over the
AWGN channel.

Although the synchronization performance over the
multipath fading channel is not as good as that over the
AWGN channel, it is still considerably good, as shown
in Figure 13, which plots the time-domain waveform
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Figure 13. Time-domain waveform of VC1 and VC2 in the trans-
mitter and the receiver over multipath fading channel.

of the transmitter and the receiver over the multipath
fading channel, where the SNR is 15 dB, and we
obtain an AAD of 0.034. Although the synchronization
performance degrades a little bit in comparison with that
over the AWGN channel, it is acceptable for chaotic
communications.

4. APPLICATION TO
SECURE COMMUNICATION

In chaos-based secure communications, security is
achieved by embedding information signal into the com-
plex dynamic behaviors provided by chaotic systems. In
this section, we consider the chaos-masking secure com-
munication system based on the synchronization of chaotic
Colpitts circuit. The reason of using chaos masking for
secure communication experiment is that the effect of
chaos masking on synchronization performance is much
significant that in other chaos modulation schemes, such as
chaos shift keying or chaotic parameter modulation. Thus,
if the chaos-masking secure communication system is fea-
sible, it is most probably that communication with other
modulation schemes is also feasible. In this section, the
system configuration is described first, and then, the exper-
imental results of communication over both the AWGN
channel and the multipath fading channel are given, where
the time domain transmitted and decoded signal, the BER
performance versus SNR, and the symbol period (SP) are
illustrated in detail.

4.1. Chaotic secure
communication configuration

Figure 14 shows the chaos-masking communication sys-
tem with the synchronization scheme over the AWGN
channel. The transmitter modulates the chaotic carrier x.t/
by adding the information signal s.t/ to the chaotic signal
and then forms the transmitted signal

z.t/D x.t/C s.t/ (15)

After passing through an AWGN channel, the received
signal becomes

r.t/D x.t/C s.t/C v.t/ (16)

According to (4), the received signal is

r.t/D VT .t/C s.t/C v.t/ (17)

When r.t/ is received, the IAPF at the receiver syn-
chronizes and recovers the chaotic carrier VT .t/. Then, we
obtain the recovered information signal as

s0.t/D r.t/� VT .t/ (18)

In the experiment, the prototype board shown in Figure 5
acts as the chaos generator, and the IAPF implemented
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Figure 14. Chaos-masking communication system over additive white Gaussian noise (AWGN) channel.

in MATLAB is responsible for synchronizing the chaotic
carrier that has been contaminated by channel noises, mod-
ulated signal, and quantization error. Here, the information
symbol set contains only two symbols, that is,

s D f0; 1g (19)

and the information signal s.t/ is a rectangular digital
waveform with a peak-to-peak amplitude of 0:15 V, which
is approximately one-tenth of the peak-to-peak value of the
carrier. During the “1" information SP, the signal level of
s.t/ is high; otherwise, it is low. After passing through the
AWGN channel, the received signal is sampled by the data
acquisition card and sent to the IAPF to obtain the recov-
ered carrier VT .t/. Then, s0.t/ is obtained by subtracting
VT .t/ from r.t/, as shown in (18). Finally, decoding can be
conducted by averaging s0.t/ during each SP and compar-
ing the mean value with a threshold. According to the fea-
ture of information signal and noise, it is recommended to
take half of the peak-to-peak amplitude of the information
signal as the threshold.

For the multipath fading channel situation, the commu-
nication system is the same as that shown in Figure 14
except that the channel contains not only the AWGN noise
but also the multipath fading. The received signal under
this condition will be described in Section 4.3.

4.2. Communication over additive white
Gaussian noise channel

We conduct the communication experiment over the
AWGN channel first. Figure 15 plots the waveforms of the
original information signal s.t/ and the recovered infor-
mation signal s0.t/, where the SNR is 20 dB and the SP is
200 �s. From the figure, the recovered information signal
s0.t/ has been contaminated by channel noises, parameter
mismatches, quantization error, and others. However, it can
still be recovered from this contaminated signal based on
the scheme described earlier.

For the chaotic communication system over the AWGN
channel, two factors, namely the SNR and the SP, have
significant influences on the communication performance.
Experiments are conducted, and the results are shown in
Figures 16 and 17.

Figure 16 shows the BER with the increment of informa-
tion SP when the SNR equals 10 dB. It can be seen that the
BER decreases with the increment of the SP. A longer SP is

Figure 15. Time-domain waveform of s.t/ and s0.t/ over the
additive white Gaussian noise channel.
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Figure 16. Bit error rate versus different information symbol
periods (SNRD 10 dB).

expected to have a lower BER because of the enhancement
of resistance to noise, while it results in a lower symbol
rate. Therefore, for different applications, proper compro-
mise of the SP is needed according to different system
requirements of BER and data rate.
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Figure 17. Bit error rate versus different signal-to-noise ratios
(SNRs) (SP D 140 �s).

Figure 17 shows the BER with different SNRs when the
SP equals 140 �s. It can be seen that the IAPF can effi-
ciently reduce the negative effect caused by channel noises
and recover the information signal. As shown in Figure 17,
the BER decreases with the increment of SNR when it
is below 15 dB, and then, the BER remains at approxi-
mately the same level even when the SNR increases. In
other words, after the threshold of SNR, the BER reaches
its performance floor because in this case, the synchroniza-
tion error, caused by parameter mismatches other than the
channel noise, becomes the dominant factor that affects the
communication performance.

4.3. Communication over multipath
fading channel

Over the multipath fading channel, the received signal is
composed of several signals arriving from different paths
with different time delays. According to the AR model, the
received signal in (16) is

rmultipath.t/D

pX
iD1

ai .t��i /ŒVT .t��i /Cs.t��i /�Cw.t/

(20)
In order to obtain the recovered information signal sim-

ilar to (18), firstly, we have to recover the main path signal
by subtracting the branch-path signals from rmultipath.t/,
that is,

rmain.t/D rmultipath.t/

�

pX
iD2

ai .t � �i / ŒVT .t � �i /C s.t � �i /�

(21)
Because the exact VT .t � �i / and s.t � �i / at the previ-
ous time cannot be obtained, we substitute the estimated
V 0
T
.t � �i / and s0.t � �i / into (21) and obtain
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Figure 18. Time-domain waveform of s.t/ and s0.t/ over the
multipath fading channel.

Qrmain.t/D rmultipath.t/

�

pX
iD2

ai .t � �i /
�
V 0T .t � �i /C s

0.t � �i /
�

(22)
Here, Qrmain.t/ can be regarded as the received signal
r.t/ over the AWGN channel. Consequently, the recov-
ered information signal can be obtained, and decoding can
be completed by using the same strategies as that over the
AWGN channel.

Figure 18 plots the original information signal s.t/ and
the recovered information signal s0.t/ with the SNR of
20 dB when the SP equals 200 �s and the MDP equals
1%. The recovered information signal s0.t/ has been con-
taminated more severely over the multipath fading chan-
nel in comparison with that over the AWGN channel. The
performance degradation is mainly caused by the follow-
ing reasons. First, the multipath fading with the amplitude
of each path varying in a sinusoid format significantly
increases the nonlinearity and complexity of the system
and thus increases the difficulty of chaos synchronization.
Furthermore, because Qrmain.t/ is calculated by employ-
ing the estimated time-delayed version of signals, that is,
V 0
T
.t � �i / and s0.t � �i /, deviation of the two signals

may accumulate to enlarge the estimation error at the cur-
rent iteration. However, even with these unfavorable fac-
tors, Figure 18 shows that it is still feasible to decode the
transmitted symbol information.

Figure 19 illustrates the BER versus different SNRs
over the multipath fading channel with the SP of 140 �s.
By comparing with Figure 17, it can be seen that even
though synchronization and recovery of transmitted infor-
mation signal is much more difficult over the multipath
fading channel, the BER does not decrease significantly,
and the communication system is capable of obtaining a
fairly satisfactory performance.
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Figure 19. Bit error rate versus different signal-to-noise ratios
(SNRs) over multipath fading channel (SP D 140 �s).

4.4. Remarks

In the simulations of the proposed secure communication
system over both the AWGN channel and the multipath
fading channel, it is found that the BER has a lower bound
around 10�4 when the SNR increases to a certain threshold
value. This is because when the SNR is high enough, the
effects of the parameter mismatches other than the chan-
nel effects become dominant to the communication perfor-
mance. For many practical communication systems, it is
generally required that the BER is in the order of 10�6. In
the proposed communication system, this is possible when
error correction coding techniques are incorporated into the
systems. Although the BER improvement by using error
correcting coding depends on the system configuration and
channel modeling, it is usually easy to lower the BER two
to three orders of magnitude [29]. Thus, it is feasible to
apply the proposed communication system to real-world
scenarios when some error correction coding techniques
are incorporated.

The receiver in this work is constructed with a kind
of PF. Because PF is based on the MC method, the
computational complexity is inherently high and the real-
time processing may become an implementation diffi-
culty. Fortunately, some recent researches have shown
that with dedicated designed hardware circuits in field
programable gate arrays platform, the processing rate
can achieve an order of magnitude of 100 kHz [30,31].
This indicates that the proposed communication sys-
tem can meet the requirements in moderate data rate
communications.

The application of the proposed synchronization scheme
is not limited to communications. Another potential
application is chaos-based radars. As discussed in [5,6],
chaos-based radar has many distinguishing features such as
excellent electronic counter, countermeasure performance,
and the so-called multiuser characteristics, but all of these
are highly dependant on robust chaos synchronization. The
proposed synchronization scheme may pave a way for the
chaos-based radar systems.

5. SECURITY ANALYSIS

There exist many types of attacks to chaos-based secure
communication systems, among which the brute-force
attack is one major type to break the whole secure com-
munication system [2,21]. In this section, we will conduct
a security analysis on the secure communication system to
see whether it is resistant to the brute-force attack. From
the cryptanalysis point of view, the precise values of the
circuit parameters can be considered as the secret key of
the cryptosystem.

From the previous section, the proposed synchronization
scheme can have some degree of resistance to parame-
ter mismatches. As discussed in [21], there is a paradox
when considering the security property in the system here.
On one hand, from the security requirements, the more
the synchronization is sensitive to the parameter mis-
matches, the higher the security level is; on the other
hand, the more the synchronization is insensitive to the
parameter mismatches, the better synchronization and
communication performance can be achieved. Because
of the unavoidable parameter mismatches in circuit
components and circuit modeling, the synchronization
robustness to parameter mismatches is necessary, although
it decreases the security level because it reduces the key
space and makes the brute-force attack easier.

In the circuit shown in Figure 2, there are a total of eight
parameters related to the chaotic dynamics, that is, C1,
C2, L, Vcc , Vee , R, Re , and Is . Although the normalized
state equation contains less normalized parameters [20],
we assume that the attacker cannot use the correspond-
ing relationship between the normalized state equation
and Equation (1) in this work because of the following
reasons: First, the normalized state equation omits the
physical meaning of circuit implementation, resulting in
difficulty for attack; second, using the relationship will
cause much more extra computational cost for the attacker;
third, using the relationship requires that the attacker is a
very “smart" attacker, not in a sense of brute-force. Thus,
we consider the key space to be eight-dimensional under
the assumptions.

The available information to the attacker is the fun-
damental frequency of the system that can be analyzed
from the obtained chaotic waveforms. The fundamental
frequency of the system is determined by

f0 D .1=2�/
p
.C1 CC2/=LC1C2 (23)

In the implementation of the circuit in this paper, by ana-
lyzing the fundamental frequency, the attacker can only
have the information that the inductor L is approximately
of 1 nH to 100 mH level (parameter interval 100 � 10�3),
and the capacitors C1 and C2 are in the order of 10 nF to
100 mF (parameter interval 100 � 10�3). If a brute-force
attacker searches the key space with 0:1 nH (0:1 � 10�9)
step for the L, and 1 nF (10�9) step for the C1 and C2, the
size of the three-dimensional key space spanned by L, C1,
and C2 is roughly
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k3d D
100� 10�3

0:1� 10�9
�
100� 10�3

10�9
�
100� 10�3

10�9
D 1025

(24)
For the resistances R and Re , we can assume that they are
in the range of 50–150� and 1.5–2.5 k�, respectively, and
correspondingly use 1 and 10 � steps for the brute-force
attack. For the positive and negative voltage sources Vcc
and Vee , we assume that for each parameter 100 values can
be tried. For the inverse saturation current Is , we assume
that 1000 values can be tried because it is very sensitive to
the system dynamics (1).

With the aforementioned assumptions, the size of the
whole key space can be obtained as

kwh D k3d � 10
2 � 102 � 1002 � 103 D 1034 (25)

From [21], to provide a sufficient level of security
against the brute-force attack, the size of the key space
should be 	 > 2100. For our case, kwh D 10

34� 1030 �

2100. That means the communication system based on the
proposed synchronization scheme can provide a sufficient
level of security against the brute-force attack.

Note that (i) the assumptions about the step and the pos-
sible value interval of each parameter are conservative,
meaning that the success of attacking the system cannot
be guaranteed and (ii) the aforementioned analysis is con-
ducted based on an underlying assumption that the attack-
ers have the knowledge of the type of chaotic system for
transmission and reception. If this is not known, the attack
will become more difficult.

6. CONCLUSIONS

In this paper, we have proposed an IAPF-based synchro-
nization scheme of chaotic Colpitts circuit and conduct
experimental study on the synchronization performance
over the AWGN channel and the multipath fading channel.
Also, a chaos-masking secure communication system has
been implemented based on the synchronization scheme.
Experimental results show that with the existence of differ-
ent channel effects and severe parameter mismatches, the
proposed synchronization scheme is effective and has good
synchronization performance. In addition, secure commu-
nication can be achieved with the synchronization scheme.
In our future work, we will conduct an experimental study
on the feasibility of the proposed synchronization scheme
for the chaotic Colpitts circuit when significant channel
attenuations are considered. Furthermore, we will explore
how to use the proposed synchronization scheme to extract
target information from radar echoes in chaos-based
radar systems.
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