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Abstract—The roaming service enables mobile subscribers to
access the Internet service anytime and anywhere, which can
fulfill the requirement of ubiquitous access for the emerging
paradigm of networking, e.g., the Internet of Things (IoT). In
this paper, we propose a Conditional Privacy-preserving authen-
tication with Access Linkability (CPAL) for roaming service, to
provide universal secure roaming service and multi-level privacy
preservation. CPAL provides an anonymous user linking function
by utilizing a novel group signature technique, which can not only
efficiently hide users’ identities, but also enable the authorized
entities to link all the access information of the same user without
knowing the user’s real identity. Specifically, by using the master
linking key possessed by the trust linking server, the authorized
foreign network operators or service providers can link the
access information from the user to improve its service, while
preserving user anonymity, e.g., using individual access informa-
tion to analyze user preferences without revealing user’s identity.
Furthermore, the subscribers can also use this functionality to
anonymously query their usage of service. In addition, CPAL has
an efficient revocation function which revokes a group of users
at the same time. Through extensive analysis, we demonstrate
that CPAL resists various security threats, and provides more
flexible privacy preservation compared to the existing schemes.
Meanwhile, performance evaluations demonstrate its efficiency
in terms of communication and computation overhead.

Index Terms—Roaming, IoT, security, authentication, privacy
preservation, anonymous user linkability.

I. INTRODUCTION

With the advancements in various mobile and wireless
networks, e.g., long term evolution (LTE) [1], worldwide inter-
operability for microwave access (WiMAX) [2], and roadside-
to-vehicle communication systems [3], [4], pervasive Internet
access becomes a reality, enabling mobile subscribers to enjoy
Internet service anytime and anywhere [5], [6], [7], [8]. This
also caters to the demand of ubiquitous access for the emerging
paradigm of networking, e.g., the Internet of Things (IoT)
[9], [10], [11], [12], [13], which is rapidly gaining ground
in the scenario of wireless telecommunications. Due to the
complementary nature of the existing networks, interworking
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among them is attractive [14], [15], [16], [17]. However, within
the heterogeneous networks, ensuring the secure and efficient
roaming service is still challenging [18], [19], because differ-
ent networks have different security policies and authentication
protocols. Consequently, any secure roaming scheme dedicated
for only one type of network technology cannot fulfill the
security requirements from the heterogeneous networks.

In heterogeneous networks, user privacy preservation has
become an important and challenging issue in the roaming
service, and has been widely studied by researchers. In most
existing secure roaming schemes, the privacy preservation only
equates with anonymity, i.e., hiding users’ identities. However,
this may not be suitable for diverse privacy requirements in
real world [4], [20], [21], [22], [23]. There are a variety of
personalized services associated with privacy in the real appli-
cations; therefore, according to different privacy preservation
requirements, the privacy preservation should be flexibly or
elaborately controlled according to a desired level. To this
end, foreign network operators or service providers may need
individual access information on the usage of services, while
preserving anonymity. This means that foreign network opera-
tors or service providers can link all the access information of
the same user for statistical purposes, but they cannot know
who the user is, what the current membership status of the
user is, and the history of the user joining and revocation.
Meanwhile, a user may want to provide a specific network
operator or service provider with linking capability, and remain
unlinkable to others. Moreover, there may be a large number
of mobile users that need to be revoked in the network anytime
due to various reasons, e.g., when any illegal or exceptional
events occur. However, the existing secure roaming schemes
[24], [25] do not support this function. This will significantly
increase the burden of the home authentication server and po-
tentially reduce the efficiency of the whole network. Therefore,
efficient user revocation for dynamic membership in the secure
roaming services is important.

In this paper, to provide universal secure roaming service
and anonymous user linkability, we propose a conditional
privacy-preserving authentication with access linkability C-
PAL for roaming service by utilizing the novel group signature
technique [26]. In the proposed CPAL, the strong anony-
mous authentication, session key agreement, user tracking,
and anonymous user linking are provided, which make the
privacy preservation more flexible. Meanwhile, CPAL has the
efficient revocation function for dynamic membership, where
a group of users can be revoked simultaneously. The main
contributions of this paper are three fold.

« First, we present a generic secure roaming architecture,
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which implements new features to achieve the corre-
sponding security goals. Meanwhile, to fulfill differen-
t privacy preservation requirements, we introduce the
multi-level privacy preservation. Especially, the privacy-
preservation ability is divided into three levels, i.e., au-
thentication, anonymity, and authorized anonymous user
linking (AAUL).

e Second, we further propose a conditional privacy-
preserving authentication with access linkability for
roaming service, called CPAL. The proposed CPAL
scheme can not only achieve session key agreement,
strong anonymous authentication and fast user tracking
(Level 1 and 2), but also provide anonymous user linka-
bility (Level 3). Moreover, CPAL supports efficient join-
ing and revocation functions for dynamic membership.
Particularly, it can revoke a group of users simultaneous-
ly, which makes the user revocation more efficient.

o Third, we analyze the security strength and privacy-
preservation ability of CPAL. In addition, through com-
parative performance analysis, we demonstrate that CPAL
is efficient in terms of the communication and computa-
tion overhead.

The remainder of this paper is organized as follows. In
Section II, we discuss the related work. In Section III, we
introduce the network architecture and design goals. In Section
IV, we recall the bilinear pairings and a hybrid linear combi-
nation encryption. Then, we present our CPAL and discuss
some applications related to CPAL in Section V, followed by
its security analysis and performance evaluation in Section VI
and Section VII, respectively. Finally, we draw our conclusions
in Section VIIL

II. RELATED WORK

The existing secure roaming schemes can mainly be classi-
fied into three categories: symmetric-cryptosystem-based (SC-
based), asymmetric-cryptosystem-based (AC-based) and hy-
brid schemes.

The SC-based secure roaming schemes, e.g., EAP-based
authentication and key agreement protocols [5], [27], [28],
[29], [30], [31], are designed based on standard protocols
[32], [33]. SC-based schemes are widely accepted because
they are compatible with standard protocols. However, they
require the interaction between the foreign server and the
home server, which may lead to the single point of failure
[34], and induce large authentication transmission overhead
because of the long distance between the foreign server and
the home server. Moreover, recent studies [35], [36] have
shown that SC-based schemes cannot provide strong user
anonymity and non-traceability, and most of them cannot
provide session key security and resistance to sophisticated
attacks. Another weakness is that, they cannot flexibly be
applied to all application scenarios because each protocol is
only suitable for the corresponding network architecture, this
may increase the complexity of the entire system.

Jiang and Shi [37], [38] propose several mutual authenti-
cation and key exchange schemes for roaming services. In
[37] and [38], public key cryptography, e.g., digital signature,

Diffie-Hellman key exchange, is adopted on the basis of SC-
based schemes, which can further enhance the security of
roaming service. However, they still induce large authentica-
tion transmission overhead due to the interaction between the
foreign server and the home server. More importantly, their
schemes cannot provide strong privacy preservation.

The limitations of SC-based schemes have greatly stim-
ulated the research of AC-based schemes [24], [25], [39],
[40], [41], [42], because AC-based schemes can provide
more security, stronger privacy preservation, and require fewer
communication rounds. These advantages have led to the
recent increasing popularity of the AC-based secure roaming
schemes. One of the important security properties in the AC-
based secure roaming schemes is strong user anonymity, which
includes user anonymity and user untraceablility. The former
means that except for the home server, the user’s identity
cannot be revealed to anyone else including the foreign server;
the latter means that except for the home server, any past or
future protocol runs of the same user cannot be linked by
anyone including the foreign server [24].

AC-based secure roaming schemes have been studied by
many researchers. In this section, we briefly discuss some
research works closely related to CPAL. In [24], Yang et
al. propose a universal authentication protocols for anony-
mous wireless communications. In their scheme, two levels
of user anonymity in roaming are considered : (1) Weak User
Anonymity that concerns about user anonymity against eaves-
droppers; (2) Strong User Anonymity that concerns about user
anonymity against both eavesdroppers and foreign servers.
Accordingly, they present two protocols to achieve weak user
anonymity and strong user anonymity, respectively. However,
He et al. [25] find that scheme [24] cannot satisfy user untrace-
ablility. Therefore, they propose a privacy-preserving universal
authentication protocol for wireless communications. They
point that a privacy-preserving user authentication scheme
should satisfy the following requirements: server authentica-
tion, subscription validation, provision of user revocation func-
tion, key establishment, user anonymity and untraceablility.

However, the existing privacy-preserving authentication
schemes for roaming service cannot provide anonymous user
linkability that makes the authorized entities, e.g., foreign
network operators or service providers, have the ability to
anonymously link the access information from the user for
statistical purposes. This may not be enough for diverse
applications in the roaming service.

III. NETWORK ARCHITECTURE AND DESIGN GOALS

In this section, we present the generic security roaming
network architecture, and identify our design goals.

A. Network Architecture

Fig. 1 depicts a generic secure roaming network architec-
ture with emphasis on the interconnections among the home
authentication center (HAC), the trust linking server (TLS),
and the visiting authentication server (VAS). The HAC and
the TLS are located in home network (HN), and the VAS is
located in foreign network (FN).
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Generic secure roaming network architecture

A mobile subscriber (MS) can access the FN through
the access point (AP), e.g, E-UTRAN eNB, WiMAX BS,
IEEE 802.11b AP, etc. For an MS, there exist only one HN
and multiple FNs. The HAC’s responsibility is that, issuing
the secret signing key for new joining MSs, and opening a
signature and generating a proof to reveal the corresponding
MS when dispute occurs. The TLS is in charge of discerning
whether those signatures are from the same MS without
knowing MS’s identity. The VAS is responsible for performing
access authentication for the MSs accessing the FN.

B. Design Goals

Our design goal in this paper is to develop a conditional
privacy-preserving authentication with access linkability for
roaming service. Especially, the following goals should be
achieved:

1) Strong anonymous access authentication: Firstly, the
proposed scheme should provide strong anonymous access
authentication. Specifically, it requires that authentication mes-
sages which interacted by the MS and the VAS have not been
altered during the transmission, i.e., if the adversary A forges
and/or modifies the authentication messages, the malicious
operations should be detected. Meanwhile, the identity of the
MS cannot be revealed to adversary A or the VAS.

2) User tracking on a disputed access request: An impor-
tant and challenging issue for roaming service with efficient
privacy preservation is to maintain traceability for all the
access messages in the presence of the anonymous access
authentication. Without the tracking function, the above anony-
mous access authentication can only prevent an outside attack,
but cannot deal with an inside one. For instance, an inside
attacker could launch a Denial of Service (DoS) attack or
impersonation attack, provided with no traceability by the
HAC. In a DoS attack, the adversary sends a large number of
fake access messages to jam the channel or to consume the rare
computation resources of the VAC; while in an impersonation
attack, the adversary actively pretends to be another MS to
send false access request messages.

3) Anonymous user linking: In order to provide conditional
privacy-preserving authentication with access linkability, i.e.,
anonymity can be flexibly or elaborately controlled according
the corresponding requirements, the network operators or
service providers that are authorized by the HAC or MS can
acquire MS’s statistics on the usage of services, while MS’s
identity will not be revealed.

4) Efficient user revocation for dynamic membership: Due
to some reasons (e.g., the subscription period of a user has
expired or a user’s secret key has been compromised), an
efficient user revocation function should be proposed, especial-
ly for dynamic membership. That means the user revocation
function can revoke a group of users simultaneously, which
makes the whole scheme more flexible and efficient.

Meanwhile, CPAL can provide a universal secure roaming
service. That means the proposed CPAL and its signaling
flows can be used in any roaming scenario regardless of
the type of networks that the MS is visiting. Moreover, the
proposed CPAL scheme should meet all security requirements
in previous schemes.

IV. PRELIMINARIES

In this section, we outline the bilinear pairing technique, and
introduce the Hybrid Linear Combination Encryption (HLCE),
which will serve as the basis of the proposed CPAL scheme.

A. Bilinear Maps

Let G1, G2, and G be multiplicative groups of prime order
p. The bilinear map e: G; X Go — Gy has the following
properties:

(1) Bilinearity: Vg1 € Gi, Vg2 € Gg, and Va,b € Zj,
e(91%,91%) = e(g1,92)";

(2) Non-degenerate: g, go such that e(g1, g2) has order p,
i.e., e(g1,92) is a generator of Gr;

(3) Computable: There is an efficient algorithm to compute
e(g1,92) for any g1 € G and g € Go.

Definition 1. A bilinear parameter generator Gen is a
probabilistic algorithm that takes a security parameter \ as
input, and outputs a 5-tuple (p,G1,Ga, G, e) where p is \-
bit prime number, G1, Gy and G are three groups with the
same order p; e: Gy X Gy — Gr is a nondegenerated and
efficiently computable bilinear map.

B. Hybrid Linear Combination Encryption (HLCE)

In [26], Hwang et al. introduce an HLCE scheme that is
used for constructing their novel group signature algorithm,
which is described as follows:

o KeyGen: It chooses u,v €g Gy, =1,y1,%2,y2 €r Go,

and then computes the public key pk = (u,v,w; =
u we = V¥ d; = u®2,ds = v¥2) and outputs its
corresponding secret key sk = x1,y1, T2, Yo.

o Enc: Given the public key pk and a message M =
(My, M3) € Gy x Gy, it chooses a,b €r Zy. Then, it
computes a ciphertext ¢ = (D; = u®, Dy = v, D3 =
le‘fwg, D4 = Mgd%dg)

e Dec: Given the ciphertext ¢ = (D1, Dy, D3, Dy), it
computes the plaintext M = (Mj, Ms) as follows:
My = D3(DT* DY)t and My = Dy(D{?DY?)~ 1.
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V. THE PROPOSED CPAL SCHEME

In this section, we describe our proposed CPAL scheme,
which consists of five parts, System Initialization, Roaming,
User Tracking Algorithm, Anonymous User Linking and User
Revocation. The notations used in the scheme are defined in
Table 1.

TABLE 1
DEFINITION OF NOTATIONS IN THE SCHEME

Notation | Definition

HN home network

FN foreign network

HAC the home authentication center
TLS the trust linking server

VAS the visiting authentication server
MS mobile subscriber

HDPK home domain public key

HDPK, | the initial home domain public key
mkr the master issuing key

mko the master opening key

mkr, the master linking key

ID; the identity of the MS i

SK, signing key of x

VK, public verification key of x
upkrp, user public key of MS ID;
uskrp, user signing key of MS ID;

sk session key between the MS and the VAS

A. System Initialization

Given the security parameter A, the HAC first generates
the bilinear parameters (p, G1, G2, G, e) by running Gen(\).
Then, the HAC chooses g1, g2, 93,9, u,v €g G1, 11 €r Go,
and 71,12,€1,€1,0 € Z;‘,. Next, it computes wy = u™, wy =
02, dy = uft, dy =02, U =1, V=r1and rg = r’.
The HAC also chooses a cryptographic hash function H, where
H : {0,1}* — Zj. After that, the home domain public key

HDPK will be published as:
} 6]

where g1, g2 and g3 will be updated once user revocation
occurs.

Then, the HAC generates the master issuing key mk; = 6,
the master opening key mko = (11, 12, €1,¢€1), and the master
linking key mk;, = (U, V), respectively.

When an MS submits its identity /D, for registering itself
to the HN, the following procedures are performed:

e Step-1. The MS with ID; makes use of a standard
signature technique to generate a signing key SK;p, and the
corresponding public verification key V K;p,.

e Step-2. The MS with ID; chooses z; €pr Z;;, and
then computes upkip, = ¢35 = Z; € Gy and 01, =
Signsk,p, (Register_Req, ID;, upkrp,). Next, the MS send-
s (Register_Req, ID;, upkrp,, 01,;) to the HAC.

e Step-3. The HAC first verifies o1 ; using VKip,. If 01
is valid, the HAC chooses z;,y; €r Z}, and then computes

1
Vii=g5, Xo; =1, and S; = (9195 % Z; ") """ € G, L.

3

G1, Go, e, g, 71, T, U, v

HDPK =
{ wi, w2, dla d?a H7 g1, 92, g3

U there is no revocation event, then S; remains unchanged.

Next, the HAC sends (S;,Y1,i, X2;) to MS ID;.
e Step-4. Upon receipt of (S;, Y1 ;, X2,), MS ID; checks
?
if S; € Gy and e(S;, Xo,r9) ie(lelfilgg_Z*, ry). If
verification is successful, MS I D; accepts the S; and generates
a signature 02 ; = Signsk,, (Si, Y1, X2, upkip,) and
sends o9 ; to the HAC.

o Step-5. The HAC verifies if o3 ; is valid, and then sends
(z;,y;) to MS ID;; then MS ID, generates its user signing
key as

uskrp, = (557” = (9195 g5

A —yi —z #

St = (9195 " 9 )QH'L)

where S¢4"? corresponds to the current home domain public
key HDPK, and Si™ corresponds to the initial home domain
public key H D P K and will be used to update the S{*" when
a revocation event occurs.

e Step-6. MS ID; generates the signature o jyqge,i
Signsk,p, (upkrp,, Y1 g, Yo, = ¥, Xy =
g%, X9 = r1"), and sends 0 juage,; and (upk;, Y2 ;, X1 ;)
to the HAC.

e Step-7. After receiving the message from MS ID;, the
HAC verifies if e(X1,4, ™) = e(g, X24), e(Y1, r1) =
e(g2, Ya;). If verification passes, the HAC appends
(H(g¥), 1Dy, yi, Si, upkrp,, Y14, Yo, X14, Xay,

O Judge,i) to the registration list RegList (Fig. 2) that is built
by the HAC.

1
)6+zi7 Liy Yis Zis

2)

Index Nubmer User Authentication Information

i (H(g"), D, Y, S, upk\q vY1,\ , Yz,\ ’ Xl,\ ’ Xz‘\ ’ O-Jugde,l)

Fig. 2. Registration list of MS ID;

B. Roaming

In this phase, when MS ID; roams from the HN to an
FN, the mutual authentication between MS ID; and the VAS
should be accomplished before the MS accesses the FN.
Note that, the HN and the FNs have established cooperative
relations through the roaming agreements, which makes the
MSs registered in the HN access the FN and obtain the service
provided by the FN during roaming. Therefore, the HDPK
and related information of HN have been transmitted to the
FN in advance. Meanwhile, the VAS makes use of a standard
signature technique to generate a signing key SKy 45 and the
corresponding public verification key V Ky 45. Fig. 3 shows
the access authentication between the MS and the VAS during
roaming, and the detailed steps are described as follows.

e Step-1. MS ID; sends access request to the VAS; the VAS
chooses a random number b € Z,, and computes g°, and then
sends ¢° to the MS.

e Step-2. Upon receipt of ¢°, MS ID; first choos-
es a random number a €r Z,, and computes g“ and
(g®)%; then it generates its authentication message M =
(Homedomain_Namel|Service_Req||g*||timestamp) and
proceeds as follows:

2If there is no update, then SE%" = Sint,
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X, =u” X, =v* X, =SsMw'w/, X, =g"d’d/,y =xamod p, §=x8mod p,

Y, =u"Y,=v"
Y, =e(X,, rl)rx e(w, ro)ira e(w,, ro)irﬁ e(w,, rl)iry

e(w,,) " e(g,. )" e(g,. 1)"

G:(Xl’XZ’X3’X4’h’sa'slf’sy'sd'sx’s 'Sz)' M

C_ Sy} -h _\ySey -h
Y, =ue XY, =V X,

Yy =e(X50)" e(wy W, re(wy T w, )

Y4 — grydlr,ldzf/v st — Xlrxu*fy ,Yﬁ — XZ&V*TO

sk =(g")*
h=HM,X,,... X,.¥,,... Y5, 6%, 9%), s, =1, +ha,s, =1, +hB,s, =1 +hy,
S5 =TIy +hd,s =r +hx,s =r +hy,s, =r,+hz; mod p

e(g,.1,)” e(s, 1,)* (e(X4,1,) [ (g, 1))

Yy =97didy X" Y = XPuT Yy = X
sk =(g%)"

h=H(M, X, , X,, X3, X,,Y,, Y, . Y5, Y, Y5, Y, 9%, 9™)

L Ous = Signsr(VAS (FN _Name| g"[lg* | 9*)

Fig. 3.

MS ID; chooses «, 8 €r Z, and computes X; = u®,
X, = o, X3 = Serwouwl, X, = gvid¢ds, and v =
z;a mod p, § = ;8 mod p.

o Step-3. MS I D; also picks 7o, 78, 7'y, 76, T, Ty, T2 €R L,
and computes

Yi=u"> Yo =0"8
Y3 = e(X3,7r1)=e(wy,rg) "e(wa, m9) "Pe(wy, r) "
e(wz,r1)""e(ga, m1)" v e(gs, )"
Yy=gvdiedy’, Vs = X{"u"", Y = X5 v
3)
e Step-4. In order to generate a signature of M, MS
ID; computes h = H(M, X1, ..., X4,Y1, ..., Y5, g%, g*), and
S¢ = To + ha, sg = rg+hf, s, = ry+ hy, 55 =
rs + hd, sy = 1u + hxy, sy = ry + hy;,, s, =
r, + hz; mod p. Finally, MS ID; generates the signature
o = (X1,X9,X3,X4,h,Sq,58,5y,55, 5z, 8y,52), and then
sends M together with o to the VAS.
e Step-5. Upon receiving the M and ¢ from MS ID;, the
VAS first generates session key sk = (g%)® between MS ID;
and the FN, and then computes

V) =ute XY, =t Xt
Y3/ = e(X3,71)% e(wy "% wy ¥ re)e(w; "5 wy T8, 1y )
e(ga,m1)ve(gs, 1) (e(Xs,79) /e(g1,71))"
Yy = gudind XpM Yy = X Y = X
“4)
Then, the VAS checks if

h;H(MaX17X27X37X47Y{aiféa}/gana}/gaygagb7gab)
®)

If verification is successful, the VAS accepts session key
sk = (g%)® between MS ID; and the FN for subsequent
communication.

e Step-6. After that, the VAS computes a signature oy 45 =
Signsiy .5 (FN_Name||g®||g°||g?®), and sends oy a5 back
to MS ID;.

e Step-7. MS ID; verifies the oy 45 by using V Ky 4. If
verification is successful, it accepts the sk, and can access the

The access authentication between the MS and the VAS during roaming

FN successfully.

C. User Tracking Algorithm

Once a dispute occurs on an access request during roaming,
the CPAL is equipped with an algorithm for tracking the
corresponding user of the disputed access request message.
If a grievant (e.g., an FN), denoted as JUDGE, raises doubts
about one access request, it will ask the HAC to track the
MS’s identity related to the disputed access request message.
The detailed steps are as follows.

e Step-1. The HAC first recovers gy/ as gy/ =
X4 (X571 X5%)~! from the signature of the disputed access
request message. By using a binary search on the RegList, the
HAC finds the y; corresponding to ID; such that H(g¥ ) =
H(g¥") in the RegList. If they match, the HAC retrieves
corresponding upkrp,, Y1, Y2, X1, and Xo ;.

e Siep-2. The HAC chooses 1,52 €r Zj, and then
computes Ko = XX, W; = wu, Wy =
vz, Wiy = XleQCQ, hia = H(O’,U,U,Klg,Wth,ng),
and 51 = ¢ + higmn mod p, s1 = ¢ + hiamz mod
p. After that, The HAC generates a proof (ID;, (P =
Kis,h19,51,52)), and then sends the proof together with
O Judge,is upkjpi, Yl,i» ngi, Xl,i» and X2_’i to JUDGE.

° Step-.?./ JUDGE first verifies 0 judge,s, if it is valid, let

9
! logg]

Ty =1, ', where g/1 is an updated value of g; (if there is
no upgrade, then g; = g1).
e Step-4. JUDGE checks if the following equalities hold:

"
RS —h —h s s —h
{ hia = h(o,u,v, Ky, u® wy "2, 0%2w, "2, X7 X2 K5 '?)

e(Xs(K12) ™", Xamg) = e(n¥i; 27", 1)
(6)
where g, g2, 71, and ry are in the initial home domain public
key HDPK,. If these two equalities hold, it proves that MS
ID; has ever accessed the FN and requested the corresponding

services, and it cannot repudiate that.

2327-4662 (c) 2013 |EEE. Personal use is permitted, but republication/redistribution requires |EEE permission. See
http://www.ieee.org/publications_standards/publicationg/rights/index.html for more information.



10.1109/J10T.2014.2306673, |EEE Internet of Things Journal

JOURNAL OF KIgX CLASS FILES, VOL. 11, NO. 4, DECEMBER 2012

D. Anonymous User Linking

The network operators or service providers that are autho-
rized by the HAC or MS 1D, denoted as AUTLINKER, may
need user’s statistics on the usage of services.

Firstly, the HAC sends the master linking key mk; =
(U, V) to the appointed AUTLINKER. Assume that the AUT-
LINKER has collected some of signatures and the correspond-
ing messages in the previous access of MS ID;, e.g, two
pairs of signatures and messages, (a/7 M) and (a/, M /). The
AUTLINKER first checks if the signatures are valid. If so,
using mkj, it computes

Q1 = e(Xy, 1) (e(X1,U)e(Xa, V)
’ ’ ’ -1 (7)
Qg = 6(X4 ,7"1)(6(X1 ,U)G(XQ ,V))
If QO = Qo, it manifests that these signatures and the

corresponding messages generated by the same MS registered
in the HN, while MS’s identity will not be revealed.

E. User Revocation

User revocation can be executed when any illegal or excep-
tional events occur, e.g., MS’s secret key has been compro-
mised, the punishment for defaulting MS, etc. In our CPAL,
the user revocation is realized by implementing two key update
algorithms, i.e., HDPK_Update and usk_Update.

First of all, a revocation event counter C is defined, which
is increased by one when a new revocation event occurs. If a
set of keys need to be revoked for one revocation event, let
the initial home domain public key be

HDPKO { Gl’ (Gz’ €, g7 r1, Te, U, UV }

w1, wa, d17 d27 Ha g1, 92, g3
The HDPKj can be further expressed as

HDPKy = (A, g1, 92, 93),

where A = (Gq, Gao, e, g, 11, 79, u, v, w1, we, dy, da,
H), and A does not change regardless of revocation.
Let the current home domain public key be

HDPKc_1 = (A, ¢,, gb, g5)

Meanwhile, assume that there are x MSs which correspond
to xk keys to be revoked, and then the user revocation list
URL is formed as

1 1
URL = {Pin = g/ " Poan = g5 " Pan =

g?jH—mC)n s Z’C,n'n =1,.., ’%C}'

Then, HDPK_Update and usk_Update are executed as
follows:

e« HDPK_Update is used to update an HDPK. To up-
date the current HDPK~_1 to the latest HDPK,
HDPK_Update works as follows:

As mentioned before, in order to update HDPK, we only
need to update g1, go, g3. Therefore, the HAC computes

"

91 =9 [ Pn=g'"®

1"

92 = 9o 15, Pop = go'™?

"

95 =931y Psn = g3'*?

where ¢ = 35 Y00, T
The latest HDPK¢ = (A, g7, 94, 94).

e usk_Update that is used to update a user’s signing
key. To update a user signing key from usklcg 1 =
(S;, @i Ly, z, Si™) to the latest usk{, =
(Ssvry @y Ly, oz, SI™), usk_Update works as

follows:

By using URL and HDPK ¢, it computes

®)

1
Kon = [(Pmpzjgip?;;i) (5m>—1] o ()

K2

(z; # xo,n for any n=1,...,x).

cur ’ K " =Y ", —2z ﬁ
S; :SiH"ﬂKc,n:(m(gz) (95) ) (1~0)

F. Discussion

So far we have introduced the CPAL in detail, which can
provide anonymous user linking function. In this section, we
further discuss some applications related to CPAL.

TABLE I
USER SERVICE USAGE LIST

This article has been accepted for publication in afuture issue of thisjournal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI

\ YYYY/MM/DD Service Length (Min) Billing ($) = ...
o1, My 2013/12/16 Type 1 10 10
o2, Mo 2013/12/08 Type 2 20 4
o3, M3 2013/12/08 Type 3 30 15
o4, My 2013/12/02 Type 1 5 5
o5, Ms 2013/11/30 Type 3 60 30
2013/11/15 Type 4 120 20

o6, Mg

1) User Service Query in the Foreign Network: When
a user wants to check its own service usage in a foreign
network, firstly, the user can acquire the master linking key
mkr, = (U, V) from the TLS. Assume that the foreign network
has built a service usage list, and an example is shown in
Table II. The first column is collected signatures and the
corresponding messages in the previous access of MSs. The
second column and third column are date and service type,
respectively. The fourth column and fifth column are service
time and billing. After the user accesses the FN, it can check
its own service usage by searching this list. The user gets
some signatures according to the corresponding conditions,
e.g., service type is type I and access date are 2013/12/16
and 2013/12/02, thus the user can get (o1, M7) and (o4, My).
Then, the user can execute the algorithm in section V-D by
using mky,. If (o1, M7) and (o4, My) all belong to this user,
the user can look up its own total service time and billing of
service type 1, while its identity won’t be revealed. Besides,
more specific applications with the anonymous user linking
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function can be further developed according to the needs of
users or service providers.

2) Application Scenario: The term “roaming” originates
from the Global System for Mobile Communications (GSM),
referring to the extension of connectivity service in a location
that is different from the home location where the service was
registered. In particular, roaming is the ability for a cellular
user to automatically make and receive voice calls, send and
receive data, or access other services, including home data
services, when traveling outside the geographical coverage
area of the home network, by means of using a visited network.
With the development of wireless communications, the con-
cept of roaming can be extended to the emerging paradigm of
networking, e.g., Internet of Things (IoT), VANET, e-Health,
etc. When these users want to access a foreign network which
is different from the home network where the service was
registered, CPAL can be applied to the access process to
provide security and privacy preservation. In this sense, CPAL
has universality and is suitable for a variety of application
scenarios.

VI. SECURITY ANALYSIS

In this section, we analyze the security properties of the
proposed CPAL scheme. In particular, following the security
and the privacy preservation goals discussed earlier, our analy-
sis will focus on how the proposed CPAL scheme can provide
strong anonymous mutual authentication and key agreement,
efficient user tracking, user revocation, and anonymous user
linking functions.

o The proposed CPAL scheme can provide strong anony-
mous mutual authentication and key agreement.

(1) When MS ID; roams from the HN to an FN,
it sends access request to the VAS. The VAS
chooses a random number b €p Z;, computes gb,
and sends ¢ to the MS. MS ID; first chooses
a random number a €pr Z; and computes g%
then it generates authentication message M
(Homedomain_N ame||Service_Req||g®||[timestamp).
Next, MS ID; uses its uskrp, to generate the signature
o = (X1,X2,X3,X4,h,54,58, Sy, 85, Sz, Sy, 5), and
then sends M together with ¢ to the VAS. When the VAS
receives M and the corresponding o, it first computes

sa XMy, = uss X h
u 1 Y2 =V 2

e(g2,m1)°ve(gs, 1) (e()fzsa ro)/e(g1, Tl))h

! 5o 75 — S — ! Sy —
Yy =godi*dy’ X" Ys = X{rum*Ye = X5rv™®

(11)
Then, the VAS checks

h;H(MaXlaXQaX37X4aY{a}éa}évyzl»ygvyt‘:vgbvgab)

(12)
If it holds, the VAS is able to authenticate MS
ID;, but the VAS just knows that the MS belongs
to the HN without revealing the identity of the M-
S. Then, the VAS computes a signature oy ag
Signsicy 15 (FN_Namel|g®||g"||g°®), and sends oy s

e(X3,71)%e(wy ~*awy *7  rp)e(wy ~5 we 755 1)

to MS ID;. MS ID; verifies the oy a5 by using V Ky ag.
If the verification is successful, it accepts the VAS, and
can access the FN successfully.

The VAS chooses a random number b €pg Z; and
computes ¢°, then it sends g® to MS ID;. MS ID; first
chooses a random number a €r Z; and computes g“
an (g)%; then it generates authentication message M =
(Homedomain_Namel||Service_Req||g®||timestamp)
and generates the signature o; then the VAS
generates session key sk (g*)® between MS
ID; and the FN for subsequent communication.
After that, the VAS computes a signature
ovas Signsic, »s(FN_Name||g*||¢"|lg**), and
sends oy 45 to MS ID,;. MS ID; verifies the oy 45 by
using V Ky ag. If verification is successful, it accepts
the sk, and can access the FN successfully.

2

e The proposed CPAL scheme can provide an efficient user
tracking function.

Once a dispute occurs on an access request during roaming,
the CPAL is equipped with an algorithm for tracking the
corresponding user of the disputed access request message.
If a grievant (e.g., an FN), denoted as JUDGE, raises doubts
about one access request, it will ask the HAC to track the
MS’s identity related to the disputed access request message.
According to section V-C, JUDGE can track the corresponding
MS ID; by checking if the following equalities hold:

{ hi2 < ho,u, v, Kig, u® w2, v52wy M2 X5 X52 K 5"2)
? 11

e(X3(Ki2) ™, Xzﬂ“e):e(glyulzi L)
(13)
where g, g2, 71, and 7y are in the initial home domain public
key HDPK,. If these two equalities hold, it proves that MS

ID; has ever accessed the FN and requested the corresponding
services, and it cannot repudiate that.

This function can overcome the drawback existed in the
previous schemes based on the pseudonym system or con-
ventional group signature technique, i.e., it iS necessary to
trust the HAC, and the grievant cannot validate whether the
identity revealed by the HAC is real. However, with CPAL, the
grievant does not need to trust the HAC and can validate the
real identity of the corresponding user of the disputed access
request message itself.

e The proposed CPAL scheme can provide an efficient user
revocation function.

User revocation can be executed when any illegal or
exceptional events occur, e.g., MS’s secret key has been
compromised, the punishment for defaulting MS, etc. In our
CPAL, the user revocation is realized by implementing two key
update algorithms, i.e., HDPK_Update and usk_Update.
By executing algorithms HDPK_Update and usk_Update,
the user revocation can be executed efficiently. Particularly, the
user revocation can revoke a group of users simultaneously.

Correctness: The correction of algorithms in section V-E
can hold based on the following two equations.
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In addition, the exposure problem of user status history can
be resolved in the proposed CPAL, because the MS’s secret
key to be revoked and published is independent of the its
linkage information.

e The proposed CPAL scheme can provide anonymous user
linking.

The network operators or service providers that are autho-
rized by the HAC or MS ID;, denoted as AUTLINKER,
may need user’s statistics on the CPAL of services. Firstly,
the HAC sends the master linking key mkr = (U, V) to the
appointed AUTLINKER. Assume that the AUTLINKER has
collected some of signatures and the corresponding messages
in the previous access of MS I D;, e.g, two pairs of signatures
and messages, (O'/, M) and (a/, M /). The AUTLINKER first
checks if the signatures are valid. If so, using mkyp, If Q; =
o, it manifests that these signatures and the corresponding
messages generated by the same MS registered in the HN,
while MS’s identity will not be revealed.

In order to evaluate the ability of privacy preservation for
user access authentication during roaming, we define three
levels of user privacy, which are required for achieving authen-
tication, anonymity, and authorized anonymous user linking
(AAUL), respectively, as shown in Table III. As discussed
before, the AAUL function makes the privacy preservation of
user more flexible. Any authorized entities including the MS
itself can use this function to develop personalized applications
while guaranteeing the identity of the user will not be leaked.

TABLE III
DEFINITIONS OF THE ABILITY OF PRIVACY PRESERVATION

Authentication ~ Anonymity =~ AAUL
Level 1 v X X
Level 2 v v X
Level 3 v v v

Furthermore, the comprehensive comparisons of properties
among the existing secure roaming schemes are shown in
Table IV. From Table IV, we can see that our CPAL satisfy
all security requirements in roaming services, have the level
3 ability of privacy preservation, which cannot be reached by
other secure roaming schemes.

VII. PERFORMANCE EVALUATION

In this section, we evaluate the performance of the proposed
CPAL scheme in terms of communication overhead and com-
putation cost.

A. Computation Cost

In this section, we mainly compare our CPAL scheme
with the existing two strong anonymous schemes [24], [25]
rather than all secure roaming schemes, because other schemes
do not have strong user anonymity. We first evaluate the
computation cost during roaming since this part might impact
on the performance of the whole roaming service.

In the proposed CPAL scheme, the pairings
e(wy, rg) ", e(wa,79) "8, e(wy, 1) ", e(wa,r1) "7,
e(g2,71)"™,e(gs,r1)™> can be precomputed and stored
by MSs. During roaming, the VAS first computes ¢° to
require the access request message of MS, it requires 1
exponentiation operation in G;. Then, the MS generates
an access request message M, it requires 2 exponentiation
operations in G; to compute ¢g* and ¢?*. Next, in order
to compute Xi,Xo, Xs3,Xy4, 7,0, Y1,Y5,Y3 Y, Y5 Y,
and generate the signature, 2 exponentiations in G; and
10  multi-exponentiations (1  multi-exponentiation~1.25
exponentiation [43]) are required. The MS can cache
e(SCur ry) instead of evaluating a pairing for each
generation of a signature, e(X3,71) can be computed by
e(5 r)e(wr, r1)®e(ws, )P, therefore, this step requires
no pairing computation. In order to verify the signature
of the MS, it requires 7 multi-exponentiations and 1
pairing computation, since the VAS can derive Y; by merging
e(X3,71)% and e(X3,7¢)" and e(X3,71%279") and evaluating
one pairing. The hash computation and the multiplication are
considered negligible compared to exponentiation and pairing
operations. Finally, the VAS also needs to compute the
sk = g which requires 1 exponentiation operation in Gj.
Denote the computation costs of an exponentiation operation
in G; and multi-exponentiation, and a pairing operation in
Gr by C., Cpe and C,, respectively. According to [24],
[25], we present the computation cost comparison of CPAL,
scheme [24] and Priauth [25] during roaming in Table V.

TABLE V
COMPARISON OF COMPUTATION COST DURING ROAMING
ms CPAL scheme [24] Priauth [25]
MS 3Ce + 10C e 2C. + 2Cme + 20, 5C. +4Cme +2C,
VAS Ce+7Cme +Cp 2C. + Cme + Cp 5C. + 3Cme + 20,
Total 25.25C. + C) 8.75C.+3C) 15.75C.+4C),

From Table V, the computation costs of an MS and the
VAS are 3C, 4 10C}y,c, and C, + 7Cype + C,, in the proposed
CPAL scheme; in [24], totally for the MS and the VAS, the
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TABLE IV
COMPARISONS OF PROPERTIES AMONG THE EXISTING SECURE ROAMING SCHEMES

Scheme \ TOC SRR UNI NOP NOR SUA URF APP JRD
CPAL Public Yes Yes 2 3 Yes Yes Level 3 Yes
EAP-based Symmetric  Partially = No 3 6 No No Level 1 No
SFRIC [41] Public Partially No 2 3 No No Level 1 No
Scheme [37] Hybrid Partially = Yes 3 5 No No Level 1 No
Scheme [38] Hybrid Partially =~ Yes 3 6 No No Level 1 No
Scheme [24] Public Partially = Yes 3 3 Yes Yes Level 2 No
Priauth [25] Public Yes Yes 2 3 Yes Yes Level 2 No

TOC: type of cryptosystem; SRR: security requirements of roaming service; UNI: universality; NOP: the number of parties; NOR: the number of rounds;
SUA: strong user anonymity; URF: user revocation function; APP: the abilities of privacy preservation; JRD: efficient joining and revocation function for

dynamic membership.

computation costs are 2C.+2C),.+2C),, and 2C.+Cy,c+C)p,
respectively; for Priauth [25], the computation costs of an MS
and the VAS are 5C, 4 4C,e +2C), and 5C, 4 3Che + 205,
respectively.

Once a dispute occurs on an access request during roam-
ing, the user tracking algorithm requires only 1 multi-
exponentiation in G; and a binary search. If a key-update by
revocation is considered, since g¥¢ does not change regardless
of revocation, the user tracking algorithm can directly deter-
mine the corresponding MS and thus minimize the computa-
tion. Judging a proof output by our user tracking algorithm
requires 3 multi-exponentiations and 2 pairing computations.
There is no the user tracking function in scheme [24] and
Priauth [25].

Once anonymous user linking is required, the linking algo-
rithm computes 6 pairing operation for two given signatures
o and o . If the linking test needs to be executed for a fixed
link index e(X4,71), then only two pairing computations for
e(X,U)e(X,, V) are required for each new signature. In the
proposed CPAL scheme, all revoked MSs must update their
secret signing keys. Let n be the number of revoked MSs.
This updating requires 3n multi-exponentiations in G; in our
scheme. There are no the anonymous user linking function
in scheme [24] and Priauth [25]. Therefore, we present the
computation cost comparison of CPAL, scheme [24] and
Priauth [25] excluding the roaming in Table VI.

TABLE VI
COMPARISON OF COMPUTATION COST EXCLUDING THE ROAMING
ms CPAL scheme [24] | Priauth [25]
User tracking 4Cme+2C)p N/A N/A
Anonymous user linking 6C), N/A N/A

From Table VI, we can see that there are no values in
scheme [24] and Priauth [25], because there are no the
corresponding functions in scheme [24] and Priauth [25].

According to [44], in order to study the computation costs,
the experiments are conducted with PBC [45] and MIRACL
[46] libraries running on a 3.0 GHz-processor 512 MB-
memory computing machine. The experimental results indicate
that a single exponentiation operation almost costs 12.4 ms,
and the corresponding pairing operation costs 20 ms. With
the exact computation costs, we can conclude that the total
computation costs of CPAL, scheme [24], and Priauth [25]

are 313.1 ms, 168.5 ms, 275.3 ms, respectively. The compu-
tation costs of the user tracking and anonymous user linking
algorithm are 102 ms and 120 ms, respectively. We can find
that the computation costs of our CPAL scheme with access
linkability is only larger 37.8 ms than that of Priauth [25], but
can provide user tracking, anonymous user linking, joining
and revocation function for dynamic membership that other
schemes do not have.

B. Communication Overhead

We focus on the communication overhead during roaming
since this part might impact on the performance of the whole
roaming service.

In order to evaluate the transmission cost, assume that the
transmission cost between the MS and the HAC is 1 unit. Let
the transmission cost of an authentication message between
the MS and the VAS be « unit, and between the VAS and the
HAC be [ unit, respectively. Since the VAS locates the FN
which is far away from the HAC, § > «. We compare the
transmission cost of CPAL with that of the existing schemes
as shown in Table VII.

TABLE VII
COMPARISON OF COMMUNICATION OVERHEAD

Scheme Trvs—vast | Tvas—mac”

CPAL 3c 0
EAP-based 4o 2
SFRIC [41] 3c 0
Scheme [37] 3a 25
Scheme [38] 4o 258
Scheme [24] 3c 0
Priauth [25] 3a 0

1The authentication transmission cost between MS and VAS
2The authentication transmission cost between VAS and HAC

Table VII shows the transmission overheads of the reference
schemes. From Table VII, our CPAL, scheme [24], Priauth
[25], and SFRIC [41] need to transfer authentication 3 mes-
sages between the MS and the VAS without any communica-
tion between the VAS and the HAC. Jiang’s scheme [37] need
to transfer 3 authentication messages between the MS and the
VAS, and 2 authentication messages between the VAS and the
HAC. Scheme [38] and EAP-based schemes need to transfer
4 authentication messages between the MS and the VAS, and
2 authentication messages between the VAS and the HAC.
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In addition, we compare our proposed CPAL scheme with
the conventional EAP-based schemes. We consider the follow-
ing two cases in the EAP-based schemes

(i) The VAS must fetch the fresh authentication vectors from
the HAGC;

(ii)) The VAS has the fresh authentication vectors already.

In the case (i), there are 4 messages between the MS and
the VAS, and there are 2 messages between the VAS and HAC
during one authentication procedure. The transmission cost of
EAP-based schemes is

Trpap_1 = da + 25. (16)

In the case (ii), since the VAS has the fresh authentication
vectors already, it does not need to communicate with the HAC
any more. Thus, the transmission cost of EAP-based schemes
is

Teap—2 = 4o (17)

However, in the proposed CPAL scheme, there are only
3 messages between the MS and the VAS during one au-
thentication procedure. Therefore, the transmission cost of the
proposed CPAL scheme is

Tepar = 3a. (18)

Suppose that the VAS fetches n authentication vectors
during the authentication procedure. The average transmission
cost of the EAP-based schemes is

1 n—1
Tpap = ETEAP—l +
_ 8an+2f
= - )

Trap—2
(19)

We define a transmission improvement rate 7'/ R to evaluate
the improvement of the proposed CPAL compared to the EAP-
based scheme.

The definition of transmission improvement rate T/ R is as
follows

Tpap —Topar _ S5an+20
TEAP 8an + 25 '

From the definition of 7'/ R, we know that the bigger the T/ R
is, the smaller the transmission cost of our proposed scheme
is.

Fig. 4 plots the transmission improvement rate 7' R varying
with the number of authentication vectors »n, and the value «
that stands for the message transmission cost between the MS
and the VAS. As can be seen from Fig. 4, at the beginning, the
TIR is maximum (approximate to 1); when the size n of au-
thentication vectors increases, the 11 R decreases, then reaches
0.65 and tends to be stable. This is because in the initial stage,
the VAS must communicate more frequently with the HAC to
obtain fresh authentication vectors in the EAP-based schemes.
Moreover, when the authentication message transmission cost
a between the MS and the VAS increases, similarly, T1R
will decreases and then attains to stability. The T'I R is always
greater than 0.65, which manifest that the communication cost
of CPAL is less than that of EAP-based schemes. The reason
is that the proposed CPAL scheme does not need the message
exchanging for getting authentication vectors between the VAS

TIR =

(20)

10

0.95
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0.95 |
0.94 0.85
0.85
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0
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Fig. 4. Transmission improvement rate 7T/ R

and the HAC, thus it avoids the additional communication
overhead of obtaining authentication vectors.

VIII. CONCLUSION AND FUTURE WORK

In this paper, we have proposed a conditional privacy-
preserving authentication with access linkability for roaming
service, named CPAL, which can provide multi-level privacy
preservation for the emerging paradigm of networking, such as
the IoT. Particularly, the proposed CPAL can make authorized
network operators or service providers link all the access
information of the same user for statistical purposes, but they
cannot know who the user is, what the current membership
status of the user is, and the history of the user joining and
revocation. Through extensive analysis, we demonstrate that
CPAL resists various security threats, and provides more flex-
ible and elaborate privacy preservation including user tracking,
anonymous user linking, joining and revocation function for
dynamic membership. In addition, performance evaluations
demonstrate its efficiency in terms of communication and
computation overhead. For the future work, we will study the
possible behavior by internal attackers and extend the CPAL
scheme to effectively resist such attacks. In addition, we will
design the lightweight secure and privacy-preserving scheme
supporting very large group of IoT devices.
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