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Abstract—In this paper, risk-aware cooperative spectrum ac-
cess schemes for cognitive radio networks (CRNs) with multiple
channels are proposed, whereby multiple primary users (PUs)
operating over different channels choose trustworthy secondary
users (SUs) as relays to improve throughput, and in return
SUs gain transmission opportunities. To study the multi-channel
cooperative spectrum access, cooperation over single channel is
investigated first, which involves a PU selecting the suitable SU
and granting a period of access time to the selected SU as a
reward, considering trustworthiness of SUs. The above procedure
is modeled as a Stackelberg game, through which access time
allocation and power allocation are obtained. Based on the above
results, cooperation over multiple channels is studied from the
perspectives of the primary network and secondary network,
respectively. Two schemes are proposed accordingly: the primary
network-centric matching (PCM) scheme and the secondary
network-centric cluster-based (SCC) scheme. In PCM scheme,
cooperating SU for each channel is determined to maximize the
total utility of the primary network, which is formulated as a
maximum weight matching problem. In SCC scheme, SUs first
form a cluster to share the channel state information (CSI), and
the best SUs are selected for cooperation with PUs over different
channels to obtain the maximum aggregate access time for the
secondary network. Then, SUs share the obtained resource using
congestion game and quadrature signalling. Numerical results
demonstrate that, with the proposed schemes, PUs can achieve
higher throughput, while SUs can obtain longer average access
time, compared with the random channel access approach.

Index Terms—Cognitive radio, stackelberg game, congestion
game, maximum weight matching.

I. INTRODUCTION

ITH the rapid growth in wireless applications and
Wservices, the demand for the spectrum is also rising
dramatically, which is increasingly difficult to meet due to the
scarcity of spectrum resources. Currently, spectrum is assigned
to licensed users on a long term basis to avoid interference
among different wireless systems. However, it is recognized
that the licensed spectrum is underutilized since licensed users
typically do not fully utilize their allocated spectrum most of
the time [1] [2]. On the other hand, unlicensed users are being
starved for spectrum availability. To cope with such a dilemma,
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cognitive radio has been introduced to enhance spectrum
utilization by enabling unlicensed users to opportunistically
utilize the spectrum bands [3]-[6]. In cognitive radio net-
working, licensed users and unlicensed users are referred to as
primary users (PUs) and secondary users (SUs), respectively.
Traditionally, SUs need to identify idle spectrum bands (or
spectrum holes) via spectrum sensing before commencing
transmission [7] [8]. However, spectrum sensing is energy-
consuming and may not be accurate due to channel fading or
shadowing. Moreover, the SU has to terminate the ongoing
transmission once it detects that the spectrum band is re-
occupied by a PU, making SU’s transmissions highly dynamic
[9] [10].

To deal with the aforementioned issues, cooperative spec-
trum access has been proposed in cognitive radio networks
(CRNs) [11]-[16], whereby SUs cooperate with PUs to im-
prove latter’s transmission performance, and in return gain
transmission opportunities. Therefore, both PUs and SUs can
benefit from cooperation, which creates a win-win situation.
With such cooperation between PUs and SUs, cognitive ra-
dio network has also been referred to as cooperative CRN
(CCRN). Unlike the sensing based spectrum access, where
SUs are transparent to PUs, the presence of SUs can be
recognized by PUs in CCRN. In [11], the PU leases a
fraction of access time to SUs in exchange for cooperation
to increase the transmission rate, and during the rewarding
time the SUs transmit simultaneously by selecting suitable
transmission power. In [12], SUs cooperate to improve the
PU’s transmission rate and share the rewarding resource via
a payment mechanism. A two-phase cooperation scheme is
proposed in [13], whereby the PU transmits its signal to the
SU in the first phase, and then the SU decodes the received
signal and superimposes it with its own signal to broadcast
in the second phase, using different power levels. In [16],
different cooperation schemes are proposed, whereby the PU
can cooperate with trustworthy SUs to enhance its security
level and SUs can gain transmission opportunities.

However, all the above works only consider cooperation at
the transmission link, i.e., one pair of PU and SU(s), which
might not be sufficient to exploit the cooperation benefits in
the whole network. This is because there exist multiple links in
the network, which causes competition among PUs when they
choose SUs. In [17], the authors consider multiple PUs per-
forming cooperation with multiple SUs in the network, where
the transmission of PUs are divided into different frames
and different pairs of PU and SU perform cooperation over
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different frames. However, it is still limited to a single channel.
In practice, a system usually consists of multiple channels,
allowing users to communicate simultaneously. Therefore, a
more realistic scenario is that cooperation among multiple PUs
and multiple SUs could be performed over different channels
simultaneously. However, the existing solutions might not be
applicable, since they are designed either for one pair of PU
and SU or multiple PUs and multiple SUs over one channel.
Moreover, it is often assumed that SUs are well-behaved
during cooperation. When there exist some dishonest users, or
even malicious ones, those SUs can participate in cooperation,
and hence cooperation may incur risks.

In this paper, we make an effort to facilitate cooperation
for multi-channel CRNs, where PUs operating over different
channels cooperate with SUs to improve throughput and grant
rewarding access time to cooperating SUs for their own
transmission. To study the multi-channel case, cooperation
over single channel is studied first, which is modeled by
Stackelberg game. To evaluate the risk of cooperation with
certain SU, the concept of trust value is integrated into the
game. By analyzing such a game, the cooperation param-
eters for a pair of PU and SU can be obtained, e.g., the
access time allocation coefficient of the PU and the optimal
transmission power of the SU. Based on the outcome of the
Stackelberg game, cooperation over multiple channels in the
network is studied to maximize the total network utility from
different perspectives. From the perspective of the primary
network, the objective is to maximize the PUs’ aggregate
throughput of different channels. From the perspective of the
secondary network, the objective is to maximize the aggregate
rewarding access time of different channels. Two schemes are
proposed accordingly: the primary network-centric matching
(PCM) scheme and the secondary network-centric cluster-
based (SCC) scheme. In PCM scheme, cooperating SUs over
each channel are determined to maximize the total utility
of the primary network, which is formulated as a maximum
weight matching problem. In SCC scheme, to better exploit
transmission opportunities, SUs first form a cluster based
on geographic locations, perform cooperation with PUs to
obtain the transmission opportunities over different channels
using the approach for single channel case, and then share
them. To obtain the maximum aggregate access time, the
best SUs for cooperation with PUs over different channels
are determined using maximum weight matching. To share
the obtained access channels with different rewarding time
fairly, SU follows an approach using congestion game and
quadrature signalling. Specifically, active SUs, which partic-
ipate in cooperation with PUs as relays, stay in the current
operating channel and employ the in-phase component of
quadrature amplitude modulation (QAM) for transmission;
while inactive SUs, i.e., other SUs which are not selected
as relays, choose access channels for their own interests by
following Nash Equilibrium (NE) of the congestion game and
employ the quadrature component of QAM for transmission.
By employing quadrature signalling, the active and inactive
SUs can access channels simultaneously without interference
with each other [18]. With congestion game, each inactive
SU can gain certain transmission opportunities, and more
importantly, in a fair way.
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Figure 1. Cooperative cognitive radio network with multiple channels

The contributions of this work can be summarized as
follows. First, we study cooperation for multi-channel CRNs;
and we argue that the existing single channel results are
inefficient when applying to multi-channel scenarios. Second,
we integrate the trustworthiness of SUs in the cooperation
to facilitate the design of risk-aware schemes. Third, coop-
eration over multiple channels is studied to maximize the
total utility of the primary network using maximum weight
matching. Finally, a cluster-based approach for SUs to exploit
transmission opportunities over multiple channels is proposed,
which integrates congestion game with quadrature signalling
for cluster members to access the rewarding resource.

The remainder of the paper is organized as follows. The
detailed description of the system model is given in Section
II. Cooperation over single channel and multiple channels are
studied in Section III and Section IV, respectively. Concluding
remarks are provided in Section V.

II. SYSTEM MODEL

This section presents the details of the cooperative cognitive
radio networking model under consideration, together with the
main system parameters, shown in Table 1.

A. MAC Layer

As shown in Fig. 1, the system consists of two components,
the infrastructure-based primary network and the ad hoc sec-
ondary network. The primary network with multiple channels
(K channels) allows K PUs to transmit data simultaneously.
Each PU communicates with the base station (BS) over one
channel in a time slot with length 7', and the PU over
a ceratin channel can be indicated by the channel index,
e.g., PU; denotes the PU operating over channel j, where
j €41,2,..., K}.In the secondary network, SUs transmit data
to the corresponding receivers. Motivated by the poor quality
of the primary link or large volume of data transmission
requirement, PUs may seek for the opportunities to cooperate
with SUs to increase the throughput. For cooperation, one
PU selects one SU as a relay which adopts the Amplify-
and-Forward (AF) mode [19] to forward the PU’s message
to improve the throughput. In return, the PU grants a period

IThe analysis for Decode-and-Forward (DF) mode is similar to that of AF
mode. Hence, we only focus on AF cooperative scheme in the paper.
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Table T
THE MAIN NOTATIONS.

| Symbol ‘ Description
N The set of SUs in the cluster, [N] = N
M The set of inactive SUs in the cluster, |M| = M
K The set of channels in the network, || = K
ai(j) The access time allocation coefficient when the PU on channel j cooperates with SU;
U[; () The utility function of the PU on channel 7 when cooperating with SU; in Stackelberg game
UL(®5) The utility function of SU; when cooperating with the PU on channel j in Stackelberg game
Pi(%) The transmission power of the PU on channel j when cooperating with SU;
his(j) | The channel gain from PU; to SU;
hpo(j) | The channel gain from PUj to the base station
Y The channel gain from SU; to the base station
hi The channel gain from SU; to the corresponding secondary receiver
P; The transmission power of SU;
Tr; The trust value of SU;
v, The duration of the rewarding access time of channel ¢
Uij The utility of SU; in the congestion game
ng The total number of inactive SUs choosing channel ¢ in congestion game
¢(ng) The share of channel 7 which each SU selecting that channel can obtain
n(S) The congestion vector corresponding to strategy profile .S

of access time as a reward to the cooperating SU. Specifically,
for a given channel, e.g., channel j, the cooperation between
PU; and SU; is carried out in the following way. A fraction
a;(j) of the time slot duration 7' (0 < ay;(j) < 1) is used for
cooperative communication. Note that for ;(j), ¢ corresponds
to SU; and j corresponds to channel j or PU;. In the first
duration of %, PU; transmits data to SU;, and in the
subsequent duration of #, SU; relays the received data
to BS. In the last period of (1 — «;(j))T, which is the
rewarding time, the cooperating SU, transmits its own data
to the corresponding secondary receiver. A common control
channel is assumed for exchanging information among PUs,
SUs, and BS (e.g., CSI), and for delivering the decision of the
PUs to the secondary network.

B. Physical Layer

The channels between nodes are modeled as rayleigh block-
fading channels, constant within each slot and varying over
different slots. The channel gains from PU; to BS, from PU;
to SU;, from SU; to BS, and from SU; to its corresponding
secondary receiver are denoted by hpy(j), hi.(j), hi,, and
h?, respectively. Similar to [11]-[13], [20], the channel state
information (CSI) is assumed available in the system, which
can be obtained by periodical pilots. The bandwidth for each
channel is W. For cooperation, PU; chooses power P!(j)
for the transmission from PU; to SU;. SU; is constrained to
spend the same power P! for both the cooperation and its own
transmission so as to ensure that SU; spends at least the same
power for cooperation as which it is willing to spend for its
own transmission. The one-sided power spectral density of the
independent additive white Gaussian noise is Np.

C. Security Threats

If all the SUs are well-behaved, both PU and SU can
benefit from their cooperation. However, when there exist
some dishonest or malicious SUs, the normal operation of

CCRN cannot be guaranteed. Specifically, the following secu-
rity issues arising in CCRN need to be considered.

During cooperation, the malicious SUs can alter the packets
from the PU or fabricate packets and then forward them to
the destination. A legitimate SU may be compromised and
misbehaves when it is selected to cooperate with the PU,
e.g., it may launch black or grey hole attack, etc. A dishonest
SU may not obey the cooperation rule during cooperation to
pursue more self-benefits, e.g., it may transmit its own packets
instead of relaying the packets from the PU. Moreover, con-
sidering the mobility of SUs, the malicious or dishonest SUs
may misbehave at one place and then move to other places.
Since there is no record of the past behaviors, these users can
have the same opportunity to be selected to cooperate with
the PU, and then continue to harm the system. As a summary,
we list the potential misbehaviors in CCRN as follows.

1) Selfishness: the cooperating SU may choose a lower
transmission power than the expected one during cooper-
ation or it just chooses not to forward the PU’s message
to save energy.

Maliciousness: the malicious SU may delete, modify or
replace the bits in the DF mode. In AF mode, it may
intentionally add some jamming signals to corrupt the
PU’s signal.

Dishonesty: the dishonest SU may provide fake CSI to
gain transmission opportunities.

2)

3)

Without considering these security threats, the PU may choose
an untrustworthy SU for cooperation, which may cause the
failure of cooperation and degrade the QoS of PUs.

III. COOPERATION OVER SINGLE CHANNEL

In this section, we will discuss the cooperation between
a PU and an SU over channel j. Since we focus on a single
channel, for ease of presentation, the channel indices in related
notations are omitted, e.g., a;(j) becomes o, A, (j) becomes
h;s, and so on. Due to the poor channel condition or the traffic
requirement, the PU may desire higher throughput which the
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direct transmission cannot achieve. In this case, the PU can
choose an SU to act as a cooperating relay to increase its
throughput, while in return grant a period of access time to
the SU. Therefore, the cooperation can be performed on a basis
of mutual benefits, where the PU can increase its throughput
while the SU can gain transmission opportunities. To evaluate
the risks of cooperation, trust value is applied and the above
cooperation procedure is modeled using Stackelberg game. In
such a game, the utilities of both the PU and the SU are
presented and analyzed. By analyzing the game, the close-
form solutions for the players’ best strategies are derived,
which constitute the Stackelberg equilibrium.

A. Trust Computational Model

In an unfriendly environment, the aforementioned security
issues may rise, which cannot be well mitigated by means of
cryptographic methodologies [21]. Thus, trust and reputation
system is applied to address these issues [22]. Specifically,
trust values are assigned to SUs and utilized to evaluate the
behaviors of SUs. The primary system maintains a table for
recording identities and the corresponding trust values of its
one-hop neighboring SUs. In addition, BS keeps the trust
values of all SUs in its domain. Each time after cooperation,
the behavior of the selected SU will be evaluated and the trust
value will be updated accordingly. Then, the trust value will
be exchanged periodically between the PUs and the BS.

We use a Bayesian framework [23] [24] to evaluate the
trust values: each entity is assumed to behave well with
probability p, and misbehave with probability (1 — p), i.e.,
the behavior of the entity follows a Bernoulli distribution.
Through a series of observations, a posteriori probability can
be derived to estimate the future behaviors of the entity.
Posteriori probabilities of binary events can be represented as
the beta distribution. An expression of the probability density
function (PDF) f(p|k,¢) in terms of the gamma function I" is
given by:

RGeS
()T "
where p is the estimate of p, and x, ¢ are the two parameters.
The expectation of beta distribution is given by F(p) = ﬁ,
which can be used to represent the trust value of the relevant
entity.

In our system, a malicious or dishonest SU; behaves well
with probability p; and misbehaves with probability 1 — p;.
In order to estimate the trustworthiness of SUs, BS needs
to observe the ongoing transmission and evaluate the activ-
ities of SUs according to the received signals. To determine
whether the relaying SU misbehaves or not, one approach is to
utilize tracing symbols, which are known at both the source
and the destination [25] [26]. Another way is based on the
correlation between signals received from the source and the
relay [27]. In addition, the misbehavior can also be detected
based on the success or failure of transmitted frames via
acknowledgment (ACK/NACK) [28]. Based on existing works
in the literature, it is assumed that the misbehavior of relaying
nodes can be detected. Consider a process with two possible
outcomes (misbehavior or well-behavior), and let iz and v be

f(plr,0) = (1-p)b, (1)

the observed number of good behaviors and misbehaviors,
respectively. Then, the PDF of observing outcomes in the
future can be expressed as a function of past observations
by setting: K = 1+ 1 and « = v+ 1. Thus, the expected value
of p can be determined from observations as follows:

R w+1
E(p) = (p+v+2)
which is used as the trust value T'r; of SU;.
When new observations of a particular SU are made, e.g.,
¢ observed misbehaviors and & observed good behaviors, the
associated trust value can be updated using (2) by setting v :=
v+ and p:=p+ &

2

B. Stackelberg Game between PU and SU

Since the primary user and secondary user are selfish and
rational, they might not have a common objective, i.e., the PU
and the SU are interested in maximizing their own utilities.
Thus, game theory can be applied to model the interactions
between the two users. Moreover, considering different prior-
ities for spectrum usage of PUs and SUs, Stackelberg game
is most suitable to model the cooperation procedure. In the
Stackelberg game, the PU acts as the leader and the SU acts
as the follower. As the leader, the PU can choose the best
strategies, aware of the effect of its decision on the strategies
of the follower (the SU); while the SU can just choose its own
strategies given the selected parameters of the PU. The utility
functions for both PU and SU are respectively defined in the
following. By analyzing the game, the best cooperating SU
and the optimal cooperation parameters can be determined.

1) Primary User: Given a fixed time duration 7, increasing
the throughput is equivalent to increasing the average trans-
mission rate. To this end, the PU selects the most suitable SU
from the set S, of its one-hop neighbors. Suppose that SU;
is chosen for cooperation, the PU decides the slot allocation
parameter «; and its transmission power P! to maximize the
potential profit, on the basis of available instantaneous CSI.

Without cooperation, the transmission rate of the direct
communication can be given by

P|hpb|2

Rq = Wlogy(1+ No

)- 3)

For cooperation, the transmission rate Rf: through AF
cooperative communication between the PU and SU; is given
as follows:

i aW Pl |hpy S
Re=—5—logy[l+ =5 = + f(P R P RG], @)
where

. R .2
Pi hl 2 Pz hi 2 _ 1 Pg‘h;s‘ P;|h7éb|

f(c‘ps‘vs‘sb‘)_ﬁii2 i i |12 :
0 Pi|hi|" + Pi|hi,|” + No

The factor % accounts for the fact that o;7 is used for co-

operative relaying, which is further split into two phases. The

PU chooses cooperation only when the transmission rate via

cooperation is greater than that of the direct communication.

Considering the trust value 7T'r; of each neighboring SU;, the
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utility function is given by
U, =Tr;- R, (5)

which indicates the expected transmission rate the PU can
achieve through cooperation with SU;. The objective of the PU
is to maximize its utility function and the strategy is to choose
the most suitable SU from the set of its one-hop neighboring
SUs and the cooperation parameters, i.e., the slot allocation
parameters c; and the transmission power P! for cooperation
with the selected SU;.

2) Secondary User: The SU can gain transmission opportu-
nities through cooperation with the PU. In particular, the SU
relays PU’s data in the second phase and transmits its own
data in the last phase. Assuming cooperation with the PU,
the selected SU; decides its transmission power, pertaining to
the given « . The target of the SU is to maximize through-
put (equivalent to the transmission rate) without expending
too much energy. Following the cooperation agreement, SU;
spends the same power P! for both cooperative and secondary
transmissions. In particular, the transmission rate R? for
secondary transmission between SU; and its corresponding
receiver is given by

Pi ||
No
With energy consumption P!(1— )7, the utility function of
SU; can be represented by R ()T —c- P;(1—%)T, where c
(0 < ¢ < 1) is the weight of energy consumption in the overall
utility. With a smaller ¢, the SU values throughput more than

energy consumption, and vice versa. Over the period of T, the
utility function of SU; is given by

(1 =) = (1

The objective of SU; in the game is to maximize its utility
by choosing the optimal transmission power P;.

Ri(;) = (1 — ;)W log,(1 + )- (6)

| 'i|2

Ul(i) = Wlogy(1+ — 2)Pi(7)

C. Game Analysis

As a sequential game, the Stackelberg game can be analyzed
by the backward induction method. First, the optimal strategy
of the SU (the follower) is analyzed, assuming the strategy
of the PU (the leader) is fixed. Second, the PU decides the
optimal strategy, aware of the outcomes of the first step. By
doing so, the best response functions of both the PU and the
SU are derived such that the corresponding utilities can be
maximized. Then, the Stackelberg equilibrium of the proposed
game can be achieved based on the best response functions.

1) Best Response Function of the SU: Assuming that the

PU uses «; for cooperation, SU; selects the optimal
transmission power to maximize its utility, which can be
formulated as the following optumzatlon problem:

maxp: Ul(a) = (1— )W logy (1 + 2zl ) — c(1 — %) P
s.t. 0 < PZ < Phaz, where P . 1S the power constraint
for SU;. Solving the above problem, the optimal transmission
power can be determined.

Definition 1: Let PX'(c;) be the best response function
of the secondary user if the utility of SU; can achieve the
maximum value when P*(q;) is selected, for any given a,
Le,V0<a; <1, U;(P;Z(al),al) > U;(P;(az),al)

Theorem 1: The best response function of the secondary
user Pr'(q;) is given by PX'(a;) = mln{% -
| h1|2’ Pyaz}» when the primary user selects a certain «; for

cooperation.

Proof: Given the time allocation coefficient oy, the utility

function of SU; is given as follows:

nil”

Usi(ai) = (1 — a;)Wlogy(1+ =2+
No

Q;

)= el = Spi ®

From the above equation, it is easy to prove that the utility
function first increases and then decreases with the increase of
P! without considering the power constraint. Therefore, there
exists an optimal power such that U! can reach the maximum
value at that transmission power. Taking the first order partial
derivative of the utility function with respect to P! yields

12
8U i (1- ozZ W ht Q;
s ( )NO In 2
Setting 5 U; = 0 yields the optimal transmission power,
which is given by

(1—0[1‘)W _ NQ
co(1-%)In2 |pi|*

Taking the power constraint into consideration, the best re-
sponse function P}*(cy;) will be

(1 — ai)W NO
c(1—=5%)In2  |pi?’

This completes the proof. [ ]

The first order derivative of the best response function with
respect to «; is given by #%VVIHQ), which is negative.
Therefore, the best transmission power of SU; is a decreasing
function of «;. It is explained by that the SU is willing to
spend more transmission power during cooperation if the PU
allocates more time for the SU’s transmission.

2) Best Response Function of the PU: Aware of the best
response function of the SU, the PU decides its own best
strategy for utility maximization. Thus, the best response
function can be derived by solving the following optimization
problem:

(10)

P () = min{ Praz}. (1)

max,, pi; “0 logy[1+ Ll p(pini P, PR
s.t. 0< Pl < P,m,o < a; <1,5U; CS,,.
Definition 2: Let o P*l * be associated with the best
response function of the pnmary user if the utility of the PU
can achieve the maximum value when this strategy is selected.
Theorem 2: The best response function of the pri-
mary user o, P* i* can be given by (a*, P* i*) =
argmaxo, pi; Up. In particular, * = argmax U, (P, af),

where
Pc*l - Pmaz
) (15), if g — itz < Prmas
o = 2 .
i max{2 + Can(Pmaz+|hz|2) 5> (15)}, otherwise
12)
Pr* and o are the optimal transmission power and time
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allocation coefficient respectively, assuming cooperation with
SU;. The optimal P and o correspond to the selected i*.

Proof: Since the first order derivative of the utility
function with respect to P! is always positive, U, is a
monotonically increasing function as P! increases. Moreover,
considering the parameters P! and «; are independent, P!
should be selected as the maximum power so that the util-
ity can reach the maximum value. Therefore, to solve the
optimization problem, it is equivalent to optimize the utility
function when Pci = Pq. and SU; selects the best response

Pr¥(a;). Since the first term in (11) monotonically decreases

. e . . w . No
with respect to «, its maximum value is -1 5 iz
W N, ;
When —— — ﬁ < Pz, PX"(a;) always takes the

value of the first term in (11). Substituting Pci = P4z and

Pr(o;) = 0((11:3‘% -1 év‘iz into the utility function of PU,
the utility can be expressed by
. OziW Pmagc |h b|2
Ul = log,[1 + 222 P20 4
p= 5 logl No (13)

i |2 pxi i |2
f(Pmaw |hps‘ 7Ps (ai) |hsb| )]7
which is a function of «;. The first order derivative of (13) is
given by
U

14
e (14)

=A-a?+B-a; +C,

where

A =P |12, |" e 2W |1y |* + Noc

B == 2P, || e — aW |11y [P = 2Nge = —2- 4

C =2W |hiy |
To find the optimal «o; such that U, can be maximized, set
first order derivative of (13) equal to 0. Since C' < A, we
have B? — 4AC > 0. Thus, the above quadratic function has

real root(s). Considering the range of «; (0 < a; < 1), there
exists one and only one root «,.. The optimal « is given by

. / c
o] =a, =1 1 1

) 15
Prnaz |Bis |7 ¢+ 2W || * + Noc
When % — Do > Pphae, there exists g in the range

|hi]?
from O to 1, such that P*(ag) = Ppnas. Specifically, ap =
2+ 25, where D = 422(P,,,, + uﬁ#.ﬁ) The reason is that

W
the range of D is from O to 1 due to the assumption that
W — l}i\go‘g > Praz. For a; < ap, PY%(a;) always takes
the value of P,,... Hence, U;, reaches the maximum value in
that range when o is chosen. For ag < o; < 1, there exists
one and only one root «, for the above quadratic function,
which is in the range from O to 1. If a,. < ag, then ggf <0
when oy < «o; < 1. The derivative of U, with respect to
o; 1s monotonically decreasing. Thus, the optimal o] = «p.
Otherwise, the optimal o = a,.
Based on the above analysis, the optimal o can be given
as (12) in the theorem 2.

This completes the proof. [ ]

D. Existence of the Stackelberg Equilibrium

In this section, we prove that the solutions P; in (11)
and o* in (12) are the Stackelberg Equilibrium. For this
purpose, we discuss the two cases with/without considering the
power constraint of the SU using the following properties. The
detailed proof for the properties can be found in Appendix.
Based on the properties, we first prove the existence of
Stackelberg Equilibrium when the power constraint is not
considered.

Property 1. The utility function Uy of the SU is concave
with respect to its own power level Ps; when the time allocation
coefficient « is fixed.

For both cases, Property 1 always holds, which shows the
concavity of the utility function of the SU. Due to Property
1, Us is concave with respect to P;. Without considering

the power constraint, setting gg%; = 0 yields the optimal

transmission power P, which is given in (10). With P’ in
(10), the SU can maximize its utility Us.

For the case without considering the power constraint, we
also have the following properties.

Property 2. For all SUs, the optimal transmission power
P in (10) decreases with the time allocation coefficient ov.

Property 3. The utility function of the primary user is
concave with respect to the time allocation coefficient «, given
that the optimal transmission power P; of the SU in (10) is
fixed.

Due to Property 2, there is a trade-off for the PU to select
the time allocation coefficient a. When the PU allocates less
time to the cooperating SU for transmission, the SU will
choose a lower transmission power during cooperation, which
results in a reduction in the utility of the PU. When the PU
allocates more time for the SU, the PU will have less time
for its own transmission, which may also lead to a decrease
in its utility. In other words, the PU cannot keep increasing
its utility by increasing c.

Due to Property 3, the optimal o can be obtained by setting
86%) = 0, since the utility function of the PU is concave with
respect to a. Therefore, the PU can always find its optimal
time allocation coefficient a* in (15) such that U,(a*) >
Up (). Together with Property 1, given the time allocation
coefficient «, the SU can always find its optimal transmission
power P; in (10). Then, P; in (10) and o* in (15) are the
Stackelberg Equilibrium.

In the following, we will discuss the case with power con-
straint. Due to Property 2, P; in (10) increases as o decreases.
For a given value of o, P} may achieve its maximum value
Paz- Since the scenario before P approaches P,q; is the
same as the case without power constraint, we only discuss
the case when P = P,,,,. When the SU chooses P4, it is
optimal for the PU to choose ag, as in the analysis of a* in
Section III-C2. Therefore, we conclude that the solutions P

in (11) and o* in (12) are the Stackelberg Equilibrium.

E. Numerical Results

In this part, we present numerical results so as to provide
insight into the proposed cooperative framework. Similar to
[11], by normalizing the distance between PU and BS, the SU
is approximately placed at the distance d € (0, 1) from the PU
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Figure 2. Throughput of PU, averaged over fading, versus the normalized
distance d.

and 1 — d from the BS. Considering a path loss model, the
average power gains between the PU and SU, and between the
SU and BS, are |h§,s‘2 = - and ‘hib|2 = ﬁ, respectively,
where ¢ = 3.5 is the path loss coefficient. Aiming at reducing
the system parameters, the maximum secondary transmission
power P, is normalized to 1 and we choose Prq./No =
0 dB.

Fig. 2 shows the the PU’s throughput on certain channel,
averaged over fading, versus the normalized distance d, for ¢
= 0.2 and 0.5. It is seen that there exists a cooperation range in
which the PU can cooperate with the SU to achieve a higher
throughput than that of direct transmission. Further, a smaller
weight c results in a larger cooperation range.

Fig. 3 shows the impact of trust values on the SU selection.
A number of SU; (1 = 1,2, 3,4, 5) with associated trust values
0.75, 0.99, 0.85, 0.9, and 0.95, are located at the normalized
distances d = 0.3, 0.4, 0.5, 0.6, and 0.7, respectively. Without
considering trust values, the PU should select SUs since
the PU can achieve the highest throughput via cooperation
with SUs. Considering trust values of SUs, SUs is the best
choice since the PU can attain highest expected throughput
via cooperation with SUs.

IV. COOPERATION OVER MULTIPLE CHANNELS

For cooperation over multiple channels, which involves
multiple PUs and SUs, the approach aforementioned for the
single channel cannot bring the maximum benefit to the whole
network because it only optimizes the interest of individual
users. Therefore, it is necessary to consider the cooperation
in the whole network to exploit the cooperation benefits. To
this end, we study the cooperation over multiple channels in
this section, from the perspectives of the primary network and
secondary network, respectively. Two schemes are proposed
accordingly: PCM scheme and SCC scheme, to better exploit
the overall cooperation benefits in the whole network.

A. Primary Network-Centric Matching Scheme

From the perspective of the primary network, since the
cooperation can be carried out between multiple PUs and mul-
tiple SUs simultaneously, there may exist competition among

150 g
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Figure 3. The impact of trust value on SU selection.

PUs when selecting SUs. Moreover, the best SU selection for
one single channel might not be optimal for the whole primary
network. Considering above, PCM scheme is proposed, with
the objective of maximizing the total utility of the primary
network, which is defined as the aggregate throughput of PUs
over different channels. Note that the throughput of a ceratin
channel is obtained when the PU over that channel cooperates
with a certain SU using the Stackelberg Equilibrium strategy.

Specifically, as the central controller, the base station is
considered to have the global information in its domain, e.g.,
CSI. With the information, the base station can guide the PUs
to select the suitable SUs, with the objective of maximizing
the total utility of the primary network. Consider that there are
K PUs simultaneously operating over different channels and
N SUs seeking for transmission opportunities. Denote by I; ;
the indicator which indicates whether PU; cooperates with
SU; or not. Then, we have

1
L =
s

Selecting SUs is equivalent to determining all the indicators
I; j, where i € {1,2,..,N} and j € {1,2,...,K}. Such a
problem can be formulated as follows:

N K ‘
maxz Z Ii,jU;(j)

i=1 j=1
sty L <1,Vi=1,2,.,N
[

it PU; cooperates with SU;

16
otherwise. (16)

A7)

YLy <1LVi=12,.,K
J
L; €{0,1} Vi€ {1,2,..,N},Vj € {1,2,.., K}

Note that U}'(j) is the utility of the PU on channel j when
cooperating with SU;, which is given by (5).

The above problem can be transformed into the maximum
weight bipartite matching problem, which can be solved in
polynomial time [29]. Fig. 4 shows the bipartite graph, where
the weight w; ; on each edge represents the expected transmis-
sion rate, i.e., U;;(j) in (5), if the corresponding PU; and SU;
(represented by vertices) cooperate with each other. Finding
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Figure 4. Bipartite graph for PCM scheme.

the optimal partner is equivalent to finding the maximum
weight matching in Fig. 4. To solve the maximum weight
bipartite matching problem, Hungarian algorithm [30] can be
used which is a well known algorithm to find the matching
such that the sum of the weights can be maximized. By doing
so, the best matching can be found such that the aggregate
throughput of the primary network is maximized.

B. Secondary Network-Centric Cluster-Based Scheme

From the perspective of the secondary network, for a certain
SU, it can only select one channel one time to perform
cooperation over that channel. It is possible that multiple
SUs compete with each other over some channels to gain
the transmission opportunities, while no suitable SUs exist to
exploit the transmission opportunities over the other channels.
Therefore, for the whole secondary network, the transmission
opportunities are not efficiently utilized; for the individual SU,
it is not guaranteed that the SU can gain the chance to access
the channel since it also depends on other SUs selecting the
same channel.

To exploit the transmission opportunities efficiently, SCC
scheme is proposed with the objective of maximizing the
total utility of the secondary network, which is defined as the
aggregate rewarding access time of different channels. Note
that the rewarding access time of a given channel is obtained
when the SU cooperates with the PU over that channel using
the Stackelberg Equilibrium strategy. Since the secondary
network is ad hoc network, to maximize the total network
utility and the average access time per user, SUs form a
cluster and perform cooperation with PUs to gain transmission
opportunities, and then share the obtained resource fairly.

Specifically, SUs first form a cluster A/ with the size of
N based on the geographic locations, and contribute to share
the information, e.g., CSI. Then, the best SUs can be selected
for each channel to cooperate with PUs in order to obtain
the maximum aggregate rewarding access time of different
channels. To this end, a similar matching approach as in the
previous section can be applied. The differences are as follows:
i) the weights are the rewarding times, e.g., the corresponding
weightis (1—a«;(j))T, if SU; chooses to cooperate with PU;;

and ii) the objective is to maximize the aggregate rewarding
time by finding the best matching. After that, the selected SUs
cooperate with the corresponding PUs to obtain the rewarding
access time. Finally, SUs in the cluster share the obtained
rewarding time fairly. To do this, SUs can be classified into
two groups: active SUs (the selected SUs for performing
cooperation with PUs as relays) and inactive SUs (with the size
of M). Since active SUs devote the transmission power during
cooperation, they should have a larger share of the rewarding
time. To this end, two groups of users first share the resource
using quadrature signaling, i.e., the active SUs stay in the
current operating channel and use the in-phase component of
QAM, while the inactive SUs select one channel to access and
employ the quadrature component. By leveraging quadrature
signaling, active and inactive SUs can transmit simultaneously
without interference with each other [20]. Then, inactive SUs
have to decide which channel to access to maximize their own
utilities, i.e., the shares of rewarding time for accessing the
channels. The decision process is modeled as a congestion
game and the share that each inactive SU can obtain is
determined by the Nash Equilibrium (NE) of the congestion
game. By doing so, each SU can be guaranteed to gain certain
access time. Moreover, the average access time obtained using
the cluster based approach is longer than that using the random
channel access approach, as shown in the numerical results.

Each inactive SU selects one channel to access among
multiple channels with different rewarding time, to max-
imize its own utility. The decision process is modeled
as a congestion game, which is defined by the tuple
{M, ’C, (Z i)ie./\/la (U;)iGMJGIC}’ where M = {1, 2, ceey M}
denotes the set of inactive SUs, K = {1,2,..., K} denotes
the set of channels, ) i represents the strategy space of SU;,
and U} is the utility function of SU; for selecting channel j.
The utility function is a function of the total number of SUs
choosing the same channel, which is a decreasing function due
to competition or congestion. In other words, more SUs select
the same channel, less share each SU can obtain. SUs aim to
maximize its utility by deciding which channel to access and
the utility function of SU; can be given by

Ul = 0;((ny), (18)

where W; is the duration of the rewarding time on channel
J, ¢(n;) is the share of the rewarding time on channel j
which SU; obtains, and n; is the total number of inactive
SUs choosing the channel j. Therefore, U} represents the
access time that SU; obtains. For simplicity, the inactive SUs
selecting the same channel share the rewarding time equally
using TDMA, and then {(n;) = 1/n;.

In the above congestion game, each SU chooses a single
channel to access for maximizing its utility. If each one has
chosen a strategy and no SU can increase its utility by chang-
ing strategy while the strategies of others keep unchanged, the
current set of strategies constitutes an NE.

Definition 3: A strategy profile S* = (s7,s3,...,s},) is an
NE if and only if
Ui(srv S*—z) > UZ‘(S;, S*—i)7Vi € M7 S; € Sia (19)

where s; and s_; are the strategies selected by SU; and all
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Algorithm 1
1: // Initialization: Form the cluster based on geographic
locations

2: // Procedure 1: Best SUs Selection

3. for each SU; € N do

4:  for PU; on channel j, j € K do

5: Calculate access time allocation «; ; using (12)

6: Calculate rewarding periods ¥; ; =1 — ay ;.

7. end for

8: end for

9: Run Hungarian algorithm to find the best SUs for coop-
eration

10: // Procedure 2: Rewarding Access Time Sharing

11: Set congestion vector n(S) = (n1,...,nx) = (0,0,...,0).

12: Order the rewarding periods on each channel
[Ty, Ws, ..., Ug] decreasingly according to the length.

13: for each SU; C N do

14.  if SU; is active SU then

15: SU; stays in the current operating channel.

16: SU, employs the in-phase component for transmis-
sion.

17 else

18: for each ¥;, where j C K do

19: Calculate W;((n; +1).

20: end for

21: SU; selects the channel with maximum W;((n;+1).

22: SU, employs the quadrature component for transmis-
sion.

23: n; =n; + 1.

24:  end if

25: end for

26: return

of its opponents, respectively. NE means no one can increase
its utility unilaterally.

It is known that the congestion game always exists pure NE.
The condition for NE in the congestion game can be given as
follows:

WM — Zj;ﬁi.,je/C \I’j

n; = 147, (20)
Zjelc L7
where  n/ € {0,1,2,.., [%1
[\IuM—Zk#\,;:zc ‘I’q 1}. The detailed proof can be

found ziilke[).gal]. Any strategy profile which satisfies the above
condition in (20) will constitute an NE. However, there exist
multiple NEs in our congestion game. In order for the SUs
to select an NE strategy, the procedure 2 in algorithm 1 can
be used for SUs to determine which channel to access.

The whole procedure of SCC scheme is presented in Al-
gorithm 1, which consists of two main parts: the best SUs
selection and rewarding access time sharing.

C. Numerical Results

Similar to the work in [32], we set up the simulation
scenario as follows: The base station is located at the origin
(0, 0) and PUs are randomly located between (0, dp min)
and (0, dp mae); While SUs are randomly located between
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(0, ds,min) and (0,ds mqz)- The number of PUs is set to 5.
The distances between nodes are normalized by dp, e, and
the previous path loss model is utilized to calculate average
power gains.

Fig. 5 shows the throughput of the primary network, aver-
aged over fading, versus the number of SUs where d, pin =
15, dp maz = 20, ds min = 5, and dg maz = 10, respectively.
It can be seen that the proposed scheme outperforms the
random channel access approach whereby each SU randomly
selects one channel to seek transmission opportunities through
cooperation. The result of random access approach is obtained
by Monte Carlo simulation consisting of 1000 trials.

Fig. 6 shows the throughput of the primary network, aver-
aged over fading, with respect to the position of the cluster.
We fix the range of the SUs’ locations (i.e., ds maz — ds,min)
and change d; . The position is estimated by the relative
distance from d; ynin t0 dp min normalized by dy, yqq. It can
be seen that the throughput first increases and then drops when
the cluster moves closely to PUs. The reason is that when the
cluster is too close to PUs, the channels between SUs and
the base station become poor; and when the cluster is too far
away from PUs, the channels between SUs and PUs are poor.
As a result, the cooperation gain is limited.
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Fig. 7 shows the impact of the number of inactive SUs (M)
on the NE of the congestion game. Define channel selection
indicator of channel ¢ as the number of inactive SUs choosing
channel 7 divided by the total number of inactive SUs, i.e.,
n; /M, which reflects the popularity of the channel. When M
is small, some channel(s) may not be chosen by any SU. For
example, there is no inactive SU choosing channel 1 when
M = 8. When M becomes higher, all channels are selected
by at least one SU and the selection indicator of each channel
also changes to satisfy the NE condition.

Fig. 8 shows the average access time per user, averaged over
fading, versus the size of the cluster. We compare the proposed
scheme with the random channel access approach. It can be
seen that each SU can obtain longer access time using the
proposed scheme, compared with the random channel access
approach.

Fig. 9 shows the fairness among SUs, averaged over fading.

Similar to [33], the fairness is defined as %, where
U, is the access time obtained by SU;. It can be seen that
the fairness of the proposed scheme outperforms the random
access approach. This is because each SU can obtain a certain
share of access time using SCC scheme, while only a few SUs
can exclusively access the channel using the random channel

access approach.
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Figure 9. Fairness among SUs versus the number of SUs
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Figure 10. Average access time per SU averaged over fading for PCM scheme
and SCC scheme

Fig. 10 shows the average access time per SU, averaged
over fading, when using PCM scheme and SCC scheme,
respectively. It reveals that the average access time using SCC
scheme is greater than that using PCM scheme. The reason is
that PCM scheme is based on the perspective of the primary
network to maximize PUs’ utility while SCC scheme aims to
maximize SUs’ utility.

V. CONCLUSIONS

In this paper, we have proposed risk-aware cooperative
spectrum access schemes for multi-channel CRNs. We have
studied cooperation on a single channel by Stackelberg game.
Based on the results of the single channel scenario, we have
proposed two schemes for the cooperation on multiple chan-
nels scenario, i.e., PCM scheme and SCC scheme, from the
perspective of primary and secondary network, respectively.
In PCM scheme, to maximize the total utility of the primary
network, cooperating SU on each channel is determined using
maximum weight matching. In SCC scheme, SUs form a
cluster to maximize the total utility of the secondary network
and share the obtained resources based on congestion game
and quadrature signaling. Numerical results have demonstrated
that, with the proposed schemes, the PUs can achieve higher
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throughput, while the SUs can obtain longer average access
time, compared with the random channel access approach.

For future work, we will design a misbehavior detection
mechanism dedicated to CCRN. In addition, we will exploit
the channel statistic information to make the proposed scheme
more efficient. The effect of imperfect CSI on cooperation will
be studied as well.

APPENDIX
A. Proof of Property 1

Taking the first order partial derivative of the utility function
with respect to Ps yields

U, 1 — Q)W |h|?
Then, we have
U2 (1— a)W |hs|*
0P~ (14 ZlipeNgme @2

2
3 P2 < 0. Therefore,

the utility function U? of SU; is concave in its own power level
P; when the time allocation is fixed.

From the above equation, we can see that 2

B. Proof of Property 2

For a given SU, the optimal transmission power is given by

1—a)W N
Pila) = c((l - gimz N |hs(|J2 (23)
Taking the first derivative of P} with respect to a, we have
oP; —aW
da (=2+a)’cn?2’ 24

The denominator is always positive, while the numerator is

power P} decreases with o

C. Proof of Property 3

Since P; is continuous with «, the utility function U,
of the PU is also continuous with «. Substituting P («) =
c((llf O‘;VIZZ — VJLVTQ into U, the utility can be given by (13),
which is a function of a. Taking first order derivative of (13)
withe respect to « yields (14). Then, taking second order

derivative of (13) with respect to « yields
82
da?

2
Since A >0, B= —2A, and 0 < a < 1, we have 8852’) < 0.
Therefore, the utility function of the primary user is concave

in the time allocation coefficient .

P —9. Ao+ B. (25)

ACKNOWLEDGEMENT

This work has been supported by The Natural Sciences
and Engineering Research Council (NSERC) of Canada under
Grant No. RGPIN7779.

(1]
[2]
[3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS, VOL. 32, NO. 3, MARCH 2014

REFERENCES

FCC, “Spectrum policy task force,” ET Docket, vol. 02, p. 135, Nov.
2002.

S. Haykin, “Cognitive radio: brain-empowered wireless communica-
tions,” IEEE J. Sel. Areas Commun., vol. 23, no. 2, pp. 201-220, 2005.
I. Akyildiz, W. Lee, M. Vuran, and S. Mohanty, “Next genera-
tion/dynamic spectrum access/cognitive radio wireless networks: a sur-
vey,” Computer Networks, vol. 50, no. 13, pp. 2127-2159, 2006.

S. Gunawardena and W. Zhuang, “Service response time of elastic
data traffic in cognitive radio networks,” IEEE J. Sel. Areas Commun.,
vol. 31, no. 3, pp. 559-570, 2013.

N. Zhang, N. Cheng, N. Lu, H. Zhou, J. W. Mark, and X. Shen, “Co-
operative cognitive radio networking for opportunistic channel access,”
in Proc. IEEE GLOBECOM, 2013.

Y. Liu, L. X. Cai, and X. Shen, “Spectrum-aware opportunistic routing
in multi-hop cognitive radio networks,” IEEE J. Sel. Areas Commun.,
vol. 30, no. 10, pp. 1958-1968, 2012.

T. Yucek and H. Arslan, “A survey of spectrum sensing algorithms
for cognitive radio applications,” IEEE Commun. Surveys & Tutorials,
vol. 11, no. 1, pp. 116-130, 2009.

H. T. Cheng and W. Zhuang, “Simple channel sensing order in cognitive
radio networks,” IEEE J. Sel. Areas Commun., vol. 29, no. 4, pp. 676—
688, 2011.

A. Ghasemi and E. Sousa, “Spectrum sensing in cognitive radio net-
works: requirements, challenges and design trade-offs,” IEEE Commun.
Mag., vol. 46, no. 4, pp. 32-39, 2008.

D. Cabric, S. Mishra, and R. Brodersen, “Implementation issues in spec-
trum sensing for cognitive radios,” in Proc. 38th. Asilomar Conference
on Signals, Systems, and Computers, 2004.

O. Simeone, I. Stanojev, S. Savazzi, Y. Bar-Ness, U. Spagnolini,
and R. Pickholtz, “Spectrum leasing to cooperating secondary ad hoc
networks,” IEEE J. Sel. Areas Commun., vol. 26, no. 1, pp. 203-213,
2008.

J. Zhang and Q. Zhang, “Stackelberg game for utility-based cooperative
cognitiveradio networks,” in Proc. tenth ACM international symposium
on Mobile ad hoc networking and computing, 2009.

Y. Han, A. Pandharipande, and S. Ting, “Cooperative decode-and-
forward relaying for secondary spectrum access,” IEEE Trans. Wireless
Commun., vol. 8, no. 10, pp. 4945-4950, 2009.

S. Hua, H. Liu, M. Wu, and S. Panwar, “Exploiting mimo antennas in
cooperative cognitive radio networks,” in Proc. IEEE INFOCOM, 2011.
Y. Han, S. Ting, and A. Pandharipande, “Cooperative spectrum sharing
protocol with secondary user selection,” IEEE Trans. Wireless Commun.,
vol. 9, no. 9, pp. 2914-2923, 2010.

N. Zhang, N. Lu, N. Cheng, J. W. Mark, and X. Shen, “Cooperative
spectrum access towards secure information transfer for crns,” IEEE J.
Sel. Areas Commun., to appear.

Y. Yi, J. Zhang, Q. Zhang, T. Jiang, and J. Zhang, “Cooperative
communication-aware spectrum leasing in cognitive radio networks,” in
Proc. IEEE Symposium on New Frontiers in Dynamic Spectrum, 2010.
V. Mahinthan, J. W. Mark, and X. Shen, “A cooperative diversity scheme
based on quadrature signaling,” IEEE Trans. Wireless Commun., vol. 6,
no. 1, pp. 41-45, 2007.

J. Laneman, D. Tse, and G. Wornell, “Cooperative diversity in wireless
networks: Efficient protocols and outage behavior,” IEEE Trans. Inf.
Theory, vol. 50, no. 12, pp. 3062-3080, 2004.

B. Cao, L. Cai, H. Liang, J. W. Mark, Q. Zhang, V. H. Poor, and
W. Zhuang, “Cooperative cognitive radio networking using quadrature
signaling,” in Proc. IEEE INFOCOM, 2012.

A. Boukerche and Y. Ren, “A trust-based security system for ubiquitous
and pervasive computing environments,” Computer Communications,
vol. 31, no. 18, pp. 4343-4351, 2008.

H. Yu, Z. Shen, C. Miao, C. Leung, and D. Niyato, “A survey of trust
and reputation management systems in wireless communications,” Proc.
IEEE, vol. 98, no. 10, pp. 1755-1772, 2010.

S. Ganeriwal, L. Balzano, and M. Srivastava, “Reputation-based frame-
work for high integrity sensor networks,” ACM Trans. Sensor Networks
(TOSN), vol. 4, no. 3, pp. 1-37, 2008.

A. Jpsang and R. Ismail, “The beta reputation system,”
Bled Electronic Commerce Conference. Citeseer, 2002.
Y. Mao and M. Wu, “Tracing malicious relays in cooperative wireless
communications,” IEEE Trans. Inf. Forens. Security, vol. 2, no. 2, pp.
198-212, 2007.

T. Khalaf and S. Kim, “Error probability in multi-source, multi-relay
networks under falsified data injection attacks,” in in Proc. IEEE
MILCOM, 2008.

in Proc. 15th



ZHANG et al.: RISK-AWARE COOPERATIVE SPECTRUM ACCESS FOR MULTI-CHANNEL COGNITIVE RADIO NETWORKS 527

[27] S. Dehnie, H. Senear, and N. Memon, “Detecting malicious behavior in
cooperative diversity,” in 41st IEEE Annual Conference on Information
Sciences and Systems, 2007.

S. Dehnie and N. Memon, “Detection of misbehavior in cooperative
diversity,” in Proc. IEEE MILCOM, 2008.

Y. Liu and M. Tao, “Optimal channel and relay assignment in ofdm-
based multi-relay multi-pair two-way communication networks,” IEEE
Trans. Commun., vol. 60, no. 2, pp. 317-321, 2012.

D. B. West et al., Introduction to graph theory. Prentice hall Englewood
Cliffs, 2001, vol. 2.

N. Cheng, N. Zhang, N. Lu, X. Shen, and J. W. Mark, “Opportunistic
spectrum access for cr-vanets: A game theoretic approach,” IEEE Trans.
Veh. Technol., to appear.

L. Dong, Z. Han, A. P. Petropulu, and H. V. Poor, “Improving wireless
physical layer security via cooperating relays,” IEEE Trans. Signal
Process., vol. 58, no. 3, pp. 1875-1888, 2010.

R. Jain, D.-M. Chiu, and W. R. Hawe, A quantitative measure of fairness
and discrimination for resource allocation in shared computer system.
Eastern Research Laboratory, Digital Equipment Corporation, 1984.

[28]

[29]

[30]

[31]

[32]

[33]

Ning Zhang (S’12) received the B.Sc. degree from
Beijing Jiaotong University and the M.Sc. degree
from Beijing University of Posts and Telecom-
munications, Beijing, China, in 2007 and 2010,
respectively. He is currently working toward the
Ph.D. degree with the Department of Electrical
and Computer Engineering, University of Waterloo,
Waterloo, ON, Canada. His current research inter-
ests include cooperative networking, cognitive radio
networks, physical layer security, and vehicular net-
works.

Nan Cheng (S’13) is currently a Ph.D. candidate
in the department of Electrical and Computer En-
gineering, the University of Waterloo, Waterloo,
ON, Canada. He received his B.S. degree and M.S.
degree from Tongji University, China, in 2009 and
2012, respectively. Since 2012, he has been a re-
search assistant in the Broadband Communication
Research group in ECE Department, the University
of Waterloo. His research interests include vehicular
communication networks, cognitive radio networks,
and resource allocation in smart grid.

Ning Lu (S’12) received the B.Sc. and M.Sc. de-
grees from Tongji University, Shanghai, China, in
2007 and 2010, respectively. He is currently working
toward the Ph.D. degree with the Department of
Electrical and Computer Engineering, University of
Waterloo, Waterloo, ON, Canada. His current re-
search interests include capacity and delay analysis,
media access control, and routing protocol design
for vehicular networks. Mr. Lu served as a Tech-
nical Program Committee Member for IEEE 2012
International Symposium on Personal, Indoor, and
Mobile Radio Communications.

Haibo Zhou (S’11) received the M.Sc. degree in
Information and Communication Engineering from
University of Electronic Science and Technology of
China, Chengdu, China, in 2007. He is currently pur-
suing his Ph.D degree in Shanghai Jiao Tong Uni-
versity, China. His current research interests include
resource management and performance analysis in
cognitive radio networks and vehicular networks.

Jon W. Mark (M’62-SM’80-F’88-LF’03) received
the Ph.D. degree in electrical engineering from Mc-
Master University in 1970. In September 1970 he
joined the Department of Electrical and Computer
Engineering, University of Waterloo, Waterloo, On-
tario, where he is currently a Distinguished Professor
Emeritus. He served as the Department Chairman
during the period July 1984-June 1990. In 1996 he
established the Center for Wireless Communications
(CWCQ) at the University of Waterloo and is currently
serving as its founding Director. Dr. Mark had been
on sabbatical leave at the following places: IBM Thomas J. Watson Research
Center, Yorktown Heights, NY, as a Visiting Research Scientist (1976-77);
AT&T Bell Laboratories, Murray Hill, NJ, as a Resident Consultant (1982-
83): Laboratoire MASI, UniversitPierre et Marie Curie, Paris France, as
an Invited Professor (1990-91); and Department of Electrical Engineering,
National University of Singapore, as a Visiting Professor (1994-95). He has
previously worked in the areas of adaptive equalization, image and video
coding, spread spectrum communications, computer communication networks,
ATM switch design and traffic management. His current research interests are
in broadband wireless communications, resource and mobility management,
and cross domain interworking.

Dr. Mark is a Life Fellow of IEEE and a Fellow of the Canadian Academy
of Engineering. He is the recipient of the 2000 Canadian Award for Telecom-
munications Research and the 2000 Award of Merit of the Education Founda-
tion of the Federation of Chinese Canadian Professionals. He was an editor of
IEEE TRANSACTIONS ON COMMUNICATIONS (1983-1990), a member
of the Inter-Society Steering Committee of the IEEE/ACMTRANSACTIONS
ON NETWORKING (1992-2003), a member of the IEEE Communications
Society Awards Committee (1995-1998), an editor of Wireless Networks
(1993-2004), and an associate editor of Telecommunication Systems (1994-
2004).

Xuemin (Sherman) Shen (IEEE M’97-SM’02-
F’09) received the B.Sc.(1982) degree from Dalian
Maritime University (China) and the M.Sc. (1987)
and Ph.D. degrees (1990) from Rutgers University,
New Jersey (USA), all in electrical engineering.
He is a Professor and University Research Chair,
Department of Electrical and Computer Engineering,
University of Waterloo, Canada. He was the Asso-
ciate Chair for Graduate Studies from 2004 to 2008.
Dr. Shen’s research focuses on resource management
in interconnected wireless/wired networks, wireless
network security, social networks, smart grid, and vehicular ad hoc and sensor
networks. He is a co-author/editor of six books, and has published more
than 600 papers and book chapters in wireless communications and networks,
control and filtering. Dr. Shen served as the Technical Program Committee
Chair/Co-Chair for IEEE Infocom’14, IEEE VTC’ 10 Fall, the Symposia Chair
for IEEE ICC’10, the Tutorial Chair for IEEE VTC’11 Spring and IEEE
ICC’08, the Technical Program Committee Chair for IEEE Globecom’07,
the General Co-Chair for Chinacom’07 and QShine’06, the Chair for IEEE
Communications Society Technical Committee on Wireless Communications,
and P2P Communications and Networking. He also serves/served as the
Editor-in-Chief for IEEE Network, Peer-to-Peer Networking and Application,
and IET Communications; a Founding Area Editor for IEEE Trans. Wireless
Communications; an Associate Editor for IEEE Trans. Vehicular Technology,
Computer Networks, and ACM/Wireless Networks, etc.; and the Guest Editor
for IEEE JSAC, IEEE Wireless Communications, IEEE Communications
Magazine, and ACM Mobile Networks and Applications, etc. Dr. Shen
received the Excellent Graduate Supervision Award in 2006, and the Out-
standing Performance Award in 2004, 2007 and 2010 from the University of
Waterloo, the Premier’s Research Excellence Award (PREA) in 2003 from
the Province of Ontario, Canada, and the Distinguished Performance Award
in 2002 and 2007 from the Faculty of Engineering, University of Waterloo.
Dr. Shen is a registered Professional Engineer of Ontario, Canada, an IEEE
Fellow, an Engineering Institute of Canada Fellow, a Canadian Academy
of Engineering Fellow, and a Distinguished Lecturer of IEEE Vehicular
Technology Society and Communications Society.





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage false
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Cadmus MediaWorks settings for Acrobat Distiller 8)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


