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Abstract—A network mobility (NEMO)-based vehicular ad hoc
network (VANET) is a new approach to integrate the NEMO
protocol with VANETs. This integration supports communications
between roadside units (RSUs) and vehicles and provides Internet
access through public hotspots located inside public transporta-
tion systems, such as buses, trains, and shuttles. Passengers inside
these public transportation systems enjoy full Internet access by
using different mobile network nodes (MNNs), such as cell phones
and personal digital assistants. However, due to the open nature of
wireless network environments, physical-layer attackers can easily
localize the MNNs by measuring their received signal strength
(RSS) through positioning schemes such as the triangulation
scheme. In this paper, we modify obfuscation, i.e., concealment,
and power variability ideas and propose a new physical-layer
location privacy scheme, i.e., the fake point–cluster-based scheme,
to prevent attackers from localizing users inside NEMO-based
VANET hotspots. The proposed scheme involves fake-point- and
cluster-based subschemes, and its goal is to confuse the attackers
by increasing the estimation errors of their RSSs measurements
and, hence, preserving MNNs’ location privacy. Using correct-
ness, accuracy, and certainty metrics, we show that the fake
point–cluster-based scheme achieves higher MNN’s location pri-
vacy when the number of network grid points in the hotspot
decreases. In addition, our extensive simulations show that the
fake point–cluster-based scheme achieves 23% and 37% decreases
in the average sender’s power and the MNN-AP route path length,
respectively, compared with the fake-point subscheme.

Index Terms—Network mobility (NEMO)-based VANET,
NEMO security, physical-layer location privacy, physical-layer
security, wireless position estimation attacks.

I. INTRODUCTION

R ECENTLY, both academia and industry have shown sig-
nificant interest in the field of mobility management for

vehicular networks achieving seamless communications for
mobile nodes (MNs), i.e., vehicles [2]. Mobility management
protocols, such as Mobile IPv6 (MIPv6) and network mobility
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(NEMO) protocols, which are used to guarantee global Internet
connectivity and mobile data services for MNs, have been
proposed by many consortia and standards organizations, such
as the Car-to-Car Communications Consortium [3] and the In-
ternet Engineering Task Force. In addition, industry integrates
these mobility management protocols with vehicular ad hoc
networks (VANETs) [4] to support intelligent transportation
system applications, including Internet access, real-time traffic
information, video streaming, and infotainment.

In VANETs, a vehicle that is equipped with an on-board
unit (OBU) communicates with other vehicles via a vehicle-
to-vehicle (V2V) domain and communicates with a roadside
unit (RSU) via a vehicle-to-infrastructure (V2I) domain. V2V
and V2I communication domains are mainly for safety VANET
applications, such as road accident notifications and weather
warnings. In addition, nonsafety VANET applications, such as
service infotainment and Internet access, have recently received
a great deal of attention, particularly with the proliferation of
public hotspots installed inside large vehicles (i.e., buses, trains,
or planes).

Having the same goal of supporting global Internet con-
nectivity, mobility management protocols [5] can be classified
into host- and network-based mobility. In host-based mobility
management protocols, such as MIPv6 [6], the MN manages
its own mobility, whereas in network-based mobility protocols,
such as Proxy MIPv6 [7], the mobility of an MN is managed by
network entities, such as access routers, without involving the
MN. In addition, the NEMO protocol [8] is an extension of the
MIPv6 protocol to manage the mobility of moving networks as
one unit. Therefore, NEMO is suitable for a scenario, such as
that shown in Fig. 1, where a Wi-Fi hotspot is deployed in a
large van (bus, train, or plane), and it is called a NEMO-based
VANET [9]–[12]. In such networks, the OBU inside a vehicle
also works as a mobile router (MR) to support a group of mobile
network nodes (MNNs) located inside the vehicle with required
communications.

However, preserving user location privacy in such a public
mobile hotspot for a NEMO-based VANET is a challenge.
Violating a mobile user’s location privacy may lead, in some
cases, to users being injured or losing their lives [13], [14].
More specific to the NEMO-based VANET hotspots, control-
ling information leakage at the physical layer is important
to ensure the user’s location privacy in wireless local area
networks, even with applying confidentiality to the data-link
layer [15]. Due to the open nature of the wireless environment,

1524-9050/$31.00 © 2013 IEEE

mailto: staha@uwaterloo.ca
mailto: staha@uwaterloo.ca
mailto: xshen@uwaterloo.ca
mailto: xshen@uwaterloo.ca


This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

2 IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS

Fig. 1. NEMO-based VANET.

a physical-layer attacker can easily localize users by relat-
ing the strength of these users’ signals and locations. Being
supported with isotropic antennas, which emit signals in all
directions, users’ mobile devices in hotspots cannot hide their
transmitted signals from physical-layer attackers. In addition,
with the recent extensive studies that have been done to increase
the accuracy of positioning systems used to localize mobile
devices in location-based services (LBSs), physical-layer loca-
tion privacy attacks become more difficult to mitigate as they
exploit these high-accuracy positioning systems to localize the
victims. Using cheap equipment, such as a received-signal-
strength indicator (RSSI), the attacker can easily localize the
sender by only acquiring its transmitted wireless signals even if
an Internet Protocol (IP)-layer security scheme is implemented
[16]. Furthermore, some existing physical-layer location pri-
vacy schemes are limited to power variability [17], which uses
different power levels in transmitting packets; obfuscation [18],
which confuses attackers by replacing real location information
with fake location information; and the addition of noise [19],
which decreases the accuracy of the sender’s localization-to-
noise ratio.

Those schemes are not appropriate for NEMO-based VANET
hotspots. Power variability schemes have been proven as weak
solutions, because attackers can easily reveal the original sig-
nals’ power. In addition, existing obfuscation schemes dis-
guise the exact user’s location by returning to the attacker
an expanded area in which the user is located. However, in
NEMO-based VANET hotspots, location privacy attackers can
get the exact users’ locations, rather than an obfuscated area,
with the help of the high-accuracy positioning schemes. Fur-
thermore, adding noise to transmitted signals decreases the
overall network performance.

In this paper, we evolve the ideas of obfuscation and power
variability to propose a strong physical-layer location privacy
scheme, i.e., the fake point–cluster-based scheme, which can be
used in public hotspots for a NEMO-based VANET. To the best
of our knowledge, the fake point–cluster-based scheme is the
first to apply obfuscation, i.e., concealing, to a user’s location
by an exact location rather than a wide area. Unlike existing
obfuscation schemes, which are employed in the current LBS,

TABLE I
ABBREVIATION DEFINITIONS

our proposed scheme thwarts such a physical-layer location
privacy attacker who tries to exploit the high-accuracy position-
ing schemes to define the sender’s exact location. In addition,
unlike current power variability schemes, our scheme changes
the signal’s power with respect to a specific reference point that
we call a fake point; as a result, the impact of power variabilities
is difficult to mitigate.

The fake point–cluster-based scheme combines two inde-
pendent subschemes, i.e., fake point and cluster based. The
idea of the fake-point subscheme is that each sender selects
and considers a random point inside the hotspot, which is
called the fake point, when calculating the packet transmis-
sion power. Therefore, when many senders select the same
fake point, the attacker’s received signal strengths measured
for different senders will be equalized, hence confusing the
attacker. Thus, the sender’s location privacy is protected as the
attacker wrongly calculates the sender’s location. In addition,
the cluster-based subscheme prevents some of the attacker’s
monitoring devices from detecting the sender’s signals, hence
decreasing the accuracy of the attacker’s positioning system.
To analyze our location privacy scheme, we use three differ-
ent metrics, namely, correctness, accuracy, and certainty. We
observe that the probability of an attacker localizing a sender
when the fake-point subscheme is employed decreases as the
ratio of the number of attacker’s monitoring devices to the num-
ber of the defined spatial grid points in the network increases.
However, since the number of spatial grid points is always much
larger than the number of an attacker’s monitoring devices, the
probability of localizing the sender by an attacker is quite large.
Therefore, we combine the proposed cluster-based subscheme
with the fake-point subscheme to decrease this probability. In
addition, through extensive simulations, we show that our fake
point–cluster-based scheme achieves 23% and 37% decreases
in the average sender’s power and the MNN-AP routing path
length, respectively, over the fake-point subscheme because in
the fake point–cluster-based scheme, the MNN selects a nearer
fake point located in the neighbor cluster. Table I defines the
abbreviations used in this paper.

The remainder of this paper is organized as follows.
Section II discusses the NEMO-based VANET and wireless
position estimation systems as the preliminaries. Section III
reviews related work. The system model and the threat model
are presented in Section IV. The proposed fake point–cluster-
based scheme is introduced in Section V. The security analysis
and the performance evaluation are introduced in Sections VI
and VII, respectively. Finally, conclusions and future work are
presented in Section VIII.
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Fig. 2. NEMO-based VANET integration approaches. (a) MANET-centric approach. (b) NEMO-centric approach.

II. PRELIMINARIES

A. NEMO-Based VANET

The NEMO Basic Support (NEMO BS) protocol [20] is
the standard protocol to manage mobility in the entire moving
network. As an extension of the mobile IP protocol [21], [22],
NEMO BS employs mobile IP’s basic functionalities, such
as the home binding updates; however, these functionalities
are performed by the MR rather than the MNNs, which only
implement the basic IP protocol without being aware of the
entire NEMO.

Supporting the network’s MNNs with the required mobility,
NEMO BS has some benefits over the MIP protocol, such as
reducing signaling overhead and mobility costs. In NEMO BS,
the MNNs do not need to implement any mobility protocols,
and it is designed to support a single-hop mobile network
where there is a direct communication between an MR and the
Internet access router. Therefore, to support vehicle-to-vehicle-
to-infrastructure (V2V2I), in which the vehicle communicates
with the RSU through multihop access, the integration of
NEMO with a VANET, namely, NEMO-based VANET, has two
roles: 1) supporting session continuity and global Internet ac-
cess via NEMO BS and 2) supporting multihop communication
via V2V2I routing schemes such as georouting [23], [24].

To integrate NEMO BS with a VANET, two approaches have
been defined [10], [25], i.e., mobile ad hoc network (MANET)-

centric and NEMO-centric. The difference between the two
approaches relates to the way of implementing the intermediate
vehicles (Vehicle B in Fig. 2) that contribute in the V2V2I
multihop communications. Fig. 2(a) shows the MANET-centric
approach, in which the intermediate vehicle does not need to
implement a NEMO BS protocol; rather, only a MANET rout-
ing protocol is employed, while the sender vehicle [Vehicle A
in Fig. 2(a)] implements the NEMO protocol on top of the
MANET routing protocol. The separation of the two protocols’
implementations is the advantage of this approach, which, in
turn, decreases the complexity of NEMO-based VANETs. On
the other hand, Fig. 2(b) shows the NEMO-centric approach, in
which multihop communications are created by implementing
the NEMO BS on both the intermediate and sender vehicles. In
addition to working as an MR, each OBU in the intermediate
V2V2I communication path also works as a gateway for the
moving-network’s MR. The NEMO-centric approach is more
appropriate for nested NEMO and hierarchical structured net-
works, whereas the MANET-centric approach is more suitable
for our scenario, in which the ad hoc structure is implemented
in the multihop communication.

B. Wireless Position Estimation

Our threat model relates to a location privacy attacker
who exploits positioning estimation systems [26] to reveal a
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sender’s physical location from the received signal strength
(RSS). Therefore, here, the wireless positioning estimations
are illustrated in more detail to more deeply understand the
attacking strategy. Moreover, the two steps of the wireless
position estimation process, i.e., distance measurement and
location estimation, are described in detail.

The goal is to accurately estimate the mobile user’s location
inside a wireless network, such as Wi-Fi or a cellular network,
when the user transmits signals. Starting with the distance
measurement step, the mobile user’s signal parameters are
measured, and the distances to the sender are estimated at
certain reference points distributed across the network. RSS,
time of arrival, time difference of arrival, and angle of arrival are
examples of the signal parameters. From the attacker’s perspec-
tive and unlike other signal parameters, the RSS measurement
is the best to use as it requires only inexpensive equipment,
such as the RSSI [26]. Therefore, here, we focus on RSS-based
estimation, in which each reference point at distance d from the
mobile user measures the received signal power, i.e., p̄(d), as

P̄ (d) = P0 − 10n log(d/d0) (1)

where P0 is the received signal power from a known location
that is located at distance d0 from the reference point, and n
is the path loss exponent, which depends on the propagation
model of the signal in the wireless environment. In addition
to the path loss, the received power is also affected by both
shadowing and fast fading (mutipath). In practice, with a long
time interval of signal observation, the effect of the multipath
on the propagated signal is excluded. Therefore, the received
power is modeled to include the path loss modeled in (1) and the
shadowing modeled as a zero-mean Gaussian random variable
with variance σ2 to consider the variability of the signal fading
conditions. The RSS measurement can be modeled as

P (d) ∼ N
(
P̄ (d), σ2

)
. (2)

After measuring the RSS at reference point i located in
(xi, yi), the estimated distance to the sender, i.e., fi(x, y), is
measured as

fi(x, y) =
√
(x− xi)2 + (y − yi)2. (3)

In the second step, i.e., location estimation, two techniques for
location estimation are defined: 1) mapping (fingerprinting) and
2) geometric and statistical. The mapping techniques rely on an
off-line training phase in which a database of different RSS es-
timations and their correspondent senders’ locations is created.
Depending on the training phase, a mapping method is used to
match a new measured RSS value to entities in the database.
In our NEMO-based hotspot, we assume that attackers cannot
perform the training phase. Alternatively, the geometric and
statistical techniques can be used. In geometric techniques,
the position of the MN can be estimated as the intersection
of position circles obtained from RSS measurements that are
estimated at different reference points. Since each RSS forms
a circle, at least three reference points are needed to define the

intersection point. In addition, using the statistical techniques,
the location of the MN can be defined as

Z = f(x, y) + η (4)

where Z = [Z1, Z2, . . . , ZN ]T , f(x, y) = [f1(x, y), f2(x, y),
. . . , fN (x, y)]T , and η = (η1, η2, . . . , ηN )T are the parameters
collected from each reference point i as

Zi = fi(x, y) + ηi, i = 1, 2, . . . , N (5)

where N is the number of reference points, fi(x, y) is the
distance that reference point i estimates for the sender location
(x, y) by using the measured RSS value as in (3), and ηi is the
estimation error at this reference point.

After collecting the estimated distances from all reference
points, a general estimation θ = [x, y]T of an MN’s location is
calculated using (3). In addition, based on the knowledge of
the probability density function (pdf) of the estimation error,
i.e., η, parametric or nonparametric techniques can be used.
Nonparametric techniques such as fingerprinting are employed
if the error’s pdf is not defined, whereas parametric techniques
such as Bayesian and maximum-likelihood (ML) estimators are
used when the error’s pdf is known. The Bayesian approach
is used in the presence of a priori probability of θ, i.e., π(θ),
to minimize the cost function of estimating θ by using either
the minimum mean square error (MMSE), i.e., θ̂MMSE, or the
maximum posterior (MAP) estimations, i.e., θ̂MAP, as

θ̂MMSE =E{θ | Z} (6)

θ̂MAP = argmax
θ

P (Z | θ)π(θ). (7)

On the other hand, ML estimation is used when π(θ) is
unknown, to maximize the likelihood function. Thus

θ̂ML = argmax
θ

P (Z | θ) (8)

P (Z | θ) =Pη (Z − f(x, y) | θ) (9)

where Pη is the conditional pdf of an estimation error con-
dition on θ.

In RSS-based estimation, the error vector is assumed to be in-
dependent and is modeled as a zero-mean Gaussian. Therefore,
(9) can be written as

P (Z | θ) =
N∏
i=1

Pηi
(Zi − fi(x, y) | θ) (10)

Pηi
=

1√
2πσi

exp

(
− η2i

2σ2
i

)
(11)

P (Z | θ) = 1

(2π)N/2
∏N

i=1 σi

exp

(
−

N∑
i=1

η2i
2σ2

i

)
. (12)

Hence, the ML estimator can be calculated as

θ̂ML = arg min
[x,y]T

N∑
i=1

(Zi − fi(x, y))
2

σ2
i

. (13)
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Fig. 3. Wireless position estimation.

However, if we assume correlated Gaussian error compo-
nents instead of independent components, the estimated ML
can be written as

θ̂ML = arg min
[x,y]T

(Z − f(x, y))T Σ−1 (Z − f(x, y)) . (14)

Fig. 3 shows the flowchart of an RSS-based positioning system.

III. RELATED WORKS

Due to the open nature of wireless networks, hiding the
transmitted wireless signals and, hence, achieving physical-
layer location privacy is considered as a challenging goal. In
location privacy attacks, the attacker localizes the victim MNN
by measuring its RSSs at certain reference points, as illustrated
in Section II-B. To thwart these attacks, in [17], employing
a scheme in sensor networks called Hyberloc is suggested.

In this scheme, the anchor nodes protect their location from
untrusted nodes, whereas trusted nodes can easily localize those
anchor nodes. The main idea of Hyberloc is to choose and
attach a random power value, which is used in transmitting
signals, to the transmitted encrypted packets. Therefore, having
a shared key, only trusted nodes can identify the true sender’s
location. However, changing the transmission power values is
considered to provide only weak location privacy because the
attacker can easily fix these changes by multiplying the RSS
at all monitoring devices by a factor. In our proposed scheme,
in addition to changing power levels as is done in Hyberloc,
we confuse the attacker’s monitoring devices by letting their
measured RSSs be equalized for different MNNs; therefore, it
becomes difficult for the attacker to mitigate the increase in
power.

Another scheme, i.e., hidden anchor, which relies on adding
noise to the transmitted signals, is proposed in [19]. In this
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scheme, the anchor nodes use their neighbors’ identities to hide
their own identities from distrusted nodes and, at the same time,
encrypt and attach their real identities in the transmitted packets
sent to trusted nodes. However, changing the nodes’ identities
does not achieve a sender’s physical-layer privacy; rather, it
helps in achieving link-layer location privacy. In addition,
both anchor and trusted nodes add noise to their transmitted
messages to prevent untrusted nodes from measuring the RSSs
and revealing their locations. However, adding noise to the
transmitted messages affects transmission quality.

Obfuscation, i.e., concealment, which is proposed in [18], is
another way to protect a user’s location privacy from location-
based servers (LBSs). The idea of obfuscation is to replace
real location information with fake information to decrease the
accuracy of the localization process employed by LBS and,
hence, increase a user’s location privacy. Three obfuscation
techniques are proposed in [18], i.e., enlarged area, shifted
center, and reduced radius. In location-based applications, the
user’s location returned to the LBS represents an area rather
than a specific location; therefore, obfuscation schemes are
used to hide the true information about that area. However,
these obfuscation schemes are not appropriate for Wi-Fi scenar-
ios in which the adversary gets a specific MNN’s location rather
than an area. In our proposed scheme, we modify the idea of
obfuscation to return a wrong location point rather than a
wide area.

With the goal of achieving obfuscation for users’ infor-
mation, in [27], user identity, time, and location obfusca-
tion are achieved. User identity obfuscation, i.e., concealing
the identity, is carried out by frequently changing a user’s
pseudonymity, whereas time obfuscation, i.e., concealing trans-
mission time, is carried out by applying a silent period to
thwart pseudonym correlation attacks. The silent period is
defined in such a way as to increase a user’s privacy level
and, hence, decrease the positioning systems’ accuracy. Unlike
identity and time obfuscation that are mainly employed for link-
layer obfuscation, location obfuscation is employed to achieve
physical-layer location privacy. Considering a fingerprinting
positioning system, in [27], location obfuscation is achieved
by proposing a silent transmit power control (TPC) scheme
that reduces the transmission power at each user. Therefore, the
number of APs that detect the transmitted signals decreases, as
does the accuracy of the attacker’s localization. The challenge
of silent TPC is to allow users to change their transmission
power without exchanging any information with their APs. Our
proposed cluster-based scheme employs the same idea of TPC
to reduce a user’s transmission power. However, unlike our
proposed scheme, the silent TPC scheme considers location
attackers located only in neighbor networks rather than those
located in the user’s current network.

In [28], two strategies for a user’s location privacy have been
proposed with a main idea of using a smart antenna that emits a
directional radiation pattern instead of using isotropic antennas.
In the first strategy, i.e., using a smart antenna, the MNN
maximizes the transmission power of the signals directed to
the AP located in its network while preventing other APs from
receiving any signals transmitted from this MNN. Therefore,
other APs cannot triangulate this MNN and, hence, fail to reveal

its location. On the other hand, if an MNN fails to prevent at
least four APs from receiving its signals, then the MNN tries
the second strategy in which the MNN maximizes the RSS
localization bias at the APs around this MNN. By increasing
the localization bias, the MNN guarantees that its surrounding
APs estimate its position incorrectly. To achieve the first strat-
egy, the MNN first listens to the periodically received beacon
packets that are transmitted by the nearby APs. The MNN
then passively measures the RSSs of these beacon packets to
estimate the APs’ locations. However, if the APs change their
power levels, then the MNN cannot estimate their locations and,
hence, fails to protect this MNN’s location privacy. In addition,
the assumption of having a smart antenna in all MNNs is not
reasonable due to their high cost.

In [29], a scheme called silent period is used to achieve
physical- and link-layer location privacy. It thwarts correlation
attacks so that an attacker cannot relate two pseudonyms to the
same MNN. A silent period is defined as a constant period,
followed by a variable length period in which MNN changes its
pseudonym and then keeps silent, not sending any messages.
When an MNN starts sending frames after the silent period,
the attacker cannot correlate between the MNN’s new and old
pseudonyms. However, this scheme degrades network perfor-
mance when the MNN stops its transmission for some periods.
In addition, a precise duplicate address detection scheme must
be employed to ensure that the new pseudonym does not
conflict with any other addresses in the network.

Phantom is another scheme proposed in [30], to achieve a
sender’s physical-layer location privacy by creating a group
of ghost transmitters, which retransmits the original transmit-
ter’s messages. Therefore, the attacker that uses an RSS-based
fingerprinting localization scheme to localize the original trans-
mitter receives a combination of both original signals and ghost
signals. The power of the phantom comes from the inability of
the adversary to distinguish between those signals. Although
phantom achieves a high level of privacy, it also adds a large
overhead when the number of ghosts and, hence, the energy
consumed increases.

IV. SYSTEM MODELS

A. Network Model

A NEMO-based public hotspot is installed inside a large
van, which, in turn, constructs VANET communications with
its neighbor vehicles, as shown in Fig. 1. In addition to running
a VANET routing protocol, the OBU of this van also works as a
NEMO MR and runs a NEMO BS protocol; hence, it is denoted
as OBU/MR. Inside the large van, MNNs represent different
mobile devices, such as cell phones, personal digital assistants,
and laptops.

Initially, to create its network, the MR announces its respon-
sibility for managing the mobility of the entire network by
periodically broadcasting its mobile network prefixes (MNPs)
acquired from the MR’s home network. To join the network,
each MNN selects a distinct MNP to be its address in the
moving network. When moving out from its home network,
the MR acquires a new care-of address (CoA) from the foreign
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Fig. 4. NEMO.

agent (FA) located in the foreign network and sends home
binding update messages to its home agent (HA) to bind its
home address (HoA) with its new CoA. Two modes for the
binding update messages are defined, i.e., explicit and implicit
modes. The former attaches the MR’s MNPs to the binding
update messages, whereas the latter does not attach them be-
cause a dynamic routing protocol is running between the MR
and its HA, which facilitates the HA’s ability to identify the
MR’s MNPs. Accordingly, the whole network’s movement is
controlled by this MR. The HA keeps a binding cache and an
extra prefix table to store the MR’s HoA with CoA and MNPs,
respectively. Finally, a tunnel between MR’s CoA and HA is
created; therefore, messages transmitted between MNNs and
correspondent nodes (CNs) are sent first to the HA, as shown
in Fig. 4.

We employ a MANET-centric approach to integrate NEMO
and VANET protocols; therefore, only OBU/MR implements
a NEMO BS protocol in addition to the MANET routing. All
neighbor vehicles that are located on the OBU/MR-RSU path,
including the RSU, implement only a MANET routing scheme,
such as georouting protocols, as shown in Fig. 2(a).

The communications among an OBU/MR and MNNs are
generally structured by using the IEEE 802.11 standard to form
a Wi-Fi network. Additionally, the communications among
OBU/MR and the roadside access points employed to support
the OBU/MR with Internet connectivity are applied by inte-
grating the NEMO BS protocol with VANET. In this paper,
we focus on the communications of a vehicle’s Wi-Fi network,
which are indeed affected by the NEMO-VANET communica-
tions outside the vehicle.

Due to the varieties of link-layer connections in NEMO-
based VANET, as shown in Fig. 1, three MR-passengers’ com-
munication types can be found in the WiFi hotspot, namely,
in-vehicle, neighbor vehicles, and nested communications. The
in-vehicle communications, which is the focus of this paper, are
constructed among the in-vehicle MR that works as a hotspot’s
AP and passengers’ devices inside the same vehicle. Neighbor
vehicle communications can be created among an OBU/MR in-
side one vehicle and some passengers’ devices inside neighbor
vehicles. This kind of communication relies on the connectivity
between vehicles; however, due to the diversity of vehicles’

speeds and mobility models, neighbor communications face
connection intermittencies, which lead to a degradation in
network performance. Nested communications, which are also
called nested-NEMO, are formed among a vehicle’s MR and
some passengers’ devices under the control of another MR,
which, in turn, is under the control of this vehicle’s MR.

In our model of a hotspot, the OBU/MR is located in front
of the vehicle and controls the whole hotspot, whereas all other
MNNs are randomly located in the van, and the transmission
power signal of OBU/MR is considered to be much higher than
those of MNNs. In addition, considering the same transmission
environment for all MNNs, we assume Gaussian noise with
zero mean and σ2 variance for the shadowing in all signals
propagated inside the hotspot.

In addition, we assume that the OBU/MR logically divides
the hotspots into k grid points and attaches them to its period-
ically transmitted beacon; therefore, MNNs inside the hotspot
use those grid points to implement our proposed scheme, as
illustrated in Section V.

B. Threat and Trust Models

A passive physical-layer location privacy attacker deploys
monitoring devices inside the whole network to detect any
transmitted signal and estimate the location of the sender by
using the RSS, as illustrated in Section II-B. The attacker’s
monitoring devices are assumed to have high sensing and
processing capabilities, and their positions in the network can
be changed by the attacker. Using the measured RSSs, each
monitoring device estimates and transmits the distance to the
intended sender to the attacker. Employing an ML estimation
technique, the attacker uses the received distance estimations
from all monitoring devices to estimate the exact location
of the MNN. (For more information about the ML statistical
technique, see Section II-B.)

To attach itself to a hotspot, each MNN authenticates itself
to the hotspot’s MR and shares a secret key to encrypt its
data-link frames, including its medium access control (MAC)
address. Being unable to decrypt the transmitted frames’ MAC
addresses, the attacker only depends on the RSS measurements
to localize the MNN. Many data-link authentication and
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location privacy schemes [8], [31]–[37] can be used to secure a
data-link layer’s frames.

To apply a mutual authentication scheme among the MNNs
and the OBU/MR, the OBU/MR periodically transmits its
public-key certificate inside the hotspot, and we consider that
there exists an online certificate verification server whom
MNNs trust and use to verify the OBU/MR’s certificate. Due
to the multihoming technology that enables mobile devices
to simultaneously attach to different networks, the MNNs can
access the online certificate verification by an alternative Inter-
net connection other than the mobile hotspot connection. For
example, a cell phone can use its cellular network to connect to
the Internet and verify the received certificates.

V. FAKE POINT–CLUSTER-BASED PHYSICAL-LAYER

LOCATION PRIVACY SCHEME

The proposed fake point–cluster-based scheme is a combi-
nation of two subschemes, i.e., fake point and cluster based,
that can be individually employed to provide physical-layer
location privacy for MNNs inside a NEMO-based VANET
hotspot. The fake-point subscheme achieves a higher location
privacy level if the attacker’s monitoring devices are located
at the selected fake points’ locations, whereas the cluster-
based subscheme achieves a higher location privacy when
preventing the attacker’s monitoring devices from detecting the
transmitted signals. In Section VI, we show that the proposed
fake point–cluster-based scheme increases the MNN’s location
privacy level. In the following sections, fake-point- and cluster-
based subschemes are presented, and then, a scheme for their
combination is explained.

A. Fake-Point Location Privacy Subscheme

The proposed fake-point location privacy scheme is em-
ployed to protect MNNs’ physical location privacy from insider
passive attacks, which are explained in Section IV-B. The
main idea is that inside the hotspot, the MNNs select random
locations, which are called fake points, are used to confuse the
attacker. The MNNs consider these fake point when calculating
their transmission signal power. Therefore, if an attacker’s
monitoring devices are located at these fake points, then the
measured RSS values at the monitoring devices are similar for
all MNNs selecting the same fake point. In Section VI-B, the
probability of having at least two MNNs choosing the same fake
point’s location that contains an attacker’s monitoring device is
calculated. Therefore, these monitoring devices encounter some
error when estimating the distances to MNNs. Depending on
the error, the overall MNNs’ location estimations also have
some deviations, and hence, the MNNs’ location privacy is
ensured.

Bootstrapping the Hotspot: Working as an AP, the OBU/MR
broadcasts inside its network some beacon frames that con-
tain its location, i.e., (XOBU/MR, YOBU/MR), and a unique
received signal power, i.e., Pu, that all MNNs in the network
must consider when calculating their transmission signal power.
Using the AP’s location and the required received power, the
MNNs can define the distances to their AP and, hence, calculate

Fig. 5. Fake-point selection.

appropriate transmission signal power. The beacon frames also
contain the MNPs for each MNN to select a unique MNP
and, hence, to be able to attach to the MENO, AP’s certificate
(CERT) for the MNNs, to check the authenticity of the AP. An
authentication scheme such as in [8] can be used to achieve
mutual authentication between MNNs and AP. After the suc-
cessfully mutual authentication between the MNN and AP, the
AP virtually divides the hotspots into K spatial grid points and
securely sends the grid points’ list to the authenticated MNN.
In the remainder of this paper, we use AP, OBU/MR, and MR
interchangeably to represent the Wi-Fi AP.

MNN Attachment: To connect to the available hotspot, the
MNN first calculates distance dMNN−AP to its AP as

dMNN-AP =
√

(XMNN −XAP)2 + (YMNN − YAP)2 (15)

where (XMNN, YMNN) is the MNN’s current location measured
by the MNN’s Global Positioning System. Using this calculated
distance and the required received power at AP, i.e., Pu, the
MNN calculates its transmission power, i.e., Ptr, as

Pu = α− 10β log(dMNN-AP) (16)

where β is the path loss and α is a function of transmission
power Ptr. Instead of using the calculated transmission power,
i.e., Ptr, the MNN uses another power, i.e., Ṕtr, calculated
related to a fake location that the MNN selects in the next step.

Identifying the Fake Point: Inside its network, the MNN
randomly selects a location, which we will call the fake point,
from the grid point list that the AP securely sends to the
authenticated MNN, as mentioned in the “Bootstrapping the
Hotspot” phase. Therefore, the fake point is one of the K spatial
grid points that is defined by the AP and represents location
(x, y) inside the hotspot. Using (15), the MNN recalculates its
distance to the AP as the sum of the MNN-fake point distance
and the fake point-AP distance, and then, the MNN employs
this distance to recalculate transmission power Ṕtr using (16).
Therefore, the MNN recalculates transmission power Ṕtr in
such a way that the MNN’s signal is transmitted first to this
fake point then to the AP. However, in our scheme, the MNN
does not send its signals to this fake point; indeed, it sends
the signals directly to its AP. This deceiving action is only to
confuse attackers. As shown in Fig. 5, the distance between
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Fig. 6. MNNs select the same fake point.

the MNN and its AP, i.e., dMNN−AP, is always less than the
sum of the distances of the MNN-fake point, i.e., dMNN−F, and
the fake point-AP, i.e., dF−AP. Therefore, the power needed to
transmit a packet from the MNN to the AP directly, i.e., Ptr,
is always less than that needed for the packet to go through
the fake point, i.e., Ṕtr. Consequently, using the larger power,
i.e., Ṕtr, in message transmission guarantees that our proposed
scheme negatively affects the packet-dropping probability. The
main goal of selecting a fake point in the network is to have
a possibility that one of the attacker’s monitoring devices is
located at this fake point. Therefore, when many MNNs select
the same fake point and an attacker’s monitoring device is
located in this fake point, as shown in Fig. 6, the estimated
distances calculated by this monitoring device encounter much
more estimation error than those calculated by other monitoring
devices. Since the measured RSSs at the monitoring device
are functions of the distances to the MNN, the recorded error
increases as the distance between MNNs that selected the same
fake points increases. In Section VI, the error encountered at
the monitoring devices is measured to show the strength of the
MNN’s location privacy when using our proposed scheme.

To calculate transmission signal power Ṕtr, the MNN ran-
domly selects a fake point, i.e., (XF , YF ). Given that the
received signal power at AP is Pu, the signal power at the fake
point, i.e., Pftr, can be calculated as

Pu = f(Pftr)− 10β log(dF -AP) (17)

dF -AP =
√

(XF −XAP)2 + (YF − YAP)2. (18)

The MNN can then calculate the transmitted power to the fake
point as

Pftr = f(Ṕtr)− 10β log(dMNN-F ) (19)

dMNN-F =
√

(XF −XMNN)2 + (YF − YMNN)2. (20)

The MNN transmits its messages with the new calculated
power, i.e., Ṕtr. In addition, the MNN selects a new fake point
for each transmitted signal; therefore, the possibility of having
the same location as the attacker’s location will be increased.

Fig. 7. Cluster-based subscheme.

B. Cluster-Based Location Privacy Subscheme

Here, we propose another subscheme to achieve MNN lo-
cation privacy in NEMO-based VANET. In Section VI, we
show that the probability of successfully violating the MNN’s
location privacy, when our proposed fake-point subscheme is
employed, decreases as the ratio (A/K) of the number of
the attacker’s monitoring devices, i.e., A, to the number of
defined spatial grid points, i.e., K, increases. Since K is always
much larger than A, the probability of violating the MNN’s
location is quite large. Therefore, we propose the cluster-based
subscheme; hence, when it is combined with the fake-point
scheme, the probability of violating the MNN’s location is
decreased. The main idea of the cluster-based subscheme is
to divide the hotspot area into smaller cells, i.e., clusters, and
assign a new AP for each cell. Thus, the MNN uses little power
value to transmit its messages and, hence, prevents an attacker’s
monitoring devices from detecting the MNN’s signals. Hence,
the attacker cannot employ the positioning scheme to localize
the MNN because the attacker cannot measure the RSS of the
undetected transmission signal. The cluster-based subscheme
consists of three steps, i.e., NEMO bootstrapping, MNN attach-
ment, and reference point selection.

Step 1—NEMO Bootstrapping: At the time of construct-
ing the Wi-Fi as NEMO-based VANET communications, the
OBU/MR that works as an AP for the whole network divides
the network area into smaller n subareas called cells, i.e.,
c1, c2, . . . , cn. For each cell, i.e., ci, the OBU/MR assigns an
AP, which is a reference point RPi that works as a local AP for
all MNNs located within distance r around RPi. Considering
each cell’s coverage area as a circle, r represents the cell’s
radius, and we assume that all cells have the same radius, and
they may overlap with each other, as shown in Fig. 7. From an
attacker’s perspective, we consider that there is, at most, one
attacker’s monitoring device in each cell.
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Step 2—MNN Attachment: Working as a local AP, each
RP broadcasts a beacon packet; hence, only MNNs under
its coverage area receive this beacon. The beacon message
contains information about the RP, including its identity, IDRP,
its coverage area’s radius, r, and its required received signal’s
power, PRRP .

Considering the knowledge of its location, i.e., (XMNN,
YMNN), the MNN calculates the transmission signal power for
its messages directed to its chosen RP as

FSPL (DB) = 20 log10(r) + 20 log10(f) + 32.45 (21)
TPMNN =PRRP × FSPL (22)

where FSPL is the free-space path loss [38], which depends
on the cell’s radius in meters, i.e., r, and the transmitted signal
frequency in megahertz, i.e., f .

Step 3—Reference Point Selection: When an MNN attaches
to the hotspot, it receives m beacons from m different RPs.
The MNN sorts the received m beacons’ signal power and
chooses the RP with the strongest signal to be its local AP. As
shown in Fig. 7, the MNN transmits all its messages with the
calculated low transmission power to the selected RP, which, in
turn, retransmits the messages to the OBU/MR that works as
the hotspot’s AP.

C. Fake Point–Cluster-Based Location Privacy Scheme

In our cluster-based subscheme, since clusters can be spa-
tially overlapped, the MNN’s transmitted signals may be re-
ceived by many clusters and not only by the intended cluster.
Therefore, if one attacker’s monitoring device is in each cluster,
the monitoring devices in the clusters that receive the MNN’s
signals can collude to reveal the MNN’s location by applying a
statistical positioning scheme. To increase the MNN’s location
privacy, a combination of the fake-point- and cluster-based
subschemes can be applied.

In addition to receiving OBU/MR beacon messages, the
MNN also receives some RPs’ beacon messages that con-
tain RPs’ positions, i.e., {(XRP1

, Y RP1), (XRP2
, Y RP2), . . . ,

(XRPm
, Y RPm)}. After calculating its transmission power as

depicted in the cluster-based subscheme, the MNN randomly
selects a fake point that is located in its cluster.

Using the fake-point subscheme, the MNN calculates the
required power at the fake point and then adjusts its transmit
power to this power. Therefore, the MNN confuses some of
the attacker’s monitoring devices and, hence, increases the es-
timation error resulting from the attacker’s monitoring devices’
collusion.

This combination between the fake-point- and cluster-based
subschemes prevents some attacker’s monitoring devices lo-
cated inside neighbor clusters from detecting the sender’s
transmitted signals. In addition, the fake point–cluster-based
subscheme selects a fake point inside the sender’s cluster to
ensure higher location privacy and consume lower power.

VI. ANALYTICAL LOCATION PRIVACY EVALUATION

Here, an analytical evaluation for the proposed scheme, i.e.,
the fake point–cluster-based scheme, is presented. Similar to the

evaluation analysis in [39], we employ three metrics, namely,
correctness, accuracy, and certainty. Correctness measures the
additional estimation error that is added by our proposed
scheme, accuracy measures the probability of an attacker’s
success in breaking the MNN’s location privacy, and certainty
measures the entropy of the achieved privacy.

A. Correctness

Fake-Point-Based Subscheme: When m different MNNs
choose the same fake point, which, in turn, may be a location
of an attacker’s monitoring device, the attacker estimation error
for the MNN’s localization increases. Using the signal propa-
gation model in [40], the MNN’s RSS can be calculated as

RSS =
APt

B + dα + C(log10 d)
β +D

(23)

where A, B, C, D, α, and β are a signal’s parameters that
can be estimated by the attacker. However, the attacker cannot
estimate the MNN’s transition power Pt while distance d to the
target MNN is also unknown. Using Frii’s formula, Pt can be
expressed as

Pt = RSS −Gt −Gr − 20 log10
λ

4πd
(24)

where Gt and Gr are a sending and receiving channel’s gains.
Therefore, substituting (24) in (23), RSS can be written as

RSS =
A

(
Gt +Gr + 20 log10

λ
4πd

)
A−B − dα − C(log10 d)

β −D
. (25)

By (25), the attacker can measure the RSS values, i.e.,
RSS1,RSS2, . . . ,RSSm, for m different MNNs that select the
same fake point in the fake-point subscheme, as

RSSi =
A

(
Gt +Gr + 20 log10

c
4πfd

)
A−B − dα − C(log10 d)

β −D
(26)

where C is the speed of the light, and f is the signal’s frequency,
which is one of the channel parameters. Assuming that 2.4 GHZ
is the frequency band that is used in the hotspot, m MNNs
select any of the 14 channels that are assigned in this band. The
channels’ frequency bands are spaced 5 MHZ apart; therefore,
the differences in the term log10(c/4πfd) for each MNN are
negligible. Thus, (26) yields the same RSS’s value for all MNNs
that share the same fake point.

From (26), the attacker estimates the distance between its
location, which is the fake point’s location, i.e., (xf , yf ), and
the target point’s location, i.e., (xi, yi), as

di =
√

(xi − xf )2 + (yi − yf )2. (27)

Since di, i = 1, 2, . . .m has the same value and (xf , yf ) is a
fixed point for all MNNs, then the attacker calculates the same
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estimated location (xe, ye) for an MNNi’s true location (xi, yi).
Hence, (4) is expressed as

Zi = di + ηi + δi, δ ≥ 0 (28)

where δi is a deviation of the estimated distance that is added
when applying the fake-point subscheme. It can be calcu-
lated as

δi =
|yi − ye|
|xi − xe|

. (29)

Therefore, (4) changes as

Z = d+ η + δ, δ ≥ 0. (30)

The attacker then uses ML estimation as in (13) to determine
the MNN’s position as

θ̂ML = arg min
[x,y]T

N∑
i=1

(ηi + δi)
2

σ2
i

= arg min
[x,y]T

N∑
i=1

η2i
σ2
i

+
δ2i + 2δiηi

σ2
i

(31)

where N is the number of an attacker’s monitoring devices.
Note that the term δ2i + 2δiηi/σ2

i is the added value to the
ML estimation. The additional estimation error is called the
correctness of the estimated position, and as it increases,
the MNN’s location privacy increases as well.

Cluster-Based Subscheme: The goal of this subscheme is to
decrease the transmit power by employing TPC in such a way
that only a small number of an attacker’s monitoring devices,
i.e., L, from all monitor devices, i.e., N , can detect the MNN’s
signal and measure the RSS. Therefore, the attacker calculates
the ML estimation as

θ̂ML = arg min
[x,y]T

L∑
i=1

(zi − di)
2

σ2
i

. (32)

For L = 1, which means only one monitoring device can
detect the MNN’s signal, (32) can be written as

θ̂ML =
(η)2

σ2
+ δcluster (33)

where δcluster is the added estimation error resulting from the
lack of information as only one monitoring device measures the
MNN’s RSS. δcluster decreases as the number of monitoring
devices increases, which, in turn, gives an indication of a lower
location privacy level.

Fake Point–Cluster-Based Scheme: Depending on the anal-
ysis of both fake-point- and cluster-based subschemes, the
estimation error for the combination of the two subschemes can
be expressed as

θ̂ML = arg min
[x,y]T

L∑
i=1

(zi − di)
2

σ2
i

δcluster
L

=
δcluster

L
arg min

[x,y]T

L∑
i=1

η2i
σ2
i

+
δ2i + 2δiηi

σ2
i

. (34)

Fig. 8. Fake-point subscheme attacking probability.

B. Accuracy

Here, the accuracy of the fake point–cluster-based scheme is
calculated by measuring the accuracy of the positioning system
employed by the attacker. We measure the accuracy of the
positioning system by calculating the probability of attacking
the hotspot while our proposed scheme is implemented. Ac-
cording to the fake-point subscheme explained in Section V-A,
the accuracy of this subscheme depends on the possibility of
confusing the attacker by having many MNNs select the same
fake point and having an attacker’s monitoring device located in
this fake point. Considering that the hotspot is spatially divided
into K grid points that the OBU/MR periodically sends to all
MNNs, the probability that at least two MNNs select the same
fake point from those K points is calculated using the birthday
paradox probability

Pr(x ≥ 2) = 1 − K!

(K − u)!Ku
(35)

where 1 < u is the number of MNNs in the hotspot. In addition,
the probability that the selected fake point is an attacker’s
monitoring device’s location is A/K, where A is the number
of an attacker’s monitoring devices in the network. Therefore,
combining the two probabilities, the probability that an at-
tacker’s monitoring device is located at the fake point’s location
selected by at least two different MNNs can be calculated as

Pr(fake point) =

[
1 − K!

(K − u)!Ku

]
A

K
. (36)

Since the number of passengers inside the hotspot is always
much less than the defined spatial grid points (u � K), we
consider K!/(K − u)!Ku ≈ 0. Therefore, the probability of
successfully attacking the hotspot when employing the fake-
point subscheme (see Fig. 8) is calculated as

Pr(fake-point attacking) = 1 − A

K
. (37)
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Fig. 9. Cluster-based subscheme attacking probability.

As shown in Fig. 8, the probability of attacking decreases
when the ratio (A/K) of the number of the attacker’s mon-
itoring devices, i.e., A, to the number of defined spatial grid
points, i.e., K, increases, because the possibility that the se-
lected fake point is an attacker’s monitoring device’s location
increases, and hence, the attacker is confused. Intuitively, this
ratio increases when A increases and/or K decreases.

For the cluster-based subscheme, the number of overlapping
clusters, i.e., O, that intersect with the MNN’s cluster affects
the probability of achieving an MN’s location privacy. This
probability is calculated as

Pr(cluster) =ΠO
i=1Pηi

=ΠO
i=1

1√
2πσi

exp

(
− η2i

2σ2
i

)
. (38)

As shown in Fig. 9, the maximum number of overlapping
clusters and, hence, number of attacker monitoring devices,
is four.

Combining the fake-point-based with cluster-based probabil-
ities, we get the probability of achieving location privacy with
a fake point–cluster-based scheme as[[

1 − K!

(K − u)!Ku

]
A

K

]
ΠO

i=1

1√
2πσi

exp

(
− η2i

2σ2
i

)
. (39)

Fig. 10 shows the combination of fake-point- and cluster-based
probabilities.

C. Certainty

An entropy model measures the uncertainty of an attacker’s
location privacy scheme, which is calculated as

H(x) =
∑
i

Pr(xi)log
1

Pr(xi)
. (40)

Therefore, the entropy for our proposed schemes is shown
in Fig. 11.

Fig. 10. Fake point–cluster-based scheme attacking probability.

Fig. 11. Fake point–cluster-based entropy.

VII. PERFORMANCE EVALUATION

Here, a MATLAB simulation has been conducted to evaluate
the performance of the fake point–cluster-based scheme. We
simulate a 45 m × 45 m hotspot installed inside one vehicle.
To create VANET communications, we consider six vehicular
subnetworks, each of which is covered by one RSU, and
vehicles inside the VANET can roam from one subnetwork to
another. The vehicles have a linear mobility model, whereas
MNNs inside the simulated hotspot have fixed locations, or they
may move inside the vehicle in such a way that they are still
reachable by the hotspot’s AP with one-hop communication. To
simulate the overlapping clusters, a group of reference points
has been deployed in such a way that each reference point,
i.e., RPi, covers an area of 25 m2, with 1-m overlapping area
with each neighbor cluster. The centralized AP and all RPs
define specific received power that each MNN must consider
while sending its signals to AP or any RP. Table II gives our
simulation parameters.
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TABLE II
SIMULATION PARAMETERS

Fig. 12. MNN transmission power.

Fig. 12 shows the MNN transmission power for the fake
point–cluster-based, fake-point subscheme, cluster-based sub-
scheme, and the original Wi-Fi communication scheme as a
reference. As shown in the figure, the original communication
scheme, where a fake point–cluster-based scheme is not imple-
mented, has the smallest transmission power. On the other hand,
there is a 65.5% power increase when employing the fake-point
subscheme because the selected fake point can be found very
far from the MNN; thus, more power at the MNN is needed
to equalize RSS at this fake point. The power required in the
cluster-based subscheme depends on the received power at the
RP, which is always less than the received power at the AP;
therefore, only a 37.5% increase in MNN transmission power
is recorded. Compared with the fake-point subscheme, when
combining the fake-point subscheme with the cluster-based
subscheme, we get a 23% decrease in transmission power. The
reason for this power saving is that when employing the fake
point–cluster-based scheme, the MNN selects a nearer fake
point, which is located in its cluster.

The distances between MNNs and APs contribute to increas-
ing MNNs’ transmission power, as shown in Fig. 13. The short-
est distance between MNN and AP, which is employed in an
MNN-AP conventional scheme, always needs less transmission
power, whereas the indirect distances from MNN to the fake

Fig. 13. MNN–AP route distances.

point then to the AP, which are employed in our proposed
schemes, consume more power. Compared with the reference
MNN-AP conventional scheme, fake point, cluster-based, and
fake point–cluster schemes encounter distance increases of
135%, 17.6%, and 52.9%, respectively. The increases in dis-
tances and power are our cost to achieve high MNN location
privacy. Fig. 14 shows power consumed at different MNN-AP
distances. Our proposed schemes achieve lower power con-
sumptions than that in the conventional scheme at MNN-AP
distances less than 5 m. At such small distances, location
protection is much more important than it is at large distances
where MNN locations can be easily revealed. Therefore, at
lower distances, the fake point–cluster scheme achieves both
less power consumption and high location privacy, whereas the
conventional scheme has higher power consumption without
protecting the MNN location.

In Section VI, we calculate the entropy of our proposed
scheme, which relies on the probability that many MNNs have
the same fake point. Here, as shown in Figs. 15 and 16,
we practically measure the histogram for both the fake-point
subscheme and the fake point–cluster scheme, respectively. In
Fig. 15, the number of MNNs that select the same point reaches
six, whereas in Fig. 16, it reaches 90 out of 300 MNNs. This
difference occurs because, in the fake-point subscheme, each
MNN can select its fake point among large varieties of fake
points that are distributed all over the network, whereas in the
fake point–cluster-based scheme, these varieties have shrunk
to only fake points in neighbor clusters. Therefore, the fake
point–cluster-based scheme achieves higher location privacy
than does the fake-point subscheme.

To show the impact of integrating the NEMO protocol with
VANET, Fig. 17 presents the total sender’s handover time when
applying NEMO, MIPv6, and MIPv4 protocols. Compared with
other mobility protocols, a sender employing the NEMO BS
protocol requires the smallest handover delay, because only the
MR implements the NEMO-BS; hence, the cost of the delay
is distributed over all MNNs inside the Wi-Fi. In addition, this
delay constantly increases with the vehicle speeds, allowing our
scheme to be used for scalable networks. On the other hand, for
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Fig. 14. Average power consumption at different distances.

Fig. 15. Fake-point histogram.

Fig. 16. Fake point–cluster-based histogram.

the MIPv6 and MIPv4 protocols, the handover delays linearly
increase with vehicle speeds, because the number of handovers
increases accordingly. The MIPv6 protocol costs many more

Fig. 17. Total handover delay.

Fig. 18. Message routing delay.

delays than that in the MIPv4 protocol, due to the addition of
the correspondent binding update messages transmitted to the
sender’s correspondent nodes.
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Fig. 18 shows the total message’s routing delay when apply-
ing different mobility management protocols. The NEMO BS
protocol achieves 95% and 97% delay decreases compared with
those in the MIPv6 and the MIPv4, respectively.

VIII. CONCLUSION AND FUTURE WORK

In this paper, we have proposed an efficient physical-layer
location privacy scheme, i.e., the fake point–cluster-based
scheme, to thwart physical-layer attackers and achieve MNNs’
location privacy for mobile public hotspots in NEMO-based
VANETs. The fake point–cluster-based scheme achieves
sender’s location privacy by increasing the attacker’s confusion
when measuring senders’ RSSs. In addition, our proposed
scheme can be practically implemented due to the high pos-
sibility of having two nodes select the same fake point, and it
increases the network performance because it requires less rout-
ing delay than those required for other mobility management
protocols.

In our future work, we plan to apply our proposed scheme
to other NEMO scenarios, such as nested NEMO, in which
MNNs are controlled by an MR, which, in turn, is controlled by
another MR. The challenge in this scenario is the high message
routing delay resulting from sending the transmitted messages
through many home agents. In addition, a scheme for reducing
power consumption will be proposed to save MNNs’ power
while achieving our location privacy-preserving scheme.
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