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-healthcare systems, developed over heterogeneous networks
including wireless body sensor networks (WBSN) and
wireless personal area networks (WPANs), are emerging

as a promising approach to providing higher-quality medical
services and more efficient medical responses and treatments
to patients. In such an e-healthcare system, the body sensors
in/on/around patients gather all critical health information and
report it to remote healthcare service providers immediately
for monitoring patients’ real-time conditions and long-term trends.
However, this newly emerging form of communication poses
new challenges to traditional wireless networks and has pro-
moted a promising research area in recent years. The challeng-
ing issues related to wireless technologies in e-healthcare
systems are:

• The design of WBSN architecture
•Integration of various medical data types and heteroge-

neous wireless networks
•Secure and efficient transmission of sensitive medical

information through wireless networks
•Patients’ privacy preservation for sensitive medical infor-

mation
This special issue consists of eight papers addressing the

wireless technologies for e-healthcare systems from different aspects
such as different types of medical resources, quality of service,
secure and efficient transmission, as well as patient privacy.

In the first article, “Resource-Aware Secure ECG Health-
care Monitoring through Body Sensor Networks,” Wang et al.
develop a cross-layer framework of body sensor networks
(BSNs) to support efficient biomedical data monitoring and secure
data transmission based on unequal resource allocation. In
particular, a wearable electrocardiogram (ECG) device consist-
ing of small low-powered healthnode sensors are implemented
to demonstrate that their approach is efficient and practical.

Electromagnetic interference and different priorities of e-health
applications make the design of wireless networks challenging.
In the second article, “A Cognitive Radio System for E-Health
Applications in a Hospital Environment,” Phunchongharn et
al. propose a cognitive radio system in a hospital environment
to resist harmful interference. An EMI-aware handshaking
protocol is proposed for channel access by two different types
of applications with different priorities.

The collaboration of heterogeneous networks in e-health-
care systems is critical. In the third article, “Wireless Telemedicine
Services over Integrated IEEE 802.11/WLAN and IEEE
802.16/WiMAX Networks,” Zhang, Ansari, and Tsunoda

investigate the application of integrated IEEE 802.16/WiMAX
and IEEE 802.11/WLAN broadband wireless access technolo-
gies and make a comparison between them. Potential chal-
lenges and open research issues including QoS support, radio
resource management, scheduling and connection admission con-
trol schemes, handover, and mobility management are dis-
cussed.

Radio frequency identification (RFID) is an important
wireless technology for e-healthcare. In the fourth article, “A
2G-RFID-Based E-Healthcare System,” Chen et al. address
the passive features in the existing RFID systems, called first-
generation RFID systems (1G-RFID-Sys), and indicate the dif-
ficulties of their adaptation to application-specified requirements.
They propose second-generation RFID systems (2G-RFID-
Sys), in which encoded rules are dynamically stored in the
RFID tags. A novel e-healthcare management system based on
2G-RFID-Sys is demonstrated with improved system scalabili-
ty, information availability, automated monitoring, and pro-
cessing of sensitive information.

Remote human motion tracking and gait analysis are help-
ful for fast medical prognosis and diagnosis. In the fifth article,
“Remote Markerless Real-Time Human Gait Monitoring for
E-Healthcare Based on Content-Aware Wireless Multimedia Com-
munications,” Luo et al. propose an e-healthcare system based
on video content analysis and quality-driven content-aware
wireless streaming for remote human gait tracking. The
extracted human motion region is coded, transmitted, and pro-
tected in video encoding with higher priority through wireless com-
munications. The experimental results suggest that the
proposed scheme offers great convenience and cost effective-
ness for fast prognosis and diagnosis of pathological locomo-
tion bio-rhythm over resource-constrained wireless networks.

The last three articles focus on the security and privacy
issues in e-healthcare systems. In the sixth article, “Data Secu-
rity and Privacy in Wireless Body Area Networks,” Li, Lou,
and Ren analyze the state-of-the-art solutions for two key research
problems in e-healthcare systems: secure dependable distribut-
ed data storage and fine-grained data access control. Several exist-
ing techniques are discussed and compared, including A redundant
residue number system for distributed data storage, and attribute-
based encryption for fine-grained access control.

In the seventh article, “Monitoring Patients via a Secure
and Mobile Healthcare System,” Ren, Pazzi, and Boukerche
indicate that providing round-the-clock healthcare services to those
patients who require it via wearable wireless medical devices is
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a critical problem, and present several techniques that can be
applied to securely and efficiently monitor patients. The confi-
dentiality of patients’ information, secure transmission in m-health-
care and body sensor networks, and patient privacy are
considered with a discussion of current techniques. The eighth arti-
cle, “Privacy and Emergency Response in E-Healthcare Lever-
aging Wireless Body Sensor Networks,” by Sun, Zhu, and
Fang, introduces a specific requirement for an e-healthcare
system: efficient and effective response to medical emergen-
cies. One proposed solution achieves the conflicting goals of unlink-
ability and emergency responses by restricting the emergency
medical technicians’ access to only necessary data.

In closing, we would like to thank all the authors who sub-
mitted their research work to this special issue. We would
also like to acknowledge the contribution of many experts in
the field who have participated in the review process, and
provided helpful suggestions to the authors on improving the
content and presentation of the articles. We would also like
to extend our sincere thanks to Dr. A. Jamalipour, the former
Editor-in-Chief, and Dr. Y. Fang, Editor-in-Chief of IEEE Wire-
less Communications, for their support and help in bringing
forward this special issue. We hope you enjoy the articles in
this collection.
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