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Mutual Authentication and Key Exchange Protocols
for Roaming Services in Wireless Mobile Networks
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Abstract— Two novel mutual authentication and key exchange
protocols with anonymity are proposed for different roaming
scenarios in the global mobility network. The new features in
the proposed protocols include identity anonymity and one-time
session key renewal. Identity anonymity protects mobile users
privacy in the roaming network environment. One-time session
key progression frequently renews the session key for mobile
users and reduces the risk of using a compromised session key
to communicate with visited networks. It has demonstrated that
the computation complexity of the proposed protocols is similar
to the existing ones, while the security has been significantly
improved.

Index Terms— Authentication, key exchange, roaming service,
anonymity, secret-splitting, self-certified.

I. INTRODUCTION

LOBAL mobility network (GLOMONET) [1], such as

GSM and CDMA networks etc., offers effective global
roaming service for a legitimate user between the home
network and the visited network. However, it also increases
the possibility of illegal access from malicious intruders. Fig. 1
shows a general architecture of GLOMONET. The home net-
work has a network prefix matching that of the mobile station’s
home address. The visited foreign network (V) and the home
network have a roaming agreement and share a secret key.
When a mobile station (M) roams to V, it performs authenti-
cation and updates its registration information with its home
agent (H) in the home network, either directly or indirectly. A
session key is setup to encrypt further communications in the
session between the parties if the authentication is successful.
In order to provide wireless access and especially roaming
service in foreign network, strong authentication measures are
required for all involved parties: the mobile device, the visited
foreign network and its home network, to prevent privacy
compromise and service abuse, etc. Several authentication
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protocols for global roaming service have been developed
for the GLOMONET [2]. A challenge/response interactive
authentication mechanism with a symmetric cryptosystem to
construct their authentication protocol is introduced in [1].
However, there are several potential attacks to the protocol
[3]. A legitimate, but malicious user may be able to obtain the
authentication key K,q+,. The intruder then can impersonate
the roaming user or the visited network. The protocol may
allow the intruder to feed the roaming user with a compro-
mised and old authentication key, and thus to masquerade
as the visited network. The home network may obtain the
authentication key K,:p, Which was originally designed to
be kept confidential between the roaming user and the visited
network only. In [4], a simpler and more efficient protocol
based on self-encryption for roaming services is proposed. The
home network H maintains a long-term secret key Ky =
f(IDyy) for its user by using a secret one-way hash function
f, where I Dy, denotes the identity of the mobile device (or
the user). However, since the protocol cannot provide identity
anonymity, an intruder can obtain /D), by intercepting the
exchanged messages. If the function f is spied (which is not
quite difficult by reverse-engineering on the mobile device),
the intruder may compute K sz of all mobile devices in such
cryptosystem and the advantage of self-encryption would be
counteracted. The disclosure of a user identity may also allow
unauthorized entities to track his moving history and current
location. Any illegal access to information related to the users
location without his attention can be a serious violation of his
privacy. The identity anonymity is an important property for
roaming services.
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On the other hand, a secure protocol design for roaming
services requires: 1) Prevention of fraud by ensuring that the
mobile user and network entity are authentic, that is, there
are a mutual authentication mechanism between a network
entity and a mobile user; 2) Assuring mutual agreement
and freshness of the session key; 3) Prevention of replaying
attack, so that intruders are not able to obtain sensitive data
by relaying a previously intercepted message; 4) Privacy of
mobile user’s location information during the communication
so that it is requisite to provide the identity anonymity mech-
anism [5]. Since the protocols are implemented on the mobile
devices in wireless environment, there are other two factors
to be considered: 1) The low computational power of mobile
devices should be a concern, which means a security protocol
requiring heavy computation on the mobile is not feasible [6],
[71, [8]; 2) Since the bandwidth is lower and the channel error
is higher in wireless networks than that in wired networks, the
security protocols should be designed to minimize the message
size and the number of message exchanges.

In this paper, aiming at providing the identity anonymity and
simplifying the existing authentication protocols for secure
roaming service in GLOMONET environment, we propose
two sets of mutual authentication and key exchange protocols
with anonymity property for roaming service, by using use the
secret-splitting principle and self-certified scheme [9], [10],
[11], known as a public key authentication cryptosystem,
respectively. The two protocols can be deployed depending
on whether the home network and the mobile user share a
fixed long-term secret key. The mutual authentication with
anonymity property prevents the disclosure of mobile users
real identities and protects their privacy in the roaming net-
work environment. The proposed authentication protocols use
the temporary identity (71D) for a mobile user instead of his
real one. TID is prearranged and distributed by the home
network H in advance or temporarily generated by encrypting
the real identity [12], [13], [14], [15], [16]. The key exchange
renews a mobile users session key for each session, and
therefore, reduces the risk of using a compromised session key
to communicate with visited networks. The proposed protocols
can improve security features significantly, while requiring
similar computation power as the existing protocols.

The rest of this paper is organized as follows. Two new
authentication and key exchange protocols with anonymity for
secure roaming service are proposed in Sections 2 and 4, each
of which is followed by the security analysis in Section 3
and 5, respectively. The performance comparisons between the
protocol in [4] and the proposed two protocols are presented
in Section 6, and conclusion is given in Section 7.

II. PROTOCOL I BASED ON SECRET-SPLITTING PRINCIPLE

Secret splitting [17] is a type of information-hidden tech-
nique that divides a message into pieces. Each piece by
itself has no meaning, but when these pieces are put to-
gether, the original message can be restored. Using the secret
splitting principle, we propose a simple authentication and
key exchange protocol with anonymity property for roaming
services. The protocol includes two phases. In phase I, the
visited network V authenticates a roaming user M through his
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home network H. After a successful validation, an authenti-
cation key is established between M and V. In the subsequent
communication sessions, V can directly authenticate M by
using the authentication key rather than doing it again through
H. In phase II, a novel mechanism called “one-time session
key Renewal” is introduced to assure the mutual authentication
and freshness of the session key. User M establishes or renews
a session key with V, and M can get the service from V
directly.

A. Phase I: Mutual Authentication Protocol (MAP)

Firstly, we introduce the concept of pseudonym identity
PID), for user M. Let H generate a secret m-bits random
number Ny, for each user and records the mapping relation
of ith user’s PID; and N; (PID;< N;). To prevent the
exclusive search attack, m should be sufficiently large, e.g.
256 bits. When a user M registers with his home network H,
he submits his identity /Dy, to H. Then, H computes PID
for user M as:

PIDy = h(Ny | IDy) ® IDyy @® IDy, )

where & denotes bitwise XOR operation and h is a public
strong one-way hash function. (1) is constructed so that both
M and H’s identity information is associated to PIDj;.
Subsequently, H delivers PID,; to M through a secure
channel, such as issuing a smart card for user M. By this
secret-splitting mechanism, we can conceal the real identity
ID)s in PID)s and provide identity anonymity for M without
increasing the computation complexity.

Message 1. M—V:IDy,PIDn Ex )y (P | Kner)

Message 2. V—H:PIDy ,Eky, 4 (rv||tVHEKMH(TMHKMH))
Message 3. V—H:Ef, (TV||TMHh(IDM))=EKMH(TM”TVHIDV)
Message 4. M«—V:Ex, o (ru|lrv || IDv)

Message 5. M—V:Ex_ . (Kautn)

Fig. 2. Authentication Protocol I for Roaming Services

The goal of MAP is to provide a mutual authentication
mechanism for users M and V. Our proposed protocol for the
roaming services (Phase I) is described as in Fig. 2. Two new
features are introduced. A simple secret splitting mechanism is
utilized to provide the identity anonymity, which prevents that
unauthorized entities from tracing the mobile users roaming
history and his current location. The generation mechanism of
authentication key K, is also improved such that:

(@)

where rj; and ry are sufficiently large random number
generated by M and V, respectively. K, 1S computed with
the random numbers chosen by both parties, while K¢ in
[4] was only determined by V, i.e. K4:n = rv. The modified
mechanism makes the protocol fairer and more secure without
increasing the computation complexity since the XOR is a
very simple operation.

In the following, we describe the proposed MAP protocol
according to the order of message exchange and discuss the

Kauth =ry ®ry,
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security goals that can be achieved during the execution of
each protocol message.

1) When a mobile user M enters a new visited network
V, he initiates a registration authentication process with
V in order to identify himself to be a legal subscriber
of his home network H. M generates a secret random
number 7j;, computes the long-term secret key Ky =
f(IDys), where f is a public one way function, and
sends Ex,,,, (rar || Karm), PIDyy, and 1Dy to the
visited network V, respectively.

2) On receiving message 1 from M, V forwards PI D, and
sends EKMH (’I"V || ty || EKMH (T‘M H KMH)) to H for
identity authentication, where Ky g is the shared secret
key between V and H, ry is a secret random number
generated by V, and ¢y is a time stamp.

3) After receiving the message from V, H first decrypts
Exrn (rv [ tv | Excyp (s || Kagmr)) by using Ky g
Then H determines whether the time stamp is within
some allowable range compared with its current time. If
ty is not within the range, H terminates the execution.
Otherwise, H gets M’s real identity by computing:

IDy = PIDy @ h(Ny | IDg) ® IDy — (3)

Afterwards, H calculates the long-term key Kprg by
Ky = f(IDyy) and uses it to decrypt Ex,,,, (rar ||
Kprp). If the decrypted secret key, Ky, is equal to
f(IDpy), the authenticity of user M is authenticated. It
also provides the implicit identity authentication of V.
Subsequently, H sends Ex,, , (rv || 7ar || R(IDys) and
Egpn(ra || 7v [ IDv) to V.

4) Messages 4 and 5 show the process of the mutual
authentication and key negotiation between M and V.
On receiving the message from H, V first decrypts
Exyy(rv || ram || A(IDas)). If the decrypted ry
in Ex,,(rv || rar || h(IDpr)) is the same as its
original ry, then V believes that M is an authorized user.
Subsequently, V does the following: 1) Saving the value
h(IDyy) for identifying the identity of user M in Phase
II; 2) Setting Kyuin, = rar @ 7y as the authentication
key Kgutn; 3) Forwarding message Ex,, ., (rar || 7v ||
IDy) to M.

5) M decrypts Ex,, ., (rar || v || IDv) using Ky If
the decrypted r, is equal to its original value 75y, then
M can compute the authentication key as K11, = rar @
ry. Afterwards, M sends to V to verify the key Ky

6) If E};iuth(EKauth(KUIUth)) = Kguth, V records the
authentication key K, for user M. V has finished
the authentication process with M and established an
authentication key K yp.

Message 1. M—H:ID,PIDn,Excyy gy (rar | Karsr)
Message 2. M«—H:Ex ;. (rasllru ||l IDg)

Message 3. M—H:Erc, . (Kauth)

Fig. 3. Authentication Protocol I for Local Services

As a special case, consider the authentication protocol when
user M is located in his home network. The corresponding
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authentication protocol for local services is shown in Fig. 3.
Note that the difference between Fig. 2 and Fig. 3 is that the
authentication protocol for local services ignores the original
Messages 2 and 3 in Fig. 2.

In the protocol, the self-encryption property of the protocol
in [4] is maintained, that is, the home network also maintains
a long-term secret key K, for its user M by using a one-
way function. By extracting the real identity /D), of user M
from PID,;, the shared key K, can be generated, which
is used to encrypt the corresponding text.

B. Phase II: One-time session key Renewal Protocol (SKRP)

The goal of SKRP protocol is to establish or renew a session
key between M and V. In this phase, a novel mechanism
called “One-time session key renewal” is introduced, which
allows mobile user M to renew his session key frequently and
reduces the risk that he uses a compromised session key to
communicate with V.

Message 1. M—V:IDv,PIDn i, Ex; _; (ra,il|[Ki—1)
Message 2. M«—V:Ex, , (rar,illrv,il[IDm)

Message 3. M—V:Ex, (K;)
Fig. 4. One-time Session Key Renewal Protocol 1

Suppose that M need to renew his session key K;_; with V
for the ith time, he can obtain the new session K; according to
the steps shown in Fig. 4. The new session key Kj is calculated
as

Ki=rvi®rv, i=1,2,3,....n, “)

and K| is set as the authentication key K., (Phase I), that
is, Ko = Kgutn. The pseudonym identity PID s ; for M is
computed as

PIDM7Z‘:h(IDM)@’r‘M7Z‘. 5)

Clearly, PIDs,; will vary in each session key negotiation
because of 7z ;.

As shown in Fig. 4, on receiving the message 1 from M, V
can obtain the original rjs; as

ra,i = PIDy,; @ h(IDyy)
= (h(IDp) ® T'M,i) @ h(IDyy). (6)

Then, V uses the previous session key K;_; to decrypt
FEx, .(rmi || Ki—1) and checks whether rps; and K;_q
in Eg, ,(rai || Ki—1) are the same as that in (6) and
the previous key K;_; kept by V, respectively. If it is not,
V terminates the execution. Otherwise, PIDjy;; of M is
authenticated. Subsequently, V does the following: 1) Gen-
erating a random number 1y ;; 2) Setting as the next session
key K; = ru,; ®© rv,; and keeping it secretly; 3) Sending
EKi_l(TM,i || TV,i H IDv) to M.

Since r,s,; and ry,; are generated by M and V, respectively,
K; = rui © rv, plays a role of one-time key when M
accesses V. We call this new mechanism “One-time session
key renewal”.



2572

In addition, comparing with Fig. 2, 3 and 4, it can be
seen that the mechanism in the mobile device for session key
renewal is the same as that for roaming services except the
introduction of different parameters according to the specific
environment. Hence, though there are redundant fields in
SKRP protocol (e.g., IDy in Message 1, we preserve the
consistency of protocol architecture and decrease the com-
plexity of implementation. In other words, the complexity of
the mobile device can be further simplified.

III. SECURITY ANALYSIS FOR PROTOCOL I

In this section, we analyze the security of the proposed pro-
tocol I to verify whether the security requirements introduced
in Section I have been satisfied.

A. Identity Anonymity and Intractability Analysis

Our scheme provides identity anonymity in all procedures

by replacing the real identity with a pseudonym identity.

1) In MAP, the real identity IDy; of M is replaced with
his pseudonym identity PID);, which is computed as
PIDy = h(Npy || IDg) ® IDpy @ IDpy. Since only
home network H knows the secret , nobody except
H can obtain the real identity I Djy; from PIDj; by
IDy = PIDy @h(NM H IDH) @ IDp. Therefore, a
tracker cannot obtain the secret h(Nys || D) ® 1Dy,
and it is impossible for him to extract the real identity
IDj from the transmitted messages and then trace the
location of a mobile target user. Since each mobile user
Jj’s PID; is computed using unique N;, the legitimate
mobile user j cannot compute another mobile user k’s
1Dy, by intercepting PI D), and impersonate user k.

2) In SKRP, the identity anonymity is guaranteed by
the similar mechanism. In other words, M substitutes
his real identity ID),; with the pseudonym identity
PIDy;, where PIDys; is computed as PIDys; =
h(IDM) D -

The identity intractability is assured by two measures: 1)
When M roams in a visited network, the pseudonym identity
PIDp; = h(IDyp) @ ra; will vary in each session key
renewal because of the variance of 73 ;; 2) Once M roams into
a different visited network, the pseudonym identity Pl Dﬁ\M
also varies due to 7, ,, which guarantees the freshness of the
pseudonym identity PI DMi in different roaming domains.

Finally, we analyze the cooperation attacks in identity

anonymity. Assume that there are separate domains between
visited networks. When a user enters a new visited network, he
will send a new different pseudonym identity PID s ; to the
new visited network. Moreover, the session key K; changes
with the variation of ra7; and 7y ;. So even though there is a
cooperation between visited networks, a new visited network
still cannot recognize the users real identity.

B. Prevention of Fraud

To prevent fraud, the mobile user, the visited network, and
home network should authenticate each other, which requires
that our scheme provide mutual authentication mechanism
between any two of them. The proposed MAP protocol can
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efficiently prevent impersonation attacks from an intruder by
considering the following scenarios:

1) An intruder cannot impersonate H to cheat V, since he
does not possess the long-term secret key Ky ;7. Hence
it is impossible for an intruder to generate the valid
response Ex, , (rv || ras || h(IDpr)) to V.

2) V cannot impersonate H to cheat M. Since the shared
key Kjsp is unknown to V, and V cannot send user M
the valid response Ex,,, (ra || 7v || IDyv) which is
generated by H.

3) An intruder cannot impersonate M either since he cannot
know the real identity of M. If the intruder uses a phony
identity ID’,, the corresponding spurious pseudonym
identity PID,; can be identified by home network,
because H cannot obtain the 1D}, by computing

ID),; = PID,; & h(N}; | IDy) & IDy

Given that the real identity is kept anonymity in our
scheme, only the user himself and his home network H
can know his real identity.

Similarly, in SKRP Protocol, the identities of M and V are also
compulsorily authenticated with each other. We consider the
following impersonation attack scenarios in SKPP protocol.

1) An intruder cannot impersonate V to cheat M, since he
does not possess the previous session key K;_;. Hence
it is impossible for an intruder to send the authentic
message Ex, | (ram; || Ki—1) to M.

2) An intruder cannot impersonate M to cheat V. Since
the previous shared session key K;—1 = rai—1 @
Tvi—1 1s unknown to anyone except only M and
V, the intruder cannot send the authentic message
PIDM,iaEKi,l(TM,i H Ki,l)to V, where PIDMJ =
h(IDp) @ rars. Actually, PIDyy,; also provides an
implicit signature 77 ; for with the shared key K;_;.
Moreover, M is required to send back the message
Ek,(K;) to V for mutual implicit key authentication.

Therefore, due to the mandatory mutual authentication be-
tween M and V, our SKRP protocol is efficiently refrained
from fraudulent attacks.

C. Mutual Agreement and the Freshness of Session Key

Consider the mutual key exchange mechanism in MAP
protocol. According to (2), Kqutn = 7 @ rv. It can be
shown that the authentication key K., is determined by two
random numbers rjy; and ry, which are chosen by M and V,
respectively.

Similarly, in SKRP, it can be seen that the session key Kj;
can be also obtained from the mutual agreement mechanism,
since the key K is derived as K; = ra; @ rvy, (i =
1,2,...,n), where the two random numbers 77,; and ry; are
respectively determined by M and V independently (4).

In addition, in our scheme the freshness of session key
is guaranteed by executing SKRP protocol. The exchanged
Messages 1 and 2 in SKRP protocol provide two fresh random
numbers 7ps,; and 7y;, respectively. Due to K; =y @1y,
the freshness of rs; and ry,; guarantees the freshness of the
session key K; in each session key renewal (Fig. 2).



JIANG et al.: MUTUAL AUTHENTICATION AND KEY EXCHANGE PROTOCOLS FOR ROAMING SERVICES IN WIRELESS MOBILE NETWORKS

D. Prevention of Replaying Attack

A replaying attack is a method that an intruder stores “stale”
intercepted messages and retransmits them at a later time. In
order to illegally obtain an authentication key, an intruder will
attempt to impersonate a legal user by replaying the users
exchanged messages. He intercepts the Message 1 (step 1) sent
by M and then replays Message 1 {I Dy, PIDy, Ex,,,, (11 ||
Krg)} to V, where Eg,,,(ra || Kap) has changed to
Ex,u(rr || Krg). However, the intruder cannot get the
correct message 3 from H, because the relationship between
PIDys and Ek,,, (rar || Kpp) in the original message 1
is self-encryption and can authenticate each other (step 3).
According to above analysis, our proposed protocol is able to
resist such replaying attacks.

IV. ProTOCOL II BASED ON SELF-CERTIFIED SCHEME

The proposed protocol II is based on the Self-certified
scheme [9], [10], [11]. In the protocol, home network H is
considered as a temporary Trusted Third Party (TTP) for
roaming services. When user M visits the visited network V,
both of them initialize a registration procedure with H (V acts
as an access agent for M). If M and V successfully register
with H, they will obtain a witness from H, respectively, and
the trust relations between M and V can be established. M
can then directly negotiate the session key with V without
accessing his home network.

A. Self-Certified Scheme

The self-certified scheme combines the advantages of
certificated-based and identity-based public key cryptosystems
[18], [19], and it can also provide a mechanism for authenti-
cating a user’s public key. In this scheme (contrary to identity-
based schemes), each user (mobile device) chooses his secret
key and computes his public key. Then, instead of signing the
pair of public key and identity string (contrary to certificate-
based schemes), the authority creates a certificate from that
pair in such a way that it cannot be computed without the
knowledge of some trapdoor, known only to the authority,
which is H, in this case.

For simplicity, we only describe a simple self-certified
scheme. In the setup phase, the TTP chooses a modulus
n = p - q, as the product of two random safe primes p and
qg(p—1=2p,and ¢ — 1 = 2¢’, where p’ and ¢’ are also
primes), generates a base element g # 1 of order r = p’ - ¢’
(g # 1mod(n)), and picks a large integer u < r. Let t € Z}
be an element Z;; of of order u. A one-way function f will
output positive integers less than p’ and ¢’. The TTP makes g,
u, f and n public and keeps r secret. p and ¢ are discarded.

Any user U; then can register with TTP by performing the
following steps.

1) User U; chooses a random number x; € {2,3,...,u —
1} as his secret key, computes y; = g mod(n) as his
public key and sends y to the TTP.

2) The TTP prepares a string I; associated with the per-
sonal information (Name, Address, etc.) of U; and
com o fa)T! : ,

putes w; = y; as a witness for user U; and

sends message {I;, w;} to U;.

2573

3) User U; verifies I; and witness w; by checking whether
the equation y; = wlf (Ii)mod(n) holds.

Regarding to the security strength of self-certified scheme, it
is shown in [8] that forging a valid witness w; for user U; is
equivalent to break an instance of RSA cryptosystem.

Based on the self-certified scheme, we propose the Protocol
Il for secure roaming services. Similar to Protocol I, it
composes of two phases: 1) the mutual authentication protocol
(Phase I); 2) Session key renewal protocol (Phase II).

B. Phase I: Mutual Authentication Protocol (Registration)

Suppose ya = g"™mod(n) and yy = ¢"Vmod(n), where
ryp and 7y are generated by user M and V, respectively.
Let Ip; and Iy, be two strings associated with the personal
information (Name, Address, etc.) of M and V, respectively.
In addition, letw,; and wy, be the witness of M and V, which
are issued and calculated by H as follows:

war = ((yar ® Tng) )" Ymod(n) @)
wy = ((yy ® Iy)7Iv) " Ymod(n) 8)

Then the new authentication protocol for roaming services
can be described in Fig. 5. The shared key K ;g is computed
as Ky g = (PKpy)™, where 7y is generated by M and the
public key PK; = ¢g°%# of H is already delivered to user M
through a secure channel in advance. The real identity 1Dy
of user M is hidden in the temporary identity 71 Dy, which
is computed as TI1Dy; = Exg,,,, (9™ @® IDyy).

Message 1. M—V:ynr, /Dy, TIDp
Message 2. V—=H:ym ’yV7EKVH (yv ||IDV ||TID1W ||Tv)
Message 3. V—H:Ex, ;; (v [ Iv),Ex ;g (war || I [ IDv)

Message 4. M—V:Ex , ,(wml|[Im|IDv)

Fig. 5. Authentication Protocol II for Roaming Services

We explain our proposed protocol II in detail according to

the order of message exchanges as follows.

1) M generates a random number r); € Z\{1}, computes
ym = g™ and Kyg = (PKg)™ . M then computes
TIDy = Ex,,py (yns ©IDyy), and sends 1Dy and ypy
to V.

2) V chooses a random number ry € Z\{1} to compute
yv = g'v, and sends {ym,yv, Er,,(yv || IDv |
TI1Dv, || Tv)} to H.

3) H decrypts EKVH (yv || IDy H TI1Dy, || Tv) by
using shared key Ky p. If the time stamp 73 is within
a reasonable threshold and the decrypted value, y3, is
equal to clear-text yy-, H computes the shared key K ;g
by Ky = (¢")5K# and then decrypts TIDys =
Eryu(g™ @ IDy) with Kprg. Then H can get the
real identity of M by computing

IDy = Bt (Exyyn (g™ @ IDy)) @ g™.  (9)

Kymu
If it is legal, H does the following: 1) Prepare two
strings Ips and Iy, associated with the personal infor-
mation (Name, Address, etc.) of M and V, respectively;
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2) Compute the witness wys and wy for M and V
according to (7) and (8). 3) H sends Ex,,, (wy || Iv)
and EKMH('LUM || Iy || IDv) to V.

4) V decrypts Ex, , (wy || Iv) and verifies witness and
by checking whether (10) holds.

yv = ((wy)" ") mod(n)) & Iy

If it is true, V successfully registers with H, and believes
that M is an authorized user. Subsequently, V forwards
Ex i (wa || Ing || IDy) to M.

5) Similarly, M decrypts Exk,,,, (was || Inr || IDy) and
verifies I and wps by checking

(10)

(1)

If it is true, M successfully registers with H, and believes
that the trust relations between M and V are also
established with the help of H.
In addition, when M is located in his home network, the
authentication protocol can be described in Fig. 6.

yar = ((war)? P mod(n)) @ Iy

Message 1. M—H:yn, I Dy, TID

Message 2. M«—H:Er,; ; (wn|[ I |[IDmr)

Fig. 6. Mutual Authentication Protocol II for Local Services

C. Phase II: Session Key Renewal Protocol

In phase II, we also use one-time session key renewal mech-
anism. Being different from previous protocols, the mecha-
nism for this protocol renews the session key by utilizing a
modified self-certified scheme and Diffie-Hellman mechanism
(Fig. 7).

Message 1. M—V :wpr,Inr,g"™M

Message 2. MV :wy,Iy,g'V

Fig. 7. Session Key Renewal Protocol II

In Fig. 7, typ,tyv € Z: denotes two different elements of
7 of order u. And the session key K /v can be calculated
respectively by users M and V as follows.

For mobile user M, the session key can be computed as

yv = ((w,)")mod(n)) @ Iy, (12)
Ky = y%/M . (gtv)TM — gTvtMJrTMtvlnod(n)7 (13)
Ky = h(Kap). (14)

For V, the session key can be computed similarly as follows:

yur = ((war)’ ") mod(n)) @ Inr, (15)
Ky = y?\){’ . (gtM)TV — gTvtMJrTMtvlnod(n)7 (16)
Kyy = h(Kv). (17)

Clearly, the session key calculated by M and V, respectively,
is equal since

Karv = h(Kar) = h(g™ ™+ mod(n)) = h(Ky), (18)
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where h is a collision-resistant hash function. Key confir-
mation is done implicitly during the session. Moreover, this
protocol can yield a different key for each session renewal.

The security of the key exchange is greatly improved by
this approach, since each session key is renewed for each
session. Moreover, compared with our Protocol I, the number
of message exchanges is reduced to two, while the one-time
session key renewal mechanism is preserved.

V. SECURITY ANALYSIS FOR PROPOSED PrROTOCOL II

Similar to the analysis in Section III, we analyze the security
of protocol II to verify the security requirements.

A. Identity Anonymity and Intractability Analysis

As shown in Fig. 5, the real identity I Dy, of M is replaced
with his temporary identity 7'1D,;, which is computed as
TIDy = Py (ng D IDM), where Kyg = (PKH)TM.
Since only home network H knows its own secret key SKpy,
nobody except H can calculate the shared key Kp/g as
Karg = (g"™)K# . Hence, only H can decrypt the temporal
identity T'I1Dj; with key K and obtain the real identity
ID)s by computing

IDy = Ey!

Kyvu

.

Kymu

(T1D)
(EKMH (ng @ IDM)) Dg™.

Since an illegal tracker cannot obtain the shared key K, he
cannot extract the real identity Dy, from TIDj, and trace
the location of a targeted mobile user.

The identity intractability is assured by two measures: 1)
When user M roams in different visited networks, 171Dy,
is different in each session because of different rjy;; 2) The
shared key Kprg = (PKg)™ is one-time-use so that there is
no direct relationship between these shared keys. The change
of r); guarantees the freshness of 7'/ D), and the shared key
in different roaming domains.

19)

B. Prevention of Fraud

Firstly, our MAP scheme can efficiently prevent an intruder
from impersonating attacks, since the scheme provides secure
mutual authentication mechanisms between mobile users M
and V, M and H, or V and H. Consider the following
impersonation attack scenarios in MAP scheme (Fig. 5):

1) An intruder cannot impersonate H to cheat V, since
he does not possess the long-term secret key Ky p.
Hence an intruder cannot to generate the responding
confirmation Eg,,,, (wy || Iy || g¢"™) to V.

2) V cannot impersonate H to cheat user M. Since the
shared key Kjpsp is unknown to V, and V cannot
generate Ex,,,(war || Ins || IDy || g™ || g"V) where
wps contains yys generated by M.

3) An intruder also cannot impersonate M since he can-
not know the real identity and/or the password of
user M. If the intruder uses a phony identity [ D;w,
the corresponding spurious temporal identity Pl D/M
can be identified by home network, since H can ob-
tain 1D}, by computing ID}, = B (TID)) =
E}?LH(EKMH@TM ® ID);)) ® g™, and then H can
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detect the spurious identity ID’,. Moreover, the real
identity is kept anonymity in our scheme. Hence nobody
except the user himself and his home network H know
his real identity. If the real identity is shared by other
application, the authenticity is further protected by the
password of user M.

Similarly, we also consider the impersonation attack scenarios

in SKRP Phase (Fig. 7) as follows.

1) An adversary is not able to impersonate M to cheat
V. Since it is impossible for an adversary to obtain
the secret rp; unless he can resolve the problem of
computing discrete logarithm modulo a large composite.
Hence, the adversary can not pretend to act as user
M to share or obtain the same session key K sy with
the visited network V, even though any adversary can
easily compute an authenticated pair (was, Ips) for user
M satisfying the equation yp;, = g™ = (wﬁIM) P
Iy )mod(n).

2) Similarly, an adversary also cannot impersonate V to
cheat M.

Comparing with the basic self-certified scheme, we use wys =
((yar ®Iar)F 1) Ymod(n) as the witness in stead of the orig-
inal wys = yﬁIM ) 1mod(n). The improvement is to prevent a
cheating user from having a chance to get forged self-certified

witness, by requiring only one more XOR operation.

C. Mutual Agreement and the Freshness of Session Key

Consider the mutual key exchange mechanism in SKRP
protocol. The new session key is obtained with the mutual
agreement mechanism since according to (18) we can derive
key Ky as follows

Ky = h(g"v™ T mod(n)), (20)

where the two random numbers 75, and ry are respectively
determined by M and V independently. In addition, the two
numbers, t;s and ty/, are also randomly selected by M and V,
respectively.

The freshness of session key is evidently assured, since the
exchanged Messages 1 and 2 in SKRP protocol safeguard the
freshness of the two numbers ¢, and ¢y , which are randomly
selected by M and V, respectively.

D. Prevention of Replay Attack

Finally, we analyze the replay attack in session key renewal
protocol (Fig. 7). Consider the case that an adversary pretends
to act as M and tries to exchange a secret key with V
such that V intends to share the secret key with M. The
adversary can randomly choose an integer o € Z; then he
sets 74, = a- f(Inr) as a fake secret key for M and replace M’s
original public key yys with y%, = g"mod(n). However, the
adversary cannot compute a valid witness w3}, for M, because
the original witness wy; = ((yp @ IM)f(IM)_l)mod(n) for
user M is self-certified. Therefore, although the adversary can
intercept the message {was, Ipr, g™ }, he still cannot forge the
correct message {wyy, Inr, '™ } which satisfies the following
relation: wi; = ((y5; ® L)Y @) )mod(n), unless he can
compute discrete logarithm modulo a large composite. So the
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TABLE 1
PERFORMANCE COMPARISONS (PHASE I)
| Performance Metrics Protocol in [4] | Protocol 1 | Protocol II
B ial M N/A N/A 1+2 Pre.
xponentia v N/A N/A 1+1 Pre.
operation
H N/A N/A 3
M 1 (step 1) N/A 1 (step 1)
Hash
. \% N/A N/A N/A
operation
H 1 (step 3) 1 (step 3) 1 (step 3)
S i M 2 (step 1, 5) 2 (step 1, 5) 1 (step 1)
ymmetric
encryption \% 1 (step 2) 1 (step 2) 1 (step 2)
H 2 (step 3) 2 (step 5) 2 (step 5)
S i M 1 (step 5) 1 (step 5) 1 (step 5)
ymmetric
decryption \%4 2 (step 4, 6) 2 (step 4, 6) 1 (step 4)
H 2 (step 3) 2 (step 3) 1 (step 3)
.. M~V 3 3 2
Transmissions
V—H 2 2 2
Anonymity N/A Yes Yes
TABLE 11

PERFORMANCE COMPARISONS (PHASE II)

| Performance Metrics Protocol in [4] | Protocol 1 | Protocol 11

Exponential M N/A N/A 142 Pre.
operation Vv N/A N/A 1+1 Pre.
Symmetric M 1 1 N/A
encryption 1% 1 1 N/A
Symmetric M 1 1 N/A
decryption \% 1 1 N/A
Transmissions | M—V 3 3 2
Anonymity N/A Yes Yes
Note:

M: Mobile; V: Visited Network; H: Home Network
Pre: Pre-computed exponentiation operation

proposed protocol is able to resist such replay attack, i.e., the
adversary and V cannot obtain the same secret key. Similarly,
an adversary that impersonates V cannot obtain the same secret
key with M either.

VI. PERFORMANCE ANALYSIS

The performance comparisons, specifically the number of
hash operation, symmetric encryption/decryption, exponential
operation, and the number of message exchanges, between the
proposed two protocols and the protocol in [4] are given in
Table I and Table II. Note that the rows in bold font show the
comparisons related to mobile user M. It can be generally
concluded that though the identity anonymity mechanism
is introduced into our protocols for roaming service, the
complexity of the proposed protocols is equivalent to or less
than the protocol in [4] and the computation requirement for
mobile device is quite low.

The proposed protocol II increases the exponentiation op-
erations, however it reduces the number of symmetric en-
cryption/decryption operations. Though the exponentiation is a
relatively time consuming operation, some exponentiation op-
eration can be pre-computed, e.g. g"™, g', g"v, and g*V. As
a result of these improvements, the real exponentiation com-
putation load is not remarkable. The protocol also provides: 1)
identity anonymity; 2) the mutual authentication between the
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two entities without pre-setup shared secret key; 3) the session
keys renewal for each session. All the features are especially
favorable and safer in the roaming environment. Moreover, the
reasonable increase of computational load resulting from the
identity anonymity and one-time session key renewal provide
the improved security strength that are not considered in [4].

Note that the exponential operations required for M are in
(11) (Phase I) and (13) (Phase II), respectively. If we only
consider the exponential operations except those pre-computed
exponential operations, the average computation complexity
is 2 |log 2| - M(n), where M(n) denotes the computation
complexities of modular modulo n. In fact, according to the
binary algorithm for fast exponentiation [20], computing g*
will take 2 |log x| multipliers in the worst case and 2 |log z]
on the average. So the complexity of computing (11) and (13)
can be approximately considered as % Llog %J on the average.
In (13), the exponential operation for yf,M can be pre-computed
while (¢'V )™ mod(n) cannot be computed in advance since
the random variable ¢y is only determined by V and varies in
every session key renewal phase.

VII. CONCLUSION

Two novel mutual authentication and key exchange proto-
cols with identity anonymity and one-way session key pro-
gression have been proposed for GLOMONET. The protocols
are suitable for distributed security management, since the
temporary security manager in the visited network performs
the same as that of the original security manager in the home
network for subsequent communication. For each protocol, the
identity anonymity has been achieved by hiding the real user
identity in prearranged PIDs based on the secret-splitting
principle or by encrypting the real identity with the shared
key, respectively. The proposed protocols can protect a mobile
users privacy in the roaming network environment by hiding
the real identity and reduces the risk that a mobile user
uses a compromised session key to communicate with visited
networks by refreshing the session key frequently. The two
protocols can be applied depending on the availability of the
long-term shared secret key shared by the home network and
its mobile users. The performance comparisons have shown
that significant security improvement can be achieved while
the complexity of our protocols is similar to [4].
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