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Abstract— In this paper, we propose covert localization to
improve the security of wireless localization networks, which
can prevent the legitimate transmission of localization signals
between anchors and agent from being detected by the ille-
gitimate warden. Specifically, we first establish a framework
of covert localization and demonstrate its feasibility when the
warden suffers noise uncertainty. Then, with two specific noise
uncertainty distributions, we derive the fundamental limit of
localization accuracy, i.e., covert squared position error bound
(CSPEB), which is the achievable localization accuracy for the
agent while ensuring covertness for the warden. Theoretical
analysis of CSPEB demonstrates the impact of different factors
on the localization accuracy. Besides, in an energy-constrained
scenario, we formulate a power allocation problem to refine
anchors’ power to minimize the CSPEB for a given total power
budget and develop an algorithm based on the semidefinite
program (SDP). Simulation results verify our theoretical analysis
by evaluating the effect of several representative factors on
the CSPEB and show the superiority of the SDP-based power
allocation algorithm to the other baseline methods.

Index Terms— Physical layer security, covert localization, noise
uncertainty distributions, low probability of detection, covert
squared position error bound (CSPEB).

I. INTRODUCTION

A. Background and Motivation

H IGH precision localization is the prerequisite for numer-
ous location-based wireless services and applications,
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such as Intelligent Transportation Systems (ITSs), Internet of
Things (IoTs), and many military activities [1]–[6]. Plenty
of research efforts have been dedicated to improving the
localization accuracy, presuming reliable localization systems
in the absence of adversarial eavesdroppers [7]–[10]. Nev-
ertheless, one potential issue is that the malicious warden
may attack the legitimate localization system by spoofing the
agent and attacking the anchor network [11], in which anchors
provide localization signals to assist the agent estimating its
position. In some cases, identifying and preventing illegitimate
attacks is not sufficient for the localization network. It is
required to locate covertly by covert localization technique,
which completes the localization process and prevents the
transmitted signals of the anchor network from being detected
by the warden. Covert localization is part of the physical
layer security and has a significant impact on personal and
public security. From the civil perspective, the agent can
complete the localization process covertly to escape from the
adversary’s monitoring or tracking and to perform a secure
position act. For some military operations, the disclosure of
the localization process may lead to devastating attacks on
the entire localization system [11]–[13]. Therefore, catering
to such security concerns motivates the interest in covert
localization.

There are two typical applications of covert localization
and technique: 1) external location spoofing [8], [11], [14];
and 2) location privacy protection [11]–[13]. In the first
scenario, an external attacker modifies the observations of the
agent and then deteriorates the agent’s localization accuracy.
The hostile attacker would attack the localization system by
operating localization signals, such as jamming, delaying,
and modifying the power level [11]. The basic premise,
in this case, is that the transmitted signals of anchors are
detected and intercepted by the attacker. In the second sce-
nario, wireless signals for communication or monitoring may
be used by the eavesdropper to estimate the positions of
network nodes and critical events, which results in the pri-
vacy disclosure of the entire network. Zhang et al. [13]
proposed a location privacy protection approach based on
power allocation, in which a passive eavesdropper estimated
the position of the agent by intercepting the signal transmitted
from the agent and round trip signals transmitted from the
anchors. In this case, the eavesdropper cannot perceive the
presence of transmission if the signal from the agent is not
detected, and the eavesdropper cannot estimate the position
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of the agent if the round trip signals from anchors are not
detected.

It is of vital interest that the localization process stays
covert from the illegitimate warden, which takes precedence
over preventing the potential localization attacks. However,
the feasibility conditions of covert localization are not clear.
Meanwhile, there are no metrics to measure the performance
of covert localization. Thus, to address many intending issues
in covert localization, we aim to verify the feasibility from
the perspective of signal detection and to provide an analytical
framework for the covert localization accuracy. Our theoretical
analysis provides useful insights into the design and operations
of covert localization networks and is easily extended to other
complicated scenarios.

B. Related Work

Nowadays, plenty of research efforts have been dedicated to
studying parameter estimation and localization algorithms to
improve the localization accuracy [11]. However, security in
the localization system becomes of a more significant concern
than ever because location-based information and system are
now used for various vital applications and services [15].
In this section, literature related to secure localization is
mentioned to review several existing techniques. Moreover,
we introduce covert communication and try to leverage a
similar principle to achieve covert localization.

1) Secure Localization: Location security is outlined in [15]
as “protecting location information and systems from location
security risks in order to ensure the quality of location security
services”. The purpose of the adversary in the localization
network is to deteriorate the accuracy of the agent or to destroy
the anchor network when the localization process occurs.
There are two types of attackers in the localization system:
(i) internal attackers, which report false localization informa-
tion to cheat on their positions; and (ii) external attackers,
which modify the parameter measurements [16]. For instance,
the malicious or emissary anchor can be seen as an internal
attacker, and the notorious location spoofing attacker can be
regarded as an external attacker. The most straightforward
manner for external attackers to achieve its goal is to intercept,
jam, modify, and replay localization signals transmitted from
anchors. Thus, the power level and the transmission delay of
received signals for the agent are modified, and the position
estimation is severely distorted [14], [16], [17].

Many strategies and manners are proposed coping with
different types of potential threats and attackers. On one
hand, if the localization attackers are detected and identified,
compromised signals and data can be removed directly or
be utilized to improve the localization accuracy by joint
estimation [17]–[20]. Liu et al. [20] proposed a suite of
methods to detect malicious nodes and to filter out replayed
node signals. The basic idea for finding a malicious node was
to compare the estimation position and its declared location,
namely the geometric inconsistency [18], by using the signal
interaction between the assistance node with known position
and the malicious node. On the other hand, several attack-
tolerant localization algorithms were proposed to compute the

agent’s position robustly [21], such as robust statistical meth-
ods [22], voting-based estimation [17], and extra hardware-
based scheme [23]. In particular, Li et al. [22] proposed a
robust least median square (LMS)-based localization algorithm
by minimizing the median of the residue squares to eliminate
the effect of outliers caused by malicious attackers.

However, the main issue of the works mentioned above is
that the attacker may know the existence of the transmission
process and even intercept the signal of the anchor network.
In contrast, the covert localization technique dedicates to
operating the signal detection process of the adversary, such
that attackers are unaware of the existence of the localization
process.

2) Covert Communication: Covert communication focuses
on hiding wireless transmission between the transmitter and
the receiver, preventing the possibility of the warden attempt-
ing to detect communication signals [24]–[32]. Encryption-
based security can prevent unauthorized decoding by the
adversary and protect the content of the message [24]. In some
instances, protecting the content of the transmitted information
is insufficient [25], whereas covert communication is required
to prevent the existence of transmission from being detected
by the adversary [26].

A feasible approach to achieve positive-rate covert com-
munication is exposing the illegitimate warden to uncertain-
ties, e.g., channel fading uncertainty [24], interference uncer-
tainty [26], and noise uncertainty [27], such that transmitted
signals may be undetected by the warden. Noise uncertainty
of the illegitimate warden should be considered and involved
in a practical detection process because there are no perfect
receiver devices and extremely accurate wireless communica-
tion channels in the real-world [28], [33]. Specifically, noise
uncertainty can affect the signal detection of the warden by
resulting in the SNR wall [33]. If the illegitimate warden is
uncertain of surrounding noise level, undetectable communi-
cation between legitimate transmitter and receiver is possible
when the transmit power is below a certain SNR level [34].
Based on the analysis of the SNR wall, Lee et al. [27] illus-
trated the realization of a positive error-free communication
rate without being detected by an illegitimate warden. It may
be the first work to study the undetectable communication
with a positive rate. However, the detection performance of
the warden in [27] was analyzed under the worst noise uncer-
tainty. Furthermore, He et al. [28] introduced two distribution
models to describe noise uncertainty, bounded and unbounded
models, and investigated the covert transmission rate. Besides,
Shahzad et al. [24] studied hiding the communication to a
covert receiver by considering the fading uncertainty of warden
and utilizing the transmission to another normal receiver as a
cover. Hu et al. [29] considered the amplify-and-forward one-
way relay network, where the relay opportunistically transmit-
ted its information on top of forwarding the source’s message,
while the additional information needed to be covert for the
source. In [29], the uncertainty was inherently embedded in
the strategy for the relay to forward the original information
of the source. Besides, as mentioned in [26], [28], [30], [31],
interference signals or artificial noise can be emitted inten-
tionally by the friendly jammer or the full-duplex receiver,

Authorized licensed use limited to: University of Waterloo. Downloaded on November 24,2020 at 03:26:34 UTC from IEEE Xplore.  Restrictions apply. 



ZHAO et al.: COVERT LOCALIZATION IN WIRELESS NETWORKS: FEASIBILITY AND PERFORMANCE ANALYSIS 6551

to increase the uncertainty for the warden and to provide the
opportunity of achieving covert communication.

However, the above-mentioned papers of covert commu-
nication have not considered the covertness issues of sig-
nals in wireless localization networks. The lack of met-
rics to measure localization performance with covertness
inspires us to investigate the feasibility and accuracy of covert
localization.

C. Main Contributions

In this paper, we develop a theoretical framework to analyze
the covert localization accuracy in range-based, i.e., time of
arrival (TOA), wireless localization network, in which the
anchor network transmits localization signals to help the legit-
imate agent estimate its position, while the existence of local-
ization signals cannot be detected by an illegitimate warden.
Covert localization can be achieved when the warden suffers
noise uncertainty, i.e., the warden does not know the exact
power of background noise [33] but only its value interval or
distribution. We assume that the passive warden uses a primary
and well-known energy detector, i.e., radiometer [34], to detect
the presence of the legitimate signals, since energy detector
can be used when little or no knowledge of the signal structure
is available [35]. Based on the derivation of covert squared
position error bound (CSPEB), we show that the accuracy
of covert localization is affected by the noise uncertainty
parameter, covertness requirement coefficient, the warden’s
position uncertainty, geometry of the network, and the nominal
background noise. Furthermore, we formulate the power allo-
cation optimization problem of the anchors in the presence of
the total power constraint, and propose an algorithm based on
the semidefinite program (SDP) to solve the problem. Sim-
ulation results validate our theoretical analysis by assessing
the effect of the above-mentioned factors on the CSPEB.
Moreover, simulations illustrate that the proposed SDP-based
power allocation algorithm performs better than the other two
baselines.

The main contributions are summarized as follows.

• We define a covert localization scenario, where a legiti-
mate agent estimates its position by receiving the local-
ization signals transmitted from the anchor network,
while the transmission process is eavesdropped by an
illegitimate warden that performs detection for the local-
ization signals.

• We validate that the presence of noise uncertainty is
beneficial for covert localization, and discuss the rela-
tionship between the warden’s detection threshold and the
experienced noise power to achieve covert localization.

• We analyze the optimal detection threshold for the warden
when the noise uncertainty follows two different dis-
tributions, i.e., bounded uncertainty model (BUM) and
unbounded uncertainty model (UUM). Furthermore, with
both BUM and UUM, we derive the CSPEBs as the fun-
damental limits to measure covert localization accuracy
when the warden holds the optimal thresholds. Besides,
the worst-case CSPEB is derived in the presence of
the illegitimate warden’s position uncertainty. Theoretical

Fig. 1. Illustration of the wireless covert localization network.

analysis is provided to discuss the impact of different
parameters on the CSPEB.

• We formulate a power allocation problem in the covert
localization scenario to optimize the transmit powers of
the anchors constraining the total available power. By uti-
lizing the convexity of the Fisher information matrix to
the anchors’ power and considering the maximum power
constraint of the anchors’ signal not being detected,
the nonconvex optimization problem can be transformed
into a semidefinite program and then solved.

The remainder of this paper is organized as follows.
Section II describes the system model. In Section III,
we analyze the detection strategy for the illegitimate warden.
Section IV provides localization accuracy metrics for the
legitimate agent. Section V presents the theoretical analysis
of covert localization with noise uncertainty distributions.
Simulation results and discussions are given in Section VI.
Finally, conclusions are drawn in Section VII.

Throughout the paper, we adopt the following notations.
N (·) and Q(·) denote normal distribution and the tail proba-
bility of the standard normal distribution, respectively. erf(·)
denotes the Gaussian error function and erf−1(·) denotes the
inverse error function. exp(·) is the exponential function. P(·)
represents the probability.

II. SYSTEM MODEL

A. Network Setting

We consider a general 2-dimensional (2D) active local-
ization scenario, where the anchor network transmits radio
frequency (RF) localization signals covertly to a legitimate
agent without being detected by an illegitimate warden. In the
active localization scenario shown in Fig. 1, the agent deter-
mines its position by extracting the localization parameters
from the received signals emitted from anchors with known
positions. The anchor network consists of N anchors, and
the set of anchors is denoted by Na = {1, 2, · · · , N}. The
warden, being passive, silently eavesdrops the transmission of
the anchor network and tries to detect localization signals.
Let ai ∈ R2 be the position of the ith anchor, while
b ∈ R2 and w ∈ R2 represent the position of the agent
and the warden, respectively. In this paper, we focus on the
range-based localization system, where TOA is regarded as
the localization parameter and the transmitter-receiver pair is
synchronized. The distance between the anchor ai and the
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agent b can be expressed by the Euclidean norm,

di,b = ‖ai − b‖2, (1)

which can be easily converted to TOA by dividing the speed
of radio signal c.

B. Transmission Signals

In general, localization signals are broadcast from the
anchor network and are received by the agent and the warden
over the complicated wireless channels. We assume that each
transmitter or receiver equips a single antenna, and RF signal
from each anchor propagates via a single line-of-sight (LOS)
path with additive white Gaussian noise. This assumption may
not necessarily be satisfied in practice, but obtained results will
provide useful insights into the covert localization problem,
and can be extended to more realistic environments, e.g.,
multipath propagation and complex fading.

For the agent, the received signal from anchor ai can be
written as [36], [37]

ri,b(nT ) =

√
AoP t

i

d�
i,b

s(nT − τi,b) + vi,b(nT ), nT = Tob,

(2)

where n is the sample index and T is the sample period. Ao

is a proper constant to describe the wireless channel, Tob is
the observation period, τi,b is propagation delay, i.e., TOA,
and � indicates pathloss factor with � = 2 in this paper.
s(nT ) is a normalized waveform with unit energy and is
transmitted by anchor ai with power P t

i . vi,b(nT ) denotes
the zero-mean Gaussian random noise with two-side power
spectral density N0/2. We assume that s(nT ) and vi,b(nT )
are mutually independent.

Similarly, we assume that the warden has enough informa-
tion to discriminate signals transmitted from different anchors.
For instance, the warden can perform sensing for a specific
frequency band in FDMA [13], where each anchor has a
different frequency band and is known by the warden. Then,
the received signal at the warden from anchor ai can be given
as

ri,w(nT )=

√
AoP t

i

d�
i,w

s(nT − τi,w)+vi,w(nT ), nT =Tob,

(3)

where τi,w and vi,w are defined similarly to τi,b and vi,b.

C. Noise Uncertainty Distributions

We consider a realistic scenario that the warden does
not know its exact noise power, but only the noise uncer-
tainty distributions. In this paper, two representative noise
uncertainty distributions are used to analyze the accuracy
of covert localization, one based on a uniform distribution
called bounded uncertainty model (BUM), and the other
based on a Gaussian distribution called unbounded uncertainty
model (UUM) [28].

1) BUM: The exact noise power for the warden σ2
w follows

a log-uniform distribution in an uncertainty interval ΣI ,

fBUM
σ2

w
(x) =

⎧⎨
⎩

1
2ln(ρ)x

, x ∈ ΣI ,

0, otherwise,
(4)

where the noise uncertainty interval is ΣI = [ 1ρσ2
n, ρσ2

n], σ2
n

is the nominal noise power, and ρ ≥ 1 is the parameter that
quantifies the size of the noise uncertainty. Obviously, ρ = 1
means that the warden knows the exact noise power without
uncertainty.

2) UUM: The noise power lies in an infinite range,
i.e., σ2

w ∈ [−∞,∞], and is related to a nominal noise power
σ2

n through the following log-normal distribution

fUUM
σ2

w
(x) =

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

exp
(
− (ln(x)−kσ2

n,dB)2

2k2σ2
Δ,dB

)
x
√

2πk2σ2
Δ,dB

, if x > 0,

0, otherwise,

(5)

where k = ln(10)/10, σ2
w,dB = 10log10σ

2
w, and σ2

n,dB =
10log10σ

2
n. Note that, σ2

Δ,dB is the parameter to describe
the noise uncertainty, and denotes the variance of the dif-
ference of σ2

w,dB and σ2
n,dB through a Gaussian distrib-

ution (σ2
w,dB − σ2

n,dB) ∼ N (0, σ2
Δ,dB). With log-normal

distribution, the expectation and variance of σ2
w are μ1 =

exp(kσ2
n,dB + k2σ2

Δ,dB/2) and μ2 = (exp(k2σ2
Δ,dB) − 1)

exp
(
2kσ2

n,dB + k2σ2
Δ,dB

)
, respectively.

D. Uncertainty of the Warden’s Position

In addition to noise uncertainty distributions, the warden’s
position may also be uncertain for the legitimate localization
system. The statistical distribution of the warden’s position
is not explored in this paper, but we consider the probable
existence area of the warden. Specifically, we focus on the
worst-case for the transmission strategy of anchors when
the warden is in an uncertain area, and analyze the covert
localization accuracy for the agent in this case. We assume
that the position of the warden has the maximum uncertainty
Δw, which is a positive scalar to describe the uncertain area.
Namely, the warden is located within a circle C (w, Δw),
centered at the nominal position w with radius Δw. Thus,
the distance between the warden and anchor ai lies in the
following set,

d̃i,w = ‖ai − w̃‖2 ∈ [di,w −Δw, di,w + Δw] , (6)

where w̃ is the uncertain position of the warden, di,w is the
nominal distance between anchor ai and the nominal position
of the warden w. Fig. 2 provides an example of the warden’s
position uncertainty model. For simplicity, we assume that
the noise uncertainty distribution in the uncertain circle is
constant.

III. DETECTION STRATEGY FOR THE WARDEN

In this section, we focus on the detection strategy for
the warden to detect the existence of the localization sig-
nals transmitted from anchors. We first present the hypoth-
esis testing that the warden confronts, and then discuss the
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Fig. 2. Geometric interpretation of the warden’s position uncertainty.

realization of covert localization when the warden suffers
noise uncertainty. Moreover, we introduce the definition of
the average covert probability (ACP) to measure the covert-
ness with noise uncertainty distributions. From the warden’s
perspective, we also derive the optimal detection threshold
values to detect localization signals with both BUM and UUM
distributions.

A. Hypothesis Testing

Considering the optimal circumstance for the passive war-
den, the signals transmitted from the anchors are separately
detected by the warden based on the partial prior information,
e.g., the frequency band and noise power. Here, the anchor
ai is used as an example to analyze the warden’s detection
performance. According to the passive observations within
a period of time, the warden wishes to make a decision
to discriminate between the null hypothesis (Hi,0) and the
alternative hypothesis (Hi,1):

Hi,0 : ri,w[n] = vi,w [n], (7)

Hi,1 : ri,w[n] =

√
AoP t

i

d�
i,w

s[n] + vi,w[n], (8)

where sample period T is omitted here. Hi,0 denotes that
localization signal is absent and Hi,1 represents that the
localization signal exists.

In this paper, the warden uses a radiometer as its detection
testing [33], i.e.,

T (ri,w) =
1

Ns

Ns∑
n=1

ri,w[n] ∗ ri,w[n]
Di,1

≷
Di,0

γi, (9)

where Ns is the number of samples, γi is the predetermined
detection threshold to detect the signal from anchor ai, and
two decisions Di,0 and Di,1 are to indicate the received
signal of the warden: noise and localization signal plus noise,
respectively.

Therefore, the false alarm probability and the misdetec-
tion probability for the warden can be defined as Pi,FA =
P(Di,1|Hi,0) and Pi,MD = P(Di,0|Hi,1), respectively. Based
on the central limit theorem and other approximations [27],

[28], [33], we have

lim
Ns→∞

Pi,FA =

{
0, if γi > σ2

w,

1, if γi < σ2
w,

lim
Ns→∞

Pi,MD =

{
0, if γi < P r

i,w + σ2
w,

1, if γi > P r
i,w + σ2

w.
(10)

where Ns→∞ means that the warden is allowed to observe
an infinite number of samples [27], [28], σ2

w is the exact
noise power at the warden, and P r

i,w = AoP t
i

d�
i,w

is the power
of received signal emitted from anchor ai. Similar to exist-
ing studies on covert communication [25], [27], the error
detection of the warden’s hypothesis testing is measured
by δi = Pi,FA + Pi,MD, which satisfies

δi =

{
0, if σ2

w < γi < P r
i,w + σ2

w ,

1, otherwise.
(11)

Note that δi is also bounded between 0 and 1 [27]. δi = 0
indicates that the warden can detect the transmission without
error. In contrast, δi =1 indicates that the warden cannot detect
the transmission at all.

B. Achieving Covert Localization With Noise Uncertainty

The goals of the legitimate agent, anchors, and the illegiti-
mate warden are different. The warden wishes to minimize the
probability of error detection δi = Pi,FA+Pi,MD, for ∀i ∈ Na

and thus accurately senses the existence of the localization
process. In contrast, the purpose of the anchors and the agent
is to achieve covert localization, i.e., undetectable localization.

From the analysis of the warden’s hypothesis testing, if the
warden knows the exact noise power σ2

w without uncertainty
and sets the detection threshold γi ∈ (σ2

w, P r
i,w +σ2

w), we have
δi→0 as Ns→∞, which implies that the warden can detect
the transmission without any error when the observation time
is infinite. Instead, the warden cannot perfectly detect the
signal when the threshold and noise power satisfy [27]

γi < σ2
w or γi > P r

i,w + σ2
w. (12)

Hence, noise uncertainty can be involved to coordinate the
relationship between the detection threshold and received
power. With noise uncertainty, the warden only knows that the
noise power may be contained in a specific interval, instead
of its exact value.

We use the noise uncertainty interval Σ̄I = [ 1ρσ2
n, ρσ2

n] as
an example to illustrate the realization of covert localization.
For a given Σ̄I , ρ has the same meaning as that of BUM, but
the noise distribution is not considered here. If the upper limit
of noise uncertainty is smaller than the lower limit of noise
uncertainty plus received signal power, i.e., ρσ2

n < 1
ρσ2

n+P r
i,w,

the warden can set the threshold between ρσ2
n and 1

ρσ2
n+P r

i,w,
and can detect the signal transmitted from anchor ai with
δi→ 0. In contrast, if the upper limit of noise uncertainty is
greater than the lower limit of noise uncertainty plus received
signal power, i.e., ρσ2

n > 1
ρσ2

n + P r
i,w, the warden may

not detect the signal correctly without appropriate threshold
and the signal transmitted from the anchor ai can be covert
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for the warden. In other words, covert localization can be
achieved when two power intervals, i.e., the noise uncertainty
interval and the noise uncertainty plus signal interval, intersect.
Therefore, with a noise uncertainty interval Σ̄I , ρ− 1

ρ is known
as the SNR wall for signal detection [27], [33].

C. Covertness Measure

In the previous analysis, we demonstrate that the covert
localization can be achieved when the warden suffers uncertain
noise power. For a specific noise uncertainty distribution,
assuming the warden utilizes the optimal thresholds to sep-
arately detect anchors’ signals, the overall performance of
covertness should be measured by the average covert prob-
ability [28], which captures the average covertness from a
Bayesian statistics perspective [25].

Definition 1: The average covert probability (ACP) is

δ̄i =
∫ ∞

0

minγiδi(σ2
w , γi)fσ2

w
(σ2

w)dσ2
w , (13)

where minγi denotes that the warden detects the localization
signals by using the optimal detection thresholds. Therefore, δ̄i

denotes the average error detection probability for the warden,
when it receives the signal transmitted from anchor ai and uses
the optimal threshold to detect.

D. Optimal Detection Threshold for the Warden

With the definition of ACP, we need to determine the
optimal thresholds for the warden to separately detect anchors’
signals with two different noise power distribution models.
From the warden’s perspective, it is desired to minimize the
average error detection probability T (γi), i.e.,

T (γi) =
∫ ∞

−∞
δi(σ2

w, γi)fσ2
w
(σ2

w)dσ2
w (14)

where fσ2
w
(·) denotes fBUM

σ2
w

(·) or fUUM
σ2

w
(·).

Proposition 1: With BUM, from the warden’s perspective,
the optimal threshold to detect the signal transmitted from
anchor ai is

γ∗
i = argminγi

T (γi)|fσ2
w

(σ2
w)=fBUM

σ2
w

(σ2
w)

= argminγi

∫ ρσ2
n

1
ρ σ2

n

δi(σ2
w, γi)fBUM

σ2
w

(σ2
w)dσ2

w

= P r
i,w +

1
ρ
σ2

n. (15)

Proof: See Appendix A. �
With UUM, due to the complicated expression of the prob-

ability density function in (5), we approximate fUUM
σ2

w
(σ2

w) by

a Gaussian function f̂UUM
σ2

w
(σ2

w), which is similar to [28], i.e.,

fUUM
σ2

w
(σ2

w) ≈ f̂UUM
σ2

w
(σ2

w)

=
1√

2πμ2μ3
exp

(
− (σ2

w − μ1)2

2μ2

)
, σ2

w > 0,

(16)

where μ1 and μ2 are given below (5), and μ3 =
0.5
(
1− erf

(
− μ1√

2μ2

))
> 0.

Based on the above approximated power distribution,
we have the following Proposition 2 to describe the approxi-
mated optimal threshold value for the warden.

Proposition 2: With UUM, from the warden’s perspective,
the optimal threshold to detect the signal transmitted from
anchor ai is

γ∗
i = argminγi

T (γi)|fσ2
w

(σ2
w)=f̂UUM

σ2
w

(σ2
w)

= argminγi

∫ ∞

0

δi(σ2
w, γi)f̂UUM

σ2
w

(σ2
w)dσ2

w

= max
{

P r
i,w

2
+ μ1, P

r
i,w

}
. (17)

Proof: See Appendix B. �

IV. LOCALIZATION ACCURACY METRICS FOR THE AGENT

In this section, we first introduce the metric for measur-
ing the localization accuracy of the agent when the warden
does not exist. Then, in the presence of the illegitimate
warden, covert SPEB (CSPEB) is introduced to measure the
localization accuracy when the ACPs satisfy the covertness
requirement.

A. Squared Position Error Bound (SPEB)

We first focus on the scenario in the absence of the
warden. The mean square error (MSE) of the agent’s position
estimation is bounded by the squared position error bound
(SPEB) [36],

P(b) = tr{J(b)−1}. (18)

Due to the fact that the unknown parameter in our model only
consists of the position of the agent, Fisher information matrix
(FIM), J(b), can be expressed as

J(b) =
N∑

i=1

λiJr(φi), (19)

where Jr(φi) is called the ranging direction matrix (RDM),

Jr(φi) =
(

cos2(φi) cos(φi)sin(φi)
cos(φi)sin(φi) sin2(φi)

)
, (20)

where φi is the angle-of-arrival from anchor ai to the agent.
In (19), λi is the ranging information intensity (RII), and is
defined in multipath scene as [36]

λi =
8π2β2

c2
(1 − χi)SNR1

i , (21)

where β is the effective bandwidth of signal [36] and χi is
the path-overlap coefficient. Note that, SNR1

i is the SNR of
the first path in the received signal transmitted from ai,

SNR1
i =
|Ai|2

∫ +∞
−∞ |S(f)|2 df

N0
, (22)

where Ai denotes the amplitude of the received signal and

equals to

√
AoP t

i

d�
i,b

. With the assumption that signals experience

LOS channels, i.e., χi = 0, we have [38]

λi = ξi
P t

i

d�
i,b

, (23)
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where ξi is a positive coefficient determined by the channel
property and the effective bandwidth of the transmitted signal.
Obviously, for signals received by the agent, Ao is included
in ξi.

Proposition 3: For a given localization geometry, namely the
positions of anchors and the agent are fixed, SPEB is convex
and non-increasing in λ, where λ = (λ1, λ2, · · · , λN )T .

The proof of Proposition 3 can refer to the properties of
SPEB in [2]. It implies that, for fixed ξi and d�

i,b, increasing
the power of the signals transmitted from the anchor network
results in better localization performance for the agent.

B. Covert SPEB (CSPEB)

When the warden exists, the legitimate anchors and agent
will introduce a covertness requirement coefficient ε to mea-
sure the probability that the localization signals are not
detected. The coefficient ε ∈ (0, 1) signifies the covertness
requirement, and a sufficiently small ε renders any detector
employed by the warden to be ineffective [24]. Obviously,
SPEB cannot characterize the connection between the covert-
ness requirement coefficient ε and the localization accuracy.
Therefore, we introduce the CSPEB, which is the lower bound
of localization accuracy for the agent that takes into account
the covertness requirement coefficient. Namely, the CSPEB
PC(b) is to describe the SPEB for the agent, in the case that
ACPs of anchor network satisfy δ̄i ≥ 1− ε, ∀i ∈ Na.

V. PERFORMANCE ANALYSIS OF COVERT LOCALIZATION

WITH NOISE UNCERTAINTY DISTRIBUTIONS

In this section, we first formulate the basic optimization
problem from the perspective of the legitimate agent and
anchors to achieve covert localization. The problem aims to
solve the optimal transmit powers of anchors to minimize
the localization accuracy bound while satisfying the covert
requirement constraint. The CSPEB is obtained after getting
the maximum available transmit power of anchors, and then
the factors that affect the covert localization performance
are analyzed. Moreover, the robust optimization problem is
formulated in the presence of the warden’s position uncer-
tainty. Besides, in an energy-constrained localization scenario,
we explore the power allocation strategy of anchors in the
presence of the total power constraint.

A. The Basic Optimization Problem and Solutions

If the warden can obtain the power values of the received
signals and know the experienced noise uncertainty distrib-
ution, from its perspective, the warden must use the opti-
mal thresholds γ∗

i in (15) or (17) to separately detect the
localization signals. For the agent and anchors, the essential
requirement is to minimize localization errors while ensuring
covertness from the warden. Therefore, the basic optimization
problem for covert localization is

P : minimize
P

P(b) (24)

s.t. δ̄i ≥ 1− ε, ∀i ∈ Na, (25)

where P = {P t
1 , P

t
2 , · · · , P t

N} is the transmit power vector of
the anchors. In the case that anchors transmit signal according

to the solved transmit power values, the warden cannot per-
fectly detect localization signals with error probability 1 − ε,
while the agent can obtain the CSPEB.

Theorem 1: With BUM, when the warden separately detects
signals that transmitted from anchor network by the optimal
thresholds γ∗

i , ∀i ∈ Na, the CSPEB for the agent is

PBUM
C (b) =

Ao

(ρ2ε−1 − 1
ρ )σ2

n

(
N∑

i=1

(
di,w

di,b

)�

ξiJr(φi)

)−1

.

(26)

Proof: Substituting γ∗
i of BUM into (13), it derives

δ̄i =
∫ ρσ2

n

1
ρ σ2

n

δi(σ2
w, γ∗

i )fBUM
σ2

w
(σ2

w)dσ2
w

=
1

2ln(ρ)
ln

(
ρσ2

n

P r
i,w + 1

ρσ2
n

)
. (27)

With the constraint in P , we can obtain the maximum power
of received signal from ai, i.e.,

P r
i,w =

(
ρ2ε−1 − 1

ρ

)
σ2

n, (28)

the corresponding maximum transmit power of signal trans-
mitted from ai is

P t
i =

P r
i,wd�

i,w

Ao
=
(

ρ2ε−1 − 1
ρ

)
σ2

nd�
i,w

Ao
, (29)

and the maximum RII provided by anchor ai is

λi =
(

ρ2ε−1 − 1
ρ

)(
di,w

di,b

)�
ξiσ

2
n

Ao
. (30)

Substituting λi, ∀i ∈ Na into (18) and (19), we can obtain the
CSPEB in the case of BUM. �

Remark 1: In Theorem 1, the CSPEB of the agent is related
to the noise uncertainty parameter, the covertness requirement
coefficient, the distance between anchors and the warden,
the characteristics of transmissions, and the localization geom-
etry between anchors and the agent. We draw the following
observations from Theorem 1.

• The covertness requirement coefficient ε is essential to
assess and balance the localization accuracy and covert
performance. The first derivative of ρ2ε−1− 1

ρ with respect
to ε is ∂

∂ε (ρ
2ε−1 − 1

ρ) = 2ρ2ε−1ln(ρ). Thus, we have
∂
∂ε(ρ

2ε−1 − 1
ρ) ≥ 0, for ∀ε ∈ (0, 1) and ∀ρ ≥ 1, which

means that PBUM
C (b) decreases with the covertness

requirement coefficient ε. Namely, in order to achieve a
better covertness to the warden, anchors should transmit
signals with lower power, while the agent’s localization
accuracy will be worse.

• The noise uncertainty parameter ρ is to quantify the noise
uncertainty in BUM, and can be operated to achieve
a specific purpose. Mathematically, the first derivative
of ρ2ε−1 − 1

ρ with respect to ρ is ∂
∂ρ (ρ2ε−1 − 1

ρ) =
ρ−2

(
ρ2ε(2ε− 1) + 1

)
. On one hand, when ε < 0.5,
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we have

(
ρ2ε(2ε− 1) + 1

)
ρ2

=

⎧⎪⎨
⎪⎩

> 0, if 1 ≤ ρ < (1− 2ε)−
1
2ε ,

= 0, if ρ = (1− 2ε)−
1
2ε ,

< 0, if ρ > (1− 2ε)−
1
2ε .

(31)

Thus, when ε < 0.5 and 1 ≤ ρ < (1 − 2ε)−
1
2ε ,

ρ2ε−1− 1
ρ monotonically increases with respect to ρ and

CSPEB PBUM
C (b) monotonically decreases with respect

to ρ. When ε < 0.5 and ρ > (1 − 2ε)−
1
2ε , ρ2ε−1 − 1

ρ
monotonically decreases with respect to ρ and CSPEB
PBUM

C (b) monotonically increases with respect to ρ.
When ε < 0.5 and ρ = (1 − 2ε)−

1
2ε , ρ2ε−1 − 1

ρ

reaches its maximum value, while CSPEB PBUM
C (b)

achieves its minimum value. On the other hand, when
ε > 0.5, ρ−2

(
ρ2ε(2ε− 1) + 1

)
> 0, ρ2ε−1− 1

ρ monoton-
ically increases with respect to ρ, and CSPEB PBUM

C (b)
monotonically decreases with respect to ρ.

• The nominal noise power σ2
n and distances between the

warden and each anchor di,w, ∀i ∈ Na also have an
effect on CSPEB PBUM

C (b). It is obvious that CSPEB
is inversely proportional to σ2

n. In addition, CSPEB
PBUM

C (b) is non-increasing as d�
i,w increases, which

indicates that investigating the warden in near-field and
far-field cases is meaningful.

Corollary 1: With BUM, when the covertness requirement
coefficient ε < 0.5, i.e., the warden’s average covert probabil-
ity for anchor ai, ∀i ∈ Na, satisfies 0.5 < δ̄i < 1, the CSPEB
has its minimum value when the noise uncertainty parameter
is

ρ = (1− 2ε)−
1
2ε . (32)

Thus, with a fixed nominal noise power, a larger noise uncer-
tainty parameter for the warden may not result in a better
covert localization accuracy for the agent.

Theorem 2: With UUM, when the warden detects signals
by the optimal thresholds γ∗

i , ∀i ∈ Na, the maximum transmit
power of anchor ai to satisfy δ̄i ≥ 1− ε is

P t
i =

{
2
√

2μ2
d�

i,w

Ao erf−1(εμ3), if ε < μ4
μ3

,

μ1
d�

i,w

Ao +
√

2μ2
d�

i,w

Ao erf−1 (2μ3ε− μ4) , otherwise,
(33)

where μ4 = erf( μ1√
2μ2

). Meanwhile, the corresponding CSPEB
PUUM

C (b) is

PUUM
C (b)

=

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

Ao
��N

i=1

�
di,w
di,b

��
ξiJr(φi)

�−1

2
√

2μ2erf−1(εμ3)
, if ε < μ4

μ3
,

Ao
(
μ1 +

√
2μ2erf−1 (2μ3ε− μ4)

)−1

·
(∑N

i=1

(
di,w

di,b

)�

ξiJr(φi)
)−1

, otherwise.

(34)

Proof: See Appendix B. �
Remark 2: From (34), the CSPEB of the agent is related

to the noise uncertainty parameter σ2
Δ,dB, through μ1, μ2,

and μ3, the covertness requirement coefficient ε, distances
between anchors and the warden, the characteristics of trans-
missions ξi, and the localization geometry between anchors
and the agent. From Theorem 2, we have the following
observations.

• Similar to the case in BUM, CSPEB PUUM
C (b) decreases

with the covertness requirement coefficient ε.
• Different from BUM, CSPEB PUUM

C (b) monotonically
decreases with the noise uncertainty coefficient σ2

Δ,dB,
regardless of the value of σ2

Δ,dB.
• With UUM, CSPEB PUUM

C (b) decreases with the nom-
inal noise power σ2

n,dB of the warden.
The detailed derivations and analysis of Remark 2 are shown
in Appendix C.

B. Localization Accuracy Analysis With the Warden’s
Position Uncertainty

This subsection provides the worst-case CSPEB in the pres-
ence of the warden’s position uncertainty. The optimization
problem should be modified as

PR : minimize
P

P̃(b) (35)

s.t. δ̄i ≥ 1− ε, ∀i ∈ Na, (36)

w̃ ∈ C (w, Δw), (37)

where C (w, Δw) is used to describe the warden’s position
uncertainty area, shown in Fig. 2. The objective P̃(b) =
maxΔw(P(b)) is to describe the worst-case localization accu-
racy for the agent when the warden’s position is uncertain.

Since anchors only know the potential area rather than
the exact position of the warden, they must transmit signals
with proper power to guarantee that the localization signals
are covert to the warden. For each anchor, the uncertain
distance with the warden is given in (6). To achieve covert-
ness, anchor ai must consider that the warden is likely to
locate at the closest position with minimum distance, i.e.,
min d̃i,w = di,w −Δw.

Then, we give the expressions of the worst-case CSPEBs.
With BUM, the maximum transmit power of the signal trans-
mitted from anchor ai is

P̃ t
i =

(
ρ2ε−1 − 1

ρ

)
σ2

n(di,w −Δw)�

Ao
, (38)

and the worst-case CSPEB for the agent in BUM is

P̃BUM
C (b) =

Ao
(∑N

i=1

(
(di,w−Δw)

di,b

)�

ξiJr(φi)
)−1

(ρ2ε−1 − 1
ρ)σ2

n

. (39)

Similarly, with UUM, the maximum transmit power of the
signal transmitted from ai is

P̃ t
i =

⎧⎪⎨
⎪⎩

2
√

2μ2
(di,w−Δw)�

Ao erf−1(εμ3), if ε < μ4
μ3

,

μ1
(di,w−Δw)�

Ao

+
√

2μ2
(di,w−Δw)�

Ao erf−1 (2μ3ε− μ4) , otherwise,
(40)

Authorized licensed use limited to: University of Waterloo. Downloaded on November 24,2020 at 03:26:34 UTC from IEEE Xplore.  Restrictions apply. 



ZHAO et al.: COVERT LOCALIZATION IN WIRELESS NETWORKS: FEASIBILITY AND PERFORMANCE ANALYSIS 6557

and the worst-case CSPEB for the agent P̃UUM
C (b) in UUM

is

P̃UUM
C (b)

=

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

Ao
��N

i=1

�
di,w−Δw

di,b

��
ξiJr(φi)

�−1

2
√

2μ2erf−1(εμ3)
, if ε < μ4

μ3
,

Ao
(
μ1 +

√
2μ2erf−1 (2μ3ε− μ4)

)−1

·
(∑N

i=1

(
di,w−Δw

di,b

)�

ξiJr(φi)
)−1

, otherwise.

(41)

Remark 3: With BUM, with (38), the first
derivative of P̃ t

i with respect to Δw is ∂P̃ t
i

∂Δw =
−
(
ρ2ε−1 − 1

ρ

)
σ2

n

Ao �(di,w −Δw)�−1. In our scenario,
the warden’s position uncertainty makes sense when
Δw < di,w, and results in ∂P̃ t

i

∂Δw < 0. Thus, P̃ t
i monotonically

decreases with Δw, and P̃BUM
C (b) increases with Δw.

Besides, we can obtain the same conclusion in UUM, and
the detailed derivations are omitted.

C. Power Allocation Strategy in Covert Localization

In the energy-constrained localization scenario, the total
power of the anchor network is always limited [39]. There-
fore, the power allocation strategy for anchors is required to
minimize the localization error of the agent, constraining both
the covert requirement and the total transmit power. The power
allocation problem for covert localization can be formulated
as

PA : minimize
P

P(b) (42)

s.t. δ̄i ≥ 1− ε, ∀i ∈ Na, (43)∑
i∈Na

P t
i ≤ Ptotal, (44)

where Ptotal is the upper bound of the sum of anchors’ powers.
Since the covert requirement has restricted a maximum power
constraint, there is no extra maximum power constraint. The
goal of PA is to find the optimal transmit power allocation
strategy to minimize the CSPEB, while the anchors are covert
for the warden and the powers satisfy the constraints.

Comparing P and PA, it is nontrivial to resolve the
transmit powers of anchors owing to the total power constraint
in (44). Theoretically, if the sum of maximum available powers
in (29) or (33) is smaller than Ptotal, the CSPEBs in both
the energy-constrained scenario and the basic scenario should
be identical. On the contrary, the CSPEB in the energy-
constrained scenario will be higher than the CSPEB in the
basic scenario, because the anchors cannot consume as much
energy as possible when the error probability constraint is met.

With (19), FIM J(b) is a linear function with respect to
the power allocation vector P and (44) is a convex constraint.
The constraint δ̄i ≥ 1 − ε, ∀i ∈ Na, is equivalent to
regarding the solved power (i.e., (P t

i )max) in P as the upper
bound of anchors’ signal, namely, P t

i ≤ (P t
i )max, ∀i ∈ Na.

Therefore, by using the Schur complement and introducing a
maximum power constraint that meets the covertness, PA can

be transformed as a SDP [40], i.e.,

PA−SDP : minimize
P ,Y

tr{Y } (45)

s.t. P t
i ≤ (P t

i )max, ∀i ∈ Na, (46)∑
i∈Na

P t
i ≤ Ptotal, (47)

[
Y I

I
∑N

i=1 ξi
P t

i

d�
i,b

Jr(φi)

]
 0, (48)

where Y is an auxiliary matrix and has the same dimension
with J(b). Now, in PA−SDP, all the objective and constraints
are convex with respect to the unknown variables, i.e., P and
Y . The interior-point method can be utilized to efficiently
approach the SDP PA−SDP.

VI. SIMULATION RESULTS AND DISCUSSIONS

In this section, we present simulation results to examine and
illustrate our theoretical analysis of covert localization.

A. Network Settings for Simulations

This subsection presents the localization network settings,
including positions of network nodes and the transmission
channel parameters. The anchor network consists of N = 8
stationary anchors located at the boundary of a square area
[0, 300] × [0, 300]m2, i.e., a1 = [100, 0]T , a2 = [200, 0]T ,
a3 = [300, 100]T , a4 = [300, 200]T , a5 = [200, 300]T ,
a6 = [100, 300]T , a7 = [0, 200]T , a8 = [0, 100]T . Except
for specific instructions and comparisons, the position of
the agent is b = [400, 200]T , the position of the war-
den is w = [400, 300]T , and the nominal noise power
σ2

n,dB = −50dB in both BUM and UUM. To make results
intuitive, we deliberately restrict our attention to the accuracy
analysis of covert localization to gain insights, rather than the
channel modeling and signal design as well as identification.
Hence, the coefficient ξi, which indicates the channel property
and the effective bandwidth of the transmitted signal, follows
uniform distribution ξi ∼ U [0, 100], while the channel gain
Ao = 0.0001.

B. Accuracy of Covert Localization

We investigate the effect of covertness requirement coef-
ficient (ε) and noise uncertainty parameter (ρ, or σ2

Δ,dB)
on the covert localization accuracy for the agent. We first
validate Corollary 1 that CSPEB does not monotonically
decrease with respect to ρ when ε is less than 0.5 and the
minimum point is ρ = (1− 2ε)−

1
2ε . Fig. 3 shows the CSPEB

comparison with varying ρ when ε equals to 0.001 and 0.6,
respectively. Obviously, CSPEB is not monotonic with respect
to ρ when ε = 0.001 < 0.5, and reaches its minimum value at
ρ = (1 − 2ε)−

1
2ε |ε=0.001 = 2.7210. This result is consistent

with Corollary 1. In contrast, CSPEB monotonically decreases
with respect to ρ when ε = 0.6 > 0.5. From anchors’
perspective, the smaller the covertness requirement coefficient
ε, the more advantageous it is for covert localization. However,
a larger noise uncertainty coefficient ρ may not result in
better covert localization accuracy. Thus, it is essential to
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Fig. 3. CSPEB versus noise uncertainty parameter ρ when ε equals to
0.001 and 0.6 respectively in BUM.

Fig. 4. CSPEB versus noise uncertainty parameter ρ with different covertness
requirement coefficient ε in BUM.

dynamically adjust the delicate relationship between ρ and ε to
achieve a specific covertness purpose according to Corollary 1.

Fig. 4 and Fig. 5 compare the CSPEB with respect to
varying noise uncertainty parameter and multiple covertness
requirement coefficients ε in BUM and UUM, respectively.
From these two figures, we can draw the following obser-
vations. First, covertness requirement coefficient ε increases
the CSPEB in both models, since anchors must transmit
signals with less powers to ensure that localization signals
are not detected by the warden. Second, with BUM, CSPEB
monotonically decreases with ρ when ε > 0.5, but has the
minimum values at ρ = (1 − 2ε)−1/(2ε) when ε < 0.5.
With UUM, CSPEB is a monotonically decreasing function of
noise uncertainty parameter σ2

Δ,dB. Namely, in UUM, from the
perspective of the anchors and the agent, the covert localization
accuracy can be improved by enhancing the noise uncertainty
that the warden experiences, but this manner is not held
in BUM.

C. Effect of the Warden’s Position Uncertainty

We evaluate the worst-case CSPEB for the agent in the
existence of the warden’s position uncertainty. Both BUM and

Fig. 5. CSPEB versus noise uncertainty parameter σ2
Δ,dB with different

covertness requirement coefficient ε in UUM.

TABLE I

GROUPS OF THE AGENT b AND THE WARDEN w

UUM scenarios are evaluated in Fig. 6(a) and Fig. 6(b), respec-
tively. In these two figures, we set the covertness requirement
coefficient ε = 0.001, while the radius of the warden’s
position uncertainty area equals to 0, 10, 30, 50, respectively.
We can see that the CSPEB decreases with Δw in these
two models. This means that if the warden’s position can
be estimated more accurately, the agent can achieve a better
covert localization accuracy. The worst-case CSPEB is derived
based on the robust optimization technique and provides a
fundamental limit no matter where the warden is located
within its uncertainty region. Different conclusions may be
attained if the distribution of the warden in its uncertainty
region is employed. It is worth mentioning that the minimum
value of CSPEB in BUM is related to ρ and ε, so that CSPEBs
with different Δw obtain their minimum value at the same
point of noise uncertainty coefficient.

D. Near-Field and Far-Field Localization

We use four groups of agents and wardens to investigate
the near-field and far-field localization accuracy. The particular
positions of agents and wardens are shown in Table I. In this
part, we assume the position of the warden is known, and
the covertness requirement coefficient is ε = 0.001. Fig. 7(a)
and Fig. 7(b) show the comparisons of CSPEBs in both BUM
and UUM. First, the sequence of CSPEBs corresponding to
different groups in these two figures is identical regardless of
the noise uncertainty models. Specifically, comparing Groups
1 and 3 (or Groups 2 and 4), the position of the warden is the
same, while the agent is far away from the anchors in the latter
group. The distances and geometries between the anchors and

Authorized licensed use limited to: University of Waterloo. Downloaded on November 24,2020 at 03:26:34 UTC from IEEE Xplore.  Restrictions apply. 



ZHAO et al.: COVERT LOCALIZATION IN WIRELESS NETWORKS: FEASIBILITY AND PERFORMANCE ANALYSIS 6559

Fig. 6. The worst-case CSPEB versus noise uncertainty parameter ρ or σ2
Δ,dB with different warden’s position uncertainty Δw.

Fig. 7. CSPEB versus noise uncertainty parameter ρ or σ2
Δ,dB with different groups (Groups 1-4) of agent and warden and nominal noise power σ2

n,dB.

the agent result in the difference of CSPEBs. Second, Group
2 has the lowest CSPEB because anchors can transmit signals
by using higher power since the warden is far from the anchor
network. In contrast, Group 3 has the highest CSPEB since
the warden is close to the anchor network.

E. Levels of Nominal Background Noise

In some cases, due to the friendly interference or coopera-
tive jamming as well as artificial noise, the background noise
level around the warden may also be variable and controllable.
We then evaluate the covert localization accuracy with respect
to two different nominal noise power values, i.e., σ2

n,dB equals
to −40dB and −45dB respectively. Previous four groups are
still used and the covertness requirement coefficient ε is equal
to 0.001. The comparisons of CSPEBs in both BUM and
UUM are evaluated in Fig. 7(a) and Fig. 7(b), respectively.
We can see from these figures that, CSPEBs increase with the
nominal noise power for the warden, indicating that the nom-
inal noise power has a significant impact on signal detection
and covert localization accuracy of the agent for both BUM
and UUM. Besides, compared the CSPEBs of Group 3 with
σ2

n,dB = −40dB and Group 4 with σ2
n,dB = −45dB, it implies

that the network geometry and the level of the nominal
background noise can be complementary to achieve covert
localization with a certain covertness requirement.

F. Power Allocation Solutions

To evaluate the performance of the SDP-based algorithm
when solving the power allocation problem PA, we explicitly
compare it with two other approaches. These two straight-
forward schemes perform based on the constraints and serve
as the baselines, i.e., proportional reduction power alloca-
tion (PRPA) method and random allocation and recompensa-
tion (RAR) method. With PRPA, based on the solution of P in
(29) and (33), if Ptotal ≤

∑N
i=1(p

t
i)max, the allocated power of

anchor ai is p̌t
i = (pt

i)max�
N
i=1(p

t
i)max

Ptotal; otherwise, p̌t
i = (pt

i)max.
There are two steps of RAR method. In the first step, the allo-
cated power of anchor ai is p̂t

i ∼ U(0, (pt
i)max). In the second

step, the extra power may be allocated again. If Ptotal ≤∑N
i=1(p

t
i)max, p̂t

i ← p̂t
i+

p̂t
i�N

i=1 p̂t
i

(Ptotal−
∑N

i=1 p̂t
i); otherwise,

p̂t
i ← p̂t

i + (pt
i)max−p̂t

i�
N
i=1((p

t
i)max−p̂t

i)
(
∑N

i=1(p
t
i)max −

∑N
i=1 p̂t

i).
The positions of the anchors, the agent, and the warden

are the same as that of Section VI.A. The covertness require-
ment coefficient ε = 0.001 and noise uncertainty parameter
ρ = (1− 2ε)−

1
2ε |ε=0.001 in BUM, and σ2

Δ,dB = 0.5 in UUM.
Note that the average CSPEB measures the performance of
RAR method by using Monte Carlo method with 1000 trials.
Fig. 8 depicts the CSPEB varying with respect to the total
power for the anchor network in both BUM and UUM. First,
in Fig. 8(a), the CSPEB without power constraint is constant
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Fig. 8. CSPEB versus the total available power for the anchor network Ptotal.

and gives the benchmark for power allocation solutions. Before
these curves intersect, the sum of anchors’ power is less than
the total power so that the CSPEBs with constraint are far
from the benchmark. Meanwhile, the SDP-based algorithm
performs better than both the PRPA and RAR methods.
Second, we can obtain the same result in Fig. 8(b) that the
performance of the SDP-based algorithm is better than the
other two methods. Third, in Fig. 8(b), the maximum power for
each anchor becomes larger when the covertness requirement
coefficient ε = 0.002, which causes the curves’ intersection to
move to the right.

VII. CONCLUSION

In this paper, we have developed a framework to investigate
covert localization to prevent the localization process from
being detected by the warden. Specifically, we have demon-
strated that noise uncertainty for the warden is beneficial for
achieving covert localization. Based on the analysis of ACPs
with BUM and UUM, we have proposed the CSPEB to mea-
sure the localization accuracy of the agent when the warden
suffers noise uncertainty. Furthermore, we have investigated
factors affecting CSPEB, including the covertness requirement
coefficient, the noise uncertainty parameter, the warden’s posi-
tion uncertainty, the geometry of the network, and the nominal
noise power. Besides, we have formulated a power allocation
problem in covert localization, constraining the total power for
the anchors and proposed a SDP-based algorithm to resolve
it. Extensive simulations have been carried out to validate the
theoretical analysis of the CSPEB. The results from this paper
can be used as a guideline for the design of covert localization
strategies, enabling security and energy-efficient localization
networks.

For future work, we will extend the theoretical analysis of
the covert localization to cooperative networks where multi-
ple agents and friendly interference signals exist. Moreover,
we will design covert schemes in localization networks to
achieve specific purposes.

APPENDIX A
THE PROOF OF PROPOSITION 1

With BUM, substituting fBUM
σ2

w
(σ2

w) into (14), we can
obtain the average error detection probability with respect to
γi, which can be expressed as a continuous piecewise function
as

T (γi)

=

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

1, if γi < 1
ρσ2

n,
1

2ln(ρ) ln
(

ρσ2
n

γi

)
, if 1

ρσ2
n ≤ γi < P r

i,w + 1
ρσ2

n,

1
2ln(ρ) ln

(
1− P r

i,w

γi

)
+ 1, if P r

i,w + 1
ρσ2

n ≤ γi < ρσ2
n,

1
2ln(ρ) ln

(
(γi−P r

i,w)ρ

σ2
n

)
, if ρσ2

n ≤ γi < ρσ2
n + P r

i,w,

1, if γi ≥ ρσ2
n + P r

i,w.

(49)

The warden will not set the detection threshold for the signal
transmitted from anchor as γi ≤ 1

ρσ2
n or γi ≥ ρσ2

n, since T (γi)
is at the worst case. For 1

ρσ2
n ≤ γi < P r

i,w + 1
ρσ2

n, we derive
the first derivative of T (γi) with respect to γi as

T ′(γi) = − 1
2γiln(ρ)

< 0. (50)

This demonstrates that T (γi) is a decreasing function of γi

when 1
ρσ2

n ≤ γi < P r
i,w + 1

ρσ2
n. For P r

i,w + 1
ρσ2

n ≤ γi < ρσ2
n,

we derive the first derivative with respect to γi as

T ′(γi) =
1

2ln(ρ)
P r

i,w

γi

(
γi − P r

i,w

) > 0. (51)

For ρσ2
n ≤ γi < ρσ2

n +P r
i,w, we derive the first derivative with

respect to γi as

T ′(γi) =
1

2ln(ρ)
1

ρ
(
γi − P r

i,w

) > 0. (52)

This demonstrates that T (γi) is an increasing function of γi

when P r
i,w + 1

ρσ2
n ≤ γi < ρσ2

n and ρσ2
n ≤ γi < ρσ2

n + P r
i,w.
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Although the derivative does not exist at γi = P r
i,w + 1

ρσ2
n

and γi = ρσ2
n, we can conclude that the minimum point of

continuous function T (γi) is located at P r
i,w + 1

ρσ2
n, which is

also the optimal detection threshold γ∗
i = P r

i,w + 1
ρσ2

n for the
warden in BUM.

APPENDIX B
THE PROOF OF PROPOSITION 2 AND THEOREM 2

With UUM, substituting f̂UUM
σ2

w
(σ2

w) into (14), we can
obtain the average error detection probability with respect
to γi, which can be represented by a continuous piecewise
function after some mathematical operations,

T (γi)=

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

1
2μ3
− 1

2μ3
erf
(

γi−μ1√
2μ2

)
, if 0 < γi < P r

i,w,

1
2μ3

[
1 + erf

(
γi−P r

i,w−μ1√
2μ2

)
−erf

(
−μ1√
2μ2

)
− erf

(
γi−μ1√

2μ2

)]
, otherwise.

(53)

If
P r

i,w

2 + μ1 < P r
i,w , the first derivative with respect to γi is,

T ′(γi) =

{
T̂1(γi) < 0, if 0 < γi < P r

i,w ,

T̂2(γi) > 0, otherwise.
(54)

If
P r

i,w

2 + μ1 > P r
i,w , the first derivative with respect to γi is,

T ′(γi) =

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

T̂1(γi) < 0, if 0 < γi < P r
i,w,

T̂2(γi) < 0, if P r
i,w < γi < μ1 + P r

i,w

2 ,

T̂2(γi) = 0, if γi = μ1 +
P r

i,w

2 ,

T̂2(γi) > 0, otherwise.

(55)

where

T̂1(γi) = − 1√
πμ3

exp

(
− (γi − μ1)

2

2μ2

)
, (56)

T̂2(γi) =
exp

(
− (γi−P r

i,w−μ1)
2

2μ2

)
− exp

(
− (γi−μ1)

2

2μ2

)
√

2πμ2μ3
.

(57)

To sum up, the optimal threshold for the warden is
γ∗

i = max
{
P r

i,w ,
P r

i,w

2 + μ1

}
, which is consistent with that

of [28].
Substituting γ∗

i into (13) and considering the detailed
expressions of μ1, μ2, and μ3, we have

δ̄i =
∫ ∞

0

δi(σ2
w , γ∗

i )f̂UUM
σ2

w
(σ2

w)dσ2
w

=

⎧⎨
⎩

1− 1
μ3

erf
(

P r
i,w

2
√

2μ2

)
, if P r

i,w < 2μ1,

1
2μ3

(
1− erf

(
P r

i,w−μ1√
2μ2

))
, otherwise.

(58)

With δ̄i ≥ 1− ε, the maximum received power P r
i,w satisfies

P r
i,w =

{
2
√

2μ2erf−1(εμ3), if ε < μ4
μ3

,

μ1 +
√

2μ2erf−1 (2μ3ε− μ4) , otherwise.
(59)

Thus, the maximum RII provided by anchor ai is

λi =

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

2
√

2μ2

(
di,w

di,b

)�
ξi

Ao erf−1(εμ3), if ε < μ4
μ3

,

μ1

(
di,w

di,b

)�
ξi

Ao

+
(

di,w

di,b

)�
ξi

Ao

√
2μ2erf−1 (2μ3ε− μ4) , otherwise,

(60)

and CSPEB can be calculated by substituting λi, ∀i ∈ Na into
(18) and (19).

APPENDIX C
THE PROOF OF REMARK 2

From the expression of PUUM
C (b), ε, σ2

n,dB, and σ2
Δ,dB

are independent with
∑N

i=1

(
di,w

di,b

)�

ξiJr(φi). Thus, we only

focus on the effect of ε and σ2
Δ,dB on the rest of CSPEB. As

known, the first derivative of inverse error function erf−1(·)
is positive due to the fact that inverse error function erf−1(·)
has the same monotonicity as the error function erf(·).

A. PUUM
C (b) With Respect to ε

In the first part of the piecewise function, i.e., ε < μ4
μ3

,
the first derivative of 2

√
2μ2erf−1(εμ3) with respect to ε is

∂

∂ε
2
√

2μ2erf−1(εμ3) = 2
√

2μ2μ3B1 > 0, (61)

where B1 = ∂
∂x erf−1(x)

∣∣
x=εμ3

> 0. If μ4
μ3

< ε < 1, the first

derivative of μ1 +
√

2μ2erf−1 (2μ3ε− μ4) with respect to ε
is

∂

∂ε

(
μ1 +

√
2μ2erf−1 (2μ3ε− μ4)

)
= 2B2

√
2μ2μ3 > 0,

(62)

where B2 = ∂
∂xerf−1 (x)

∣∣
x=2μ3ε−μ4

> 0. Thus,

2
√

2μ2erf−1(εμ3) monotonically increases with respect to ε,
and is not equal to 0 due to εμ3 > 0. Therefore, the continuous
piecewise function PUUM

C (b) decreases with the covertness
requirement coefficient ε.

B. PUUM
C (b) With Respect to σ2

Δ,dB

The first derivatives of μ1, μ2, and μ3 with respect to σ2
Δ,dB

are given by

∂μ1

∂σ2
Δ,dB

=
k2

2
μ1,

∂μ2

∂σ2
Δ,dB

= k2μ2
1+2k2μ2,

∂μ3

∂σ2
Δ,dB

= k2 μ3
1 + μ1μ2

2
√

2πμ2μ2
exp

(
−
(

μ1√
2μ2

)2
)

. (63)

If ε < 1
μ3

erf
(

μ1√
2μ2

)
, the first derivative of 2

√
2μ2erf−1(εμ3)

with respect to σ2
Δ,dB is

∂

∂σ2
Δ,dB

(2
√

2μ2erf−1(εμ3))

=
4B1μ2 +

(
2k2μ2

1+4k2μ2

)
erf−1(εμ3)√

2μ2
> 0. (64)

Authorized licensed use limited to: University of Waterloo. Downloaded on November 24,2020 at 03:26:34 UTC from IEEE Xplore.  Restrictions apply. 



6562 IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS, VOL. 19, NO. 10, OCTOBER 2020

Otherwise, if μ4
μ3

< ε < 1, the first derivative of μ1 +√
2μ2erf−1 (2μ3ε− μ4) with respect to σ2

Δ,dB is

∂

∂σ2
Δ,dB

(
μ1 +

√
2μ2erf−1 (2μ3ε− μ4)

)

=
k2

2
μ1 +

√
2μ2B2 +

k2μ2
1+2k2μ2√

2μ2
B3 > 0, (65)

where B3 = erf−1 (2μ3ε− μ4). It is obvious that B3 > 0, due
to the fact that μ3ε > μ4. Thus, μ1 +

√
2μ2erf−1 (2μ3ε− μ4)

monotonically increases with respect to σ2
Δ,dB, for any ε.

Therefore, the continuous piecewise function PUUM
C (b)

monotonically decreases with respect to noise uncertainty
coefficient σ2

Δ,dB.

C. PUUM
C (b) With Respect to σ2

n,dB

We have the first derivatives of μ1, μ2, and μ3 with respect
to σ2

n,dB,

∂μ1

∂σ2
n,dB

= kμ1,
∂μ2

∂σ2
n,dB

= 2kμ2,
∂μ3

∂σ2
n,dB

= 0. (66)

If ε < μ4
μ3

, the first derivative of 2
√

2μ2erf−1(εμ3) with
respect to σ2

n,dB is

∂(2
√

2μ2erf−1(εμ3))
∂σ2

n,dB

= 2k
√

2μ2erf−1(εμ3) > 0, (67)

Otherwise, if μ4
μ3

< ε < 1, the first derivative of
μ1 +

√
2μ2erf−1 (2μ3ε− μ4) with respect to σ2

n,dB is

∂

∂σ2
n,dB

(
μ1 +

√
2μ2erf−1 (2μ3ε− μ4)

)
= k

(
μ1 +

√
2μ2erf−1 (2μ3ε− μ4)

)
> 0. (68)

Thus, PUUM
C (b) monotonically decreases with respect to the

nominal noise power σ2
n,dB.
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