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Mobile crowdsourcing enables mobile requesters to publish tasks, which can be accom-
plished by workers with awards. However, existing task allocation schemes face trade-
off between effectiveness and privacy preservation, and most of them lack considera-
tion of win-win incentives for both requesters and workers participation. In this paper,
we propose a privacy-preserving task recommendation scheme with win-win incentives
in crowdsourcing through developing advanced attribute-based encryption with prepara-
tion/online encryption and outsourced decryption technologies. Specifically, we design bi-
partite matching between published tasks and participant workers, to recommend tasks
for eligible workers with interests and provide valuable task accomplishment for re-
questers in a win-win manner. Furthermore, our scheme reduces encryption cost for re-
questers by splitting encryption into preparation and online phases, as well as shifts most
of the decryption overhead from the worker side to the service platform. Privacy anal-
ysis demonstrates requester and worker privacy preservation under chosen-keyword at-
tack and chosen-plaintext attack. Performance evaluation shows cost-efficient computation
overhead for requesters and workers.

© 2019 Elsevier Inc. All rights reserved.

1. Introduction

With rapid development of information technology, mobile crowdsourcing becomes a promising paradigm for requesters
to publish tasks beyond their abilities, which can be accomplished by workers with their resource contribution to obtain
awards [21]. Since mobile crowdsourcing demonstrates several outstanding advantages: large coverage, low cost, mobile ca-
pability, and flexible interactive capability, it attracts amount of requesters and workers to participate in the system for
resource reconciliation and exchange. Requesters publish their tasks to the service platform, and utilize the crowd intelli-
gence to complete tasks that they lack sufficient resources to accomplish. Workers learn the task content, and contribute
their capabilities of data sensing, computation and communication for task accomplishment to earn rewards. However, the
complex task requests (e.g., knowledge base construction, image labeling and language translation) also bring critical task
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allocation challenges for the flourish of mobile crowdsourcing as follows [40]. First, for workers, facing huge amount of
heterogenous tasks, it is time-consuming to select suitable tasks that they are interested in and within their capabilities to
accomplish. Especially, if the worker’s contribution fails to be received and awarded by requesters, not only his nontrivial
intelligence and time, but also significant resources (e.g., computing power and battery) may be wasted [6]. Second, for
requesters, the task accomplishment quality can not be guaranteed since workers may reveal different computing behav-
iors towards different tasks [3]. If their published tasks cannot be received and accomplished by eligible workers efficiently,
they cannot obtain expected valuable task accomplishment and may be unwilling to participate in the crowdsourcing sys-
tem. As a result, achieving task allocation is essential for both attracting the user’s further participation and improving the
crowdsourcing system'’s effectiveness [1,2].

A straightforward method to realize effective task allocation is to learn the characteristics of tasks and workers, and allo-
cate corresponding tasks to suitable workers according to the collected information, such as the historical behaviors of the
worker and the correlations between different tasks [30]. Through exploiting devices of the worker to analyze the descrip-
tion of tasks and the personal historical behaviors, unsuitable tasks can be filtered out [9]. However, this approach faces
huge computation and communication overhead for resource-constrained mobile devices since complex computation is re-
quired for task analysis, and workers’ devices should receive all of the tasks’ descriptions at least before learning whether
these tasks match workers’ interests. Benefiting from the powerful computation capability of the crowdsourcing server, the
effective task allocation can be performed on the service platform [23,39]. For effective task allocation, incentives (aims) of
requesters and workers are different [12,20]. From the aspect of a requester, his goal is not to outsource the task to anyone
in the system, but to obtain data contributions responding to this specific task. The data contribution relies on two parts:
the capability of the worker (if his capability satisfies the task requirement objectively) and the behaviors of the worker (if
he has interests to perform the task subjectively) [22,37]. From the aspect of worker, his goal is to obtain awards, i.e., his
data contribution can satisfy the task requirement, by performing his interested tasks (e.g., within his interested topics or
location). Through collecting workers’ information (such as profile, location and interests) [14,34], as well as requirement
descriptions of tasks, the service platform can actively recommend suitable tasks to eligible workers. In this way, the re-
quester can receive valuable data contributions with an efficient cost, and the worker can efficiently accomplish suitable
tasks to obtain deserved benefits.

However, since the service platform is generally managed by a third-party, the task recommendation in crowdsourcing
systems faces privacy challenges through collecting the sensitive information from workers and tasks [18,19,26,33]. Firstly,
the privacy of a requester may be endangered because the task he publishes may reveal some sensitive information, as well
as potential privacy leakage from their task descriptions [36,38]. For example, if a requester publishes crowdsourcing tasks
that can only be fulfilled by psychologists, the service platform can infer this requester may suffer from some psychological
diseases. Secondly, the privacy of a worker may be disclosed because his interests in tasks may reveal his sensitive infor-
mation. For example, the worker sets his interested tasks be accomplished within a specific university, the service platform
may infer that the worker may be nearby the specific location [33]. To preserve privacy for both requesters and workers, the
task information and the identity related information of requesters and workers should be hidden from the service platform.

To address the privacy concerns for task recommendation, a promising approach is to employ cryptographic techniques.
Anonymizing data or employing pseudonyms with hash function and signature techniques are widely proposed in statistical
queries to protect the identity or the location of the worker [27,28]. However, workers may be de-anonymized with auxil-
iary information [15], as well as the requester personal information (e.g., preferences) can be linked to deduce the privacy.
Exploiting secure search method that originally applied on encrypted outsourced data is the other kind scheme for privacy
preserving task recommendation [16]. With this scheme, the worker can find his interested tasks; meanwhile, the privacy
of worker interests as well as the descriptions of the task can be preserved. However, this scheme can hardly guarantee
valuable task accomplishment for the requester, hindering the flourish of the crowdsourcing system. Above all, the task
recommendation that can benefit both requesters and the workers as well as preserve participants’ privacy is required.

In this paper, we propose a privacy-preserving task recommendation scheme with win-win incentives for crowdsourcing
systems inspired by the dual policy attribute-based encryption [4,17]. In our scheme, the requester can encrypt the task with
an access policy that indicate the task requirements, as well as the worker can define an access policy to demonstrate his
interested tasks. The service platform analyzes both their access policies and recommend suitable tasks to workers through
bipartite matching. Specifically, we list the contributions of our work as follows:

« We propose an effective task recommendation framework with win-win incentives for crowdsourcing systems. Through
bipartite matching between the task and worker, both the requester and the worker benefit from the task recommenda-
tion. For the requester, he can obtain valuable data contribution from the eligible worker with efficient time and cost. For
the worker, he can receive his interested tasks to perform, and obtain awards without wasting his contribution resources.
We develop advanced attribute-based encryption to preserve the privacy for the requester and the worker. Although
the interests of the worker and the task information are collected for matching analysis and task recommendation, we
develop advanced attribute-based encryption to keep them confidential from the service platform. The capability, inter-
est and task tag information is analyzed to be privacy preserving under Decisional Bilinear Diffie-Hellman assumption.
Meanwhile, the task content can only be accessed by the authorized worker, whose capability attributes should satisfy
the task requirement policy, and interest policy should match the task tag keywords.
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» We shift most portions of the task encryption to the preparation process, which can be operated once and utilized for all
the task encryption, thus the task encryption overhead is reduced for the requester. We utilize key capsulation method
for the task decryption key, which can offload most of the task decryption cost to the service platform, such that the
decryption overhead on the worker is cost-efficient.

The remainder of this paper is organized as follows. Section 2 reviews the related works on task recommendation
and privacy preservation for crowdsourcing, and Section 3 introduces preliminaries. Then, we present models and goals in
Section 3. Our scheme details can be seen in Section 4. The privacy discussions and performance evaluation are presented
in Sections 5 and 6 respectively, followed by a conclusion in Sections 7.

2. Related works

In this section, we survey the related works from two aspects: task recommendation and privacy preservation for crowd-
sourcing systems.

2.1. Task recommendation

In crowdsourcing systems, task recommendation can help workers to find suitable tasks faster as well as help requesters
to receive valuable task accomplishments. Yuen et al. [35] proposed a task recommendation framework based on a unified
probabilistic matrix factorization, aiming to recommend tasks to workers in dynamic scenarios. Yang et al. [25] proposed
a personalized task recommender system for mobile crowdsensing, which recommended tasks to users based on a recom-
mendation score that jointly takes each user’s preference and reliability into consideration. Merkourios et al. [10] adopted
logistic regression techniques to estimate a user’s probability of accepting a task, and tended to match tasks to users
based on the information. Ari et al. [11] optimized the task recommendation by jointly maximizing the user longevity
and user participation, as well as analyzing interests of contributing participants. Wang et al. [32] consider time-sensitive
and location-dependent crowdsensing systems with random arrivals in crowdsourcing systems, and propose a two-level
heterogeneous pricing mechanism to motivate the participation of participants. To consider online scenarios, some works
are proposed to allocate the tasks to suitable workers in real-time dynamic environments. Zhang et al. [37] consider users’
interest to tasks, and design online incentive mechanisms, to peruse platform utility, and crucial property of truthfulness.
Ho et al. [8] learn the sequence of workers and their skills in advance, to propose an exploration-exploitation algorithm by
applying online primal-dual techniques for accurate task assignment. Tong et al. [29] online define a micro-task allocation
problem in spatial crowdsourcing, conducts a greedy strategy to assign each new arrival task to the corresponding worker
with the highest utility.

2.2. Privacy preservation

Miao et al. [16] proposed a basic outsourced ciphertext-policy attribute-based key encapsulation mechanism to preserve
participants’ privacy. Yang et al. [33] designed a privacy-preserving location matching mechanism to determine whether a
worker is in geocast region of a spatial task or not without any knowledge about the task’s geocast region and the worker’s
location based on Lagrange Interpolating Polynomials. Cheny and Co-authors [5,7] developed a privacy-aware optimization
model of task selection that considers the intrinsic tradeoffs among utility, privacy and efficiency. Wang et al. [31] propose a
personalized privacy-preserving task allocation framework for mobile crowdsensing. Through uploading the obfuscated dis-
tances and personal privacy level to the server instead of its true locations or distances, this scheme can allocate tasks ef-
fectively while providing personalized location privacy protection. Liu et al. [13] propose to reduce the unnecessary location
privacy loss and maintain required quality of service (QoS), by employing economic theory to assist both the service provider
and participants to decide their strategies. Zhuo et al. [41] preserve identity privacy and data privacy for participants during
data aggregation and analysis in crowdsourcing systems, as well as verify the correctness of computation results.

However, existing works lacked to consider privacy preservation and win-win incentives in performing the task recom-
mendation simultaneously, which is significant for the flourish of the mobile crowdsourcing system.

3. Models and goals
3.1. System model

Our system model is shown in Fig. 1. It consists of the following entities: Authority, Service Platform, Requester and
Worker.

Authority. The authority initializes the system, provides registration services for both requesters and workers.

Service platform. The crowdsourcing service platform receives and stores the task ciphertext, as well as the capability
and interest ciphertext from workers. It analyzes if the task matches the worker, and recommends suitable tasks for the
worker. For efficiency of the system, the service platform also pre-decrypts the task ciphertext for the worker.
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Fig. 1. System model.

Requester. The requester encrypts his task information under his requirement policy and sends his task ciphertext to the
crowdsourcing service platform. The requester as well as encrypts corresponding tag attributes to his task, for enabling the
task to be received by the interested worker.

Worker. The worker encrypts his interest policy with his interested attributes (e.g., preferred task category and expected
payments), and sends the ciphertext to the service platform. When the worker receives suitable tasks that they are inter-
ested in and competent to perform, the worker decrypts the task ciphertext and perform the task.

3.2. Privacy model

In our task recommendation for mobile crowdsourcing, the authority is fully trusted in the system. The service platform
is honest-but-curious. The service platform analyzes and matches the tasks to suitable workers, but it is curious about the
task content and worker interest policy, intending to learn the privacy of the requester and worker. The requester is honest.
The worker that perform the task is honest and does not disclose data privacy through a contract signed with the task
requester.

For privacy-preserving task recommendation in our scheme, we preserve both the privacy for the worker and the re-
quester.

» Worker privacy. The information collected from the worker includes two parts: the capability keywords and the interest
policy. (1) The capability keyword generation of the worker should not reveal any capability attribute information, and
should be indistinguishable against chosen keyword attacks (IND-CKA). The capability keyword generation is IND-CKA
secure if any adversary A cannot distinguish the capability keywords of two arbitrary capability attributes. (2) The inter-
est policy of the worker should be IND-CKA and not reveal any interest attribute information, i.e., there is no adversary
A can distinguish the interest policy of two arbitrary interest vectors.

Requester privacy. The task information published by the requester that may reveal the requester privacy includes two
parts: the task content ciphertext and the task tag keywords. (1) The task content ciphertext should only be decrypted
by authorized workers. The task content encryption should be indistinguishable secure against chosen plaintext attacks
(IND-CPA), i.e, there is no adversary A can distinguish the encryptions of two arbitrary data (chosen by A), even if A can
query secret keys. (2) The task tag keywords should be IND-CKA and not reveal any task tag attribute information, i.e.,
there is no adversary A can distinguish the task tag keywords of two arbitrary task tag attributes.

3.3. Design goals

(1) Effective task recommendation. Our scheme aims to match suitable tasks with requesters, and enable the tasks from re-
questers to be performed by capable and interested workers. In this way, the capable worker that perform the task can
provide more qualified data contribution with a high probability, which can benefit the requester to obtain correspond-
ing solutions with lower cost and time, as well as benefit the worker to receive rewards without wasting his contributed
resources for task preformation. Meanwhile, the recommended task can fit the worker’s interests, which can save much
time and efforts in choosing suitable tasks from the amount of the heterogenous tasks for the worker.

Please cite this article as: W. Tang, K. Zhang and ]. Ren et al., Privacy-preserving task recommendation with win-win
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Table 1
Notations.

Notation  Definition

Riq ID number of requester
Wi ID number of worker
skeap Worker's capability key

(M;, pi) Worker’s interest policy
(M, pt) Task’s requirement policy

Cling Worker’s interest ciphertext
Clrask Task content ciphertext
skeap Task tag key

IT Task preparation ciphertext
TK Temporary decryption key

Scheme Definition

The overview of our scheme is presented as follows:

e Setup(\): Given the security parameter A, the trusted authority outputs the public key PK and the system master key
MSK.

e Registration(PK, M SK, R;q, W;q): Given the ID of the worker, the ID of the requester, the public key, and the master
key, the trusted authority computes secret key SK,. for the requester and SK,, for the worker.

o Worker-cap(PK, Wiq, Scqp): Given the public key, the ID of the worker, and the capability attribute set, the trust authority
computes the worker’s capability key skcqp.

e Enc-interest()\;, p;): Given the LSSS policy, the worker generates his secret decryption key z;, hides his interests into
an interest policy, and outputs interest ciphertext ct;y.

o Task-Pre(PK): Given the public key, the requester computes task preparation information I7".

o Enc-task (7, (M, p;), IT): Given the task information, the LSSS policy, and the task preparation information, the requester
computes the task ciphertext ctiqs.

o Task-tag(PK, s;, Siaq): Given the system public key PK, the task secret s; selected in algorithm Enc-task, and the tag
attribute set Sy, , the requester computes his task tag key skiqgq.

o Cap-ptest(ct qsk, Skcap): Given the task ciphertext, and the capability key of the worker, the service provider checks if
the worker’s capability attributes can satisfy the task request policy, and outputs the satisfied capability attribute set.

o Int-ptest(ct,, skiqg): Given the interest ciphertext, and the task tag key, the service provider checks if the task tags
match the worker’s interest, and outputs the matched tag set.

o Pre-dec(ctiqsk; Clint, SKiags Skeap): Given the task ciphertext, interest ciphertext, tag ciphertext, and the capability attribute
of the worker, the service provider pre-decrypts the task, and outputs a temporary decryption key 7K.

® Dec(ctyqsr, TK, z;): Given the task ciphertext, temporary decryption key, and the secret decryption key z; of the worker,
the worker decrypts the task ciphertext and output the task information 7.

Fig. 2. Scheme definition.

(2) Efficient computation overhead. Our scheme aims to guarantee acceptable encryption and decryption consumption for
the requester and worker. For privacy preservation, the task encryption and decryption may introduce extra resource
consumption, which might hinder the requester and the worker to utilize the mobile crowdsourcing system. In this way,
we should guarantee efficient task encryption for the requester and efficient task decryption for the worker.

4. Privacy-preserving task recommendation with win-win incentives

In this section, we present the details of our scheme: privacy-preserving task recommendation with win-win incentives.
For easier illustration, we list some important notations and parameters in Table 1.

4.1. Scheme overview

Our scheme consists of several algorithms, namely Setup, Registration, Worker-cap, Enc-interest, Task-pre, Enc-task,
Task-tag, Cap-ptest, Int-ptest, Pre-dec, and Dec, which is shown in Fig. 2.

Besides, we present our scheme process in Fig. 3. In step (1), the authority initiates the system, generates the public key
PK and system master key MSK. The authority registers the worker and the requester, and generates the capability attribute
keys for the worker. In step (2), the service platform collects the worker interest ciphertext. In step (3), the requester en-
crypts and sends the task content ciphertext with his requirement policy, and the task tag key to the service platform. In
step (4), the service platform analyzes the task ciphertext and the interest ciphertext collected from the worker, to test if the
worker’s capability attributes satisfy the task requirement policy, and to test if the task tag attributes match the worker’s
interest policy. If both of them match with each other, the service platform recommends the task to the worker. In step (5),
the worker sends the acceptation symbol to the service platform to show that he intends to perform the task. The service

Please cite this article as: W. Tang, K. Zhang and ]. Ren et al., Privacy-preserving task recommendation with win-win
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Fig. 3. Scheme process.

platform pre-decrypts the corresponding task with worker’s capability attribute key and task tag key, and transmits the
temporary results to the worker. In step (6), the worker decrypts the task ciphertext with his secret decryption key, and
learns the task plaintext.

4.2. Scheme construction

We construct our scheme into following phases: system initialization, task publication, task recommendation, task pre-
decryption and task decryption.

Phase 1 System initialization

The trusted authority initializes the system by running the Setup and Registration algorithm.

Setup (1)— (PK, MSK): The trusted authority inputs universal attributes U and the security parameter A, outputs the
system public key PK and the system master key MSK. It chooses two multiplicative groups G with generator g and G of
prime order p, and a bilinear map e : G x G — Gr. The trusted authority picks the random numbers g, u,h,w,v € G and a
random exponent « € Zp. The trusted authority outputs the public key PK and the system master key MSK.

PK =g u h,wv, g%e(gg"“ (1)
MSK =« (2)

Registration (W,;, PK, MSK) — (SKw). The trusted authority provides registration services for workers and requesters.
When a worker joins in the crowdsourcing system, he provides W;; to the trusted authority. The trusted authority com-
putes Ky = g2wWid, Kyq = gWid, and sends SKy = (Kwo, K1) to the worker.
Worker-cap (PK, Wiy, Scap = (capy, capy, ..., capn)) — Skeap. This algorithm takes the public key, worker’s ID, and the ca-
pability attribute set as inputs. It picks n random exponents rq,75, ..., n € Zp, then it computes for every ¢ € [n]

KWt.Z :gCL and I<WL,3 = (umplh)rly_vvid (3)

The worker capability key is skcap = {SKw, Kw,2. Kwi.3}ie[n)-

Phase 2 Worker interest collection

When a worker intends to receive his interested tasks, he encrypts his interest access policy by running the Enc — interest
algorithm and sends the outputs to the crowdsourcing platform.

Enc-interest (M;, p;)— ctj,: This algorithm takes a LSSS policy, with M; Z’;” and p; : [l] - Zp as inputs. It first se-
lects a decryption key z € Z, and an interest key sy € Zp, to compute a decryption key K} = (g% )w#*w. It then selects
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Yw=W2....¥n)" € ngl. It computes vector A = (A1, Ay, ..., A)T = M;- (3 +Wig.ya, ... ,yn)T. It then selects [ random ex-
ponents tq, tp, ..., t) € Zp. It computes Gy = g, Gy = g*4wv, for every T €[], it encrypts the interest policy

Cyea = whete, Cweo = (P h)t
CWI,3 = gtf, CWr.4 = W)" (4)

The worker’s interest ciphertext is:

Ctine = (K, Cwo, Cwe.1> Cwe,2, Cwe.3, Cwe.a) eqi))

Phase 3 Task publication

Since a requester may have amount of tasks to publish, the requester can generate a task encryption preparation cipher-
text first by running the Task — pre algorithm. To keep the task privacy as well as guarantee the task can be accomplished
with high-quality data contribution from capable workers, the requester defines a task requirement policy to encrypt the
task by running the Enc — task and Task — tag algorithm. The Enc — task algorithm is used to encrypt the task content, and
the Task — tag is used to encrypt the task tags.

Task-Pre (PK)— IT: Let P be the maximum bound rows in any LSSS access structure used in a ciphertext. For i =1 to P,
the requester chooses a random )»3, Xj,tj € Zp, and computes {Cr1, Cri2, Crizlicpip)}-

CTj.] = W)\}Utf, Cijz = (u"]h)*[f, and CTj,3 thj (5)

Let Q be the maximum task tags in the crowdsourcing system, and the task tags are {tagj}jc1q}- For j=1 to Q the
requester chooses a random r; € Z to compute {Kr; . Kp;,}.

Krjq =g and I(;j’2 = (u'%h)" .

The requester computes and stores the task preparation information IT = ((Cr; 1, Cri 2, Cri3)ic[1.p])» (Krj1 K’}j,z)je[LQ])'

Enc-task (T, (M¢, pt), IT) — ctyqq: The Enc — task algorithm takes the task content T, and an LSSS task requirement policy
as inputs, where M; e Zif” and p; : [l] > Zp. 1t first selects y7 = (s, ¥2,....¥n)" € 7%, where s; is the task secret to be
shared. The vector of shares is X = (A1, Ag, ..., AT = Myt. It then selects [ random exponents ty, to, ..., t; € Zp. It computes
Cr =T -e(g g)%st, Crg = g%. For every t €[l], the requester computes

Crra=Xte =ML, Cres =t (p(T) —Xc)
Cre=wH (7)

The task content encrypted with a requirement policy is ctyog = (Cr, Cro, Crr.1. Crr 2, CT,13,CT,A,CH,S,CTT_%E“]). For pri-
vacy issue, the requester encrypts the task tag attributes by running Taskqg algorithm.

Task-tag (PK, s, Stag = (tagy, tagy, ..., tagn),IT) — skeqg. This algorithm is run by the requester, it takes the system public
key and the tag sets as inputs. First, to bind the task content ciphertext with the tag attributes, the requester computes
Kr3 = g%. Then the requester selects the corresponding task tags in {Kr;1, KY/'j,Z} with the same task tags in S, then he
computes for every ¢ €[n]

Kro =K, 5 - v (8)

The encrypted tag ciphertext is skiqg = (Kg1, Kri2, K13) 1c[1,11-

The requester sends his task ciphertext that consist of the task content ciphertext with the task tag ciphertext G =
(Ctyqsk- Sktag) to the service provider.

Phase 4 Task recommendation

The task recommendation is processed by the service platform. It analyzes and judges whether the capability attributes
of the worker can satisfy the task requirement policy from the requester, and whether the task tags match the interest
policy of the worker. If both of them match, the task matching is successful, and then the service platform recommends the
matching tasks to the worker. For every registered worker that is online in the crowdsourcing system, when there is a new
task published on this platform, the platform analyzes if the task with ciphertext Cg, the worker with skeqp and ctjy,, can
match each other by running the Cap — ptest algorithm and Int — ptest algorithm.

First, the crowdsourcing platform checks if the capability attributes from the worker can satisfy the task requirement
policy.

Cap-ptest (cCtyggy, Skeap)— Ir. For every capability attribute cap; with keys {kw;,, kw;s}, the service platform checks if
cap; = p:(t) with the following equation

e(Cre6. Kw1) . 1 2
e(Crr1. K1) - e(Weres, K1) e(Crr 2uCes, Kiyi o) - e(Cre 3, Kii3)

1 (9)

If the above equation equals 1, it means the corresponding cap; = p¢(7), i.e., this capability attribute cap; is in the
requirement policy. For each matched keyword cap; = p:(t), we add the matching paring (i, ) into set I;. When finishing
search for all the tags, it outputs an index set I;, with which the task requirement policy can be easily verified whether
satisfied or not.
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If the task requirement policy can be satisfied, the service platformchecks if the tag attributes of the task can match the
worker interest policy by running Int — ptest.
Int-ptest (ctiy, Skiag) — I;, the service platform checks if tag; = p;(t) with the following equation

e(Cwr.a, Kr1) 2
e(Cwr.1. K11) - €(Cwe2. Kri2) - €(Cr 3. Kri3)

If the above equation equals 1, it means the corresponding tag; = p;(7), i.e., this tag attribute tag; is in the interest policy.
For each matched keyword tag; = p;(t), we add the (i, t) into set I;. When finishing search for all the tags, it outputs an
index set I;, with which the task requirement policy can be easily verified whether satisfied or not.

If both the task requirement policy and worker interest policy can be satisfied, the service platform recommends the
task to the worker.

Phase 5 Task pre-decryption

After the task recommendation, the suitable worker can receive the recommending tasks. If the worker wants to perform
the task, he sends a message to the service platform (the message can be an acceptation button in the system). When
the service platform receives the message from the worker, the service platform pre-decrypts the task content by running
Pre — dec algorithm.

Pre-dec (PK, SKy, SKcap, CTw, Cit)— TK. The service platform takes the system public key PK, the secret keys of the
worker, the capability key SKqp, interest ciphertext CT;,, from the worker and the ciphertext C of the task as inputs, and
pre-decrypts the task ciphertext with TK as the output. Here, we term the corresponding capbility attribute index as j1 and
the corresponding task ciphertext index as j2 for the j—th element in set I;, which means capj; = py(jy). If the worker
has capability attributes to satisfy the task requirement policy, the service platform can find a set of constants {c;;} that
> jel; Mj2 - Cr.j = St. The service platform computes TK; as

[I~

1 (10)

TKy = e(Cszj s KWl) . e(wCTﬂ"“, KW])
TKyy = e(CT,z,zucTﬂ'sa Kw;, 2)
TKiz = e(Cr, 3. Kw, 3)
TKy = [ [(TKy - TKyy - TKy3)%
Jjelt
= e(g w)"us (11)
Similarly, we term the corresponding tag attribute index as i1 and the corresponding interest ciphertext index as i2 for
the i — th element in set I;, which means tag;; = pj(). If the task with tag attributes to match the interest policy of worker,
the service platform can find a set of constants {c;;} that Yiel, M2 - Cii = Sw - 2 + Wig. The service platform computes TK,
as
TKy = e(Cw,.1, K1)
TKZZ = E(CWI.Lz, K]‘l.l,z)
TKy3 = e(CWiz,3v ](7‘1.1,3)
TKy = [ [(TKar - TKyz - TKy3)
iel;
=e(g, W)s[~(sw-z[+W,d) (12)
With TK; and TK;, the service platform can compute TK as
e(CTo, K(/)) . TK]
TK,
=e(g g (13)
After the task pre-decryption, the service platform sends {Cr, TK} to the worker.
Phase 6 Task decryption
Upon receiving the pre-decrypted data, the worker can efficiently decrypt the data by running the decryption algorithm.
Dec (Cr, TK, z;)— T. The task can be easily decrypted as
Cr
T=1x7%

_ T-e(g g™
- e(g, g)asiz(1/z)

TK =

(14)
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4.3. Scheme correctness

Task Recommendation Correctness

We analyze the service platform can recommend suitable tasks to the worker, where the worker’s capability attributes
can satisfy the task requirement policy, and the task tag keywords can match the interest policy of the worker.

The correctness about the worker’s capability attributes can satisfy the task requirement policy is shown as follows.

e(Cree, Kw1) . 1
e(Cre.1, K1) - e(Wrea, Kyp) - e(Cre oulres, Kyyiz) - €(Cre 3, Kwi3)
B e(whr, ghin) 1
- e(Wrtyte gWia) . e(Whe =2t | gWia) ’ e(uPh—te gti) - e(gte, ucap: he W)
1

= e(ur(h, g)-teci . e(ucapih, g)-trc (15)
If cap; = p¢(t), the above equation equals 1. This capability attribute cap; is in the requirement policy. Once all the
capability attributes have located their positions (row number) in M;, it is easy to evaluate whether the worker’s capability
attributes can satisfy the task requirement policy.
The correctness about the task tag keywords can match the interest policy is shown as follows.

e(Cwr 4. K11) ' 1
e(Cwr.1.Kr1) - e(Cwr 2, Krin)  e(Ce3, Kri3)
B e(WM ,g%) 1
T e(wheute, g5 ) -e((uPch)t, go)  e(g, (utosih)civs)
1

" e(unh, g) - e(ush, g) e )

If tag; = p;(7), the above equation equals 1. This task tag attribute tag; is in the worker’s interest policy. Once all the
task tag attributes have located their positions (row number) in M;, it is easy to evaluate whether the task tag keywords
can match the worker’s interest policy.

Decryption Correctness

To analyze the correctness of the decryption, we should prove the correctness of the pre-decryption at first.

The service platform can compute TK; as

TKy = e(Cr,.1. Kw1) - e(w 2 Kiyy)
— e(W)‘}z vtjz , gvvxd) . e(W)‘J'Z 7)‘3'2 , gvvld)
= e(g w)Werre(g, v)Wate (17)

TKy = e(CT,Z,zuchZ'S, Kw;, 2)
— e((u?‘;‘zh)—szufjr(ﬂr(]'z)—sz)’ grjl )
— e((upt(jz)h)*tjzygrjl)
_ e(g, P h) Tt (18)

TK13 = e(Csz,3* KWj],3)
— e(gth’ (uCanlh)rﬂ v id)
= e(g uPirh)nte . e(g, v) Wutr (19)

TKy = [ [(TKy - TKyy - TKy3)%s
Jelt

=e(g, W)Zja, Wia-Aj2
= e(g w)" (20)
Similarly, the service platform computes TK, as
TKy = e(Cw,,1. Kr3)
= e(w=f2, g%)

= e(g w)*ere(g, v)ie (21)
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TKy, = e(CW,-z,Zv KT“,])
= e((uPi@p)~ta gin)
— e(g, upi(iz)h)’rilfx? (22)

TKy3 = e(Cw, 3, K, 2)
— e(gtiz’ (ufﬂgilh)rﬂ Ust)
=e(g, utagn h)rilfxze(g U)*fxzst (23)

TKy = [[(TKax - TKoa - TKps)
iel;
=e(g W)Zisli se-(Ajp-Ci)
= e(g, w)s (v (24)

e(cro, K(/)) -TK;
TK;
_e(gh, g was) - e(g, w)Wies
- e(g, W)s,-(sw-thrVV,-d)
=e(g g™ (25)

TK =

5. Privacy analysis
In this section, we analyze our scheme can preserve privacy for both workers and requesters.
5.1. Worker privacy

We analyze that our scheme can preserve capability attribute privacy and interest policy privacy for the worker.

(1) Capability attribute privacy. The capability attributes of the worker should be preserved, although the service plat-
form utilizes the capability attributes of the worker to analyze if the worker is capable to perform the task with require-
ment policy. We analyze that if there is an adversary A can obtain worker capability attributes in our scheme with a
non-negligible advantage, it can solve decisional DBDH problem in a polynomial time as follows.

Setup: The challenger C runs the Setup(A) algorithm and set Mask = o, and public key PK = (g, u, h,w, v, g%, e(g, £)%).
Then sends the public key to A.

Phase 1: A queries the secret key with attribute w;. To simulate the secret keys and other parameters, C first computes
u%ih. Then, it maintains a table to record (w;, u%ih). If an existing w; is queried before, the u%ih is sent to .A. Otherwise, it
creates a new tuple accordingly, and stores the tuple into the table. Then, it randomly chooses w; € Z, and r; € Z for each
capability attribute w;, and returns K = Ky, K7, K; 5. K; 3 to A, where

Ko = g*w", K =g™
Kip = g, Ki3 = (uih)v™" (26)

Challenge: A submits two capability attribute vectors wo* = {wg 1, ..., Wg n} and wyx = {wy 1, ..., wq ,}. For any keyword
in these vectors, it has not been queried in the previous query phase. A also provides a challenge policy (M¢, r:) which can
be satisfied by both wg* and wyx. C first flips a random coin b, and chooses a random number c; € Z, for every attribute
W j, then simulates the capability keys as Td = M;, Ky j, K;. where {K;; = g*i, Ky; = (u"eih)“ivWia}.

Phase 2: Same as Phase 1.

Guess: A outputs a guess b’ of b.

Then we show that if the adversary has a non-negligible advantage in the above game, i.e., b’ = b, the adversary A can
solve DBDH problem with a non-negligible advantage. Given A = g%, B=v = g"", C = g¥id, the adversary .A can compute

e(Kyj, A)
e(Kyj, u™vih))

_ e((umh)ive, g)
= e(g(xcj’ qu/_jh)
e(u™rih, g)*ie(g"™u, g*)

- (@ 7. g)% (27)

e(g g)*"i =
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If the adversary can guess b’ = b with non-negligible advantage, then it can compute e(g, g)*"'%i« with non-negligible ad-
vantage.

(2) Interest policy privacy. The interest policy of the worker should be preserved, although the service platform utilizes
the interest policy of the worker to analyze if the worker has interests to perform the task associate with task tags. We
analyze that if there is an adversary .4 can obtain worker interest policy in our scheme with a non-negligible advantage, it
can solve DBDH problem in a polynomial time as follows.

The adversary A submits (Mjg, pjo) and (M;y, p;1), where Mo 1y € Zp to the challenger C. The challenger randomly selects

a secret a vector ¥ = {s,y1,...,yn}’, and randomly selects b {0, 1}. It computes E, ={Ap1.-. . Ay }T =My, - ¥, and selects |
random exponents ty, ...,t; € Zp. Then C computes the following ciphertext.
CWbm =whr, CWbr.Z = (uPrh)"
CWbr.B = gtr ’ CWbr.4 = whtr (28)

Similar to the capability attribute privacy, we can prove that if adversary A can distinguish each pair of (Mjy, pig)
with (M;;, pi1) with non-negligible advantage, when given g, w = gV v=g" T =g, Acan compute e(g, g)"'* with non-
negligible advantage.

e(Cw, ,.w) -e(Cy,,,.8)
e(Whv:, w) -e(ufwh, T-1)
_e(@ @) (g, w) -e((uvh) "t g)
e(gW')Lb'z, w) -e(uPwh, gtv)

e(g. 9"t =

(29)

5.2. Requester privacy

We analyze that our scheme can preserve task tag privacy and task content privacy for the requester.

(1) Task tag privacy. The task tag attributes of the requester should be preserved, although the service platform utilizes
the task tag attributes of the requester to analyze if the task can match the interest policy of the worker. We analyze that
if there is an adversary A can obtain task tag attributes in our scheme with a non-negligible advantage, it can solve DBDH
problem in a polynomial time as follows.

A submits two task tag attribute vectors tox = {tg1,...,ton} and tyx = {t;1,...,t1 5} to the challenger C. C first flips a
random coin b, and chooses a random number ¢; € Zp and rjq € Zp for every attribute wy, ;, then simulates the capability
keys as T = {Ty;, Ty;}. where {Ty; = g%, Ty; = (u'ih)“ivfia}.

Then we show that if the adversary has a non-negligible advantage to guess b’ = b, the adversary A can solve BDH
problem with a non-negligible advantage. Given g, g%, v =gV, C = g'id, the adversary A can compute

e(sz, A)
e(Tyj, u'v.ih))
e((uih)%v'a, g*)
e(g*, uvsh)
_e(ubih, g)*e(g"T4, g%)
T e(uih g)*o
If the adversary can guess b’ = b with a non-negligible advantage, then it can compute e(g, g)%""ic with a non-negligible
advantage.
(2) Task content privacy. Our scheme can preserve task content privacy through keeping the task information confiden-
tial from unauthorized entities.
The encryption algorithm is constructed based on the CP-ABE proposed in [24], which is proved to be IND-CPA secure in

standard model. Meanwhile, the pre-decryption scheme is proven to be semantic security against chosen plain text attacks.
Similarly, our scheme can be proven to be IND-CPA secure.

e(g )"t =

(30)

6. Performance evaluation

In this section, we analyze the performance of our scheme in terms of computation cost of the requester, the worker
and the service platform in Table 2. E; (respectively, M;) represents an exponentiation (respectively, multiplication) in the
group G;, and e represents the paring time. The bilinear operations are the dominate cost, such that we ignore minor factors
such as arithmetic in Zp. P represents the maximum rows of the task encryption LSSS policy; Q represents the unified task
tag numbers; P. represents the capability attribute numbers of the worker; P; represents the number of attributes in the
worker’s interest policy; P represents the task tag attribute numbers of the requester; P; represents the number of attributes
in the requester’s task requirement policy. We ignore small numbers of operations, such as arithmetic in Zj.

We compare our scheme with PAB-MKS [16] on a 256-bit Bareto-Naehrig curve using version 0.3.1 of the RELIC library.
Since the requester and the worker are mobile users, we evaluate their performance with ARM Cortex-A9 CPU, and 1 GB
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Fig. 4. Computation overhead on requester and worker.

RAM. The service platform can be a powerful server, we evaluate its performance with Intel Core i5 CPU, and 4 GB RAM.
Times are measured in milliseconds (averaged over 10,000 iterations).

6.1. Overhead on requester

The computation on the requester of our scheme mainly includes two parts: the task content encryption with the task
requirement policy and the task tag encryption with the task tag attributes. In Fig. 4(a), we illustrate the computation
overhead on the requester under the condition that only one task is published in our crowdsourcing system. We take the
computation time as y-axis, and the task requirement policy attribute number and task tag attribute number as the x-axis.
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As shown in Fig. 4(a), we can demonstrate that the task content encryption time increases linearly with the task requirement
policy attribute number. The task tag encryption time increases linearly with the task tag attribute number. Both of the task
content encryption and the task tag encryption are much less than the encryption of PAB-MKS [16], which demonstrates
the efficiency of our scheme on the requester side.

In Fig. 4(b), we illustrate the computation overhead on the requester under the condition that multiple tasks are pub-
lished in our crowdsourcing system. We take the computation time as y-axis, and the task number as x-axis. For simplicity,
we set average task requirement attribute number and task tag attribute number as 10. From this figure, we can demon-

strate that the task content encryption and tag encryption increases linearly with the task number, since more tasks are
published, more task encryption should be performed by the requester.
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6.2. Overhead on worker

The main computation overhead on the worker also includes two parts: the worker interest encryption with the interest
policy and the task decryption. In Fig. 4(c), we illustrate the computation overhead on the worker on the condition that
there is only one task. We take the computation time as the y-axis, and the worker interest policy attribute number and
the task requirement policy attribute number as the x-axis. As shown in Fig. 4(c), we can demonstrate that the worker
interest encryption time increases linearly with the worker interest policy attributes since if the worker has more interest
attributes to be hidden in the policy, the worker should provide more computation time to encrypt them. The decryption
time is constant nearly to be zero, because most portion of the decryption operations (especially the time-consuming par-
ing operations) are offloaded to the service platform. Compared with [16], the worker decryption in our scheme is much
less than PAB-MKS; the worker interest encryption is less but approximate to PAB-MKS. In fact, if the worker interests re-
main stable in a period of time, the worker interest encryption can be performed once when the worker is joined into the
crowdsourcing system, such that our scheme is efficient on the worker side.

In Fig. 4(d), we illustrate the computation overhead on the worker on the condition that there are multiple tasks rec-
ommended to the worker. As shown in Fig. 4(d), we can demonstrate that the worker interest encryption time is constant
no matter how many tasks are recommended to the worker. If the worker does not need to update his interest information
in tasks, only one time of worker interest encryption is required in our scheme. The task decryption increases linearly with
the task number, but is efficient since the time consumption for one task is very small.

6.3. Overhead on service platform

In Fig. 5, we illustrate the computation overhead on the service platform. We take the computation time as the z-axis,
the task requirement policy attribute number as the x-axis, and the interest attribute number as the y-axis. The recom-
mendation time increases linearly with the worker interest policy attribute number, worker capability attribute number,
task requirement policy attribute number, and the task tag attribute number. For simplicity, in Fig. 5(a), we set the worker
capability attribute number and the task tag attribute number as 12. We can demonstrate that the recommendation time
increases with the task requirement number and the interest attribute number. As shown in Fig. 5(b), we can demonstrate
that the pre-decryption time increases with the task requirement number and the interest attribute number.

In summary, since the task encryption on the worker is split into preparation phase (preparation information can be used
for every task encryption) and online phase. For every task encryption, the requester only employs the online encryption,
such that the computation on the requester is efficient. For the worker, the interest policy encryption only needs to be
performed once, and the decryption time is nearly zero, such that the computation on the worker is efficient.

7. Conclusion

In this paper, we have proposed privacy-preserving task recommendation with win-win incentives for mobile crowd-
sourcing, which can achieve effective task recommendation to benefit both requesters and workers, as well as guarantee
participants’ privacy. Firstly, our scheme design bipartite matching to support effective task recommendation to suitable
workers, leading the valuable task accomplishments for requesters and efficient task selection for workers. Secondly, our
scheme preserves both privacy for requesters and workers through encrypting the collected interest information for the
worker, and the task tag keywords for the requester; as well as keeping the tasks to be accessed by capable and interested
workers. Thirdly, our scheme reduces the computation cost for the worker by offloading most portion of the task decryption
to the service platform, and for the requester through splitting the task encryption to preparation phase and online encryp-
tion phase. In our future work, we will consider the variability of the worker interests, and design privacy-preserving task
recommendation with flexible and dynamic interest policy update for workers in mobile crowdsourcing.
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Appendix A. Linear Secret Sharing System (LSSS)

A secret-sharing scheme 2 over a set of parties P is called linear (over Zp) if

1. The shares for each party form a vector over Zp.
2. There exists a matrix M with [ rows and n columns called the share-generating matrix for 2. For all i =1,...1, the ith
row M; of M is labeled by a party p(i) where p is a function from {1,2,...,m} for parties P. When we consider a
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column vector v= (s, 13,...,T;), where s € Zy is the secret to be shared, and rp, ..., € Zp are randomly chosen. The
M7 is the vector of I shares of the secret s. The share A; = (M#);, i.e., the inner product M;¥ belongs to party p(i).

Suppose 2 is a LSSS denoted by (M, p) for attribute access structure A. Let S € A be an authorized attributes set, and
I={i:p(i) €S}, Ic{1,2,...,1}. Then there exist constants {w; € Zp};, satisfying the ;. ,w;M; = (1,0, ...,0), so that if A;
are valid shares of any secret s according to 2, the }; ; w;A; = s. Furthermore, these constants w; can be found in polynomial
time in the size of the share-generating matrix M. For any unauthorized set, no such constants exists.

Appendix B. Bilinear Groups

The bilinear pairings namely Weil pairing and Tate paring of algebraic curves are defined as a map e : G x G — Gq, where
G is a cyclic additive group generated by g, whose order is a prime p, and G, is a cyclic multiplicative group of the same
order q. Discrete logarithm problems (DLP) in both G and G are hard. Bilinear pairings have the following properties:

+ Bilinearity: for any u,v € G, and q, b € Zp, it has e(u?, v*) = e(u, v)®.
- Non-degeneracy: e(g, g)#1, 1 is the unit parameter in G.
« Computability: for all u, v € G, there is an efficient algorithm to compute e(u, v).

Appendix C. Decisional Bilinear Diffie-Hellman (DBDH) Assumption

A challenger chooses a group G of prime order p based on the security parameter of system. Let a,b,c,z € Zp be selected
randomly and g be a generator of G. With (g, A=g% B=gb C=g°), the adversary must distinguish a valid tuple e(g, g)%¢
from e(g, g).

An algorithm B that outputs a guess u {0, 1} has the advantage ¢ in solving DBDH if the following formula was
satisfied.

Pr{B(g.A.B.C.e(g.9)™) = 0] | _

_Pr[B(g,A,B,C.e(g.8)")=0] |=°¢
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