IEEE INTERNET OF THINGS JOURNAL, VOL. 12, NO. 7, 1 APRIL 2025

8537

Goal-Driven Trusted Collaborator Selection and
Task Offloading in Dynamic Collaborative Systems

Jiazhi Chen™, Graduate Student Member, IEEE, Xianbin Wang

and Xuemin Shen

Abstract—Given the limited onboard resources and opera-
tional time constraints, dynamic collaboration among moving
intelligent machines, such as unmanned aerial vehicles (UAVs)
and unmanned ground vehicles (UGVs) through task offloading
has become essential for effective task completion. However,
the growing offloading complexity and mismatch between task
specifics and distributed resources inevitably lead to resource
wastage and potential task failures. Furthermore, malicious
collaborators may sneak into offloading processes, which under-
mines collaborative system reliability. To tackle these challenges
collectively, a goal-driven trusted task offloading strategy is
proposed, which efficiently matches diverse tasks to optimal
distributed resources. Specifically, multidimensional goals of
complex tasks are modeled as distinct task completion metrics,
jointly termed Value of Service (VoS). Moreover, we define task-
specific trust as a goal-achieving mechanism that enables the
construction of a reliable collaborator group for a given task with
diverse VoS. Based on the task-specific trust evaluation of all
potential collaborators, the task offloading process is transformed
into a trust-guided bipartite graph matching problem. To mitigate
the matching complexity in large-scale collaborative systems,
decomposed subtasks with similar goals are initially clustered
into limited categories and subsequently arranged by priorities.
Simulation results show the proposed strategy efficiently selects
capable and reliable collaborators who complete tasks as expected
in unreliable dynamic environments.

Index Terms—Bipartite graph, dynamic collaborator selection,
task offloading, trust, Value of Service (VoS).

I. INTRODUCTION

OVING intelligent machines, such as unmanned

aerial vehicles (UAVs) and unmanned ground vehi-
cles (UGVs), have become essential in supporting various
complex tasks, including traffic surveillance and disaster
rescue, owing to their cost-effectiveness, high mobility, and
versatile deployment capabilities [1]. However, the constraints
on both onboard resources and operational time pose chal-
lenges for these machines to independently execute complex
tasks, thereby necessitating dynamic collaboration through
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task offloading to resource-powerful machines for effective
task completion [2]. Specifically, different from mobile edge
computing servers and remote cloud, a fleet of moving intel-
ligent machines concurrently possesses powerful computing
and mobile capabilities, which could form a moving collab-
orator platform for efficiently completing delegated complex
tasks [3], [4].

A. Motivation

Given the dramatically increased tasks and collaborators
in large-scale collaborative systems, concurrently achieving
efficient collaboration while guaranteeing task completion
performance can be extremely challenging. This challenge
arises primarily from the intricate requirements for capability
and reliability during the selection of potential collaborators.

On the one hand, diverse completion goals associated
with collaborative tasks lead to complex capability require-
ments when selecting potential collaborators. Traditional task
offloading strategies typically aim to optimize a static and
single completion goal, which results in resource wastage
by blindly pursuing task-agnostic goals [5], [6], [7]. For
instance, misallocating time-sensitive resources for time-
tolerant tasks inevitably leads to significant wastage of
time-related resources. Furthermore, reasonable tradeoffs
among specific completion goals, such as completion time,
energy consumption, and security, are essential to accu-
rately reflect the holistic task goal for selecting reliable
collaborators. More importantly, as most complex tasks con-
sist of multiple dependent subtasks, their interdependencies
necessitate corresponding connectivity among collaborators,
introducing further complexity to the offloading process.
While a collaborator with sufficient resources may complete a
subtask successfully, inadequate contact duration with another
collaborator assigned to a dependent subtask could still result
in overall task failure.

On the other hand, concentrating solely on the capability
of selected collaborators while neglecting their reliability
still poses a significant risk to effective task completion,
particularly in the presence of malicious collaborators. Given the
inherent openness and dynamic nature of moving collaborative
systems, the infiltration of malicious collaborators is inevitable,
which initiates various security threats in task offloading and
completion, encompassing both external and internal attacks [8].
While external attacks from unauthenticated collaborators could
be mitigated through existing techniques like encryption,
authentication, and digital signatures onremote security servers,
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these techniques generally fail to counter internal attacks by
collaborators with legitimate and trustworthy identities [9], [10].
As task requestors typically lack control over the subsequent
task execution process after offloading, these internal malicious
collaborators, who always hide in the offloading process, could
be selected as final collaborators, thereby compromising task
completion performance.

Motivated by the aforementioned challenges, it is critical to
design an efficient task offloading strategy that concurrently
considers the dynamic capability and reliability requirements
during collaborator selection. Given the variations in col-
laborator selection requirements induced by diverse tasks,
designing distinct metrics that modeling multidimensional
task completion goals is essential for optimal collaborator
selection, collectively termed Value of Service (VoS). To this
end, we define task-specific trust as a new goal-achieving
mechanism, uniquely tailored to align collaborator selection
with multidimensional task completion goals. As mentioned
in our previous work [11], trust among moving machines is
perceived as an aggregated confident indicator constituted of
multiple factors related to whether a collaborator can complete
tasks as expected. Here, we broaden this trust concept to task-
specific trust by replacing completion expectation with a set of
multidimensional goals to address the complex task offloading
problem in dynamic collaborative systems.

Since complex tasks are often decomposed into multiple
subtasks, we employ graph-based task representation to
accurately characterize task structures and subtask interde-
pendencies [12], [13], [14]. Likewise, the resource platform
formed by moving collaborators is also modeled as a graph
structure, wherein the resources of each collaborator are
represented as a set of virtual machines (VMs) with the consid-
eration of parallel resource occupancy [15], [16], [17]. Based
on constructed task-resource graphs and defined task-specific
trust, the offloading problem is converted to a trust-guided
bipartite graph matching problem between subtasks and VMs.
However, the exponentially growing complexity due to the col-
laborative system scale increment renders such graph matching
ineffective or even infeasible. Therefore, designing an efficient
task offloading strategy for large-scale collaborative systems
is critical, and achievable by clustering subtasks into limited
categories and arranging them by priorities.

B. Related Work

Task offloading in dynamic environments has been exten-
sively explored in existing research to enhance task completion
performance. Meanwhile, due to the openness and dynamic
nature of collaborative systems inevitably initiating security
threats, there is a growing reliance on trust mechanisms to
detect and eliminate the participation of malicious collabora-
tors.

1) Task Offloading in Dynamic Environments: Besides the
strategies designed solely focusing on maximizing or minimiz-
ing a static and single task completion goal [5], [6], [7], an
increasing number of studies have proposed new task offload-
ing strategies in dynamic environments considering diverse
task completion goals. Specifically, both task completion time
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and energy consumption are jointly optimized in [3] and [4]
using utility functions, with game-theoretic and stable match-
ing algorithms proposed for task-resource matching. However,
these strategies mainly focus on static resource allocation and
do not fully consider dynamic real-time changes. Moreover, in
accommodating the demands of heavy computation of tasks,
an energy-efficient collaborator group-assisted collaborative
offloading strategy is proposed that splits tasks into multiple
subtasks [18], but it lacks sufficient consideration for security
in unreliable environments. To further analyze the dependency
among subtasks, a graph-represented task scheduling problem
is investigated in [12], using a low-complexity subgraph search
and transmission power optimization, though this reliance
on subgraph search can increase computational overhead in
large-scale systems. Besides, recent reinforcement learning
(RL)-driven task offloading strategies optimize collaborator
selection through adaptive learning [19], [20], yet reliability
concerns persist due to the risk of malicious collaborators.
Although [21] explores using RL to mitigate these security
risks, the complexity of RL-based strategy still poses a
significant challenge in large-scale systems.

In a nutshell, given the high probability of infiltration by
malicious collaborators in open and dynamic collaborative
systems, security threats initiated by these malicious entities
inevitably lead to unsatisfactory task completion performance
and even task failure. Consequently, under such unreliable
environments, the effectiveness of the existing offloading
strategies mentioned above may be compromised when the
reliability of collaborators is not considered.

2) Trust in Task Offloading: Inspired by the idea of lever-
aging trust to mitigate security threats in collaborative systems,
several recent studies have sought to integrate trust into
task offloading. For example, in [22], [23], and [24], trust is
incorporated as an additional evaluation metric for collab-
orator selection alongside task completion time and energy
consumption, aimed at detecting and mitigating the impact
of malicious collaborators. Although these works can select
reliable collaborators, their static evaluation of trust limits
flexibility for tasks with evolving goals. Moreover, rather
than isolating trust from other quality-of-service requirements,
Kong et al. [25] and Rjoub et al. [26] proposed trust-based
task offloading strategies that rely exclusively on evaluated
trust values. Specifically, trust values are derived from met-
rics, such as average response time, average frequency ratio,
and resource utilization of collaborators in [26]. Yet, these
methods often require frequent updates of trust values based
on collaborator performance, which escalates computational
demands as the number of tasks and collaborators increases.
Furthermore, by formulating the problem of dependent task
offloading with bipartite graph matching, trust relationships
can be incorporated into the graph as edge weights that need to
be maximized, providing more effective solutions for matching
tasks and resources [27], [28]. Nevertheless, the computational
overhead associated with constructing and updating these
graph models becomes substantial in large-scale systems.

In a nutshell, the trust mentioned in these existing works
could not be adaptively adjusted according to the diverse goals
of the tasks, which are primarily dedicated to static goals, such
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as detecting and mitigating risks initiated by malicious col-
laborators. Moreover, existing trust-based offloading strategies
often overlook the substantially increased computational over-
head of trust evaluation in large-scale systems, stemming from
frequent updates of trust values based on dynamic collaborator
performance, which require extensive data processing as the
number of collaborators and tasks grows.

C. Contributions and Organization

To efficiently match multiple tasks with diverse completion
goals to capable and reliable resources under dynamic envi-
ronments, we propose a goal-driven trusted task offloading
strategy to accurately select optimal collaborator groups for
effective task completion. The main contributions of this
article are summarized as follows.

1) A multidimensional task completion goal model is
proposed to achieve efficient task offloading tailored
to diverse goals. By designing specific task comple-
tion metrics for diverse goals, collectively termed VoS,
optimal collaborators are adaptively selected. Three task
completion goals, including VoS of task completion
time, VoS of energy consumption, and VoS of trust,
are considered in this article. Specifically, the inherent
openness of collaborative systems inevitably introduces
unknown collaborators, making the VoS of trust essential
to guarantee task completion reliability.

2) We define task-specific trust as a goal-achieving mecha-
nism that assists the construction of reliable collaborator
groups for complex tasks with varied VoS. By further
modeling the task graph and resource graph, the process
of dynamic task offloading to distributed resources
is transformed from an adaptive mixed integer pro-
gramming (MIP) problem into a trust-guided bipartite
matching problem. In contrast to existing matching
optimization problems with static task completion goals,
the proposed problem could be adaptively adjusted
according to diverse task completion goals.

3) To solve the trust-guided bipartite matching problem,
we propose a goal-driven trusted task offloading strat-
egy. Specifically, a task-specific trust evaluation method
is proposed to accurately evaluate the trustworthiness
of collaborators by adaptively aggregating task-specific
historical information and third-party recommenda-
tions. To reduce the computational complexity of trust
evaluation, an adaptive goal-driven subtask clustering
(AGSC) algorithm is proposed that clusters subtasks
into limited categories via similar goals. Besides, to
guarantee intricate graph task structures, subtasks are
arranged by priorities both within and across clus-
ters through a proposed two-stage priority exploration
algorithm.

The remainder of this article is organized as follows.
Section II introduces the system model and problem for-
mulation. Section III overviews the details of our proposed
goal-driven trusted task offloading strategy. Simulation results
are given in Section IV, followed by the conclusion in
Section V.
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Fig. 1. Illustration of the UAV-UGV collaborative system, featuring two
types of graph tasks to be offloaded from the UAV to UGVs. The UGV
platform comprises a total of eight UGVs, with two designated as malicious.

II. SYSTEM MODEL AND PROBLEM FORMULATION

In this section, we first represent complex UAV tasks and
distributed UGV resources using the graph model, incorpo-
rating task-specific trust to efficiently associate task graphs
and resource graphs. Assume that a central controller, such
as a roadside unit (RSU), manages the UAV-UGV task
offloading decisions. The UAV with a graph task transmits
the required task completion goals to the central controller,
which then evaluates and selects reliable collaborative UGVs.
An illustrative example of the UAV-UGYV collaborative system
is presented in Fig. 1, considering two distinct types of UAV
tasks, namely, type 1 with a star topology and type 2 with
a bull topology. Besides, eight potential UGVs with available
resources for collaboration are also depicted, with two random
UGVs designated as malicious. The major system models are
introduced in the following sections. The main notations used
in this research are summarized in Table 1.

A. UAV Task Model

The set of UAVs is denoted as M = {1,...,m,..., M},
where each UAV m € M owns a task that needs
to be offloaded to UGVs for execution. Specifically, the
task of UAV m is represented as a graph G, =
(Sms T, Wip)  [12], [13], [14], where S,, = {simli €
{1,2,...,|Sm|}} represents a set of dependent subtasks, and
|S;,| indicates the total number of subtasks. The sets I',, =
il i € (1,2,...,1Sul},i # i} and W, = (whi|i,i €
{1,2,...,|Sul},i # i’} denote the dependency and required
contact duration between subtask s;,, and sy, respectively.
With multiple tasks from a set of UAVs, Spyq £ U,epSp is
the union set of all subtasks, which is formulated as Spq =
{si|ll=(@,m),ie{1,2,..,|Sul},me M}

B. UGV Platform Model

The UGV platform consists of multiple UGVs denoted as
the set N' = {1,...,n,...,N}, where each UGV n carries
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TABLE I
MAJOR NOTATIONS AND DEFINITIONS

Notation  Definition
m A UAV, m € M
n AUGV,neN
Si,m A subtask of a UAV graph task m, s; m € Sim
Sy A subtask from a union set of all subtasks, s; € Sy
'yf;‘f, A dependency (edge) between ¢ and i/, 'yi{f/ clm
wf;‘f, Required contact duration between 4 and i,, w;’f/ cW,,
Vg An available virtual machine, vy € Vs
A one-hop communication link
Tnn between n and nl, Vnn el
An exponential distribution parameter of
Wi n! contact duration between n and nl, (L, eEW
€k A trust relationship between 7 and k, e; , € E
wzk i’s global trust value for k, wfyk ew
b, A completion goal (VoS) of a graph task, 75, € Rom
ff’ m A completion goal (VoS) of a subtask, fﬁ m € 7A€¢,m
Tk Binary task offloading decision between % and k
Dim Data size of a subtask
K Total number of clusters
Cy A cluster, Cy € C, f € {1,2,...,K}
cf A cluster centroid, cy € C, f € {1,2,..., K}
7“;}’ A completion goal (VoS) of a cluster centroid, f? eR f
w]%ﬂ % Capability trust value
w?,k Direct experiential trust value
w}’fk Indirect trust value
Historical collaboration records for direct experiential
Hak trust evaluation
Hin,k Historical collaboration records in indirect trust evaluation

multiple VMs providing available resources for completing
subtasks [15], [16]. Similarly, we also model the UGV plat-
form as an undirected graph G = (N, I, W) [17], where
N indicates the set of UGVs and each UGV n € N owns
a set of available VMs, formulated as V, = {vj,lj €
{1,2,...,|Val}}. Moreover, T' = {y,nln,n’ € N,n # n'}
and W = {w, y|n,n" € N,n # n'} indicates the existence
of the one-hop communication link between n and n’ and
corresponding edge weights served as exponential distribution
parameters of contact duration between n and n’. With multiple
VMs from different UGVs, Vs 2 U,en/V, is the union set
of all available VMs, which can also be formulated as Vs =
vk = (G, m),j € (1,2, .., [Val},n € N}

C. Attack Model

With increased UGV participating in collaborative systems,
the potential infiltration of malicious UGVs is inevitable,
leading to failed task offloading and even system collapse.
Defending against internal attacks in collaborative systems
is crucial due to the threat posed by malicious UGVs with
legal and trustworthy identities inflicting greater system harm
and detection challenges than external attacks. Specifically,
two main internal attacks launched by malicious UGVs are
considered in this study as follows.

1) Blackhole Attack [29], [30]: The malicious UGV falsely

claims its capability to complete offloaded tasks, but
upon receiving tasks and associated rewards from the
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UAYV, discards the tasks without execution, thereby
diminishing the success rate of task offloading. Such
behavior of the malicious UGV is detected when task
response time ¢, is larger than the dwell time T,‘fm, ie.,
t > Tjw, where T,ﬁ’m = (dmn,n/V) (dn,n is the distance
between the location of UGV n that start receiving the
data at the beginning and the end point of the diameter
of the circle in the forward direction of UGV n).

2) On-Off Attack [31]: The malicious UGV alternates
between legitimate and malicious actions in an unpre-
dictable pattern. It behaves normally for a period fieg;,
during which it offloads tasks correctly, and randomly
initiates a blackhole behavior during #pna, where it
drops all task information. The alternating behavior is
represented as a random binary function, f(f), where
f(t = tegi) = 1 during legitimate actions and f(1 =
tmali) = 0 during malicious actions.

3) Recommendation Attack [25]: This attack also known
as bad-mouthing or good-mouthing attacks, malicious
recommenders send deceptive recommendations to task
requestors, influencing the trust evaluation with mislead-
ing data. For example, let w8(A, B) denote the global
trust rating of collaborator B as evaluated by A, while
w8(C, B) is the deceptive rating sent by the malicious
recommender C. The manipulated rating w8(C, B) #
Wie (C, B) could mislead A, leading to incorrect trust
decisions.

D. Trust Graph Model

The trust relationship among humans affects their decision
to select the partner to cooperate with. In this article, we
transfer the trust among humans to trust between UAVs
and UGVs, where the trust is task-specific and gradually
established with multiple collaborations. More specifically,
the task-specific trust relationship between subtasks and VMs
is harnessed for goal-driven task offloading. Such a trust
relationship is modeled as a bipartite graph [27], [28], denoted
as G, = ({Sam, Vi), Ey, Wy), where S and Vs signify the
union set of all subtasks and all available VMs, respectively.
Furthermore, E, = {e(s;, vi)|s;1 € Spm, v € Vo) indicates
the edge (trust relationship) set of the trust graph. W, =
{w8(sy, vi)|lsi € Sm, vk € Var} denotes the evaluated global
trust value between subtask s; and VM . For a specific
task of UAV m, let N represent the set of UGVs within the
communication range of UAV m. Similarly, the set of trust
relationship is denoted as E € E, and the corresponding
global trust value set is represented as W € W, whege E =
leiklsim € Smk = (,n),j € {1,2,..,|Vull,n € N} and
W = (W} Isim € Sm. k = (,n),j € (1,2,..,|Val},n € N},
respectively.

E. Model of Multidimensional Task Completion Goals

The multidimensional completion goals of a UAV graph
task G, are represented as a set consisting of multiple features
7A2m ={#hpe{l,2,..., |7A2m|}}. Due to each graph task G,
comprising a set of dependent subtasks S,, and each subtask

s;.m also includes diverse completion goals R; ,,, = {?ip mlSim €
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S..,p e {1,2,..., |7A€m|}}. Inspired by [32] and [33], a new
task completion metric, i.e., VoS, is harnessed to model diverse
completion goals. We assume the VoS of each subtask s;
and corresponding graph task G, are known by the RSU,
which is normalized as a value within the range [0,1]. By
leveraging VoS, diverse and potentially conflicting goals across
different tasks can be modeled separately, such as time and
security requirements, enabling flexible adaptation to multitask
collaborative systems. Overall, three expected subtask VoS are
considered as they represent essential dimensions of task com-
pletion performance, including the VoS of subtask completion
time rl > the VoS of subtask energy consumption 7% . and

1,m’
the VoS of subtask trust r4 . The correspondmg expected VoS
of the overall graph task g,,, follows: r = min Z‘S”'l Allm,

= min le’”l lzm, and r3 = (1/1Su)) Z‘S"’l 73 . Details of
the actual VoS calculation are given as follows.

1) VoS of Task Completion Time: The completion time
calculation of a subtask 7;,, needs to consider task structure.
When offloading two connected subtasks s;,, and sy, to
different UGVs n and n', T;,, encompasses transmission
time, data exchange time Art,,, and computation time tfk.
Otherwise, T; ,, only comprises transmission time and compu-
tation time. A piece-wise function indicates 7} ,, as

Vl‘l N l DLm

if ym' =Lxix xxpp =1
Vv €n,vp en’,n#£n (D

[Vl |N| Xi k XDjm C
SV W (—+ti,k)

otherwise

where D; ,, is the data size of subtask s; ,,, X; ¢ indicates the
binary task offloading decision and ¢,, , indicates the data
transmission rate between UAV m and the UGV n that the
offloaded VM vy belong to, given by

Gmn = Blogs (1 + Gmn@m.n) 2)

where B denotes the channel bandwidth, g, , is the transmis-
sion power between UAV m and UGV n, and ¢,, , represents
the varying channel quality. Similar to [34] and [35], we
model ¢, , as a continuous random variable, including fac-
tors, such as fading, path loss, and noise, which obeys a
uniform distribution in the interval [1, 2], denoted by ¢, , ~
U(er, €2). Thus, gm .¢m.n represents the received signal-to-
noise ratio (SNR) according to Shannon’s theorem, where a
higher value of g, ,¢., enables a larger transmission rate.

In terms of the data exchange time Art, , between UGV
n and 7n/, an opportunistic V2V contact model is har-
nessed, where At, , obeys exponential distribution [36], [37].
Therefore, the probability of the data exchange time between
UGV n and n’ should be larger than At = [(Djn/Pm.n) —
Dy m/bmn)| + Wi, denoted as Pr(AT,,y > Atlwy,y) =
e

—AtXw,

Without loss of generality, the actual VoS of subtask com-
pletion time r; 1 is modeled by harnessing the following two
functions [33], [38]: 1) a sigmoidal function for time-sensitive
subtasks and 2) a logarithmic function for time-tolerant
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subtasks, formulated as

1 .
_ fowi,=1
14et (Tim=e2)” o im 3)
1 — azlog(l + 4Ty ), if @im =0

o=
where the binary variable @;,, is used to describe the type
of subtask s;,, toward time-related characteristic, @;, = 1
with 0.5 < ?i]’m < 1 indicates time-sensitive subtasks and
@i, =0with 0 < ?l{ » < 0.5 indicates time-tolerant subtasks,
respectively.
Based on the subtask completion time in (1), the overall
completion time T}, of a graph UAV task G, is calculated with
the slowest subtask completion time, given by

S|

T, = max Z Tl m €]

thus the actual VoS of task completion time is denoted as

— min Zl ml

2 ) VoS of Energy Consumption: UAVs incur extra offload-
ing overhead induced by transmitting data with UGVs and
hovering in the sky to wait for task results. We ignore the
energy waste from the transmission as it is typically much
smaller than that from hovering, which is even smaller by two
orders of magnitude [39], [40]. Therefore, the UAV energy
consumption by solely offloading a subtask s; ,, is denoted as

Ei,m = mTi,m (5)

where q);n indicates the propulsion power of the UAV m. A
thrust-based propulsion energy consumption model is utilized
to evaluate the propulsion power q{n [40], [41].

Due to the limited computing capacities and energy
resources of UAVs, increased UAV energy consumption
inescapably impairs task completion performance. Thus, the
actual VoS of UAV energy consumption for offloading a
subtask s; , is formulated as a sigmoidal function within the
range (0, 1], given by

1

2 _
ri,m o 1 —+ gﬂl(Ei,m*ﬁz) ’ (6)

Accordingly, the overall UAV energy consumption for
offloading the whole graph task G,, is formulated as

1Sl
Ep = qlymaxy_ " Tim (7)

where the actual VoS of UAV energy consumption for offload-
ing the whole graph task is denoted as r = min Zl | lzm.
3) VoS of Trust: Traditionally, trust from one entlty to
another is dedicated to its legitimate identity authentication
as well as secure communication without data leakage [42].
However, the task-specific trust concept in this article is not
limited to identity security or communication security but fur-
ther expands to collaborator group selection security, ensuring
the task completion performance is within the soft tolerance of
task requestors. Such broadening of the trust concept is crucial
due to the high likelihood of internal malicious collaborator
participation in dynamic collaborative systems, where task
requestors typically cannot predict whether such collaborators
could process the tasks as expected [11], [24]. Furthermore,
malicious behaviors initiated by certain collaborators may be
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temporary, attributed to uncontrollable external factors such as
poor channel quality. In such cases, these collaborators may
still deliver satisfactory services in the future. Consequently,
we propose a new task completion metric, namely, VoS of
trust, where the VoS of trust for a subtask s; ,, indicates the
probability of the selected VM v, completing the subtask
according to various goals, ranging from O to 1, given by

3 W, k + wi k)\' —‘91 ”é_elm‘ , Oim = éi,ms
im= e 61 5 ®

Wik~ Wi,k)‘P'éi—m” Oim < Oim
where wf « indicates the global trust value of a VM vy from
subtask s; ,, perspective, reflecting the probability of achieving
satisfactory completion of subtask s; ,,. In general, when no
historical task offloading has occurred between UAV m and
VM v, the initial trust value w® ik of VM vy is set to 0.5.
Subsequently, the trust value w? : . is dynamically updated upon
collaboration. The update process of trust value depends on
the comparison between the actual subtask utility 6; ,, and the
expected subtask utility 01 m, where we assume 6; ,, = (r, mt
l,m)/2 and 6,,,,, = (ri’m+?i2‘m)/2. Ar and A, indicate the reward
and penalty weights, respectively. Based on the calculated VoS
of subtask trust in (8), the actual VoS of trust for the whole
graph task G, is denoted as r = (1/1SuD Z Sul )3

zm

F. Problem Formulation

With the involvement of the system models above, the
overall objective of this work is summarized as minimizing the
discrepancy between expected VoS and actual VoS by selecting
a reliable collaborator group for a given task with diverse
goals, where the actual VoS should always be “just-above”
the expected VoS. Given X = [x;k]1<i<|S,|,1<k<|Vp|,|<m<M
that denote the matrix of binary variable x; x, we capture the
tradeoff between VoS of task completion time, VoS of energy
consumption, and VoS of trust by function R(x), defined as

M
1 1 ~1 2 ~2
R(x) = 1\_4’”2_:1(60] |7y — Tl + 2|17, — 77
+ w3l — Fl) ©)

where a weighted sum of the discrepancy between expected
VoS and actual VoS is calculated. Considering a large amount
of uncertainty in the UAV-UGV collaborative system includ-
ing but not limited to malicious UGV participation, varying
air-to-ground (A2G) channel quality, V2V contact duration,
and UAV energy budget, the proposed optimization problem
for goal-driven task offloading is formulated as

P: arg min R(x) (10)

X

S.t.
=il =W Ve Ry, i, € Rim (C1)
IVal IN]
Xik X D m < T,;i,n

j=1 n=1 ¢m,n '

Vsim € Smome M,ne N (C2)
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e AWl >y y,’;;i/ =lLxigxxpp=1n#n
Yveen v en,meM,neN(C3)

[Val NSl

ZZZXZkXan<vamEM (C4

j=1 n=1 i=1

M |Swl

D xik < VylVneN (C5)

m=1 i=1

where C1 guarantees the actual VoS of every goal should
always be above the expected VoS. Constraint C2 only allows
UAVs to transmit tasks to VMs belong the UGVs that are
within the communication range of UAVs due to the com-
munication link between the UAVs and UGVs must remain
connected until data transmission is completed. Constraint
C3 ensures that when offloading two connected subtasks
sim and sy, of a graph task G, to different UGVs n
and n/, the probability of the data exchange time between
n and n' that is larger than At should be greater than a
threshold p within range (0,1]. Constraint C4 controls the UAV
energy budget associated with offloaded tasks. Constraint C5
limits the offloaded subtasks to exceed the available number
of VMs.

The proposed optimization problem in (10) indicates an
adaptive MIP problem with binary offloading indicator x; k.
Solving the problem is challenging in guaranteeing the
graph task structure and task completion performance through
appropriate subtask-VM matching, as stated in C1 and C3.
Traditionally, exhaustive-search-based methods are utilized
to solve such an MIP problem [43], [44], inevitably bring-
ing prohibitive nondeterministic polynomial (NP) complexity.
Moreover, the difficulty of solving the problem also arises
from the unreliable task completion performance stemming
from the extensive involvement of malicious collaborators.
To achieve efficient subtask-VM matching with reliable task
completion performance, we employ graph theory that inte-
grates the task-specific trust relationship between subtask and

M [27], [28], i.e., convert (10) to a trust-guided bipartite
graph matching problem solved in polynomial time. The
solving strategy for this trust-guided bipartite graph matching
problem is described below.

III. GOAL-DRIVEN TRUSTED TASK OFFLOADING

The overall process of our proposed goal-driven trusted
task offloading strategy is depicted in Fig. 2, encompassing
four main steps outlined in the following sections. By ana-
lyzing multidimensional task completion goals and evaluating
specific trust value between subtask and VM, this strategy
effectively reduces the complexities associated with matching
multiple UAV tasks featuring distinct goals to UGVs offering
diverse capabilities. It is extensible to accommodate tasks
with divergent or even conflicting goals through goal-driven
clustering and priority exploration.

A. Adaptive Goal-Driven Subtask Clustering

Given the exponential growth in the number of tasks and
potential collaborators in dynamic collaborative systems, the
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Fig. 2. Detailed steps of the proposed goal-driven trusted task offloading strategy. Based on (a) modeling multidimensional task completion goals, subtask-VM
offloading decisions are then obtained through (b) AGSC, (c) two-stage subtask priority exploration, (d) task-specific trust evaluation, and (e) trust-guided
bipartite graph matching-based collaborator group selection. Note that the trust value is adaptively updated and stored as historical information for the next

offloading process.

analysis of diverse task completion goals and the evaluation
of collaborators become increasingly complex. To reduce
such complexity, an AGSC algorithm is first proposed, which
clusters concurrent subtasks in the UAV network according to
similar goals, which is illustrated in Algorithm 1.

The main difference between the proposed AGSC algorithm
and the traditional K-means clustering algorithm lies in the
adaptive selection of the K clusters according to the subtask
completion goals. The proposed AGSC algorithm comprises
two main steps, namely, optimal cluster selection and adaptive
subtask similarity calculation. Aiming to decide the optimal
clusters Kpin < K < Kpmax of the union set of subtask S
according to their completion goals U,,c Mﬁi,m, we employ
the average silhouette method that find the optimal K by
maximizing the average silhouette coefficient [45], [46]. The
silhouette coefficient is calculated by comparing the similarity
of a subtask to its own cluster with its neighboring clusters,
denoted as [(B(Rim) — a(Rim))/(max @(Rim). b(Rim))].
More detailed definition of the silhouette coefficient can be
found in [45]. Then, the average silhouette coefficient is
obtained by calculating the mean of silhouette coefficients over
all subtasks, given by

ISl _b(Ripm)—a(Rim)
U max @(Rim) b(Rim))

ISl

(1)

Uk =

Subsequently, the set of clusters C = {Cy|f € {1,2,...,K}}
that yields the largest value of the average silhouette coefficient
in set A is obtained as the optimal cluster selection. To
accurately assign subtasks with similar completion goals to the
same cluster Cr, K = Kpn is selected as the initial number
of clusters and a set of centroids C = {cf|f € {1,2,...,K}} is
randomly selected from the subtasks union set. Then calculate
the similarity through Euclidean distance evaluation between
selected centroids and other subtasks according to subtask
VoS, and assign each subtask to the cluster with the closest
centroid, denoted as

o(sp) = arg;nin [ Rim — Ryll3 (12)

where Ry Pl € {1,2,....Khp € {1,2,..., [Roml}}
indicates the completion goals (VoS) of each centroid cf, ¢ (s)
represents the clustering label of a subtask s;.

The cluster centroids are continuously updated by taking the
mean of all subtask completion goals assigned to each cluster,
given by

cf = (13)

> Rim

| fl s1€Cr

where ¢y stops updating until convergence, i.e., equal to the
previous centroid Cpre.
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Algorithm 1: AGSC

Input: Union set of all subtasks S and corresponding
completion goals U,,c AR, minimum and
maximum number of clusters Kpyin and Kpax

Output: Set of optimal clusters C

1 Initialization:
2 A <0, K = Knin
3 while K < K, do

// Random selection of centroids
4 foreach ¢ € C do
5 L Cf < 8] € S M
6 Repeat
7 foreach s; € Sy do
8 foreach ¢y € C do
9 Assign subtasks to clusters with minimum
similarity distance
10 based on (12)
11 foreach ¢ € C do
12 Cpre < Cf
13 Update cluster centroids ¢y based on (13)
14 Until ¢, == ¢
15 Calculate average silhouette value ¥k based on (11)
16 A<, K=K+1

-

7 return Optimal clusters with max A

B. Two-Stage Subtask Priority Exploration

To avoid unnecessary costs induced by coordinating con-
flicts among subtasks that select the same collaborative VM,
the process of exploring priority among subtasks becomes
essential. Based on the clustered result of subtasks concerning
their different completion goals, the priority degree of each
cluster should be explored as the first stage, which is con-
cretized below.

Definition 1 (Priority Degree of Subtask Cluster D(Cy)):
The priority degree of subtask cluster D(Cy) is defined as the
weighted sum of the feature vector of corresponding cluster
centroids, namely, the weighted sum of all subtask completion
goals (VoS), given by

[Ronl

2 @l
p=1

where ?}’ and w, denote one of the subtask completion goals
and corresponding weight. Besides, the set of subtask cluster
priority degrees is denoted as D(C), which is sorted in
descending order.

In the next stage, the priority order of subtasks in each
cluster is first determined to preserve the structure of each
graph task. Starting from the cluster Cy with the highest degree
D(Cy), the order of subtasks within the cluster is analyzed. We
assume a total of J UAV graph task in Cr is known by RSU and
define an empty set Z; as the priority set of subtasks belonging
to the same graph task G; in the cluster Cy, where the subtask
s; with the largest weighted sum of subtask completion goals

D(Cy) =
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ZWET a),,r’; is added as the first component in Z;. Then, the
other subtasks in the cluster will be added one by one into
the set Z; based on two situations, depending on whether they
belong to the same graph task as the first component. The
corresponding priority policy of other subtasks in the same
cluster Cy is concretized below.

Definition 2 (Priority Policy of Subtasks): The priority
policy of subtasks in same cluster Cr is divided into two
situations below.

1) Belong to the same graph task j, the priority degree of
the subtask s; is defined as the total number of edges
connected to itself in graph task G,,, denoted as D (s;).

2) Not belong to the same graph task G;, the priority degree
of a subtask is defined as the weighted sum of subtask
completion goals (VoS), denoted as D;(s;).

Based on the above definitions, the priority sequence Z
of all subtasks can be explored, where the procedure of our
proposed two-stage subtask priority exploration algorithm is
summarized in Algorithm 2.

C. Task-Specific Trust Evaluation

A task-specific trust evaluation method is proposed to assess
the trustworthiness of various VMs, namely, determining their
capability and reliability to complete the different subtasks.
Specifically, three trust factors of potential VM are accurately
evaluated, including capability trust, direct experiential trust,
and indirect trust, and then adaptively aggregated to obtain the
global trust value of VM, which served as the corresponding
edge weight in the trust bipartite graph. A large number of
subtasks are clustered into limited categories based on the
proposed AGSC algorithm, thus the overall trust evaluation
process of potential VMs is dedicated to the subtask VoS
of each cluster centroid and subtasks belonging to the same
cluster share the same collaborative VM ranking.

1) Capability Trust Evaluation: Capability trust value wj‘ &
indicates the estimation of a VM v;’s current capability to
complete a target subtask ¢s € C, which is calculated by
=5 e =D 20 gy
0, r<Tf
where 7 and 7 denote an expected and actual VoS that the
evaluated VM vy could provide for subtask cluster centroid ¢y.
The difference r}’ — 7% illustrates the task-specific trust concept,
assigning higher trust value to collaborators suited for the task
over those with higher capabilities. A larger capability trust
value indicates the VM vy has higher capabilities to complete
the subtask.

2) Direct Experiential Trust Evaluation: Direct experien—
tial trust evaluation w/ 18 a prediction of VM vi’s current
collaboration behavior based on historical statistics within the
same cluster Cy. This is applicable only if there are previous
collaboration experiences between UAVs in cluster Cr and VM
vk; otherwise, the evaluation iAs skipped.

Let Hox = {Ra@®),Ra@)ld € {1,2,.,D},t €
(1,2,...T}, k= (,n),j € {1,2,.,|V,]},n € N} denotes the
historical collaboration records, which is represented in Fig. 3.
Here, R 4(?) is the actual performance of VM vy in completing

O
Wf,k_
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Algorithm 2: Two-Stage Subtask Priority Exploration

Input: Union set of all subtasks
Sm={sille{1,2,...,|SmI|}} and corresponding
completion goals U,,¢ Mﬁ/i,m

Output: Priority sequence Z of all subtasks

1 Initialization:
2 D(C) < 0,Z; < @, Z <, calculate D;(s;) and D;(s;)
for all s; € Sy

// Stage I: Subtask cluster priority

exploration
3 foreach C; € C do
4 D(C) « Calculate D(Cy)
5 Sort D(C) in a descending order
6 Sort C by following the order of D(C)

// Stage II: Intercluster subtask
priority exploration
7forf=1:Kdo

8 forj=1:Jdo
9 Z; < Add the subtask s; € Cr with the largest
value of D;(s))

10 foreach sy € CrNsy ¢ Z; do

11 if 57, 57 € Gj, 1 # ' then

12 Z; < Add the subtask sy € Cr with the
largest value of D (sy)

13 Sort Z; based on Dy (s;) in descending
order

14 else

15 | Z <« Add sy € Cy

16 Cr < Update cluster Cy N Z

17 Z <« 7

18 forj=2:Jdo

19 fori=1:1Z] do

20 if i == 1 then

21 Z < Add the subtask s; € Z;

22 Sort Z in descending order

23 else

24 V'« [Z.index(i — 1) : |Z]],
V «[1: Z.index(i — 1)]

25 V" < Add the subtask s; € Z;

26 Sort V' in descending order

27 Z <« Vuv

a subtask offloaded by UAV d at the tth collaboration, while
Ra(t) refers to the corresponding expected subtask completion
goals. These records capture both the actual and expected
outcomes for subtasks performed by VM vy for UAV d during
prior collaborations.

In this context, d € D refers to a UAV in cluster Cr that
has previously collaborated with VM v, and ¢ € T indicates
the specific collaboration instance. Based on these historical
collaboration records H, x, the direct experiential trust evalu-
ation is modeled using the beta distribution [47], [48], which
is formulated as

8545

Collaboration Instance - T

Collaboration,_, | Collaboration,_, | Collaboration,_,
UAVi | ROR() | (R@RQ@) | (RD).RAT)
UAV,,|  (R,(1),Ra(1) (R,(2),R2(2))

(Ry(T), Ra(T))

UAVsinC, -D

UAV, ,|  (R,),Ro) | (R,y(2),R0(2) | (R,(T),Rn(T))

Fig. 3. Ilustration of historical collaboration records H, for direct
experiential trust evaluation, also adaptable to historical collaboration records
of indirect trust evaluation within cluster Cyr by substitutingd e Dand t € T
withd e D' and ¥ € T'.

+

W= = ] (15)
' S Hy Y Hy +2

where Y" indicates the task similarity of direct experien-

tial trust evaluation, that is, the squared Euclidean distance

between the current and all previous subtask completion goals

(ﬁ’,d(t) and 72,«) of direct experiential trust evaluation, given

by

Th =

D T
1 A N
57 2 2 NIRa@ = Relly

d=1 t=1

(16)

and ZH;{J{ indicates the total number of positive records
when the actual performance R;(f) meets or exceeds the
expected performance Ra(1), and vice versa for M Hy g

3) Indirect Trust Evaluation: Indirect trust value wi'fk refers
to the recommendations from third parties, i.e., the UAV with
subtasks in other clusters Cy € C,f # f’, regarding the
trustworthiness of a VM v;. When a UAV in cluster Cr lacks
sufficient information for evaluating direct experiential trust of
VM vy, recommendations from other clusters Cy compensate
for the lack of direct collabora/ltion experiences.

Similarly, let Hinx = {(R), (), R, )If € {1,2,.. K —
1},d € {1,2,.,D'},f € {1,2,.,.T'},k = (j,n),j €
{1,2,..,|Val},n € N} denote the historical collaboration
records from recommenders in other clusters Cy. In this

context, ’Rg, (#) and ﬁf /, (') represent the actual subtask com-
pletion performances of v, and expected subtask completion
goals, both provided by UAV 4’ from cluster Cy during the
f'th collaboration. These historical records from third-party
recommendations serve as the basis for calculating the indirect
trust value of VM vy, which is calculated as

S Hp 1

+ -
2 Hin g + 2 Hin i +2
where Y™ indicates the task similarity of indirect trust eval-
uation, ensures that recommendations from UAVs handling

tasks similar to those in cluster Cy are weighted more heavily,
reducing the impact of biased recommendations, given by

Wit =T (17)

K-1 D T
, 1 o A
T et £ 2 DRG0 - Ry13
fl=1d'=1¢=1

where R];,(t/ ) > R/ ',(t’ ), positive collaboration records are
updated, denoted as ZH; ¢ Conversely, negative records
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are updated in ) i, - The beta distribution in the indirect
trust calculation balances these records with smoothing factors
(1 and 2) to prevent an over-reliance on extreme recommen-
dations.

4) Adaptive Trust Factor Aggregation: Depending on
whether direct historical collaboration and recommendations
exist, four different situations are considered to calculate the
global trust value of vg, given by

D ci: Hax =9 & Hing =9,

2) c2: Hap #0 & Hinge =0

3) c3: Hax =9 & Hing # 9,

4) c4: Hax #9 & Hing # 9.

Based on different situations, the current global trust value
wj‘g’ ¢ 1s formulated as

Wi ko c
W = §1W;k+(1_§1)wfk7 &) (19)
I,k §2Wf ¢ T (1- §2)Wf ko c3

§3Wf k + §4Wf k + §5Wf ko C4

where ¢1, ¢2, ¢3, ¢4, and ¢5 denote different weights for
diverse trust evaluation factors.

D. Trust-Guided Bipartite Graph Matching

With the trust values of each VM evaluated for each subtask,
the strategy proceeds to form collaboration VM groups to
complete the overall UAV graph task. Potential VMs for
completing the corresponding subtask are sorted based on their
trust values in descending order, ensuring that the ones with
maximum trust value are selected for collaboration, which is
considered as a maximum bipartite graph matching problem.
However, both the existence of the one-hop A2G communi-
cation between subtasks and VMs and the dependency among
different subtasks could severely affect the matching results,
thus the matched VM should meet both A2G communication
and graph task structure constraints. In a nutshell, the edge
weight in the trust bipartite graph, i.e., global trust value, needs
to be further adjusted by following the definition below.

Definition 3 (Edge Weight of Trust Bipartite Graph): The
edge weight (trust value) W, of the trust bipartite graph G,
is adjusted following two conditions below.

1) For a collaborative subtask s; requested by UAV m, if

VM vy, located out of the communication range of UAV
m, the global trust value of v; to complete s; is adjusted
to zero.

2) If the offloading between subtask s; and VM vy fails to
meet all edge and weight constraints of the subtask sy,
the global trust value of vi to complete s; is adjusted to
ZEerOo.

Based on the priority sequence of subtasks Z, the procedure
of the optimal collaborator group selection through bipartite
graph matching is summarized in Algorithm 3, where the VM
with the maximum trust value is selected for task offloading.

After selecting the optimal collaborator group for each UAV
graph task, the strategy proceeds to offload the tasks to these
chosen groups for execution. Upon task completion and the
return of results, the trust values are updated following the
satisfaction level of the completed tasks. The trustworthiness
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Algorithm 3: Trust-Guided Maximum Bipartite Graph
Matching for Collaboration Group Selection

Input: Subtask priority sequence Z, Saq, Var, and W,
in trust bipartite graph G,

Output: Optimal offloading decisions X,
1 Initialization: X, < [], edge weight matrix [W,]pmx N
2forz=1:|Z| do
3 Get the edge weight list [W,],« A of the zth
component in Z
4 Assign the zth component to the VM vy with the
maximum edge weight in [W, ]« A/
5 X <« corresponding subtask-VM pair
6 Adjust the edge weight of the selected VM vy in
Wulmx N to zero
7 X, < X, UX

of the collaborative UGVs can either increase with a reward
weight A, or decrease with a penalty weight A, as indicated
in (8), depending on their alignment with the task goals, thus
further adjusting the future task offloading strategy based on
updating historical information.

E. Computational Complexity Analysis

The proposed goal-driven trusted task offloading strategy
achieves lower complexity with a simplified matching process
compared to traditional bipartite graph matching using the
Hungarian algorithm [27], which typically requires O(|S¢|?)
due to solving a complete bipartite graph matching problem.
Specifically, clustering subtasks based on their completion
goals reduces the problem size, resulting in a clustering
complexity of O(|Saq|KI), where I is the number of iterations
till convergence. The task-specific trust evaluation and trust-
guided bipartite graph matching process operating on these
clusters K both have a reduced complexity of O(KV/),
where K < |Saq|. After combined with the subtask priority
exploration complexity of O(]Sa/|log|Saq]), the dominant
complexity of the proposed scheduling strategy becomes
O(ISp|log ISpm| + O(KV ), significantly lower than the
cubic complexity of traditional matching strategy.

IV. PERFORMANCE EVALUATION

In this section, a series of simulations are conducted
to evaluate the performance of our proposed goal-driven
trusted task-offloading strategy. The simulation validates the
effectiveness of the proposed offloading strategy in achieving
guaranteed task completion performance under different set-
tings, including various graph tasks, UGV platform structures,
proportions of malicious UGVs, as well as task completion
goals.

A. Simulation Setup

The simulation considers an area of 1000 m (length) x
1000 m (width) x 100 m (height) consisting of multiple
UAVs and UGVs that are randomly distributed. Two types
of graph tasks requested by UAVs are considered as shown
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TABLE 11
MAJOR SIMULATION PARAMETERS

Parameters

Value

Data size of subtask D(s; m)
A2G channel bandwidth B
Varying channel quality @m n
Transmission power qm,n
Propulsion power qf .,
Maximum energy of UAV Q,
Average velocity of UGVs v
Computation time of VM 0(s; )

[500, 600] Kb [12]
[6, 8] MHz [34]
U(100, 400) [35]

550 mW [35]
100 W [40]
1 x 10° Joule [41]
12 m/s [4]
[100, 200] ms [12]

in Fig. 1, where the required connect duration wi;li/ between
dependent subtasks is randomly selected within the range [0.1,
0.3]. The A2G communication with varying channel quality
@m.n, Which follows uniform distribution U(100, 400) [35].
In terms of the settings of the UGV platform, the subtask
computation time of each VM is randomly selected within
[100, 200] ms [12]. The edge weight y,, settings of the
UGV platform belong to [0.05, 0.06] in small problem sizes
and [0.01, 0.02] in large problem sizes that reflect different
V2V connection duration. Besides, some weighted parameter
is defined as wi=wr=w3=1/3, and u € [0.9, 1). To assess
the attack resistance and the performance of trust evaluation,
malicious collaborators engage in attack behaviors outlined
in Section II-C. The proportion of malicious UGVs varies
between 20% and 50% of the total UGVs, utilizing a com-
bination of On—Off and recommendation attacks as hybrid
threats. Specifically, during the On-Off attack, malicious
UGVs alternate between legitimate and malicious actions in
cycles of 20 task offloading rounds. Critical parameters are
summarized in Table II.

B. Evaluation Metrics and Comparison Methods

We analyze the performance of the proposed goal-driven
trusted task offloading strategy using the following metrics:
1) running time of the task offloading strategy; 2) value of the
proposed objective function R(X); 3) attack resistance rate,
which is defined as the ratio of unselected malicious VMs to
the total number of malicious VMs; and 4) actual VoS, which
is the weighted sum of r}, 72, and 7.

To make the experimental results more convincing, four
different baselines are compared with the proposed task
offloading strategy.

1) Time Heuristic Strategy (THS) [49]: The priority policy
of subtasks follows the descending ranking of the VoS
of task completion time. The collaborator selection for
each subtask relies solely on their task completion
time, which is selected with the shortest completion
time.

2) VoS Maximization Oriented Strategy (VMOS) [32]: The
priority policy of subtasks follows the descending rank-
ing of the weighted sum VoS concerning task completion
time, energy consumption, and security. Each subtask is
offloaded to the collaborator with the maximum VoS.
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Fig. 4. Average running time comparison of various task offloading strategies,
where the top subplot indicates the small problem sizes while the bottom
subplot indicates the large problem sizes.

3) Trust-Based Exhaustive Search Strategy (TESS) [11]:
The priority policy of subtasks is the same as that of
the proposed strategy switches between edge degree
and weighted sum of subtask VoS. The trust evaluation
method only considers time-sensitive tasks and evaluates
all VMs without subtask clustering consideration, where
the VM with the maximum trust value is selected as the
collaborator.

4) Clustering Ignored Proposed Strategy (CIPS): This
strategy is designed to compare our proposed strat-
egy without considering subtask clustering, where the
proposed trust evaluation method exhaustively evaluates
all VMs and the VM with the minimum difference
between trust value and subtask VoS is selected as the
collaborator.

C. Running Time Performance

In Fig. 4, the running time trends for various task offloading
strategies are comprehensively illustrated. The top subplot
delves into small problem sizes, while the bottom subplot
explores large problem sizes featuring an increased num-
ber of UGVs, VMs, and V2V connections (edges), which
are selected based on the number and topology of graph
tasks [12], [17], focusing on star and bull topologies, ensuring
that each subtask can select a VM and maintaining a 20%
proportion of malicious UGVs across both small and large
problem sizes [25], [29]. Overall, the running time of all
task-offloading strategies increases with a larger problem size.
Notably, the running time for both TESS and CIPS sharply
increases due to the complex priority ranking of subtasks
and exhaustive evaluation of potential collaborators, rendering
them less suitable for large-scale scenarios. Besides, it can
be observed that the running time of both THS and VMOS
is pretty low in small problem sizes due to simpler subtask
priority ranking but still exhibits a gradual rise with larger
problem sizes. In contrast, by leveraging intelligent subtask
clustering to simplify the evaluation process of potential
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(a) Small problem size with Type 1+Type 2, number of UGVs/VMs/edges/malicious UGVs: 7/15/11/1. (b) Large problem size with 2*Type 1+2*Type 2,

number of UGVs/VMs/edges/malicious UGVs: 40/56/48/8.

collaborators, our proposed strategy maintains a stable running
time trend, showcasing its efficiency in handling larger scale
networks.

D. Value of R(x) in Different Problem Sizes and Task
Completion Goals

Fig. 5 depicts performance comparisons between the base-
lines and our proposed strategy concerning the value of R(x)
across varying problem sizes. Here, we set uniform task
completion goals: 71 = 0.5, 72, 0.5, and 7, 0.5.
The average R(x) value is obtained across R(x) value of
multiple tasks when more than one UAV task is requested. Our
proposed strategy consistently outperforms THS, VMOS, and
TESS, achieving significantly lower values of R(x) in both
small [Fig. 5(a)—(c)] and large problem sizes [Fig. 5(d)—(f)].
This superior performance is attributed to the fact that these
three baselines are best-effort-based offloading strategies,
which select collaborators without considering task completion

goals. Notably, both CIPS and our proposed strategy achieve
relatively low values of R(x). While CIPS, a modified version
of our proposed strategy, can achieve a slightly lower R(x)
compared to our proposed strategy by exhaustively evaluating
collaborators, its running time becomes prohibitively large for
larger problem sizes.

To demonstrate the robustness of our proposed strategy,
UAV graph tasks with diverse task completion goals are
considered for task offloading, where the values of ?,ln, ?,%1,
and ?’;”n are randomly selected from the range [0.2, 0.5, 0.8],
resulting in a total of 27 combinations. Fig. 6 illustrates
performance comparisons of the value of R(x) with different
task completion goals across varying problem sizes. In each
subfigure, a color bar is incorporated to match the colors of the
circles in the 3-D plot, representing the corresponding value
of R(x). As shown in Fig. 6(a), the value of R(x) varies
from 0.054 to 0.062 under different task completion goals
for small problem sizes. In contrast, Fig. 6(b) demonstrates
a slight increase in the value of R(x) within the range of
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0.068 to 0.084, indicating that our proposed strategy always
selects collaborators accurately that meet the specified task
completion goals.

E. Attack Resistance and Trust Evaluation Performance

In larger network scenarios, the risk of collaborating with
malicious UGVs increases, potentially compromising task
completion performance. To address this, the proposed trust
evaluation method incorporates a reward and penalty mech-
anism, as shown in Fig. 7(a), where legitimate collaborative
VMs experience a steady rise in global trust value as their
task completion performance aligns with goals. In contrast, the
global trust value of malicious VMs decreases over time. Trust
updates are influenced by the reward weight A, and penalty
weight A,, with higher weights leading to faster adjustments.
Fig. 7(b) further validates the on—off attack resistance of the
proposed trust evaluation method, demonstrating that when
a UGV initiates an attack in the 20th offloading round
and ceases by the 40th, the method effectively adapts to
the transitions between legitimate and malicious behaviors.
Furthermore, as shown in Fig. 7(c), integrating third-party
recommendations into the trust evaluation process significantly
accelerates the update of the global trust value compared
to relying exclusively on direct information, such as direct
experiential trust and capability trust. For a legitimate VM, the
global trust value swiftly reaches 1 by the 6th round with the
aid of recommendations, while it only reaches the same level
by the 9th round without them.

To evaluate the attack resistance performance of the
proposed task offloading strategy, varying numbers of

malicious UGVs and VMs are introduced into the system for
task offloading, while the total number of UGVs, VMs, and
edges are uniformly set to 30, 42, and 38. As illustrated in
Fig. 7(d), the average attack resistance rate is obtained over
100 offloading rounds, revealing a decrease in resistance as the
number of malicious UGVs and VMs increases. Specifically,
with a higher number of requested UAV graph tasks, the aver-
age attack resistance rate tends to decrease. Nevertheless, even
under the scenario of 10 malicious UGVs and 20 malicious
VMs for 2*Type 1 4+ 2*Type 2 (a total of 22 subtasks), the
average attack resistance rate remains at 93%, demonstrating
the robust attack resistance performance of the proposed task
offloading strategy.

With varying numbers of malicious UGVs and VMs, it is
essential to compare the actual task completion performance
to further validate the attack resistance capability of the
proposed task offloading strategy. As depicted in Fig. 7(e)
and (f), where uniform task completion goals (?,ln = 0.5,
?’31 = 0.5, ?,3,, = 0.5) are set, the average actual VoS on the
left y-axis label represents the task completion performance,
calculated by averaging the weighted sum of r}n, r,%l, and
r,3n of each task. We compare two task offloading strategies:
one with trust, our proposed strategy, and one without trust,
represented by VMOS, which does not satisfy constraint
(C1). The average actual VoS of the without-trust strategy
VMOS sharply decreases due to its lack of an integrated
attack resistance mechanism. In contrast, the actual VoS of the
proposed strategy remains around 0.5 in Fig. 7(e) and 0.57 in
Fig. 7(f), aligning with the task completion goals. The average
value of R(x) on the right y-axis label of Fig. 7(e) and (f) is
approximately 0.01 and 0.07, respectively, further validating
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that the proposed strategy can achieve a perfect alignment with
task completion goals even under large-scale attacks.

V. CONCLUSION

In this article, we address the complex task offloading
problem in dynamic collaborative systems, focusing on tasks
with diverse completion goals and resources with varied capa-
bilities and reliability. We transform the offloading problem
into a trust-guided bipartite matching problem by introduc-
ing task-specific trust as a goal-achieving mechanism that
optimizes collaborator selection based on specific task goals.
The proposed task-specific trust offers valuable insights for
optimizing any collaborative operations with specific goals,
laying the groundwork for future research in intelligent task
orchestration within collaborative systems. The dramatically
increased matching complexity in large-scale collaborative
systems is mitigated via the proposed adaptive subtask clus-
tering and two-stage subtask priority exploration algorithm.
Numerical results demonstrate that the proposed goal-driven
trusted task offloading strategy achieves more efficient task
completion by selecting “just-suitable” collaborator groups
compared with other existing strategies. In the future, we will
integrate artificial intelligence into trust-based task-offloading
strategies to address the key limitations in potential edge
scenarios, such as heterogeneous task requirements, fluctuating
resource availability, and diverse security attacks.
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