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Abstract—After several decades of development on cyber security techniques, one clear conclusion can be drawn: no cyber security
solution can completely remove the risks faced by the users. In this regard, cyber-insurance has been introduced as a means to
enable the users to alleviate the damage from the cyber threats by transferring the cyber risks to an insurer. In this article, we study
a cloud security service market, which is composed of cloud users and cloud security service vendors (CSSVs). The CSSVs work as

the insurers for selling the cloud security plan, which is consisted of cloud security service and cloud-insurance. The users in the
cloud platform can purchase the cloud security plan from the CSSVs to secure their cloud service. If the cloud service is attacked
and loss happens, the users will receive the claim from the CSSVs. To lower the successful attack probability, the CSSV has an
incentive to invest in improving its cloud security service. Specifically, we model and study the cloud security service market in the
framework of a two-stage Stackelberg game. On the upper stage, the CSSVs lead to decide on their own strategies, i.e., the price
of the cloud security plan and the security investment to improve their offered cloud security service. On the lower stage, the users
follow to decide on the purchase of the cloud security plan according to the price of the cloud security plan and the perceived cyber
breach probability of the cloud security service. We analytically verify that the Stackelberg equilibrium exists and is unique. Extensive
simulations have been conducted to evaluate the performance of the Stackelberg game. The performance evaluation shows some
insightful results. For example, when the users have strong interdependency, the profits of the CSSVs become lower.

Index Terms—Security interdependency, security investment, cloud-insurance, cyber breach, and Stackelberg game

1 INTRODUCTION

SINCE the cloud services offer many benefits, e.g., improv-
ing efficiency and resource utilization, it has gained
widespread use such as sensory data processing in vehicu-
lar networks [1] and storage services for overcoming the
storage constraints of the mobile devices. However, like
everything else of value operating online, cyber attacks in
cloud services, e.g., unauthorized access and availability
risks, are inevitable [2]. To address such security problems,
many cloud security service vendors (CSSVs), e.g., IBM
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security [3] and Oracle [4], are providing security service to
secure cloud for the users. Nevertheless, even though the
cyber space in cloud is much more robust than before due
to the significant improvements on cyber security techni-
ques, e.g., cryptographic methods [5], completely securing
the cyber space still remains as an open research field [6],
[7]. Even worse, cyber attacks on organizations across
all sectors remain rampant. The financial losses due to the
cyber risks were estimated by McAfee to be between USD
300 billion and USD 1 trillion in 2014 [8]. There were 873
recorded breaches in the US with over 29 million records
exposed for November 2016, indicated by the Identity Theft
Resource Center’s 2016 data breach category summary [9].
In this regard, an economic tool, i.e., cyber-insurance, has
been introduced to enable effective cyber risk manage-
ment [10], [11], [12]. Cloud-insurance, which is one of the
cyber-insurance products, is a risk management technique
via transferring the cyber risks faced by users to an insur-
ance company with a fee, i.e., premium, in return [13]. Simi-
lar to the conventional insurance products, cloud-insurance
can align the economic incentives of different parties.
For example, the CSSVs can be regarded as cloud-insurers
selling cloud security plan products consisted of cloud
security service and cloud-insurance. This setting is well
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Fig. 1. System model for the cloud security service market.

adopted in the literature such as in [10]. In this way, the
CSSVs can improve their profits by appropriately pricing
cloud security plan and investing in improving their cloud
security services. For the cloud users, they can buy the
cloud security plan and use the cloud security service to
secure their cloud service. Along with the cloud security
service contained in the cloud security plan, the cloud-
insurance can help the user to transfer their cyber risks to
a third-party company, i.e., CSSV. For the security service
consumption, the users are interdependent [10], [14], which
will affect the decision-making of the CSSV and further the
corresponding profit.

In this paper, we model and study a cloud security ser-
vice market. As shown in Fig. 1, the CS5Vs compete for sell-
ing substitutable security services, e.g., intrusion detection
and virus scanning, to the users. The users who have the
incentive to buy the security service are usually businesses
due to their strict requirement of high-level service security.
These security services protect the users” access to the cloud
platform. For example, Oracle and IBM security offer substi-
tutable cloud security services, e.g., Oracle CASB Cloud
Service [4] and IBM Trusteer [3], respectively, to protect the
cloud access. Similar to travel insurance in airline industry,
the CSSVs can offer cloud-insurance to these security serv-
ices and guarantee that the user will receive a financial com-
pensation, i.e., claim, once a cyber attack, e.g., data loss,
happens. The offer of cloud-insurance can ensure the com-
petitiveness of the CSSVs in the cloud security service mar-
ket and improves the users’ confidence of using the cloud
security service even when the attacks happen. Moreover,
motivated by the desire to lower the probability of paying
the claim, the CSSV has an incentive to invest in improving
its own security service in order to reduce the cyber breach
probability. As a representative example, IBM security can
invest in IBM Trusteer to fight an identity fraud attack with
a solution infused with layers of cognitive fraud detection
and analytics. Otherwise, IBM security has a high probabil-
ity of paying claim to the users. As such, if the users are
attacked upon their access to the cloud platform, the users
are less affected which helps the CSSV pay less claim
accordingly. The cloud security service together with the
cloud-insurance is named as “cloud security plan”'. This is
well consistent with the policy of the real-world cyber
insurer that not only the loss coverage service but also the

1. Note that the market under our consideration focuses on only the
cloud security plan, which excludes the cloud service. This means that
all the users in the market are subscribing to the cloud platform and
hence cloud users.
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vulnerability management programs are included in the
products offered by the cyber-insurers, e.g.,, CyberEdge
offered by AIG [15].

We consider particularly the interaction between the CSSVs
and users as illustrated in Fig. 1. We propose a two-stage
multi-leader-multi-follower game model based on the Stackel-
berg game framework. On the upper stage, the leaders, i.e.,
the CSSVs, strategize the price that they charge the users for
their cloud security plan and the investment for improving
their offered cloud security service. On the lower stage, the
followers, i.e., the users, decide on the fraction of their money
to spend on these cloud security plans. The major contribu-
tions of this paper are summarized as follows:

1) We investigate a joint pricing and security invest-
ment problem in the cloud security service market.
Therein, we have proposed a two-stage game to
model and study the interaction between the CSSVs
and the users and the interplay among the users as
well as the competition between the CSSVs.

2)  We incorporate the security interdependency among
the users, which is captured by an interdependency
matrix. As such, the enhancement in the security level
due to the interdependency among the users can be
accordingly studied. Moreover, in the proposed model,
we incorporate the relationship between the cyber
breach probability and the CSSVs’ security invest-
ments, where the effort that the CS5Vs make to improve
their offered cloud security service is modeled.

3) We evaluate our proposed model by conducting
extensive simulation. The equilibrium strategies
are obtained at different levels of security interde-
pendency. Additionally, we investigate the per-
formances under different number of threats and
probabilities of breach.

The rest of the paper is organized as follows. Section 2
presents the related work, where the research gap in the liter-
ature has been highlighted. Section 3 describes the system
model and Stackelberg game formulation. Section 4 provides
the mathematical analysis of the existence and uniqueness of
the Stackelberg equilibrium. Section 5 presents the numerical
performance evaluation with some insightful results. Finally,
Section 6 concludes the paper.

2 RELATED WORKS

Cyber-insurance is primarily concerned with the problem of
risk transfer, where the cost from the risks is transferred to the
insurers. An important aspect of risk transfer in cyber-insur-
ance is the specification of the premium. The research in this
area is mainly divided into independent and interdependent
security [16]. Therein, the topic of interdependent security has
gained a lot of attention from research communities due to the
fact that the risks faced by any user also depend on those of all
other users in an interdependent network [17]. The interdepen-
dent users face the possibility of being attacked either directly
by attackers or indirectly from their malicious neighbors [18].
In this regard, the authors in [10] includes the network effect,
ie., interdependency, on security to measure the improve-
ments in individual security of the users which are connected
to the users investing in cyber-insurance. Thus, apart from
investing in the security tools, e.g., firewalls, network intrusion
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detection tools, and incoming traffic monitoring, the users may
also consider purchasing insurance to alleviate their financial
losses in case they fall victim to successful attacks [19]. As such,
on the premise of ensuring the optimal network robustness,
the users can efficiently manage their risks through cyber-
insurance.

In addition to the interdependent security, discrimina-
tive pricing of security products is an alternative for the
users interacting via a network. Given a set of prices, a net-
work game modeling the interaction of users has been
developed in the recent works including [14], [20]. A key
modeling assumption in [14], [20] is that the utility func-
tion of a user has a linear-quadratic functional form. The
authors in [20] are the first to model a connection between
Bonacich centrality and Nash equilibrium outcomes in a
single stage game with local utility complementarities.
However, it is necessary to model the pricing of security
products with a multi-stage game, i.e., Stackelberg game,
by considering the fact that there are other types of play-
ers, e.g., security vendors and insurers. Accordingly, the
authors in [14] proposed a two-stage discriminative pricing
game to investigate the interplay between the security ven-
dors and the network users. The network effect, i.e., inter-
dependency among the end-users, and discriminative
pricing in a security service market were jointly consid-
ered. Moreover, the Internet service provider acts as a
cyber-insurance agency and forms a symbiotic relationship
with the security vendors [14].

To date, there have been several cyber-insurance prod-
ucts available in the market. For example, CyberEdge from
AIG not only provides the loss coverage approaches but
also helps the insured organization develop effective cyber
risk management programs [15]. Therein, the cyber risk
management programs include internet facing system
examination and cyber security maturity assessment. A
cyber-insurance product named “Cyber Enterprise Risk
Management (ERM) Insurance” is provided by Chubb [21].
The ERM insurance mainly focuses on covering the busi-
ness losses due to the cyber failures or attacks. Both loss
coverage and reputation safeguard service are included in
Beazley Breach Response (BBR) service [22].

Cyber-insurance introduces a number of unique issues
compared to classical insurance. Information asymmetry is
the situation where companies are reluctant to share full
details of their security provisioning with insurers [23]. For
example, the companies may act in a more insecure manner
by investing in less security after the acquisition of insur-
ance because they now know that the insurer will bear
some of the negative consequences. Furthermore, the fre-
quency of breaches is difficult to be predicted [24]. Also,
security systems are often interdependent which makes it
difficult to assess the system vulnerability [25]. Moreover,
unlike other fields of insurance, it is even more challenging
to determine when an attack has actually taken place, since
many are lengthy and leave liability unclear [26]. For the
sake of this problem, in this paper, we make assumptions
that the cyber breach probability is associated with the cyber
security spending [27].

We consider the security service vendors as the insurers,
which is similar to that in [10], [14]. Particularly, the security
service vendors sell security plans consisted of security
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service and insurance. The security service vendors will
invest in improving its security service to reduce the cyber
breach probability and accordingly decrease its claim pay-
ment [28]. Therefore, to improve the payoff, it's necessary to
establish the quantitative relation between the security ser-
vice vendors’ investment and the cyber breach probability
of its security service.

In [29], the authors presented an economic model to
analyze the effect of information security investment
in addressing the vulnerability of an organization’s infor-
mation and communication system. They considered some
classes of cyber breach probability functions in the analysis.
Additionally, a benchmark proportional hazard model was
proposed for quantifying the effect of cyber security spend-
ing on the vulnerability by using the concept of hazard
rate [27]. For any information and communication system,
the vulnerability depends on the size of cyber security
spending. This means that the increase in security spending
will correspondingly reduce the vulnerability.

To the best of our knowledge, none of the works in the
literature jointly study the security investment, pricing, and
interdependency among users, which play important roles
in a security service market. Thus, this is the main contribu-
tion of this paper.

3 SyYSTEM DESCRIPTION

We investigate the joint pricing and security investment prob-
lem in the competitive cloud security service market as shown
in Fig. 1. In the market under our consideration, there are
CSSVs competing to sell their substitutable cloud security
plans. The plan is composed of cloud security service and
cloud-insurance. The cloud security service is used to protect
the basic cloud service enjoyed by users, and the cloud-insur-
ance provides the users with the claim payment if the cloud
security service cannot prevent an attack from happening.
The CSSVs are able to set prices and invest to improve their
offered cloud security service. The users make their decisions
to purchase a cloud security plan by considering the prices,
the perceived cyber breach probability of the offered security
service as well as the interaction with other users. The nota-
tions have been summarized in Table 1.

3.1 Preliminaries

Motivated by [27], we quantify the effectiveness of infor-
mation security spending in addressing the vulnerability
of an organization’s information and communication
system with a family of security breach probability
functions. In particular, let v(z) denote the cyber breach
probability of the cloud security service when the corre-
sponding investment is z. Accordingly, ¢ =1 —v(z) is the
probability of that the cloud security service is not
breached corresponding to the security investment of z,
which is named as “security level”. [27] introduced a
family of security breach probability functions, i.e., v(-),
with tractably mathematical expression including

1)  The Exponential Power Class of cyber breach proba-
bility function, i.e.,

vgp(2) = v(1)™; (1
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TABLE 1
Notations

Symbol Description

] Users i, j

A, B Cloud security service vendors (CSSVs)

N A set of users

z;, 1 —x; Demand from user i to the CSSV-A and CSSV-B,
respectively

X_j Demands to the CSSV-A without user ¢

G, gij Security interdependency matrix and its
elements, respectively

ai, b; Parameters of concave utility functions [32]

dt, dB Coefficient of congestion of the CSSV-A and
CSSV-B, respectively

pi, pP Prices of the cloud security plan for user i from
the CSSV-A and CSSV-B, respectively

¢ Security levels of the cloud security service from
the CSSV-A and CSSV-B, respectively

A, 2B Investments of the CSSV-A and CSSV-B,
respectively

u(+) Probability of being breached for the cloud
service

o a > 0is the parameter for the family of security

breach probability functions

2)  The Proportional Hazard Class of cyber breach prob-
ability function, i.e.,

—a

vpr(2) = 1= [1 —v(1)]" ; 2

3) The Wang Transform Class of cyber breach probabil-
ity function, i.e.,

vwr(z) = (I)[(I)fl(v(l)) —aln(2)]; 3)

where ® is the cumulative distribution function for the stan-
dard normal distribution, v(1) is the cyber breach probability
when investmentis 1,i.e.,, 2 =1,and « > 0. Therein, & quanti-
fies the effect of the historical information of the cloud security
service on the security level, and v(1) captures the effect of the
efficiency of the investment on the improvement of the cyber
breach probability. For example, if the security solution is
highly effective and well developed as shown in the historical
data, the value of o should be large while that of v(1) should be
small. Note that although the cyber breach probability depends
on many factors such as type of attack, the number of attackers,
the techniques used in the attack and prevention, for tractabil-
ity reason, we consider only these two parameters, i.e., o and
v(1). The more sophisticated function with more degrees of
freedom will be considered in the future work. Note also that
the above family of security breach probability functions is
applicable to the analytical results presented in Section 4.2 due
to their monotonic decreasing and convex properties.

To illustrate the quantitative effect of the investment on the
improvement of the cyber breach probability and hence inter-
pret the physical meaning of (1), (2), and (3), Fig. 2 plots the
cyber breach probability and the security level against the
investment for v(1) = 0.5 and & = 0.5. As shown in Fig. 2a, all
the curves are monotonic decreasing and convex. This means
that the cyber breach probability decreases as the investment
increases, which results in higher security level and hence
more reliable cloud security service. Moreover, the decreasing
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Fig. 2. (a) The relationship between the cyber breach probability v(z) and
the investment ~ and (b) the relationship between the security level
¢ =1 —v(z) and the investment z.

rate of the cyber breach probability becomes smaller when it is
close to its minimum value, i.e., 0. This implies the fact that
achieving a perfect cloud security solution is impossible. We
observe that there are some differences among these three
curves with respect to the convexity. These differences on con-
vexity can be used to investigate the differences among the spe-
cific techniques adopted in the cloud security services
provided by the CSSVs. For example, IBM Trusteer uses its pat-
ented analytics and machine learning for real-time risk level
evaluation [30] while Oracle uses LORIC’s machine learn-
ing [4]. Consider the investment to be on computation resource
for training machine learning algorithms. The more investment
allows CSSV to adopt more sophisticated models, e.g., more
number of hidden nodes in deep learning, which leads to
higher security level, e.g., higher accuracy of intrusion detec-
tion. Many studies such as [31] experimented and showed
such relationship which is consistent with our proposed func-
tions. It is worth noting that the model parameters v(1) and o«
can be estimated and set according to the real experimental
results, e.g., from [31].

Additionally, due to the bijection in the family of secu-
rity breach probability functions, ie., (1), (2), and (3),
shown in Fig. 2, the investment can be defined as a func-
tion of the cyber breach probability and further the security
level as follows:

v(z)=1—-q& 2(q) =v (1 —q). 4)

Accordingly, the investment determination problem of the
CSSVs is transformed into a security level determination
problem of the CSSVs.

3.2 System Model

For ease of presentation, we study a cloud security service
market, where two CSSVs, i.e., CSSV-A and CSSV-B, are com-
peting to sell their cloud security plans to users as shown in
Fig. 1. The set of the users is denoted by N. Each user i € N
will buy one cloud security plan. Let z; € [0, 1] denote useri’s
demand of the cloud security plan to CSSV-A. Correspond-
ingly, user i's demand of the cloud security plan to CSSV-B is
1 — ;. The strategies of the user i are therefore z; and 1 — ;.
Note that the demand fraction x; can indicate the probability
that user ¢ buys from the CSSV-A. Note also that we consider
a unit demand that the user “will definitely purchase” the
cloud security plan. Hence, the scenario that the user decides
not to buy is not under our consideration.

Authorized licensed use limited to: University of Waterloo. Downloaded on July 14,2022 at 02:00:08 UTC from IEEE Xplore. Restrictions apply.
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The security levels of cloud security service provided by
the CSSV-A and CSSV-B are denoted by ¢* and ¢®, respec-
tively. The security levels have an impact on the users” pur-
chasing demand. For example, the better security level can
attract more demand. Furthermore, the security levels ¢*
and ¢® depend on the investments by the CSSVs, which are
denoted by z* and 25, respectively.

The marginal cost for each the CSSV is decomposed into
two parts, ie., the investment for improving the security
level of the cloud security service and the claim paid to the
users if the cloud security service cannot prevent the attack
from happening. Note that the investments are part of the
CSSVs’ running costs while they are independent of the
users’ demands. However, the costs incurred by the claims
paid to the users are dependent on the users’” demand. In
this case, the marginal cost of providing cloud security
plan by the CSSV-A is decomposed into two part as fol-
lows [27]:

A (qA) and (1 — qA)n/\, (5)

where n and A represent the number of threats and the
monetary value of the insured asset, respectively. Here, the
terms 2" (¢*) and (1 — ¢")nAX account for the costs incurred
by the investment and the claim paid to the users if the
cloud security service provided by the CSSV-A cannot pre-
vent the attack from happening, respectively. The cost for
providing service is fixed and hence is not accounted. The
marginal cost for the CSSV-B can be decomposed and
expressed similarly, i.e., 25(¢®) and (1 — ¢®)nA.

We denote the strategies of the users on the CSSV-A by

x 2 [;z:l, .. .,xM]T, where z; for all iAG N is the demand of
user i. Moreover, we define x_; = [z1,...,%i—1,Tit1---,
xW‘]T. Then, by applying the strategy of x;, user i can

achieve the utility of [14]:

Uj (mi,x,i,p?,p?,qA,qB)
= ¢ aiz; — bz + Pai(1 — z;) — bi(1 — x;)°

+ Zgijﬂﬁﬂij + Zgij(l - 357)(1 - l’j) - pﬁwi

jeN jeN

2
d? ds
B
B DL B
JEN

2

> (1)
JEN

(6)
In (6), we use the linear-quadratic functional from, i.e.,
aiz; — bizi? and a;(1 — ;) — bi(1 — 2;), to capture the mar-
ginal decreasing gains of the user’s utility. The reason is
that the quadratic property not only allows for a tractable
analysis and a good second order approximation of concave
payoffs but also hints at the essence of the risk-averse users.
Specifically, the coefficient a; > 0 is the maximum intrinsic
demand rate capturing a linear own-effort effect from the
investment on the cloud security plan and hence is strongly
dependent on the security level of products. The coefficient
b; > 0 is the intrinsic demand elasticity factor reflecting the
convex cost in own-effort [33]. Moreover, if user ¢ is highly
risk-averse, the value of a; should be large while that of b;
should be small. Regarding the terms ). g;jz;z; and
> jen 9ij(1 — x;) (1 — ;), they measure the security interde-
pendency among the users. Here, g;; > 0, Vi, j € N, i.e., the
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element of the interdependency matrix G on ith row
and jth column, quantifies the security interdependency on
user i from user j. The element of G on ith row and ith
column, i.e., g;, Vi € N, is assumed to be 0. The security
interdependency among users comes from the users’ secu-
rity spending on the cloud security plan. Like the network
externality in cloud services market [34], the users can
exchange information on other channels, e.g., social net-
works, of what they buy for the security service plan and
construct the interdependency with each other. To purchase
2; unit of cloud security plan from the CSSV-A, user i needs
to pay pi‘z; to the CSSV-A. Similarly, pP(1 —z;) is the
payment that the CSSV-B receives from user i. The terms
%(Z]y\/ acj)Z and % (> jen (1= xj))2 describe the conges-
tion of the cloud security service [35]. Again, we take Oracle
CASB Cloud Service [4] as a representative example. Since
Oracle CASB Cloud Service dynamically evaluate the users’
risks in real-time due to LORIC’s machine learning capabili-
ties, the service delay appears when there exists a large
number of users. This will decrease the users’ utility.

The CSSV-A and CSSV-B aim at maximizing their own
profits. The profits of the CSSV-A and CSSV-B are

L U N
iEN
and
=3 [pF = (1= a®)nA (1 — ) = ("), ®)
ieEN

respectively. Note that the investments, z* (¢*) and 2%(¢®),
are used to improve the security level of cloud security ser-
vice. Again, the investments are part of the CSSVs’ operat-
ing costs while they are independent of the users” demands.
However, the costs (1 —¢*)nA and (1 —¢®)n\ are due to
the claims paid to the users and hence are dependent on the
users’” demand. Therefore, recall from (5), the cost of each
CSSV is divided into two parts based on the fact whether
they are dependent on the users’ demand or not, e.g., z*(¢*)
and (1 — ¢*)n) for the CSSV-A. By pricing the cloud secu-
rity plan, the CSSV-A receives the revenue of p*z; from user
i while needs to pay the claim of (1 —¢*)nAz; to user i
when the cloud security service of the CSSV-A is breached.
Therefore, the profit excluding the cost incurred by the secu-
rity investment of CSSV-A is >, [p? — (1 — qA)n)\] Z;.
After including the cost incurred by the investment, the
total profit of CSSV-A is shown in (7). The total profit of
CSSV-B as shown in (8) can be derived similarly.

3.3 Stackelberg Game Formulation

The CSSVs are the sellers making offers of their services to the
market, and the users are the customers. The sellers typically
make their decisions before the buyers. Based on the utility
and profit functions given in (6), (7), and (8), it is intuitive to
model the cloud security market as a two-stage Stackelberg
game. Also, this Stackelberg setting is commonly adopted in a
similar market situation [14]. Specically, we consider the users
to be the followers and they decide on the demand of the
cloud security plan based on the price and the security levels.
The interaction among the users is studied by formulating
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a noncooperative follower subgame. We model the interplay,
i.e., competition, between the CSSV-A and CSSV-B as a non-
cooperative leader subgame on the upper stage. The CSSVs
lead to make decision on their strategies, i.e., the prices of
cloud security plans for every user and their investments for
improving the security level of the cloud security service.
The two-stage Stackelberg game is defined as follows:

e Given the strategies of the CSSVs, the noncoopera-
tive follower subgame for the users can be defined as
a user-level noncooperative game G, = {N,x, X, u}.
Therein, N/ denote the set of the users, and x =
[z1, ... 2] " is the demands of all the user i to the
CSSV- A X ¢ RWI denotes the domain of definition
for x. u= [ui,... ,UM]T is the utility vector of the
users, and the element of which is defined in (6);

e  Given the strategies of the users, i.e., x, the noncooper-
ative leader subgame for the CSSV-A and CSSV-B can
be defmed as a CSSV-level noncooperatlve game
Go ={lp* ,¢")", D [P 4], PP 1T}, Here, [p*
q } [pl,..., p‘ A 4 ]T is the vector of the prices
and securlty level for the CSSV A, and D* =
(", A Tpr € [0, ), Vi € N, g* €0, 1]} is the
domain of deﬁmtlon for the prices and security level of
the CSSV-A. [pP ', q B]" and D are defined in a similar

way. Il = [HA,HB] is the profit vector for the CSSVs.
In the next section, we analyze the equilibrium of the
above game.

)

4 STACKELBERG EQUILIBRIUM ANALYSIS

ou;
Bzv = q*a; — 2bx; — ¢ a; + 2b;(1 — ;) + Zgzﬂﬂj + i
i JEN
—Zgz] gu _xi) _dAZIj
jJEN J
+d®> " (1—xy) —pt +pP
7
= (¢* = ¢")a; — 4biz; + 2b; + 2 ng‘m,f - Zgw‘
JEN JjEN
- (dA+dB)ij+ IW|dB —pt +pB, VieN ©)
7
Ju A B
P (¢* —¢")a—2Bx + Bl + 2Gx — G1
— (@* + d®)Ix + |NV|d®1 — p* + pP. (10)
(qA — qB)a —2Bx" 4+ B1+2Gx" — G1
— (d* + d®)Ix" + |N]d°1 — p* + p® =0 an
& (¢*-d%a+(B-G)1+|N[d°1—p* +p®
= [2B - 2G + (d* + d°)I]x*
x* = 2B — 2G + (d* + d®)1] '[(¢* — ¢P)a 12)
+ (B~ G)1+ NP1 - p* +pP|
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{[2B —2G + (d* + d°)1]},, = 4b; + (d* + d°)

> Z [Zg,»j —

J#i

=3 J2gs - (@ + )| = 3 |{[2B-2G + (¢* + ®)1]}, |
J#i J#i

(@ + )]

(13)

Following the backward induction, we first obtain the Nash
Equilibrium (NE) of the user-level game G, by using the first
order optimality condition. The concavity of the utility func-
tions indicates the existence of the NE in the user-level game
G, This NE is proven to be unique by showing that the Jaco-
bian matrix of the utility functions of the user-level game G,
satisfies the dominance solvability condition.? Then, we sub-
stitute the NE of the user-level game G, into the CSSV-level
game Gc and prove that the Jacobian matrix of the profit func-
tions of the CSSV-level game G is negative definite. This dem-
onstrates the existence and uniqueness of the NE to the CSSV-
level game G¢ exists and is unique. The Stackelberg equilib-
rium therefore exists and is unique.

4.1 Equilibrium Analysis for the User-Level Game
To obtain the optimal solution for the user-level game G,,
we take the partial derivative of (6) with respect to z;, which
has been shown in (9).

Let a= [ahaz, L. ,a‘N‘]T, pA =
P2, pl, ... ,pﬁw]T, 1 =ones (N, 1),

.y Qb‘N‘]), and I = OTL@S(‘NL |N|)
ten in a matrix form, i.e., (10).

Let 4 =0, Vi € N, we have x*, i.e., the best responses of
the users, as shown in (11).

.
{p{*,p?,m,pf}fd , p°
— diag([2by, 2bs,

, g;Y, Vi € J\/ can be rewrit-

Lemma 1. The invertibility and positive definiteness of
the matrix [2B —2G + (d* +d®)I] are guaranteed if
Zj#z‘ (201~ (a*+d")]

oy e < 1,VieN.
Proof. We have Mi‘*:{i‘) >0, (" +dP) > 0,and b; > 0.

Moreover, we also have 2g;— (d* + dB) >0 and
b + (dh +dP) > 32 (205 — (d* +dP)] =321, 205 —
(dA + dP)|. Therefore, the inequality (13) is certainly satis-
fied, where {-},; denotes the ijth element of a matrix.
This implies the strictly diagonal dominance of the
matrix [2B — 2G + (d* + d®)I]. Moreover, according to
Gershgorin circle theorem [36], every eigenvalue A of the
matrix [2B — 2G + (d* + dP)I] satisfies

[{[2B - 2G + (d* + d®)1]},.— )|

<> [{[2B-2G+ (a* +d")1]}, | (14)
J#i
Due to the strictly diagonal dominance of 2B— 2G +

(d* 4+ d®)I] and, moreover, {[2B — 2G+ (d* + d®)I]},, =
4b; + (d* + dP) is larger than 0, we can conclude that X is
positive. Consequently, [2B — 2G + (d* + d®)I] is posi-
tive definite due to the fact that all its eigenvalues
are larger than 0. In addition, [2B — 2G + (d* + d®)1] is
invertible because of its positive definiteness.

2.The dominance solvability condition for a concave game is
8 U gllt
e Z |2 705, where u; and 2; are the utility function and strategy
for user i, respectlvely
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(Vi1 ()i jenr + (Vi ()i jenr
Vuul (X) VLQ'U,l (X) VLW‘ul (X) Vl_lul (X) vl,gul (X) VLW‘ul (X)
Vo 1uz(x) Vs (x) Vo wju2(x) Vs 1us(x) Va,2us(X) Vo | u2(x) (15)
= : : . : +
Vinaun(x) - Vivpau (x) Vit (%) VN (%) Vvt (x) Vi (%)
—4b1 - (dA + dB) 2g12 - (dA + dB) 291\N| - (dA + dB)
2991 — (dh +dB)  —dby — (d* + dP 2001 — (d* + dP
- (_ ) (, ) o ( ) ~2[2B - 2G + (d* + d®)1] (16)
290 — (dA + dB) 29812 — (dA + dB) —4bjy — (dA + dB)
m = Z (0 — (1 — ¢)nA\)z; — 22 (g) Theorem 2. According to Leigmu 1, if the Jacobian matrix of
= u(x) = [ur(x),...,up(x)] can satisfy the dominance solv-
A A T A ability condition, there exists one unique NE for the user-level
=[p" - (1 —¢")nAl] x—2"(q") noncooperative game G, = {N,x, X,u}.
T
=" - (1 -¢"nA] K[(¢* —¢")a+ (B-G)1 an Proof. We will prove that the Jacobian matrix of the utility
NP1 — pA + pB] — 2 (M) fttrtctlone of G, sat1sf1ee the dominance .solvablht}f con-
dition in the following. The Jacobian matrix of
u(x) = [u(x),..., up(x)]' is shown in (15), where
e = Z (p? — (1 —¢®)nN) (1 — z;) — 25(¢®) Vijui(x) is the second partial derlvgtlve of u;(x) with
ieN respect to z; first and z; second, i.e., 75 T ,Vi,7 € N. Then,
=[P — (1= ®)nA1]" (1 —x) — (%) based on (15), we can obtam (16).
5 5 . Based on Lemma 1 and the strictly dlagonally domi-
=[p° - (1—¢ " )nAl] naance oé -V ”’ZLZ( ()Egi /E% ] W{ﬁ%é )]v Jen thelspscllil};
1 - Kl(ad B_GN1 By _ cal Jacobian matrix satisfies the dominance solvabili
x{ [(* = ¢®)a+( G)1+|N]d (18) condition. Therefore, [V Z,Ju7(x)]vZ‘jeN + [Vigui(x )];,JEN'
+ B} - 2B(¢P). O i.e., the Jacobian matrix, satisfies the dominance solvability

Since [2B — 2G + (d* + dP)I] is invertible as proven in
Lemma 1, we can left multiply both the sides of (11) by
its inverse matrix and obtain the optimal solution to G, as
shown in (12). Moreover, we can have

x = K[(¢" — ¢”)a+ (B - G)1+ V[[°1 - p* +p¥],

(19)
where K = [2B — 2G + (d* +d®)I]" is positive definite
thanks to the positive definiteness of its inverse matrix as
proven in Lemma 1.

Proposition 1. If the game G, can satisfy: 1) X c RV is
nonempty, convex, and compact; 2) u is continuous with
respect to x, and w; is concave with respect to x;, there
exists one NE.

Theorem 1. There exists NE in the user-level noncooperative
game G, = {N,x, X, u}.

Proof. Based on (6), we can have

82ul

A B
90 (a* +d°)

= —4b; + 2g; — = —4b; — (d* +d®) <0

(20)
which implies that u;(z;,x_;,p*,p®, ¢*,¢®) is concave
with respect to z;, Vi € N. Moreover, as X = {[z1,...,
x|z € [0,1],¥i € N} satisfies the first condition of
Proposition 1, there exists one NE in the user-level non-
cooperative game G, = {N,x, X, u}. ]

condition [37]. This implies that the user-level noncoopera-
tive game G, = {N,X, X,u} admits an unique NE. The
proof is completed. O

4.2 Equilibrium Analysis for the CSSV-Level Game
Given the users’ strategies, for the CSSV-A and CSSV-B
in the competitive market, the profit of each CSSV is
affected not only by its own price and security level, but
also by the price and security level offered by the other
CSSV. Therefore, the price and security level determina-
tion between the CSSVs is a noncooperative game Gc.
The NE of the CSSV-level game is a strategy that no
CSSV can increase its profit by choosing a different strat-
egy with the other players’ strategies unchanged [38]. In
this case, we first prove that the CSSV-level noncoopera-
tive game G¢ admits one NE, and the uniqueness of
which will be proven later.

Given the users’ strategies in (12), we can rewrite the
profit functions for the CSSVs in a matrix form as shown
in (17) and (18). In (17) and (18), the investments z* and 28
are in the functional form as shown in (4), in which security
levels ¢* and ¢P are their independent variables, respec-
tively. Then, we calculate the second partial derivatives
of (17) with respect to p* and ¢* as well as that pf (18) with

respect to p® and ¢® as shown in (23), where z* = ?=) and
" OB 3’1‘
B _
BqBZ

Theorem 3. The CSSV-level noncoopemtwe game Gc admlts
one NE if z* ";2 > (a+nAl) K(a+nAl) and 2B
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Fig. 3. Best response of the CSSV-A under (a) strong and (b) weak inter-
dependency as well as that of the CSSV-B under (c) strong and (d) weak
interdependency.

= ZZTZE > (a+nA1) K(a+n1). Then, the Stackbelberg
equilibrium of the market game exists.

Proof. Please refer to Appendix A, which can be found on
the Computer Society Digital Library at http://doi.

ieeecomputersociety.org/10.1109/TSC.2020.2996382. O

Theorem 4. The CSSV-level noncooperative game Gc admits

one unique NE if 2* = :zzfz > (a+nA1)TK(a+nA\l) and
& =5 > (a+nAL)K(a+ n)1). Then, the Stackbelberg

equilibrium of the market game is unique.

Proof. Please refer to Appendix B, available in the online
supplemental material. ]

As Theorems 3 and 4 have respectively guaranteed the
existence and uniqueness of the Stackelberg equilibrium, the
iterative best response algorithm in [39] can be adopted to
search for the equilibrium according to Theorem 10 in [39].

5 PERFORMANCE EVALUATION

5.1 Parameters Setting

In this section, we present the numerical results to study the
behaviours of the players in the cloud security service mar-
ket. The number of the users in the cloud security service
market is |[N]. The parameter setting for the users are
a; ~ N(p,,0) and b, ~ N(u,0) with p, =10, u, =23,
and o =1/3. Due to the diversity of the CSSVs, we set
the intrinsic parameters for the congestion of the CSSVs
as d* ~ N(uy,0) and d® =d* +d, where u,=0.1 and
d =0.05. The off-diagonal elements of interdependency
matrix G, i.e., g;;, Vi # j, is generated following N(,,0),
where p,=0.13 for strong interdependency and 0.12
for weak interdependency. The diagonal elements of inter-
dependency matrix G, i.e., g;;, Vi € N, equal 0 [14]. The
other default coefficients are set as follows: v(1) = 0.5,
n=1 A=1, p*=10, and o =2. Without loss of
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Fig. 5. (a) Total users’ utilities, (b) profit, (c) price and (d) security level
with increasing users and different levels of interdependency.

generality, we choose the functional form for the Propor-
tional Hazard Class of security breach probability as
expressed in (2), as the specific formulation for wv(z).
However, similar results are expected for the other clas-
ses of security breach probability. Note that the price
shown in the following figures is the mean of the dis-
criminative prices.

5.2 Numerical Results

Figs. 3 and 4 show the best response and NE, respectively.
We first evaluate the profit of the CSSV. In Fig. 3, the
CSSVs serve 80 users. The profit of the CSSV-A changes
due to the different prices charging the users and different
investments to improve the security level of cloud security
service. From Fig. 3a, there is a point where the profit of
the CSSV-A is maximized, which is pointed by the arrow-
head of “Best response”. This point constitutes the Stackel-
berg equilibrium for the CSSV-A. As is evident from
Fig. 3a, this profit, which is a function of price and security
level, is unimodal, and the optimal solution can be
obtained analytically.

Fig. 4 illustrates the NEs of the price and security level for
the CSSV-A and CSSV-B under different levels of interde-
pendency. The NE is the point at which the best responses
for the CSSV-A and CSSV-B intersect. Under different levels
of interdependency among the users, different NEs are
observed. As expected, when the level of interdependency is
strong, the prices of cloud security plans provided by the
CSSV-A and CSSV-B decrease, which can be observed in
Fig. 4a. Furthermore, when the level of interdependency is
strong, the security level of the cloud security service for the
CSSV-A  increases slightly while that for the CSSV-B
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Fig. 6. (a) Total users’ utilities, (b) profit, (c) price and (d) security level
with increasing probability of being breached v(1).

decreases slightly, as shown in Fig. 4b. The reason for this
phenomenon is explained in the subsequent discussions.

We evaluate the impact of number of users in Fig. 5.
From Fig. 5a, the total utilities in the cloud security service
market under strong interdependency are always higher
than those under weak interdependency. The reason is that
the users will become safer if many of other users also buy
the same cloud security plan. In other words, the security
level of user j is enhanced if its associated neighbor user ¢
also buys the same cloud security plan. Clearly, this
enhancement in the users’ security level under strong inter-
dependency is larger than that under weak interdepen-
dency. This is also consistent with the results that the
increasing rate of the users’ total utilities under strong inter-
dependency is faster than that under weak interdepen-
dency. As shown in Fig. 5b, the profits of both the CSSV-A
and CSSV-B decrease as the interdependency becomes
stronger. The main reason is that when the users are
strongly interdependent, the CSSVs need to remain compet-
itive by improving the security level of the cloud security
service. However, this requires much more investment as
the increasing rate of the security level becomes smaller
when it is close to the maximum level as shown in Fig. 2.
Thus, the CSSVs may not want to invest too much in
improving the near perfect security level. From Fig. 5d, the
security level is therefore not affected much by the changes
in the level of interdependency. As a result, the CSSVs have
to adjust their prices appropriately, which can be observed
from the numerical results in Fig. 5c.

We evaluate the impact of the parameter v(1) (i.e., the
probability of being breached when investment is 1). We set
the number of users to be 80 and v(1) is varied from 0.1 to
0.9. As shown in Fig. 6d, the security level of cloud security
service decreases as v(1) increases, which leads to the
increase of the probability of being breached. Correspond-
ingly, this further leads to the decrease in the users’ total
utilities as shown in Fig. 6a. The reason is that the users
may become unsafer as the probability of being breached
increases, even when they are covered by the cloud-insur-
ance. Additionally, the decrease in the security level of
cloud security service has an impact on the profits of the
CSSVs. The decrease in the security level of cloud security
service leads to the increase of the probability of paying
claims. In this case, even when the prices of the cloud secu-
rity plan do not change simultaneously, the profits of both
the CSSVs decrease as v(1) increases.
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Fig. 7. (a) Total utilities, (b) profit, (c) price, and (d) security level with
varying interdependency.

Fig. 7 shows the impact of user’s interdependency. The
number of users is 80 in the market, and 1, is increased. As
expected, the users’ total utilities increase as the level of
interdependency becomes stronger while both the profits
and prices of the CSSVs decrease, as shown in Figs. 7a, 7b,
and 7c. From Fig. 7d, the security level for the CSSV-A
increases slightly as the level of interdependency becomes
stronger for the purpose of remaining competitive. In con-
trast, the security level of cloud security service for the
CSSV-B decreases. This is due to the fact that the CSSV-B
may not be capable of maintaining such a high security level
for the cloud security service when both its price of cloud
security plan and profit are much lower than that of the
CSSV-A. Furthermore, as aforementioned, the investment
becomes larger since the increasing rate of the security level
becomes smaller, when the security level is close to the max-
imum level. This means even a slight decrease in the secu-
rity level will reduce substantial amount of investment.
Therefore, the security level of cloud security service for the
CSSV-B decreases slightly as the level of interdependency
becomes stronger, which reduces much investment while
maintaining a similar security level.

We compare the performance of the proposed competi-
tive market with that of the cooperative market in Fig. 8. In
the cooperative market, the CSSV-A and CSSV-B jointly
optimize their total profit, i.e., sum of individual profits.
From Fig. 8c, in the cooperative market, the price of cloud
security plan is always at the maximum level, i.e., p". Thus,
the total profit in the cooperative market under strong inter-
dependency is exactly the same as that under weak interde-
pendency, as shown in Fig. 8b. Furthermore, we observe
that the total profit in the cooperative market is always
higher than that in the competitive market. This result is not
only from the changes in the price but also from the changes
in the security level of the cloud security service. First, the
prices of cloud security plan in the cooperative market is
higher than those in the competitive market, which leads
to the increase in the CSSVs’ revenue from the users. Sec-
ond, as shown in Fig. 8d, the security levels of cloud secu-
rity service in the cooperative market is lower than that in
the competitive market. As a result, the CSSVs can reduce
their investment. However, in Fig. 8a, compared with the
competitive market, the higher price of cloud security plan
and lower security level of cloud security service in the
cooperative market result in a negative value for the users’
total utilities. The reason is that the cooperative market
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enables the existing CSSVs to collude and extensively
exploit the users. This is consistent with the real-world
example about omena, ie., a small fish, that the fish
brokers, i.e., leaders, collude and exploit the fish traders,
i.e., followers [40]. The future work on the collusive cloud
security service market can be studied.

Fig. 9 shows the impact of n, i.e., the number of threats,
on the users’ total utilities, the CSSVs’ profits, the prices of
cloud security plan, and the security level of cloud security
service. The security level of cloud security service is
improved by the CSSVs through raising the investment
when the number of threats increases from 5 to 15, as shown
in Figs. 9f and 9g. In this case, we observe that the users’
total utilities do not change much accordingly. Furthermore,
we observe that the CSSVs’ profits are not affected by the
increase in the number of threats, even when the investment
is increased due to the improvement in the security level of
the cloud security service. This due to the fact that the
improvement in the security level of cloud security service
not only results in the decrease in the probability of paying
the claims to the users, but also makes the cloud security
plan more attractive to the users. Accordingly, the price of
cloud security plan increases as the number of threats
increases as shown in Figs. 9d and 9e. This increase in the
price of cloud security plan can help to compensate for the
cost incurred by the more investment for improving the
security level. Additionally, the different levels of interde-
pendency still have an impact on these metrics. However,
as observed in Figs. 9f and 9g, the impact of interdependency
on the security level of cloud security service is smaller than
that of the number of threats. For example, in Fig. 9f, the
improvement in the security level between the curves of
“Weak Interdependency with 15 threats” and “Weak Inter-
dependency with 10 threats” is larger than that between the
curves of “Strong Interdependency with 10 threats” and
“Weak Interdependency with 10 threats” for the CSSV-A.
The reason is that the number of threats has stronger impact
than the interdependency on the users.

In summary, we have evaluated the impact of the number
of the users on the performance of the market under our con-
sideration. Therein, the increasing number of the users inten-
sifies the competition between the CSSVs. This results in the
lower plan price for CSSV-B while higher plan price for
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Fig. 9. (a) Total users’ utilities, (b) & (c) profit for the CSSVs A & B,
(d) & (e) price for the CSSVs A & B, and (f) & (g) security level for the
CSSVs A & B with increasing number of the users and increasing
numbers of threats.

CSSV-A. Moreover, we study the cloud security service
market under different security interdependencies. An inter-
esting results can be found that the increasing security inter-
dependency results in different decision behaviors on the
security level of the cloud security service for different
CSSVs. Furthermore, we compare the performance of the
parties in the competitive market with that of the cooperative
market. The results imply that in a seller dominant market,
the cooperative market can significantly improve the sellers’
revenue while extensively exploit the buyers, which is con-
sistent the the real-world scenario.

6 CONCLUSION

In this paper, we have studied the cloud security service
market, where a joint pricing and security investment prob-
lem has been investigated. In particular, this problem has
been investigated in the framework of a two-stage Stackel-
berg game. The CSSVs offer the cloud security plan, which is
constituted of cloud-insurance and cloud security service, to
the users and act as the leaders on the upper stage. The
CSSVs lead to decide on their strategies, i.e., the price and
the security investment, and the competition between which
has been model as a CSSV-level noncooperative subgame on
the upper stage. The interaction among the users has been
modeled as a user-level noncooperative subgame on the
lower stage. Therein, the security interdependency among
the users has been incorporated. The equilibrium of the pro-
posed Stackelberg game has been proven to be existence and
unique. We have presented extensive numerical results of
the proposed game. We will incorporate the reinsurance in
the cloud security service market as the future work.
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