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Abstract—The ubiquitous data collection has raised potential
risks of leaking physical and private attribute information asso-
ciated with individuals in a collected dataset. A data collector
who wants to collect data for provisioning its machine learning
(ML)-based services requires establishing a privacy-preserving
data collection protocol for data owners. In this work, we design,
implement, and evaluate a novel privacy-preserving data collection
protocol. Specifically, we validate the functionality of the data
collection protocol on behalf of data owners. First, the ML-based
services are not always predefined, it is challenging for a data
collector to combat inference of private attributes and user identity
from the collected data while maintaining the utility of data. To
address the challenge, we reconstruct the data by designing a data
transformation model based on the autoencoder and clustering.
Second, it is necessary to ensure that the reconstructed data satisfy
certain privacy-preserving properties as untrusted data collectors
can provide the data transformation models. Therefore, we utilize
detection models and design an efficient enclave-based mechanism
to validate that the reconstructed data’s private attribute estima-
tion probability is bounded by the predefined thresholds. Extensive
experiments demonstrate our protocol’s effectiveness, such as sig-
nificantly reducing the accuracy of private attribute detection.

Index Terms—Blockchain, data privacy, edge computing,
machine learning.

I. INTRODUCTION

HE increasing availability of connected smart devices (e.g.,
T smartphones and notebooks) has made data collection and
data sharing an inseparable and essential part of our daily life.
Many of mobile applications (apps) collect data and transfer
them to application corporations, referred to as data collectors.
These mobile application services can benefit from the collected
data by feeding them into machine learning (ML) models. For
example, based on advanced ML techniques, the collected accel-
eration and angular velocity data can be used to improve health
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monitoring [1], [2] and human activities [3]. We consider that
a data collector collects data (involving images or time series
data). Unfortunately, as data are continuously collected and
transmitted from the end user devices to the data collectors, there
exist privacy concerns, e.g., leakage of sensitive information and
user identity information from the collected data. This is mainly
because the collected data contain specific patterns which can be
utilized to re-identify and disclose private attributes associated
with individuals, such as gender, age and moods, using ML
techniques [4], [5], [6].

Traditionally, there are plenty of schemes for privacy-
preserving data collection, such as data anonymization [7], even
for incremental dataset protection [8], [9]. The differential pri-
vacy (DP) and its variants provide a privacy guarantee by adding
noise to statistical query responses drawn from a population-
scale dataset, such that the presence or absence of an individual
in the dataset can be preserved [10], [11]. The statistical utility
of data is generally reduced while addressing privacy concerns.
Existing works are mainly based on information theory or DP to
balance privacy and utility [12], [13], [14]. This work supposes
the collected data is used to train an ML task. Adding noise to
collected data can result in a significant loss of accuracy for the
specific ML task, leading to a lower data utility [15], [16]. In
addition, differential privacy methods are not always suitable
for protecting data privacy if an adversary can directly analyze
the raw data using ML schemes instead of statistical responses
to queries. In this work, we assume the collected data will be
used to feed an ML-based service. The utility of collected data is
defined as its ML task accuracy. We focus on data privacy before
data collection, aiming at mitigating the risk of inferring (hidden)
private attributes from the sanitized data. Inference attacks such
as model inversion attacks or membership inference attacks [17],
[18] are out of our scope.

To balance utility and privacy: Recently, autoencoder, a type
of artificial neuron network, has been applied to achieve data
sanitization, transforming the collected data into a new format
that is free of user-sensitive information [19]. A simple autoen-
coder architecture with five fully connected layers is shown in
Fig. 1. Mainly, an autoencoder consists of encoder and decoder
sub-models, where the former compresses the input into a latent-
space representation while the latter reconstructs the output from
the latent representation. Recent works utilize an autoencoder
to erase sensitive information of the data [20], [21], [22], [23].
Specifically, they reduce the probability of re-identifying user
identity and users’ private attributes from the collected data,
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Fig. 1. An example of autoencoder with five fully connected layers. The

autoencoder (i.e., a transformation model) that transforms original data from
users into a new format before the data are shared with an untrusted data collector.

i.e., data sanitization. In this case, an adversary can hardly
infer sensitive information from the reconstructed data using ML
techniques. The reconstructed data (i.e., sanitized data) can be
used to enable a service-specific ML inference. Our sanitization
design is the same as the work in [23], which adopts Conditional
Variational Autoencoder (CVAE [24]) and introduces the private
attributes associated with individuals as conditions. However,
in the work of [23], their protocol design does not consider the
data utility but improves it by using different hyperparameters.
Most of the existing works balance data utility and data privacy
based on a predefined ML mechanism. This assumption is
strong as data collectors can use different ML mechanisms to
improve their services. In this work, we aim to reduce the risk
of re-identifying user identity and user’s private attributes and
preserve the utility without a predefined ML model designed
for the task. That is, our protocol design can preserve data
utility even if the ML mechanism is not predefined. Federated
learning [25] is another technique for data privacy, mainly if
data are used to train ML models. However, data collectors will
be the roles who want to train an ML model to improve their
services rather than data owners in our work. That is, we should
sanitize data before sharing to data collectors.

Sanitization with validation: Existing on-premise data saniti-
zation techniques rely on performing analysis at the client end,
which can be time and resource-consuming for data owners.
For example, data owners with weak storage and computa-
tion resources can hardly afford to collect data and train an
autoencoder-based sanitization model. To support frequent and
convenient data collection among multiple data collectors with
computing and storage infrastructure, data collectors equipped
with expert ML skills should design and train the autoencoder
models for achieving data sanitization. Accordingly, data owners
will use the well-trained autoencoder model provided by the
data collectors to transform their raw data into a new format,
referred to as reconstructed data. In this work, we consider
a system model as shown in Fig. 2, where the data collector
will create and provide an autoencoder-based sanitization model
(i.e., data transformation model) to data owners. Here comes
another concern: getting rid of private attributes may erase some
hidden information associated with the specific task, which
can reduce the utility of reconstructed data. As a result, the
data collectors have incentives to provide a useless autoencoder
model that preserves the utility but can hardly reduce the risk of
identification or private attribute inference on the reconstructed
data. Hence, validating the privacy-preserving property of a
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Fig.2. The architecture of our system. (1) The data owner specifies the privacy
requirements. (2) The data collector generates a data transformation model.
The blockchain stores the hash of the transformation model and encrypted data
for validation. (3) Data collectors and a verifier utilize TEE and blockchain to
achieve sanitization validation. (4) Data owner checks the validity of the result
and the transformation model. (5) Data owner runs the model on source data (x)
and shares sanitized data x with the data collector.

data sanitization method is necessary. In this work, except for
designing an autoencoder model for privacy protection, we
require validating the sanitization performance of the autoen-
coder model provided by the data collector. Specifically, given
a well-trained ML model for user identity or user’s private
attribute inference (referred to as detection model), we should
validate that the inference accuracy on the reconstructed data is
lower than the threshold specified in advance, assuring that the
privacy-preserving property of the autoencoder model claimed
by the untrusted data collectors is satisfied.

One naive idea to validate the sanitization performance of the
autoencoder model is to share the autoencoder model, detec-
tion model, and test data as inputs to a third party that works
as a verifier, let the verifier reconstruct the test data using
the autoencoder model, and generate the results by running
the detection model on the reconstructed test data. Based on
the computation results, if the privacy degradation and infer-
ence accuracy are bounded, the sanitization performance of
the autoencoder model is satisfied from the viewpoint of the
verifier. However, such validation result is not convincing from
the viewpoint of data owners if the verifier is untrustworthy and
may collude with the data collectors. Existing works emphasize
the advantages of blockchain to support transparent data shar-
ing that complies with the European General Data Protection
(GDPR) requirements [26], [27], [28]. To efficiently validate
the sanitization performance without a trusted third party, we
adopt the blockchain as a transparent shared ledger among data
collectors, data owners, and a verifier, and design a validation
mechanism. Recent works have shown that smart contracts can
be used to verify ML computation [29]. However, the cost is
high, and multiple verifiers are required. We consider that a
verifier (such as a computation node on the blockchain) may
be interested in the sensitive information used for a validation,
and collude with the data collector to pass the validation. Hence
we adopt a trusted execution environment (TEE) to provide a
secure enclave for validating the sanitization performance of
the transformation model from an untrusted verifier.
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This work considers a real-life scenario where data owners
can hardly train a transformation model. In contrast, data col-
lectors should provide a data transformation model to balance
utility and privacy. Hence, we propose a privacy-preserving data
collection protocol with sanitization performance validation. We
adopt a secure enclave to achieve validation. A careful design
is necessary due to the memory limit of the secure enclave,
where frequent memory paging is required if we offload an entire
detection model to a secure enclave for validation.

Our main contributions in this study are as follows.

® Data privacy protection: We propose a data transformation
model to prevent re-identifying the user identity and private
attributes without a predefined ML task for which the data
is collected. We concern the utility by using the idea of
clustering. The utility of the reconstructed data is thus
preserved, which is comparable to the original one as
shown in our experiment results.

e Efficient validation: We develop a novel and efficient se-
cure enclave-based mechanism to validate the sanitization
performance of a data transformation model provided by a
data collector. We improve the performance by designing
a modified detection model and offloading the correction
operations and final validation within the secure enclave,
while assigning most validation computations to the data
collector.

® Evaluation: We implement and evaluate our methodology
on real-world datasets, including time-series data (Motion-
Sense [20]) and images (RAF-DB [30]). The task accuracy
on sanitized images is degraded by less than 4% while it is
increased in some cases.

The rest of this paper is organized as follows. We first
review the related work in Section II. We then present the
system model, system architecture, and problem formulation in
Section III. Section IV further introduces a detailed design of
a data transformation model to achieve data sanitization. Sec-
tion V discusses the sanitization performance validation based
on the idea of modifying a detection model. We describe the
implementation and performance evaluation of the proposed
solutions in Section VI. The conclusion and future work are
discussed in Section VII.

II. RELATED WORKS

Individuals are willing to keep their data private, while data
collectors want to feed the collected data to an Al service. In the
following, we present data protection schemes from an outsourc-
ing perspective, including perturbation and data transformation,
and discuss federated learning-based techniques.

Data obfuscation and perturbation: EXxisting works protect
the exact data values by adding noise to data [31], [32]. The
major challenge is to maintain the quality of the data. That is,
the performance of an ML model with obfuscated data should
approximate the non-private one. Sang et al. proposed that the
values of data can be hidden with random projection and a
non-linear function [33]. They have some assumptions about the
source data, such as whether attributes are mutually independent,
and the information such as means and covariance matrix is
public. In addition, an ML model trained on private datasets
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is likely to expose private information. To prevent adversaries
from learning some information about private datasets, adding
noise to source data such as using differential privacy (DP) is
another option [10]. The DP is widely used in protecting data
privacy, with which we can share a dataset with added noise
while preserving information of individuals in the dataset [34],
[341, [35], [35]. In these works, the main concern is how to
preserve the data utility with noise. However, since the task
model is unknown in advance, we can hardly quantify the noise
added to data, which may result in poor data utility.

Transformation-based method for data privacy: Recently, it
is found that sensitive attributes of data (e.g., gender and race)
or user-identifiable features can be removed with a one-time
data transformation using an autoencoder [20], [23], [36]. In
this way, adversaries can hardly estimate the private sensitive
attributes from the reconstructed data. Similar to perturbation,
data transformation can result in poor utility, with which the
accuracy loss of the reconstructed data can be significant. Hence,
we need to navigate the tradeoff between data privacy and data
utility. For example, Alireza et al. proposed a data anonymization
scheme by training deep autoencoders in an adversarial manner
to protect data privacy [37]. Based on an autoencoder or a
conditional variational autoencoder, we can design a unified
sensitive information protection approach that collectively hides
multiple attributes and preserves the content information of
input data [23], [36]. Osia et al. showed that uploading less
sensitive intermediate representations (IRs) rather than original
training data is another option to protect data [22]. The sensitive
information of the extracted feature is unpredictable since data
samples with the same class are represented within a local
neighborhood, while the sensitive class borders are disposed of
by utilizing an intricate combination of Siamese fine-tuning, di-
mensionality reduction, and noise addition mechanisms. These
works’ core challenge is how to define a loss function that
regulates the reconstructed data to disregard information about
sensitive attributes or user identity and subjects to a minimal
distortion to satisfy utility constraints. In our work, we design our
data transformation model by utilizing a conditional variational
autoencoder but propose a novel scheme without having user
identity information in advance.

Data privacy with federated learning: The state-of-the-art
federated learning (FL) techniques are widely used to collab-
oratively train an ML model based on private data [25], [38].
Data are protected as they are kept locally. FL-based tech-
niques study a better trade-off between privacy and communica-
tion/computation costs. However, the FL framework requires all
participants to train the ML models, which implies that data own-
ers have enough computation and storage resources. In addition,
the ML model should be predefined, which is different from our
setting. In this work, since we do not make any assumption on the
way data collectors use the collected data (e.g., the type of ML
techniques) and the ability of data owners, federated learning
techniques are not satisfied.

Verifiable ML models: In a machine learning as a service
system, machine learning models are shared with users on a pay-
as-you-go basis or subscription. The model accuracy claimed
by the model owner may be one of the important criteria that
users choose to use this ML service. Thus, the verifiability
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of computation results is critical to the users. Zhang et al.
proved that the estimation results of a model can be turned
into statements of zero-knowledge proofs [39]. The model
owner can share the estimation results and the corresponding
zero-knowledge proofs with the users and make others verify
the correctness of the results. Recent works verify the ML
computation results based on the blockchain [40], [41]. Zhao
et al. achieved on-chain verification of inference results using
zero-knowledge succinct arguments of knowledge [41]. These
works theoretically prove the range of the model’s estimation
output, given the range of inputs. However, these approaches
usually lack efficiency due to the nonlinearity of ML models.
Another idea to verify the ML computation is to design a smart
contract for complex computation and make the consensus on
multiple verifier nodes [42], [43]. The basic idea is to offload
computation to multiple off-chain nodes that work as verifiers,
and each of them verifies the results independently. The verifiers
disprove the claim and arbitrate the single computation step by
using the contract arbitrating, such as in [44]. Different from
the existing methods, given detection models, we propose a new
idea to validate the sanitization performance of a transformation
model based on a key observation.

III. SYSTEM MODEL AND PROBLEM DEFINITION

A. System Model and Threat Model

System model: There are mainly four parties in our system:
data owners, data collectors, a verifier with a secure enclave,
and blockchain.

Data owners, also referred to as users, generate or own
data and are willing to share their data. The data owners are
willing to share their data with application corporations or other
organizations for multiple services, such as in the health-care
sector. However, they are concerned about the privacy of their
shared data since private information or user identity information
associated with the data may be inferred with ML techniques.
Since the data source devices are likely to have weak computa-
tion ability, they can hardly sanitize their data for every service,
especially when the number of services is large. In our work, data
owners are willing to share data but do not have the incentive to
train an ML model with other data owners.

Data collectors, usually referred to as application providers,
collect source data from data owners. The data collectors are
assumed to be technology corporations or organizations that
want to collect a large scale of data to improve their services.
Data collectors will train ML models to improve their services
based on the collected data. The ML-based task is explicit (e.g.,
improving emotion detection ability), while the ML techniques
are not specific. For example, data collectors can use different
convolutional neural network (CNN) models, including VGG
and Inception networks, efc Data collectors are concerned about
the utility of collected data. Data collectors are equipped with
powerful computation and storage capabilities to train ML
models with the collected data for better services. To meet
the data privacy requirements of data owners and satisfy the
privacy regulations such as the GDPR, each data collector is
responsible for creating a data sanitization model to sanitize
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the collected data, reducing their private attribute inference
accuracy.

The verifier is a node on the Blockchain, which equips
with a secure enclave and can offload encrypted data from the
Blockchain within the enclave to validate that a data transforma-
tion model satisfies the sanitization performance. The verifier is
an enclave-enabled machine where the estimation outputs from
the secure enclave will be securely sent to data owners.

Blockchain, referred to as a shared ledger, is composed of
many blocks where a new block is added in a chronological
order [45]. Blockchain can ensure traceability and tamper resis-
tance of transactions, which is adopted in data management [46].
Secret data for validation, such as test data, true labels, and noise
added to amodified detection model, are encrypted and stored on
the Blockchain. Interaction among data owners, data collectors
and a verifier is through the Blockchain.

Threat model: Data owners are assumed to be honest and are
willing to share data with data collectors after data are sanitized
with a data transformation model provided and validated by the
data collectors. Data collectors have the incentive to create a
data transformation model with which the data leakage cannot
be guaranteed, but data utility is preserved. This is because there
can be a positive relationship between sensitive information
and information associated with the data utility. Getting rid of
more sensitive information from the data can provide better
data privacy, while less information related to data utility can
be preserved. We utilize a detection model to estimate the
ability of the given transformation model on data protection.
The detection model used for validation should be private to the
data collector. The verifier is assumed to be semi-honest and will
strictly follow the validation specification, but try to learn about
the detection models. If a detection model is compromised, it is
possible that the data collector will collude with the verifier to
pass the validation. Hence, we perturb the detection model with
random noises. The only trusted entity on the verifier’s platform
is the secure enclave, which provides secure computation on an
untrusted platform. We use the Intel Software Guard Extensions
(SGX) for its wide use [47], [48], [49]. The data and code (i.e.,
noise added to detection models and true labels) are loaded from
the blockchain and decrypted within the secure enclave via a
secure and authenticated channel. A processor reserved memory
(PRM) in the SGX enclave is set aside as a protected memory
region, preventing access from outside peripherals. However, the
SGX has PRM limit and requires paging and encrypting secret
data outside the enclave when running a program that needs more
than 90 MB memory [50]. As an ML model size may exceed
90 MB, similar to the work in [51], we require offloading as
few ML computations as possible within the enclave to improve
the validation efficiency. The blockchain as a shared ledger is
assumed to be trusted.

B. System Architecture

Our system mainly consists of two execution phases as shown
in Fig. 2: generation of data transformation model and validation
of model’s sanitization performance. We list all notations in
Table I. Below we detail these two phases.
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Data Transformation Model Generation: Data owners inter-
act with data collectors via the blockchain. A data owner first
provides the data privacy requirement, i.e., private attributes
(need protecting), privacy thresholds, and labels for target ser-
vices whose ML techniques are not determined (step (1) in
Fig. 2). The privacy thresholds specify the data privacy level
that data owners want to achieve. Given the data privacy re-
quirements, task goal, and corresponding label information, a
data collector creates a data transformation model (step (2) in
Fig. 2). In this phase, the data collector provides the designed
data transformation model to a verifier, and uploads accuracy
degradation thresholds and hash of model parameters on the
blockchain. The accuracy degradation thresholds are the data
protection level claimed by the data collector. Note that the
data collector should generate a data transformation model that
balances data utility and privacy even without a predefined task
model.

Sanitization Performance Validation: A verifier (anode on the
chain), together with the data collector, verifies the sanitization
performance of the data transformation model (step (3) in Fig. 2).
The data collector first downloads test data from the blockchain
and uses the transformation model to sanitize the test data. Then,
the data collector downloads modified detection models and
runs the modified detection models on the sanitized test data.
The modified detection model, which is perturbed with random
noise, is stored on the verifier’s side but provided by a trusted
third party, such as a non-profit organization. The added noise is
encrypted and stored on the blockchain. To prevent data collec-
tors from learning the modified detection model performance,
for each data collector, the noise added to the detection model
should be different. The verifier equipped with a secure enclave
offloads encrypted noise and true label and receive intermediate
results from the data collectors to finally validate the results
within the secure enclave. Since the detection model is modified
with random noise, a verifier resorts to its secure enclave to
correct the results returned by the modified model using the
encrypted data from the blockchain. Finally, the verifier checks
whether the validation results satisfy the predefined thresholds
and sends the results to data owners via blockchain (step (4)
in Fig. 2). The data owners receive the data transformation
model from the data collector and validate it with hash values
downloaded from the blockchain. If all of the validation results
are valid, the data owners will sanitize their data with the data
transformation model and share sanitized data with the data
collector (step (5) in Fig. 2).

C. Transformation Model Based on Conditional Variational
Autoencoder

Machine Learning Classifier: A K-class machine learning
classifier is composed of multiple nonlinear layers, mapping a
data sample, x € R™, to a probability vector of length K and
generating a predicted label of the data sample. Simply put,
the model is formulated as a mapping function with a set of
model parameters: f,,(fn—1(---, fo(f1(x, Wq), W) -+ , W)
and W = {W, Wy, ..., W }. Assume the model has L layers,
f1,wherel € [1, L], maps the input of the [-th layer to the output.
For hidden layers (I = 2,..., L — 1), any inputs/outputs of f;
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are called intermediate results (IRs). Each connection between
the layers of the model has a set of parameters (i.e., weight
matrix, Wp).

Task Model and Data Utility. Let us consider a data sample
with task label, i.e., {(x,yT)}. The number of class labels is
K,y is the true label vector of x € R™, where y € {0, 1}*
and its kth element is 1 if the data sample belongs to the class
k. A task model is a K -class classifier, i.e., Fr, defined as an
approximation function

Fr:yr = arg maxk{fT(x)(k)}ff:l (1)

where Fr(x) (k) generates the probability of x belonging to class
k, and > r_, Fr(x)*) = 1. Our sanitization protocol design
concerns utility but does not rely on Fr.

Given an N-clement dataset with labels,
{(x®,yr)}N |, the accuracy of Fr is defined as

ie., D=

N
1
U(Fr(D)) = N D Lr (x0)my® 2

where 1 is an indicator function which outputs 1 if E is true,
and 0 otherwise. Given a dataset with labels, D, the accuracy of
a task model with D is defined as its utility.

Transformation Model. Given collected data, x € R™, a
transformation model, F, is defined as

F:ix—=X 3)

where x € R™. The reconstructed data is regarded as sanitized
data.

The transformation model is designed to sanitize the collected
data, and we implement it based on a conditional variational
autoencoder (CVAE) used in the work of [23]. This is because
using a CVAE-based transformation model can maximally pre-
serve the input data’s information content while controlling the
latent representation z and manipulating the private attribute of
reconstructed data. In this work, we additionally condition on
task-related variables and carefully design a loss function for
better utility.

Let 6 and ¢ represent the encoder and decoder parameters,
respectively. The main idea is to force the distribution, which
is generated from the encoder outputs, to be close to a standard
normal distribution, N(0, I'), where I is an identity matrix. The
data transformation model can condition both the encoder and
the decoder with random variable y. Condition y is the private
attribute associated with data samples that data owners want to
protect. Specifically, the encoder outputs 1ix and oy given x
as input. Latent representation, z is sampled from a multivariate
Gaussian distribution, denoted as ¢y (z|x), whose mean is 11, and
variance is ox. The decoder approximates the encoder input, x,
given z as input.

We design the transformation model without giving a prede-
fined ML model for services. That is, the services (i.e., tasks)
are specific, while data collectors can use any ML techniques
to improve their services. Given transformation model F, task
model Fr, dataset with labels, D = {(x(i), yT(i)) ij\il, the
data utility is preserved if the original data utility, U (Fr (D)),
is similar to the reconstructed data utility, 2 (Fr (D)), where
D = {(F(xW),yr)}L,.
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D. Validation Based on Detection Models

Detection Model: Detection models are ML classifiers to infer
private attributes or user identity from data. Let A;, Ao, ..., Ay
denote private attributes that data owners want to protect, and let
I represent the user identity. Accordingly, we have |s| detection
models for private attribute inference and one detection model
for user identity inference, i.e., {Fp,},j € {A1,...,As, I}
Let the true labels of the private attributes for each sample (i.e.,

x) be {ya,,---,¥A.}, and the identity label of x be yr1. The
detection model is defined as
Fp, 1yj = arg max{]—"Dj (x)(k)}f:1 4)
k

where K can be the number of class labels of a private attribute,
e.g., | As|, or the number of identity label, |I|, which is dependent
on the type of Fp,.

We consider that some trustful examining organizations or
governments will design the detection model.

Measurement of Data Privacy Protection: We aim to measure
to what extent data privacy can be protected with the trans-
formation model. The measurement of data privacy protection
is also the criteria to validate that the privacy property of a
transformation model is guaranteed. To this end, we quantify the
accuracy degradation of detection models on the reconstructed
data generated by the transformation model to measure its
sanitization performance.

Let N test samples be {x(!), ... x(")}. Given data transfor-
mation model F, and true label y; of a data sample, we then
have two datasets with labels: D = {(x®,y;)}¥, and D =
{(F(xW),y;)} N . Given specific detection model, Fp, for
je{As,..., A, I}, we define a metric for evaluating the de-
gree of privacy property guaranteed by the data transformation
model.

Letaccuracy degradation denote as the fraction of test samples
that are correctly classified by the detection model while their
sanitized versions are misclassified, given by

Vp(F,Fp,) =U(Fp,(D)) — U(Fp,(D)) (5)

Given a private attribute detection model, a higher value indi-
cates that the data transformation model can achieve a higher
degree of privacy. In the evaluation part, given an ML task
model, we also use accuracy degradation to estimate data utility.
Differently, a low accuracy degradation implies a high data
utility preservation.

Let attack accuracy denote as the detection model accuracy
of inferring private attributes from sanitized data, given by

Va(F, Fp,) =U(Fp,(D)) (6)

The lower value of attack accuracy indicates that the detection
model is less capable of inferring the private attributes from the
sanitized data.

Validation of Sanitization Performance: We should validate
the sanitization performance of a data transformation model
provided by a data collector, with which data owners can be
assured that data privacy protection claimed by the data collector
is satisfied.
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Fig. 3. The architecture of our data transformation model.

Let §4,,...,04,,0r be accuracy degradation thresholds
claimed by a data collector and ~4,,...,7v4,,7r be thresh-
olds specified by data owners. Given a transformation model,
F, s+ 1 detection models, {Fp, ,...,Fp, ,Fp,}, the data
collector and a verifier should validate F with a given test
set {(X, YAy, ¥a., y1) P}V, with y; representing the true
label of attributes or user identity for x.

The requirements are given by

Vp(F,Fp;) = 9; (7
Va(F, Fp,) <7 (@)

where j represents one specific detection model that estimates ei-
ther private attribute A; or user identify I from the data samples,
j€{Ay,..., A, I}. The privacy holds if the above-mentioned
requirements ( 7 and 8) are satisfied.

IV. PRIVACY-PRESERVING DATA COLLECTION

In this section, we present design details of our data trans-
formation model, which transforms raw data before sharing the
data with an untrusted data collector (e.g., an application service
provider). To preserve data utility and combat private attribute
inference, we design a transformation model based on the idea
of [23], adopting a CVAE architecture. Differently, we cluster the
latent representation, z, and redesign the loss function for better
utility and data privacy (especially for protecting user identity
information). In the following, we present the architecture of our
data transformation model with a running example and illustrate
how we balance privacy and utility by designing loss functions.
Given a dataset with labels of private attributes and an associated
task, we describe how the data transformation model is trained
with the proposed algorithm.

A. Transformation Model Architecture

The architecture of the transformation model is depicted in
Fig. 3. For presentation clarity, we assume the number of private
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attributes that data owners want to protect is 1, i.e., s = 1.
For increasing numbers of private attributes, we can repeat the
following steps. Let the class label vector of the private attribute
be ya. A discriminator is an ML classifier that generates ya
as the predicted label vector of a given latent representation
z. Each of the discriminator networks is implemented with an
ML model and estimates private attribute label given the latent
representation, z. The data transformation model consists of
an encoder whose trainable parameters are denoted as ¢, and
a decoder whose trainable parameters are denoted as ¢.

To address the overfitting concern and make the data trans-
formation model adapt to datasets from new data owners, we
adopt a conditional variational autoencoder architecture [23],
which generates latent representation from a distribution. We
assume there is a posterior distribution (multivariate Gaussian
distribution), i.e., P(z|x) ~ N(0,I), given input data x. The
encoder generates (i and ox. The latent representation, z, is then
sampled from a multivariate Gaussian distribution with mean fix
and variance oy. In addition, we condition the decoder on the
private attribute and the task attribute such that the decoder input
is latent representation z augmented with y and y a .

By changing private attributes y o and introducing discrimi-
nator networks, we combat the private attribute inference attack.
We condition the decoder on the task attributes, which aims at
maximally passing task-related attributes to the reconstructed
data. All attribute information is converted into a numerical label
vector. The decoder generates x (reconstructed data) given z,
private attribute label vector y A, and task attribute label vector
yrT-

A discriminator network takes z as input and generates the
estimated private attribute label. The transformation model with
a discriminator network aims at ensuring that information of the
private attributes can hardly be learned, given latent represen-
tation z. If data owners want to protect more private attributes,
the decoder will be conditioned on all the specified attributes.
Accordingly, more discriminator networks will be added to the
transformation model.

Without a predefined task model, existing works lack schemes
to combat inference of user identity information from the san-
itized data One naive idea to conceal user identity information
is to adopt another discriminator network in the data transfor-
mation model, which specifies identity as a sensitive attribute.
However, the transformation model is designed by a data collec-
tor that does not have data owners’ data in advance, without the
knowledge of how many individuals are involved and the identity
labels of the data. Since the label information of user identity
is variant to datasets, e.g., the number of identity classes can
be different, where each class represents one specific identity.
Without associated label information, the data collector can
hardly train a discriminator network to estimate identity from
latent representations. Instead, we make transformed data in the
same task class be similar with (i.e., close to) each other while
separating those in different task classes as far as possible. To this
end, we cluster latent representations, making z with the same
task label close to each other and z with different labels far from
each other in the latent space. The identifying information about
individuals can be obscured as an adversary can hardly recognize
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identity labels from similar latent representations. Since latent
representations with different task classes are separated from
each other, these properties are passed to the reconstructed data
by a decoder. In this way, the utility can be preserved as an
ML model can easily classify the reconstructed data. Let us
consider an activity classification as the task model (what the
data are collected for). Suppose data samples from different
users but with the same activity label are mapped to different
points after using the task model. In that case, an adversary may
infer identifying information from the data thereby. Conversely,
if all of the samples from different individuals are clustered and
mapped to one single point for the same activity, the identify-
ing information will be obscured. Given K-class task model,
ri,...,rg denote the cluster representatives, which represent
cluster centroid of latent representations. To improve data utility
and hide identity information, we introduce a loss function based
on cluster representatives, i.e., maximizing the difference among
r; and minimizing the difference between latent representations
z and its corresponding cluster representatives r;j.

The data transformation model is trained in an adversarial
manner using loss functions. During the training process, we can
minimize loss functions that consist of four terms. Specifically,
we minimize the distortion between the original data and the
reconstructed data, the distance between a learned distribution
and the specified multivariate Gaussian distribution, and the
distance between latent representations and cluster representa-
tives while maximizing the difference between the estimation
of the private attributes from latent representations and their
true labels. Accordingly, we define a reconstruction loss, the
Kullback-Leibler (KL) divergence loss, a clustering loss, and a
discriminator loss in the following.

Reconstruction Loss Lg: A decoder in the data transformation
model is designed to generate reconstructed data from original
data. Given a latent representation, a private attribute, and a task
attribute, the reconstructed data, X, returned by the decoder is ex-
pected to be similar as the original data, x. A reconstruction loss
is designed to achieve such goal. We denote the reconstruction
loss by L. To make the reconstructed data close to the original
data, Ly isimplemented with Mean-Squared Error (MSE), given
by

Ly = |[x — %]|3 9)

where x is an input of the encoder while X is the output of the
decoder.

KL-Divergence Loss Ly: The data transformation model con-
trols latent representations by generating them from a multi-
variate Gaussian distribution with mean and variance from the
encoder. The KL-divergence is adopted to compare the real
distribution of z, denoted as p(z), and the generated distribution,
go(z|x). The KL-divergence loss is defined as

Lg = Dk 1[qe(2[x)|p(2)]

where p(z) denotes the real distribution of the latent variables
Z.

The distribution P(z|x) is assumed to follow N(0,T),
we then have p(z) = > P(z|x)P(x) =Y N(0,I)P(x) =

(10)
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N(O,I)>, p(x) = ./\/(O7 I). The KL-divergence loss is calcu-

lated as — 5[~ S5, 02 — Y7, 42 + S0, (log 0 + 1)), ac
cording to the work in [52], where pyx = {pili =1,..., 2|},
ox ={oili=1,...,|z i

Clustering Loss L. To cluster the latent representations with
the same task label and make them close to each other, we
adopt the idea as [53]. We denote the clustering loss as Ly
and minimize L; by making latent representations close to their
cluster representatives while making cluster representatives far
away from each other. The number of clusters is the number
of task classes, and each cluster representative has the same
size as latent representations, i.e., rx € R|z‘7 k=1,---K. To
constitute a continuous generalization, we use w to initialize
cluster representatives, and the clustering loss is defined as

_ az Z [Iri — r3|§

i=1 j= 117&7
K

+-§£: e~llzrkll3 5 ||z — 1|2
K el

(1)

k=1

where « regulates the trade-off between data utility and user
identity privacy. As proved in the work [53], if w — 400, we
have the parameterized softmax coefficient equal to 1. This loss
function contributes to improving data utility while hiding iden-
tity information as separated reconstructed data with different
classes can be correctly classified, but similar reconstructed data
with the same class can hardly be identified.

Discriminator Loss Lp: Each discriminator network esti-
mates the specified private attribute label y o from a given latent
representation z. We denote L p be discriminator loss. This loss
term is maximized during the training process, which indicates
the divergence between private attribute and the learned latent
representation z is maximized. In this case, the data transfor-
mation model cannot estimate the private attribute correctly
from the latent representation. Similarly, the discriminator loss
is calculated by MSE, and L, is given by

Lp = |lya — yall3 (12)
where y A is the true label vector of the private attribute while
YA is the discriminator output.

Adversarial Loss Function: The total loss function of our

model is defined as

N
1
Lan(8,¢n) = N Z v1Lg +voLg 4+ vsLy —vsLp)

13)
where NV is the number of data samples in a dataset. Parameters
v1, Vs, v3 and v, regulate the trade-off between finding a good
transformation for input data and a transformation that suits
the discrimination and clustering purpose. Given a pre-trained
discriminator model with model parameters, i.e., 77, we update
transformation model parameters ¢ and ¢ through minimizing
the adversarial loss functions during the training process.
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Algorithm 1: Data Transformation Model.

Input: Training data X with task label y and private
attribute y A, learning rate A1, Ao, clustering factor €2,
epoch size E, batch size B, trade-off parameters v, v,
V3, U4, cluster number K

Output: Model parameters 6, ¢ and n

1: forw =0to 2 do

2: Pretrain the encoder, decoder, and discriminator

without clustering loss

3: Use latent representations learned from pretraining,

initialize ry with K-means, 1 < k < K

4 Initialize 6, ¢, n

5: for i = 0to E do

6: for b = 0to B do

7 Sample a minibatch: {x1,...,xp}

8 e<+— N(0,1)

9 lix, Ox — Encoder(x; 0)

10: Z<4— lx +0x - €

11: X <— Decoder(z,ya,yT; ®)

12: ya «— Discriminator(z; n)

13: n<<—mn—»Xx v Lp (Eq. 12)

14: {07 B} — {9, B} — A2V Lall(97 ¢|77)

(Eq. 13)

15: end for

16: end for

17: end for

B. Training Process

Algorithm 1 summarizes the main idea of our transformation
protocol. We have a training dataset X with label information y o
and yr. The learning rate is denoted as A and A5. We denote €2
as a constant and let E be the epoch size and B be the minibatch
size. We denote vy, v2, v3, and vy as trade-off parameters, which
may impact transformation model performance. The number of
classes in the desired ML task is the cluster number K. After
the training process, we have a data transformation model with
well-trained model parameters 6 and ¢.

For each fixed a, we first pre-train the encoder and decoder
from scratch without the clustering loss component to speed
up the training process. After pretraining, given z as input,
ry,...,rk are initiated using k-means clustering. The encoder
generates u, and o,. As z is a random variable sampled from
N (x, ox), we cannot implement the backpropagation through
a random variable. According to the work in [52], instead of
sampling z from N (pux, 0x ), we adopt the reparameterization
trick to rewrite z as z = px + ox - €, where € ~ A(0, I). The
decoder generates z, given ya and yT as inputs. The discrim-
inator generates y o from latent representation z. Given x and
x, we calculate the Ly using MSE. Given encoder outputs fix
and oy, Ly is calculated. We calculate L; withrq,...,rx and
L p with generated ya and true label y o . Model parameters 7,
6, ¢ are updated by minimizing the loss function using SGD. The
discriminator independently updates its parameter 7 by minimiz-
ing Lp. We then update 6, ¢ by minimizing L,;; (Equation. 13)
during the training process.
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Note that a data collector can use its collected data or dataset
with labels downloaded from public websites. A trained trans-
formation model is sent to data owners, who will run it locally
to sanitize their data.

V. VALIDATION OF DATA SANITIZATION

In this section, we present the details of validating the san-
itization performance of a data transformation model. Specifi-
cally, given a data transformation model, F, a detection model,
Fp,, and the corresponding pair of thresholds {d;,~;}, for
j€{As,..., A, I}, we require validating that F satisfies the
requirements: Vp (F, Fp,) > d; and Va(F, Fp,) < 7;. In the
following, we use Vp(-) and V4 (-) for simplicity.

One naive idea to address this problem is to verify detection
model computations on sanitized data based on zero-knowledge
succinct arguments of knowledge [41] or contract arbitrat-
ing [43]. However, the cost can be high for verifying com-
putations of multiple complicated detection models, and veri-
fiers may be unwilling to undertake heavy computations. Since
verifiers are semi-honest, we employ a secure enclave to run
detection models on sanitized data and validate the performance
with given thresholds. To solve the enclave memory limitation
and improve validation efficiency, we offload most validation
computations to data collectors and leave few computations to
the secure enclave. For presentation clarity, we present validation
process with one detection model. When it comes to other
private attribute or user identity detection models, we repeat the
same validation process but replace the detection model. In the
following, we first illustrate our key observation and present why
we can offload most validation computations to data collectors
based on a modified detection model. Then, we take a modified
detection model with three convolutional layers and three fully
connected layers as a running example to explain how to achieve
validation.

A. Modified Detection Model

Critical Observations: We train different kinds of models to
evaluate how a well-trained model will be changed by adding
random noise: a neuron network model with 4 fully connected
(FC) layers as hidden layers and a VGG model. We select 60%
and 100% weights in one hidden layer and modify them with
numbers sampled from a normal distribution with mean 0 and
standard deviation (SD) 0.1. It is shown in Fig. 5(a) that the
accuracy can work as an approximate random guess (i.e., 10%
for a 10-class classification), if we modify 100% weights in
one hidden layer. As shown in Fig. 5(b), we modify one of the
last three hidden convolutional layers in the VGG model, and
the accuracy is around 10% if we modify 100% weights in one
convolutional layer. Note that our method is different from the
standard DP-based methods. We do not add noise to IRs or local
gradients during the training process as the work in [54]. Our
focus is model inference rather than training. Instead, we aim to
protect the detection model by perturbing. We directly perturb
the detection models by adding random noise to partial weight
parameters. As a result, we combat the utility rather than pursue
a decent privacy-utility trade-off by formally guaranteeing DP.

In addition, we check whether sanitized data are affected by
the modified detection models. The data are sanitized using our
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data transformation model. We train two models as detection
models for inferring gender information and user identity on
mobile sensor data (i.e., MotionSense). The former model is
implemented with 7 fully connected layers, while the latter is
implemented with 3 convolutional layers and 3 fully connected
layers. We generate a modified model by adding noise sampled
from a normal distribution (whose mean is O and SD is 1) to
weights in the next-to-last layer. The results in Fig. 6 show that
the modified model performance is affected regardless of giving
original data or sanitized data as inputs. The accuracy of the
modified model on the original data and the sanitized data are
similar, e.g., in the case of gender detection, we have 56.98% and
56.99%, respectively. This is because the modified model cannot
have the ability to estimate data correctly but always misclassify
all data into the same class.

Insights: These results show that adding noise to model
weights can change model intermediate results and predicted
results accordingly. Our observation results are the same as the
work in [51]. In this way, we thus prevent data collectors from
having the original detection models and passing the validation
by perturbing the models. To reduce the computation load of
verifiers, we offload most inference computations of modified
detection models, e.g., computations before the last layer, to
a data collector. Afterward, the verifier with a secure enclave
corrects IRs and continues to run the rest of the inference
computations.

Given a modified model, if a data collector honestly shares
the outputs of modified detection models, a verifier can have
the actual estimation results after correcting modified IRs with
added noise. Otherwise, the verifier cannot correct the estima-
tion results using noise added to model weights beforehand.
After the correction process, the estimation results are different
from the actual one. In other words, a data collector cannot
control the final validation results without knowing added noise.
In the following, we show that if data collectors forge IRs, after
IRs correction, the model performance works as adding noise
to models. The data collectors cannot control the outputs and
ensure the forged results can pass the validation.

Modified Model Generation. Let Fp be the original detec-
tion model with L layers, and test dataset be X, we have
Fp(X) =Y. We generate the modified detection model by
adding noise, R, from a normal distribution to model weights
in the {L — 1}th layer. To avoid a data collector can learn the
performance of a modified detection model based on multiple
validation processes, the modified detection model is different
for each validation process. We define the modified model as
Fp ={Fp, ,;Fp,}. Let the output of the { L — 2}th layer be
X1, the intermediate results be M’, we have Fp, (X) =
M’'. We denote M as the actual IRs returned by the original
detection model (without modification). Given the same data
input, IRs before the {L — 1}th layer, e.g., X1, are the same
as the IRs from the original detection model if we only modify
model weights in the {L — 1}th layer. A detection model is
partitioned as two components, computations before the { L }th
layer, i.e., FDM1 are offloaded to a data collector. The rest of the
computations, involving computations of an activation function
and the last fully connected layer, are executed by the verifier
within the secure enclave. The verifier corrects M’ with R, and
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output of F)p, (M) is Y. We present the details in the following.

B. Data Sanitization Validation Process

As shown in Fig. 4, we present the validation process and
use a detection model with 3 convolutional layers and 3 fully
connected layer as a running example, i.e., L = 6. In summary,
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we offload most computations to a data collector but correct the
IRs and get validation outputs within the enclave. The validation
process is mainly composed of two components. I) A modified
model without activation function (e.g., ReL.U) is offloaded to
the data collector. The modified model is with added secret
values, R, in the {L — 1}th fully connected layer. The data
collector runs the modified model locally. II) The verifier first
denoises IRs using encrypted data R and input X 7, _;. The input
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data and IRs are loaded from the data collector, while encrypted
data is from the blockchain (I.a). Given true labels of test data,
the verifier computes Vp(-) and V4(+) and validates the result
with the thresholds (IL.b). Finally, the validation results are stored
in the blockchain.

Offloading Computations of Modified Detection Model
(Phase I): A data collector first downloads the test data, X,
and a modified detection model, F D, from the blockchain. The
noise R added to the model is regarded as secret data and
stored in the blockchain beforehand. Specifically, W} _, denotes
the modified weights. The activation function connected to the
{L — 1}thfully connected layer is calculated by the verifier after
IRs correction. The data collector sanitizes the test data using its
designed transformation model F. The output is the input of the
modified detection model, i.e., F(X). The data collector then
runs the detection model with input F(X). Let the output of
Fp, (X)be M’,and X; | x W}_, = M'. The output M’
and the input of the {L — 1}th layer, i.e., X;, are sent to the
verifier afterward.

IRs Correction (Phase Il.a): In this phase, one off-chain
verifier downloads IRs X1, M’ and encrypted noise R (added
to the weights in the fully connected layer) from the blockchain.
The verifier utilizes the secure enclave to execute the ma-
trix multiplication between R and X_; within the enclave.
As the weights are modified with R, we load the results of
X1 (Wr_1 + R), simplified as M’, and correct M’ within
the enclave. We decrypt R that are privately stored on the
blockchain and compute M’ — X _; - R within the enclave.
Let the result be M. This process is proceeded to obtain the
“denoised output”, i.e., removing the effect of the added noise.
The rest computations (involving a ReLU activation function
and a fully connected layer) are executed within the enclave.
Specifically, the verifier runs the activation function within the
enclave, followed by the fully connected layer and a softmax
function. The softmax function generates the probability for
each class (e.g., private attribute class), and we can label the
test data with the label class whose probability is the highest.
After correction, the estimated label of the modified model is the
same as the one generated from the original detection model.

Calculating Validation Results (Phase I1.b): After correcting
the estimation results of the modified detection model, the
verifier decrypts the true labels downloaded from the blockchain
and calculates V4(+) based on Equation 5. To calculate Vp(+),
we require the detection model accuracy on both the original test
data and the reconstructed data. To this end, the data collector
and the verifier repeat Phase I and Phase II, but the data collector
takes the original test data as inputs in Phase I. We then compare
Vp(-) and V4(-) with the pair of predefined thresholds, i.e.,
{4, v}, within the secure enclave.

Outputs (Phase 111): If the requirement is satisfied, the result
is set to be valid. The updated state is stored on the blockchain.
The data owners receive the validation results. If the result is
valid, data owners will download the data transformation model
from the data collector and its hash value from the blockchain.
The data owners calculate the hash of weights in the transfor-
mation model and compare them with the hash values from the
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blockchain. If the result is matched, the data owners will sanitize
their data before sharing them with the data collector.

Validation Analysis: We analyze that a forged IRs uploaded
by the data collector can have the same performance as adding
noise to IRs in the detection model. Based on our previous
observation, if the IRs of the last few layers are added with
noise, the estimation results will be different.

Given test data, X, amodified model, Fp = {Fp, ,;Fp, },a
detection model, Fp, and a transformation model, F, if the data
collector forges the intermediate results and upload M instead
of Fp, ,(X) = M', we will have Fp (F(X)) # Fp(M).

Given input X 1, added noise R, we have M = M’ —
Xr-1 - R. If the data collector wants to upload a forged M
to pass the validation, we have M-X -1 - R instead of M,
which is the input of Fp, . We can rewrite (M — X;_1 - R) as
M + Ry, where R;, = M — Xr-1-R — M. As adding noise
to weights in one hidden layer results in the outputs (i.e., IRs)
are added with noise. The modified IRs make the model perfor-
mance change heavily based on our previous observation. The
data collector can hardly estimate the outputs after correction as
R is unknown. The final estimation result is different from the
actual one with R ..

Discussion: We illustrate the validation process using CNN
models. For other types of neuron networks, the validation
process is the same. By designing a modified detection model,
most of the computations except the classification computations
are offloaded to data collectors. The verifier with a secure enclave
will correct the IRs and output the validation results. Within a
secure enclave, added noise will be decrypted and used to correct
the IRs. To reduce correction computations within the enclave,
we adopt the same idea as the work in [51], only weights with
large values are added with noise.

VI. PERFORMANCE EVALUATION

A. Setup

The verifier is equipped with Intel(R) Core(TM) 7 — 8700
CPU @ 3.40 GHz processor with 16 GB of RAM and runs the
computations on Ubuntu 18.04 environment with the Intel SGX
support. The collector is equipped with a TELSA P100 GPU
with 16 GB. ML models, including detection models and the
transformation model, are built with TensorFlow framework [55]
while the computation within the SGX enclave is implemented
with C++ and Python. We translate the model structure that is
built with the TensorFlow framework since TensorFlow is unfea-
sible inside the SGX enclave. We built convolution blocks based
on Deep Neural Network Library (DNNL), which supports
convolution, depthwise, standard, and activation operations. The
forward pass of CNN models is implemented with C++. The
intermediate results with noise and layer-wise inputs are passed
to the enclave using C++.

Datasets & Models: We train our data transformation model
and detection models using the MotionSense dataset [20] which
consists of the accelerometer and gyroscope sensor data from
smart devices. The sampling rate is set to be 50 Hz. The dataset
has 12 features, including gravity, attitude, rotation rate, and
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Fig. 7.  Effect of trade-off parameters.

acceleration in three dimensions. The dataset contains data from
24 subjects, including 14 males and 10 females. There are 6
different activities, and we consider climbing up and down the
stairs, walking, and jogging in our case. We consider activity
detection is the task goal. We also evaluate our sanitization
metrics on an image dataset (RAF-DB [30]), which has a large-
scale facial expression dataset with around 30 K facial images
downloaded from the Internet. We consider emotion detection
as the task goal. The private attributes are age and gender.

We implement the encoder and decoder with 4-layer neural
networks for time-series sensor data. CNN architectures are
adopted for sanitizing image data. The hidden layer is instan-
tiated with the ReLU activation function. We set the number
of latent variables to 10 in the MotionSense dataset. The dis-
criminator network is instantiated as a neuron network with 4
layers.

We use the CNN model with 3 convolutional layers and
3 dense layers to train detection models to estimate sensi-
tive attributes. Max pooling and dropout layers are applied
to hidden dense layers to avoid overfitting. We also imple-
ment a CNN model with 3 convolutional layers and 3 dense
layers for activity recognition, which is used to evaluate the
data utility of the reconstructed data. These models are used
to evaluate the sanitization performance and data utility of
the reconstructed data generated from our data transformation
model.

B. Parameter Setting

In the following, we train and evaluate our data transformation
model with different settings of model trade-off parameters,
dimensions of latent representations, and clustering parameters.

We first study the impact of trade-off parameters by evaluating
the accuracy of the activity inference model, gender inference
model, and user identity inference model on the reconstructed
data. The reconstructed data are generated by the data trans-
formation model with different setting of vy, vs, vs, and vy.
These parameters show the ability of loss component Ly, Lg,
Lp, and Ly to affect data transformation model performance.
For each trade-off parameter, we consider 10 values from 0.01
to 100. As shown in Fig. 7, Lp and L; have less impact on
the data transformation model performance compared with L
and Ly as the trade-off parameters vs and v4 do not heavily

100% 1 —0—0—9o 00— o 0o 0 —0—0
80%
3 60%- -
© —o— Activity
—
=1 —#— Gender
8 —A— User Identity
& 40%-
20% A
—— "
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Fig. 8.  Effect of latent representation dimension.

change detection model performance accordingly. Based on the
performance of different inference models, we preserve data
utility if we set vy to be 5. If vy is larger than 1, the Ly will
be minimized to 0 during the training process. To preserve data
utility and make accuracy degradation of detection models, i.e.,
the gender detection model and the user identity detection model,
exceed 70%, we set vo to be 0.01. Taken together, we train our
data transformation model by setting v; to be 5, v, to be 0.01,
vg to be 0.25 and v4 to be 0.5 as it can achieve 96.47% activity
accuracy, which preserves data utility, while achieving 7.17%
and 1.45% for gender and user identity detection.

We further study the impact of varying latent representation
dimension, and take 11 different dimension values from 2 to
25. We evaluate the impact of the dimension by running a task
model and two different detection models on the reconstructed
data. As shown in Fig. 8, the model accuracy does not change
heavily with varying latent representation dimension, where the
difference is less than 3%. The dimension seems to have less
impact on our data transformation model. In the following, we
set the dimension to be 5.

In Fig. 9, we evaluate the task model accuracy under different
settings of w, which affects the clustering loss. We update w from
a small value and increase with a gentle slope by following the

1

recursive sequence wp 1 = 21°e(M? asthe work in [53], and T"is
the epoch size. We train the data transformation model by taking
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TABLE I
TABLE FOR NOTATIONS
Variables Explanation
X = {x}iLs A dataset with N samples, each sample has multi-features and can be represented as m-element vector, i.e., x € R™
Fr A task model to which the collected data will be fed, which is used to evaluate data utility’
F A data transformation model consists of an encoder and a decoder to reconstruct data
Jix, Ox An output of the encoder for x
z A latent representation sampled from a multivariate Gaussian distribution N (1ix, 0x)
X An output of the decoder called reconstructed data, x € R™
0, ¢ Trainable model parameters of encoder and decoder
Fp, Detection models for estimating the label of private attribute and user identity from a data sample, j represents attribute should be protected, j € {Ay,--- A, I}
¥,yT.ya,y1 | The data label vector, task label vector, private attribute label vector, user identity label vector of a data sample, y € {0, 1}“ and its k¢, element is 1 if the data sample belongs to the class k.
K[A[T] Number of class labels in task model, detection models for private attribute A, and user identity inference
0,7 Thresholds claimed by a data collector and specified by data owners, respectively, j € {A,---, A, I}
L The number of layers for an ML model
Wi Wi, Model weights and modified weights of an ML model in {L — 1}, layer
100% transformation model. We use the activity recognition model to
——¢ S * ® ° ¢ e ° .qe ope .
evaluate the utility. To present the sanitization performance of
80% our data transformation model, we compare the accuracy of both
0 7 .. . .
sanitized and original data. The performance results are shown
- in Table II, which emphasizes that the data utility is preserved
o/ | . . o .
8 60% Aty and improved using our protocol. The activity accuracy of the
= —+— Gender original data is 96.2%, while the accuracy of the reconstructed
-
8 40%- A User Identity data achieves 96.9%.
< In addition, we compare our work with the state-of-the-art
. method, i.e., ObscureNet [23]. Our method outperforms the
20% 1 ObscureNet in preserving data utility while providing good
privacy protection. In this work, the accuracy approximates a
0% &4 random guess or even is lower, i.e., 47.4% and 1.3% on detecting
1 5 10 15 20 25 30 35 40 gender information and individuals from the reconstructed data,
' ) ) ) respectively. For gender detection, the accuracy can drop to be
Fig. 9. Effect of different clustering parameter settings.

the iteration number of w from 1 to 40 and evaluate the detection
model and task model performance on the reconstructed data.
The difference is quite small based on the results shown in Fig. 9.
We set the initial value of w to be 0.25 rather than 0. The user
identity accuracy is decreased slightly, whichis 1.92% for setting
the iteration number as 1 while 1.03% for 40. The results indicate
the data transformation model maps points with the same class
close to each other such that the detection accuracy is low. For
the gender detection model, the accuracy is around 4% to 5% if
we choose an iteration number that is no less than 15. To train
our data transformation model, we set the initial value of w to
be 0.25 and set the iteration number to be 15. The accuracy of
sensitive inference on gender is 4.45%. The accuracy of user
identity recognition is 1.27%.

C. Performance of Transformation Model

Based on the above results, we train our data transformation
model by setting the trade-off parameter v; as 5, vy as 0.01,
vg as 0.25, and vy is set as 0.5, the initial value of w as 0.25,
and the iteration number of w as 15. We evaluate the sanitization
performance of such data transformation model in the following.
In the work of [23], they modify the private attributes or generate
them randomly before using the decoder to synthesize a new
version of data. In our work, we adopt the same idea and use
a deterministic modification of the private attributes for a low
reidentification accuracy.

Data Sanitization Performance on MotionSense: We denote
gender information as a private attribute and use the gender
detection model to evaluate the sanitization performance of our

approximately 7% if we deterministically modify the gender
attributes before the decoder generates a sanitized version of
the data sample. However, from an information-theoretic point
of view, an extremely low accuracy in identifying information
can be as good as a high accuracy in a binary case. Attackers
can simply invert the predictions and get a high accuracy of
detecting the correct labels. As a result, for a binary case such
as gender detection, we adopt our sanitization method without
the modification process of private attributes. The accuracy
turns out to be 47.4%, which approximates a random guess
(i.e., 50% for two classes) accuracy in detecting correct labels.
However, we still pursue a low attack accuracy for multi-class
private attributes and adopt deterministic modification of private
attributes. The low accuracy shows that the detection models
can hardly re-identify the reconstructed data’s private attributes
and user identity. For example, given the reconstructed data, we
can hardly determine whether this data belongs to females or
males. In addition, the individual who generates or owns this
data is also unknown. Our results show that our sanitization
method performs better in preserving data utility by introducing
a clustering loss and clustering the sanitized data into different
task classes. An ML task model can accurately classify sanitized
data as they have been clustered into different task classes in
advance.

In addition, we compare our sanitization model on both pri-
vacy and utility with the state-of-the-art works: ObscureNet [23]
and work of Zhang et al. [36]. We test sanitization perfor-
mance with multiple private attributes, including age, gender
protection, and user identity. We have grouped age into five
classes. The results are shown in Table III, where our work
outperforms existing works on both data utility and data privacy.
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TABLE II
COMPARISON OF UTILITY PRESERVATION
Method Climbing Down the Stairs | Climbing Up the Stairs | Walking [ Jogging | Overall Activity | Gender | Identification
The Original 95.6% 93.2% 98.7% 97.3% 96.2% 92.3% 84.3%
ObscureNet [23] 84.0% 92.7% 98.3% 97.1% 93.3% 13.5% 1.4%
Ours 87.6% 97.6% 98.3% 99.7% 96.9% 47.4% 1.3%
100% ] mm2 Original 100% | Wz Original
W After Sanitization @ After Sanitization
80% - 80% 1
> >
8 60% 1 % 60% A
— —
2 32
Q Q
2 40% 1 <(E) 40% 1
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0% - o/, |

Gender

Activity User Identity

(a) Accuracy with one attribute protection.

Fig. 10.  Effect of adding more private attributes.

(a) Reconstructed images for happiness detection.

Fig. 11.  Effect of image sanitization.
TABLE III
ACCURACY COMPARISON ON MOTIONSENSE
Method Activity | Age | Gender 1D
The Original 96.2% 78.3% 92.3% 84.3%
ObscureNet [23] 93.3% 17.7% 13.5% 1.4%
Zhang [36] 92.3% 9.1% 56.8% 7.5%
Ours 96.9% 3.8% 47.4% 1.3%

The results show that the utility can be preserved by conditioning
on task-related variables and introducing the clustering loss. For
attributes that are grouped into more classes, we have lower
accuracy. If we group age information into five classes, the age
detection accuracy of sanitized data comes to 3.8% while we
have 14.7% Our method can outperform existing works since we
add an additional clustering module (adding another component
to the loss function), which makes data samples with the same
task attribute hard to be distinguished from each other.

More Private Attribute Inference: We also evaluate our data
transformation model performance when extending the number
of private attributes. Specifically, we denote gender, weight, and
age as private attributes and train detection models for inferring

Weight Age User Identity

Activity Gender

(b) Accuracy with three attributes protection.

(b) Reconstructed images for surprise detection.

gender, weight, and age attributes from the reconstructed data.
As shown in Fig. 10, even if we enlarge the number of private
attributes, we have accuracy degradation on all private attributes.
The accuracy degradation on weight and age attributes is not as
heavy as gender. This may be because their detection model
accuracy is below 90%, which is less than the gender detection
model accuracy.

Data Sanitization Performance on RAF-DB: We also estimate
our sanitization protocol on image data. Our transformation
model adopts a CNN architecture. The reconstructed results
are shown in Fig. 11. The first row shows the original facial
images, where the left shows the happy emotion and the right
shows the surprised emotion. The second row shows the re-
constructed images. As shown, the reconstructed facial images
look different from the original ones, combing user identity
re-identification while the emotional features are maintained.
We also compare our sanitization model on both privacy and
utility with ObscureNet [23]. We take age and gender as private
attributes. We also reconstruct ObscureNet with CNN architec-
tures. The sanitization model is denoted as ObscureNetc .
The comparison results are shown in Table IV, where our work
outperforms existing works. For some tasks, the sanitized data
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TABLE IV
PROTECTION PERFORMANCE COMPARISON ON RAF-DB
Method Surprise | Happiness | Sadness Age Gender
The Original 79.12% 88.34% 81.61% [ 68.33% | 80.33%
ObscureNet [23] [ 46.47% 86.4% 31.84% [ 49.33% [ 57.7%
ObscureNetcnn | 88.2% 84.3% 76.1% 17.1% | 55.9%
Ours 95.2% 86.2% 77.7% 16.3% | 43.1%
TABLE V
ACCURACY COMPARISON WITH FORGED INPUTS
Method N(,1) | N(0,2) | N(2,2) | N(0.2,0.8) | [-4.5,12.9]
Gender Acc | 54.21% | 47.92% | 56.53% 56.91% 56.5%
1D Acc 3.35% | 3.34% | 4.13% 3.06% 3.62%

have higher accuracy than the original data. The results state the
effectiveness of our protocol.

D. Validation With Forged Inputs

We reconstruct the MotionSense dataset using our sanitization
protocol. In this experiment, we use two detection models to
evaluate the sanitized data. Table V shows the accuracy of
detection models if data collectors give forged inputs. We use
different metrics to generate forged inputs, such as sampling
from a normal distribution. In our example, we generate a normal
distribution with mean as input data’s mean, e.g., 0.2, and STD as
input data’s STD, e.g., 0.8. In addition, we sample data from the
interval by analyzing the minimum, i.e., —4.5, and the maximum
of data, i.e., 12.9. After correction, model accuracy in gender
detection have similar values, which are around 50%, and all
of the model accuracy for user identity detection are around
3% to 4%. The results also approximate the random guess as
the class number is 2 and 24, respectively. This is because the
detection models always estimate inputs to the same class given
forged data as input. If we modify the private attribute, the real
gender and ID detection accuracy on sanitized data are much
lower than random guesses. The results are different from the
one given forged inputs. In this way, it is easy to identify the
forged IRs as the model accuracy on the forged data may work
as adding noise to IRs, performing as a random guess.

E. Latency of Validation Within the Enclave

The latency of validation within the enclave is incurred by
running one of the ML model layers. We then measure the
latency of the layer’s convolutional operations with different
weight sizes. We evaluate the performance with an increasing
number of weights in each convolutional layer and study the
overhead incurred by using the SGX enclave. We also run
inference on a native GPU but without the SGX to study the
costs incurred using the SGX. From the experimental results,
we have an acceptable overhead compared to running inference
out of the enclave. It takes 0.1 s for two convolutional layers
with the size of 512 x 512 x 3 x 3 within the enclave while
running the one block (containing two layers in VGG) outside
the enclave takes 0.003 s. In Fig. 12, we detail the running time
of one specific hidden layer within the enclave. We set the weight
sizes of last few layers based on design of VGG and MobileNet
models. The weight size in the hidden layer is from 24,576,
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Fig. 12.  Time of running hidden layers within the enclave.

59,904,235,104, 653,952, and 965,952 parameters, respectively.
As shown in Fig. 12, our protocol can provide an efficient model
validation since the costs within the enclave are acceptable.
Memory Assumption: Data owners’ computation ability can
be weak. Thus we offload most of the computations to data
collectors in our protocol. The well-trained data sanitization
model is shared with data owners, which implies data owners
only require running data transformation (which takes around
1.6 seconds) rather than training the data transformation model
(which takes several hours). The data transformation model for
images is around 69 MB, while the model for time-series data
is 2 MB, such that most mobile devices can store and execute.

VII. CONCLUSION

We have proposed a privacy-preserving data collection proto-
col with sanitization performance validation. We have designed
a data transformation model to sanitize data samples while pre-
serving data utility. In addition, we have adopted the blockchain
and the secure enclave to validate the sanitization performance
of the data transformation model efficiently. Experiments have
demonstrated the performance of our proposed protocol. We
believe that our work can make massive applications benefit
from utilizing the wealth of user data and promote transparent
data management in the future since we provide an efficient
and effective protocol to protect data privacy during the data
collection process. This work still has certain limitations and
spaces to improve. If secret data on the blockchain are disclosed,
data collectors may forge the validation and successfully pass
the validation. We leave the study of defending against such data
leakage as our future work.
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