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Passive Network Synchronization Based on
Concurrent Observations in Industrial IoT Systems

Pengyi Jia ', Member, IEEE, Xianbin Wang

Abstract—Accurate network synchronization is crucial to
orchestrate distributed infrastructures in Industrial Internet of
Things (IIoT) systems for accomplishing network-wide tight
temporal collaboration. Traditional clock synchronization can
be achieved with extensive exchanges of explicit timestamps
for estimating clock offsets, which becomes impractical due to
high overhead with the expansion of the network scale. The
performance of conventional synchronization will also be dramat-
ically deteriorated due to various uncertainties of IIoT networks.
In this article, we propose a passive network synchronization
scheme based on concurrent passive observations to calibrate the
distributed clocks in IIoT systems while significantly reducing the
explicit interactions and network resource consumption during
synchronization. By processing the physical phenomena observed
concurrently by a group of selected IIoT devices, the local clock
offsets of the passive observing devices can be efficiently esti-
mated according to the common time reference linked to the
event observed. Multiple relay nodes are further coordinated by
the cloud center to disseminate the reference time information
throughout the IIoT system. Simulation results demonstrate that
by utilizing a series of concurrent observations with efficient
coordination, the proposed scheme can achieve accurate and reli-
able network synchronization for large-scale IIoT systems with
significantly reduced network overhead.

Index Terms—Industrial Internet of Things (IIoT), passive
network synchronization, principal component analysis (PCA),
received signal strength, temporal correlation, timestamp-free.

I. INTRODUCTION

S ONE of the indispensable enabling technologies

for cohesive collaboration within distributed industrial
systems, accurate clock synchronization is playing an increas-
ingly important role in the design of Industrial Internet of
Things (IIoT) systems to accommodate the stringent indus-
trial requirements [1], [2]. A broad variety of advanced
industrial subsystems in large-scale IIoT networks, including
wireless sensor and actuator networks (WSAN), intelligent
transportation system (ITS), and advanced manufacturing
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system (AMS), are often designed to enhance the efficiency,
productivity, and reliability of traditional industrial applica-
tions [3], [4]. However, these subsystems exclusively hinge on
the precise temporal alignment of the data packets exchanged
among the involved IloT devices throughout the entire
IIoT network for achieving tight distributed collaboration.
Consequently, the network-wide synchronization becomes one
of the prerequisites in fulfilling the advanced applications
enabled by IIoT systems in terms of ubiquitous sensing and
distributed cooperation [5].

Conventional point-to-point clock synchronization schemes,
most of which evolved from network time protocol (NTP) [6],
precision time protocol (PTP) [7], and flooding time synchro-
nization protocol (FTSP) [8], rely heavily on the frequent
exchange of timestamps between the master node (i.e., the
node providing reference time) and the slave nodes with inac-
curate clocks that require frequent clock calibration [9], [10].
Therefore, extensive interactions among a large number of
industrial devices are considered indispensable in achiev-
ing accurate network synchronization, which poses daunting
challenges in terms of network resource consumption for reli-
able timestamp provisioning throughout the large-scale IIoT
systems. On the one hand, the excessive network overhead and
accumulated latency are inevitably incurred by the frequent
and explicit interactions during concurrent clock alignment
processes of network synchronization, which become intol-
erable for IloT systems with the increase of the network
scale. The high synchronization overhead and the delayed
scheduling of critical data due to the lengthy synchro-
nization procedures for real-time industrial applications will
lead to productivity deterioration and the potential risk of
shutdown [11].

On the other hand, the underlying network dynamics and
uncertainties among distributed IloT devices will inevitably
reduce the reliability of timestamps used during synchroniza-
tion processes. Due to the dynamic communication conditions
in the IIoT networks, including varying Internet link qual-
ity [12], random accessing contentions, and dynamic routing
processes during end-to-end packet transmission, the time-
liness of the timestamps exchanged will become unguar-
anteed. Meanwhile, the susceptibility of IIoT devices to
internal malfunctions and external attacks will lead to unreli-
able timestamps during clock calibration [13], especially for
resource-constrained IIoT devices [14], [15]. Consequently,
designing network synchronization protocols without posing
strict requirements on the network conditions is particularly
useful for IIoT systems.
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Motivated by these challenges, we are interested in devel-
oping new efficient network synchronization mechanisms
by eliminating the synchronization overhead due to explicit
timestamps exchanges. Inspired by the fact that neighboring
network nodes, which are physically close to each other, can
simultaneously observe the highly correlated physical phenom-
ena around them, the concurrent observations of the same
event by neighboring devices could be useful in analyzing
the temporal correlation among a group of devices. Some
typical applications of this include data fusion and reduc-
tion [16], [17], which are enabled by analyzing the temporal
consistency of the different observations on the same target.
Conversely, by processing concurrent observations of the same
physical phenomenon from nearby nodes, the local clocks can
be calibrated according to the obtained observation misalign-
ment. As a result, Arao [18] proposed a control message-free
synchronization scheme by utilizing the detected events in
a wireless sensor network. The local detection time of the
involved multiple sensors for the same event is regarded as
identical so that their associated clocks can be corrected and
synchronized accordingly. However, new protocol designs for
global synchronization among distributed devices with differ-
ent processing capabilities and locations are still needed to
support large-scale IIoT systems.

Therefore, to take advantage of the concurrent observa-
tions while avoiding the associated deficiencies, a passive
network synchronization based on concurrent observation
(PANSO) scheme is proposed in this article, with the sup-
port of cloud-orchestrated reference time dissemination and
PCA-assisted reliability enhancement. Specifically, by pro-
cessing the concurrent observations of the same physical
phenomena at a group of selected devices, a novel passive
clock calibration mechanism with minimized explicit inter-
actions is designed to reduce network overhead during the
network synchronization process. According to the number
of concurrent observations, the distributed nodes in large-
scale networks are further orchestrated into isolated nodes and
interactive nodes (INs), and reliable INs are selected as relays
to disseminate the reference time throughout the network.
Additionally, a principal component analysis (PCA) algo-
rithm is designed in the cloud center to ensure reliability
during network synchronization by analyzing the histori-
cal observation instants uploaded from the local devices
while filtering unreliable nodes. The network synchroniza-
tion performance in terms of achievable accuracy, cost effi-
ciency, and reliability is significantly enhanced as the expected
improvements.

The remainder of this article is organized as follows. The
concurrent observations in a typical IIoT system are introduced
in Section II. The proposed PANSO scheme is designed in
Section III in detail, including the observation selection, obser-
vation processing, and passive offset estimation. Some proper
mechanisms are further designed in Section IV to enhance the
performance of PANSO for large-scale IIoT networks, includ-
ing distance compensation, relay-enabled global synchroniza-
tion, and PCA-assisted reliability enhancement. Simulation
results are carried out in Section V to demonstrate the effec-
tiveness of the proposed scheme in terms of the achievable
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accuracy and reliability enhancement, followed by the conclu-
sion in Section VI

II. CONCURRENT OBSERVATIONS IN ITIOT SYSTEMS

Concurrent observations of the same physical phenomenon
at different neighboring IloT devices are critical to provide
the time reference to the group of observing devices, form-
ing the cornerstone of the PANSO scheme. In a large-scale
IIoT system, the available phenomena for concurrent obser-
vations are diverse, including the events during environment
monitoring and the broadcasting of electromagnetic signals.

For most of the IIoT systems, a large number of sensor
devices are typically deployed in achieving ubiquitous sens-
ing and real-time monitoring of the target environment. Many
external events could cause large variations of the environ-
mental parameters monitored, which can be observed by the
involved concurrent sensors. The observation instants can be
recorded by different observers for further centralized correla-
tion analysis in achieving network synchronization. However,
the concurrent observation of the same environmental event
requires common sensing capability, which could be hindered
by the heterogeneity of the IIoT devices. Furthermore, the
response time, processing capacity, limited sampling rate, and
diverse locations of the observing sensors will inevitably lead
to observation bias and recording inaccuracy, limiting the
achievable synchronization accuracy.

In contrast, electromagnetic signals radiated from the nearby
wireless transmitters are more accessible to IIoT devices for
concurrent observations. Since neighboring network nodes can
observe the signal from the same transmitter almost simul-
taneously, the receiving time at each IIoT device about the
same signal can be recorded for further analyzing the obser-
vation difference. By sharing the temporal information on
the recorded signals with neighboring nodes, synchroniza-
tion among a group of concurrent observers can be achieved.
Moreover, proper coordination for selecting the communica-
tion channel and target signals is critical to ensure observation
accuracy and synchronization efficiency. Due to the ubig-
uity of electromagnetic signals among the heterogeneous IloT
devices, the rest of this article will choose the radio signals for
a group of neighboring devices as the concurrent observation.

III. PASSIVE NETWORK SYNCHRONIZATION BASED ON
CONCURRENT OBSERVATION

The proposed PANSO scheme is achieved by processing the
commonly observed physical phenomena for multiple groups
of industrial devices in a large-scale IIoT system with the
orchestration from the cloud center, as demonstrated in Fig. 1.
The overall process of PANSO consists of four successive
phases, including concurrent observation selection, concurrent
observation processing, reference time expansion, and syn-
chronization performance enhancement. In this section, the
local synchronization based on the concurrent observations
among a group of nearby IIoT devices in a small network
will be introduced in detail.
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Typical architecture of a large-scale IIoT system, which consists of multiple subsystems with heterogeneous devices and plants communicating via

various protocols. INs are indispensable to share critical information among subsystems for distributed collaboration under the regulation of the remote cloud

computing platform.
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Fig. 2. Proposed PANSO scheme consists of four successive phases, namely,
observation selection, observation processing, reference time expansion, and
synchronization performance enhancement.

A. Concurrent Observation Selection

As shown in Fig. 2, the concurrent observation selection
(i.e., Phase I) is initiated by selecting a proper coordina-
tor node (CN) by the cloud center according to a series

of matrices, including the communication capability and
clock quality. After the appropriate selection process, CN
will be informed with the neighboring topology information
and assigned two different tasks in guiding the subsequent
synchronization procedures. Initially, CN should define the
communication channel and target transmitter that its neigh-
boring devices will listen to, which lays the foundation of the
concurrent observation. As a direct result, it is assumed that all
the involved IIoT devices are capable to capture the wireless
signal from the same target. In the proposed PANSO scheme,
target transmitters are defined as the IIoT device with strong
communication capability, which can frequently broadcast sig-
nals widely to their surrounded devices. Moreover, since the
target transmitters in IIoT systems are typically transmitting a
large number of packets, CN should select the target signals
in advance to enhance the observation efficiency. In practice,
many different kinds of signals are unique and convenient to
be observed, for instance, the boosting signal of a transmitter
always changes dramatically from silence to a strong elec-
tromagnetic signal wave, which can be conveniently detected
and recorded by its nearby devices. Furthermore, for the com-
munication protocols commonly adopted in IIoT systems, the
broadcasting signals are usually associated with the transmit-
ting timestamps in its data packets, which can be further used
to validate the observation accuracy.
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transmitted from the target transmitter adopting IEEE 802.11ac protocol. The
synchronization-related information is contained in the data field as Icn.

After recording a sufficient number of signals transmitted
from the target transmitter, CN will select one of the signals,
SICN, as the target signal, which is associated with a broadcast
address in the MAC layer and obvious features. The transmit-
ting time of S?N from the target transmitter (i.e., 1) enclosed
in the corresponding PHY packet P will be recorded for fur-
ther verification during the successive signal matching process.
Meanwhile, the local reception time ?ICN and the receive sig-
nal strength (RSS) value RSSICN associated with the signal
s1CN will also be recorded. Thereby, CN will transmit the rel-
evant information to all the other neighboring devices that are
associated with the target transmitter in the data field of its
packet Pcn. An example that CN adopting IEEE 802.11ac
during concurrent observation is shown in Fig. 3, where the
shared critical information Icy in the data field of the packet
Pcn is closely related to the subsequent processing and passive
synchronization, given by

Ien = 5§, 11, 55N, RSSEN). (1)

B. Concurrent Observation Matching

Since both P; and Pcn will be received by the neighboring
devices of CN, the concurrent observation can be matched for
further clock calibration. In Phase II, once the information
Icn is received at the local device i, it will compare the target
signal SICN with its previously recorded local signals s’ that
delivered from the same transmitter. To ensure the matching
accuracy, both the features of the signals and the corresponding
transmission timestamps must be identical. The matched signal
is given by

s’i = {s|s = SICN N tﬁ =1,Vs € 5'} 2)

where t’i is the timestamp associated with the signal s trans-
mitted from the target transmitter and recorded at the device i.
The verification condition t’i = f; can guarantee that the
matched signal s/ is identical to the target signal defined by
CN. Meanwhile, the local device i will also record the recep-
tion time ?’i and the associated RSS value RSS’i of the received
signal for the following processing procedures. Consequently,
the local information recorded at the device i after success-
ful signal matching regarding the target transmitter can be
written as

I = @, %N, RSS!, RSSTY). 3)

Since the group of neighboring devices will receive the
same signal via dynamic communication environments, the
multipath propagation effect will pose a noticeable influence
on the target signal analysis. In this case, each local device
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Fig. 4. Time information for every device in a network corresponding to
each concurrent observation. The INs are aware of more common observations
compared to isolated nodes. The observation instants 75" refer to when the
nth concurrent observation is recorded at a device, which is the mth member
of the group k.

might receive the same signal multiple times continuously
with similar data information at slightly different time instants,
leading to confusion and inaccuracy of the signal matching.
The most straightforward approach in addressing this issue is
to sort all matched signals based on the reception time at the
local devices and select the earliest one while ignoring the rest.
Although it cannot guarantee the elimination of the multipath
effect, the observation bias and estimation error induced can
be minimized. The final recorded matching time at each device
i can be further written as

# = min{7#} (k)} “4)

where k denotes a series of observation instants that the target
signal is matched at the local device.

C. Fassive Offset Estimation

Passive network synchronization of each device is achieved
by eliminating the estimated clock offset passively accord-
ing to the concurrent observation difference between its local
information and CN. In achieving passive offset estimation,
all devices only need to stay listening to the broadcasting sig-
nals transmitted from the surrounded devices. Only CN will be
responsible for actively coordinating and transmitting temporal
information as the references for other nodes.

A group of devices nearby the target transmitter can have
slightly different observation instants on the same signal,
shown as the group 1 in Fig. 4. Each device will be associated
with a unique record due to its clock offset and the observa-
tion bias on the target signal. The observation bias at different
devices can be induced by various issues (e.g., the distance
between each device and the target transmitter). However, for
small-scale networks, it is rational to assume that the same
signal can be received at each device almost simultaneously
with a negligible error.

The generation time at transmitter 1 and the local observa-
tion time at each device regarding the target signal are listed



14032

TABLE I
TIMESTAMPS FOR SIGNAL GENERATED BY THE FIRST TARGET
TRANSMITTER RECORDED AT DISTRIBUTED DEVICES

Node CN N1 NQ

FCN 71.1
tl tl

Transmitter 1 N

F1.2 £1.m
2 i

Timestamp t1

in Table 1. Inspired by the fact that the local clock offset will
dominant the recorded observation instants, CN will transmit
its observation time ?fN on the target signal to its neighboring
devices for offset estimation. Based on the information, device
i can compare its local observation timestamp t’i in discovering
the clock offset, given by

oi =1 —iN 5)

which will be used to calibrate its local clock. Since only
CN is required to disseminate synchronization-related mes-
sage throughout the network, explicit interactions from the
local IIoT devices are eliminated. Therefore, passive clock cal-
ibration can be achieved for each local device with reduced
explicit resource consumption.
However, in the case that all nodes in one area are distantly
distributed, the difference of the signal propagation time will
lead to large observation bias, meaning that even each device
with an accurate clock will have a distinctive observation time
for the target signal. By simply assuming all devices can simul-
taneously observe the target signal will cause synchronization
error as an inevitable consequence. Affected by the differ-
ence of the propagation distance, the updated offset of device
i compared to CN can be estimated as
OA,':t,'»'—téN—@ (6)

c
where c is the transmission speed of an electromagnetic signal,
while d,; is the relative difference between the distance of CN
and device i with respect to their common target transmitter.

IV. GLOBAL SYNCHRONIZATION AND PERFORMANCE
ENHANCEMENT

With the expansion of the IIoT network scale, local passive
synchronization for small networks is insufficient to support
the overall performance of the clock behavior, due to the
long propagation distance and limited communication range.
As a consequence, proper mechanisms should be designed to
guarantee the global synchronization performance.

A. Propagation Effect Compensation

According to (6), the distribution of the devices in an
IIoT system will lead to inaccuracy during offset estima-
tion. Depending on the network scale, this inaccuracy can
be tiny as submicrosecond levels with a distance of tens
of meters, or a few milliseconds if the distance increases
to kilometers. Therefore, distance compensation is necessary
to enhance observation accuracy. The location awareness for
the IIoT devices is different due to their heterogeneity in
terms of mobility, cost, and functionality. For instance, in
the smart transportation subsystem, every node is typically
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Fig. 5. Ciritical information transmission in terms of observation instants and
RSS values between the common target transmitter and two devices, where
the difference of the distance will induce synchronization error.

equipped with a location-aware unit (e.g., GPS) to accurately
estimate the distance between each device and its selected
target transmitter. However, for devices without costly GPS
units or deployed in indoor and underground environments,
other methods for calculating the relative distance are neces-
sary. Since these IIoT devices are typically assigned to perform
regular tasks with steady objectives, schedules, and places, it
is reasonable to assume that their locations are fixed in most
of their life cycles.

Since the target signals are always transmitted with the cor-
responding RSS values during information exchange, the RSS
values can be used to compensate for the effect of distance [19]
according to the fact that each device can calculate the approx-
imate distance to the target transmitter based on the RSS value.
To achieve RSS-based relative distance estimation, CN will
deliver the RSS value for the received signal from the target
transmitter together with the time information to its subordi-
nates, as shown in Fig. 5. By assuming the fixed devices follow
the free space propagation model during their communication,
the relation between the distance and the corresponding RSS
value can be obtained, while the distance between the target
transmitter and CN can be calculated by

Re = Ao — 10nig(d.) )
and the distance for the device i can be similarly written as
R; = Ao — 10nlg(d;) (8

where n is the path-loss factor affected by the environment,
and Ag is the transmission power from the target transmitter.
d. and d; are the distances from the transmitter to CN and local
devices, respectively. According to (7) and (8), the difference
between the two distances can be obtained as

dci = dc - di (9)

so that the offset estimation can be further updated from (6).
Due to different issues, including the inaccuracy of propaga-
tion models and the uncertainty of RSS values, slight errors
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will be inevitably induced to the distance estimated by (9).
However, the proposed RSS-based distance compensation can
still bring substantial improvement to the achievable synchro-
nization accuracy, especially for large-scale IIoT networks.

B. Reference Time Expansion

By calibrating the estimated offset 6; for each local
device, the nodes around CN can be synchronized accurately.
However, for a large-scale network with massive nodes that
cannot receive the same signal from a common target trans-
mitter, global synchronization is unachievable with a single
CN. Therefore, multiple nodes should be selected in Phase 111
of the proposed scheme to efficiently disseminate the refer-
ence time throughout the entire network without reducing the
clock accuracy for the distantly distributed devices. Since IN
can receive signals from multiple target transmitters in differ-
ent areas, some of them will be assigned as relay nodes (RNs),
according to Algorithm 1.

Specifically, all devices in the network will first listen to
the broadcasting signal from the surrounded transmitters and
upload the received transmitter ID to the cloud center. If more
than one ID of the target transmitters are recorded at the
cloud center for a single device, it will be marked as an IN,
and one of the INs will be randomly selected as the RN to
expand the time reference if multiple INs exist between any
two subsystems. Due to the randomness of the initial RN elec-
tion, successive RN selection and filtering mechanisms are
necessary to guarantee the accomplishment of global synchro-
nization. Finally, all other devices will only need to passively
synchronize to the received time reference without expend-
ing the limited network resources on explicit synchronization
processes.

After the selection process, RNs will be responsible for
defining succeeding target signals and deliver the associated
temporal information to the neighboring areas. As shown
in Fig. 4, the selected RNs are aware of the information
from multiple target transmitters, while isolated nodes can
only sense partial information due to lack of connectivity.
Consequently, RNs can expand the reference time gradually
in achieving global synchronization. For the isolated node i
within the jth group, its local clock offset can be calculated as

j—1

o =T =T =T Y 0N+ (10
k=1

where OEN is the local clock offset for each RN compared

to the clock reference and t; is the interval between each

two common signal observations, which can be accurately

calculated by each RN.

C. PCA-Assisted Reliability Enhancement

Another critical issue in Phase IV is the robust synchroniza-
tion provisioning under various security and reliability issues
during synchronization in hostile industrial environments.
Lacking security-related mechanisms can lead to untrustwor-
thy clock information expansion and potential inconsistent
cooperation among the connected devices. As PCA is powerful
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Algorithm 1 Cloud-Assisted Initial Node Arrangement
1: Cloud select the coordinator node (CN)
2: for Every target transmitter m in its subsystem do
3:  Broadcast its identification ID,, to surrounding devices

4:  for Each of its belonging devices do

5 Record ID,, and upload to cloud center

6: end for

7: end for

8: for Each device in the system i do

9:  Cloud center calculate its uploading times k;
10: if k; > 1 then

11: Mark it as an interactive node (IN)

12: Record uploaded transmitters as neighboring ones
13:  else

14: Mark it as an isolated node

15:  end if

16: end for

17: for Each neighboring transmitter do
18:  if Only one IN exists then

19: Mark it as the relaying node (RN)
20:  else

21: Randomly select one IN as RN
22:  end if

23: end for

in investigating abnormal behaviors [20], [21], in this section, a
PCA-assisted scheme is designed to enhance the synchroniza-
tion reliability among the involved devices. Moreover, since
the performance of PCA algorithms is affected by the network
issues severely, it will be beneficial to consider a series of
historical concurrent observations, which is not significantly
affected by the network conditions, as the core of the suc-
cessive analysis. Specifically, the cloud center will collect the
observation timestamp at the kth physical phenomenon from
each node i as ?f{ and its corresponding relay timestamp as 7.,
so that the relative clock offset can be calculated as

(an

while the relative skew between node i and its RN can be
estimated by

il il
L —hq
1

= (12)
e =4

Q) =
Due to the uniqueness of each clock skew and the effect
of external operating temperature on the clock oscillation
frequency as validated in [22], the estimated clock skew
can be used as critical evidence for detecting abnormality of
the clocks. Together with the local temperature for the node
denoted by T,i, a 4 x k matrix can be formulated as X; for the
node i with four physical observations and k samples, i.e.,

i N ~
?;f tli z% t,§
0 [ 0. [
Xi=|%| =2 % % (13)
k al O{Z ak
/2 1 1 1
T ToT ... T



14034

Thereby, the raw data matrix X; should be transformed into
a new coordinate subsystem by

W; = QiX; (14)

where Q; is the transformation matrix and W; is the corre-
sponding projection referred to as score matrix. Since the time
information and temperature information have different scales,
data normalization should be adopted to mitigate the effect.
Therefore, a zero-mean and unit-variance matrix )?,- for each
node is obtained, which can be used to derive the covariance
matrix by

— (15)
where * is the conjugate transpose operator.

According to the calculated covariance matrix, its eigen-
value and eigenvector can be obtained by

Vi=U;"'Cx Ui (16)

where V; is the diagonal matrix with eigenvalues and U; is
the matrix of the eigenvectors of Cy,, respectively. By select-
ing a few largest columns in U; as the principal components,
the original eigenvalue matrix V; and eigenvector matrix U;
can be reduced to V; and U;, with the principal components
(i.e., the most dominant parts). By selecting the principal parts
of the eigenvector matrix as the transformation matrix Q;, the
projection of the raw data can be described as

N A AT ~
Wi = QiXi = Ui Ui' (17)

Consequently, the remaining value after extracting the prin-
cipal components, referred to as the residual value, can be
obtained as

ex, = Xi — Q"W (18)

based on which an SPE score for each local device can be
calculated as the criteria for anomalous timestamps detection,

given by
SPE; = ‘/e)T(ieXi.

Since SPE; score after principal extraction is typically very
small, any induction of anomalous timestamps will result in
a huge fluctuation, based on which the corresponding local
device can be diagnosed as unreliable. The real-time SPE;
value will be calculated and compared to the historical score
SPE; so that any newly collected timestamps meet the cor-
responding criteria will be reported by the cloud center as
unreliable, which is given by

19)

SPE;(t) — SPE; > piospE (20)

where ogpg is the standard deviation of the SPE score for
the historically collected data, while p; is the threshold for
determining the abnormality.

In terms of any unreliable nodes are detected, synchroniza-
tion will be conducted by filtering the abnormal devices and
their associated timestamps to enhance the overall synchro-
nization reliability. Meanwhile, RN should be reselected from
the trustworthy devices to avoid unexpected deterioration of
the synchronization performance.
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V. PERFORMANCE EVALUATION

In this section, a series of simulations are conducted to eval-
uate the performance of the proposed PANSO scheme from
several aspects, including the distance-compensated clock
offset estimation, reference time expansion, and reliability
enhancement with abnormal timestamps.

A. Simulation Settings

In this simulation, a total number of 40 nodes are randomly
deployed in a large industrial environment of 3000 m x 2000 m,
where the distance between two nodes in one group can
range from 30 m to 1000 m. Surrounded by the 40 nodes,
there are three target transmitters that can transmit and broad-
cast wireless signals to their neighboring nodes occasionally.
The distribution of the devices is shown in Fig. 6, where
CN is selected by the cloud center prior to the simulation.
Meanwhile, there are multiple INs between every two groups,
which can receive the broadcast information from more than
one target transmitter. Two RN will be further selected from
the available INs during the reference time expansion phase.
The simulations will be initiated by the CN in terms of the con-
current observation selection within its local group of devices,
which surrounds the same target transmitter.

Moreover, the effect of unreliable issues in terms of internal
malfunctions of the IIoT devices and external malicious attacks
are considered during performance evaluation. Three kinds of
different abnormalities that may lead to anomalous timestamps
are considered, including inner malfunction, delay attacks,
and tampering attacks, as listed in Table II for definition and
mathematical expressions. More specifically, external attacks
are contrary to internal malfunctions, where the faulty times-
tamps are caused by the physical damage or interference of
the enclosed crystal oscillator. The corresponding consequence
of the internal malfunctions is the abnormal sensitivity of the
enclosed oscillator to the environmental variations, where n;
is the temperature sensitivity factor for node i, and y; reflects
the degree of abnormality. Moreover, two types of external
attacks are, respectively, considered, while each of them will
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TABLE 11
THREE KINDS OF ABNORMAL BEHAVIORS CONSIDERED IN THE
SIMULATION EVALUATION (SECTION V-D)

Types of L. Quantitative
Descriptions
Unreliability Expression
Internal Unexpected skew variation
. . . i = YN
malfunctions with environmental changes
Dela Delayed timestamps are delivered
y Y P t,’f _ t? —dn
attacks by the malicious relay nodes
Tampering Fake timestamps are transmitted gk
attacks by the abnormal devices ¢ "

deteriorate the trustworthiness of the timestamps delivered.
On the one hand, malicious RN will take advantage of delay
attacks to transmit outdated timestamps to the local devices
that are waiting for reference time information. By synchro-
nizing with delayed timestamps, the clock accuracy cannot
be improved as one of the direct consequences. Meanwhile,
since the delayed timestamps are generated by the same clock,
some of the existing mechanisms that rely on accurate clock
modeling (e.g., [23]) may become less effective. On the other
hand, tampering attacks will be harmful to all devices since
their observation instants recorded can be manipulated so that
the offset estimation and succeeding synchronization will be
inaccurate. The synchronization performance under tampering
attacks will be random and unpredictable due to the injection
of unreliable timestamps.

B. Distance-Compensated Offset Estimation

The most fundamental part of synchronization is the esti-
mation of the clock offset for the distributed devices within
the network compared to the reference time, as well as the
timely elimination of the clock offset. Typically, one of the
critical criteria for determining synchronization performance is
the averaged clock error among the involved devices through-
out the network operation. In the proposed PANSO scheme,
the clock offset is estimated by comparing the timestamps of
the locally matched observation with the received target signal
at each local device. Meanwhile, as analyzed in Section V-B,
the effect of propagation delays will lead to inevitable obser-
vation bias if the location of each device is unknown. As a
consequence, an RSS-based method is adopted in the proposed
scheme to address this issue, where the relative distances from
the target transmitter to its neighboring devices are calculated
according to the RSS values when the target signals are locally
received, in accordance with (7)—(9).

The distance estimation accuracy before clock calibration
is shown in Table III, where the distance from each local
device to its belonging target transmitter is different due to the
random deployment, leading to an averaged distance in each
group ranging from around 100 m to 400 m. According to
the RSS values obtained from the target signals, the estimated
averaged distances are very close to the ground truth, with
only a few meters as the estimation bias. As a consequence,
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TABLE III
RECEIVED-SIGNAL-STRENGTH-BASED DISTANCE ESTIMATION
ACCURACY FOR THREE GROUPS OF DEVICES

o

Real Avg. EST Avg. EST bias  EST bias
distance (m)  distance (m) (m) (ps)
Group 1 250.40 260.95 10.55 0.035
Group 2 365.29 368.92 3.62 0.012
Group 3 136.90 132.17 4.73 0.016
400 T T T
—+— Passive triggering freq = 5s
@300 —#— Passive triggering freq = 60s /]
- —%¥— Passive triggering freq = 180s
% 200 n
S
8 10 1
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Triggering frequency

Fig. 7. Evolution of clock errors after adopting PANSO with three different
triggering frequencies. Compared to the conventional active synchronization
methods, the passive one only requires a very small number of interactions
for various triggering frequencies.

the estimation bias in terms of the propagation time is much
smaller than 1 s, meaning that the effect of estimation bias on
the synchronization performance can be negligible for further
clock calibration.

After adopting the proposed RSS-based distance compensa-
tion method, the clock calibration can be achieved among the
first group of devices based on the reference time provided
by CN. As shown in Fig. 7, clock errors can be accurately
calibrated and almost eliminated after triggering the pas-
sive synchronization actions. Meanwhile, a higher triggering
frequency can result in a better synchronization performance
in terms of the achievable accuracy in long-term operations.
For example, with a triggering frequency of 5 s, submi-
crosecond synchronization performance is attainable for a
group of devices, while a synchronization frequency of 180 s
will show an averaged clock error that exceeding 150 us.
Therefore, application-oriented synchronization can be provi-
sioned with controllable clock accuracy to avoid overwhelming
synchronization processes. Moreover, compared to the con-
ventional synchronization methods that hinge on frequent
explicit interactions, e.g., DCSIC scheme [10], PANSO can
achieve accurate clock calibration with significantly reduced
interactions for all IIoT devices. As a direct consequence,
the uncertain network conditions will have a less signifi-
cant effect on the synchronization performance, while more
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Fig. 8.  Comparison for the averaged achievable clock accuracy among
each group of devices in three situations considering different distance-related
strategies. RSS-based method can greatly enhance the clock accuracy.
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Fig. 9. Expansion of time reference for three areas assisted by the RNs.

Global synchronization is achieved gradually with minor residual offset after
synchronization.

network resources can be saved for other critical industrial
applications.

C. Reference Time Expansion

After achieving a consensual clock for a group of devices,
global synchronization should be subsequently performed with
the assistance of RNs. For each group of devices, the proposed
RSS-based distance compensation scheme should be adopted
in advance to enhance the offset estimation accuracy. As
shown in Fig. 8, a simulation is conducted to evaluate the
performance of the proposed PANSO scheme in three different
types of location-related situations, namely, aware of the accu-
rate location of each device, RSS-based distance compensation
method, and the control message free scheme [18], which
disregarded the distribution nature of the nodes. It can be
observed that for all three groups of devices, the clock errors
for the case with accurate location information is the smallest,
while PANSO adopting an RSS-based distance compensation
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approach can reduce the clock error by a few microseconds,
which is a significant improvement as compared to the exist-
ing study. Moreover, it indicates that with more hospitable
communication environments or GPS-embedded devices in
outdoor situations, a higher clock accuracy is expected since
the distance estimation accuracy will be enhanced.

With the distance information estimated, global synchro-
nization can be achieved accordingly, which is illustrated in
Fig. 9. Since there are three neighboring areas required to be
synchronized, the network synchronization is achieved gradu-
ally with the reference time expansion. Initially, the PANSO
is conducted in the first group where CN is selected, while the
averaged clock error within the first group will dramatically
drop after clock calibration. Then, the intergroup time refer-
ence expansion is conducted by the selected RNs, and other
groups of devices will be synchronized accordingly. Therefore,
the averaged clock errors for the three groups will reduce in
different time instants, and the overall averaged clock error
will appear a decrement three times. The accomplishment of
global synchronization is achieved at the end, where all devices
are accurately synchronized based on the local clock offsets
calculated. After global synchronization, there will be a minor
clock error remaining, which is due to the calculation error
and the effect of the clock skew. This residual issue will con-
tribute to the clock errors in the long-term operation so that
periodic clock calibrations are necessary to limit the residual
offset within the application-oriented expectations.

D. Unreliable Node Detection

The reliability and security during synchronization can be
affected by a wide range of issues, as illustrated in Table II.
Both the internal and external issues will lead to anomalous
timestamps during information exchange, causing unexpected
synchronization errors, especially when unreliable RNs are
involved during reference time expansion.

PCA-assisted clock information analysis is achieved in
the cloud center for both the abnormal nodes detection and
reliable RNs selection. Any nodes with uncommon time
information will be regarded as unreliable, while only reliable
INs will be selected as RNs for reference time expansion. The
performance of the proposed PCA-assisted scheme is demon-
strated in Fig. 10 based on the temporal information uploaded
from the local devices. Specifically, the effectiveness of the
detection scheme is denoted by the true positive rate (TPR),
which is the ratio of the correct detection r. and the over-
all anomalous instants M,. TPR for each local device can be
calculated by

Fe e

Pl G
where C;(#;) is the clock generation at the instant j of the
device i. N, and S, are the total number of positive cases
(i.e., anomalous devices and instants), respectively. It can be
observed from Fig. 10 that with the increment of the detection
threshold p, the detection precision is enhanced accordingly. In
other words, more unreliable devices can be successfully dis-
covered by setting a stricter condition when the PCA-assisted

2L
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Fig. 11. Improvement of clock accuracy after adopting the PCA-assisted

unreliable node detection. The enhancement can be more significant if
unreliable RNs are successfully detected.

scheme is adopted. However, a stricter condition will lead to
false positive (FP) cases (i.e., normal devices are incorrectly
detected as anomalies). The false-positive rate (FPR) in the
proposed study is defined as the ratio of the FP reports 7, and
the total number of normal instants M,, during the simulation
period S;, given by

FPR = ~¢ — 17T

= 17T (22)
M, ~ NS —M,

where r; and N; are the total number of anomaly reports and
the total number of devices in the network, respectively. It
can be observed that the FPR is slightly increased with a
stricter detection threshold, while the largest FPR is still lower
than 0.5%, indicating that a reliable detection accuracy with-
out overwhelming false alarms is achieved. Therefore, in this
scheme, a stricter detection is preferred so that more unreliable
devices can be successfully detected and the synchronization
performance can be enhanced accordingly.
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By utilizing the PCA-assisted detection scheme according to
the historically recorded observation instants, several kinds of
unreliable devices can be filtered so that future synchronization
can be achieved with trustworthy nodes. The improvement of
the synchronization performance is shown in Fig. 11, where
it can be seen that an isolated node with an error message
will lead to the increment of the clock inaccuracy. Moreover,
unreliable RNs will cause significant clock error due to the
failed expansion of accurate reference time to the neighboring
groups. However, by adopting the proposed anomaly detec-
tion scheme, both unreliable local devices and RNs can be
effectively detected so that the clock errors are dramatically
reduced. It is worth noting that if any of the initially assigned
RNs are reported as unreliable after performing the PCA-
assisted detection scheme in the cloud center, other reliable
INs should be further selected as RNs to ensure the accom-
plishment of time information expansion and network-wide
synchronization.

VI. CONCLUSION

In this article, PANSO has been designed to achieve syn-
chronization without dedicated resource consumption during
timestamps information exchange. Specifically, by processing
the commonly observed physical phenomenon in a group of
IIoT devices, passive clock calibration can be achieved at
each local IIoT device with the alignment of the observa-
tion instants. RSS-based distance estimation method has been
adopted to compensate for the effect of propagation latency.
Additionally, a PCA-assisted anomaly detection scheme has
been designed at the cloud center to investigate unreliable
devices based on the historically uploaded observation instants
to substantially enhance the synchronization performance
under various uncertainties. Extensive simulation results have
demonstrated that the proposed PANSO scheme can achieve
passive clock calibrations and accurate network-wide synchro-
nization under various kinds of abnormalities. In the future, we
will establish an experimental platform to validate the practical
performance of the proposed PANSO scheme under different
communication conditions.
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