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ABSTRACT | Physical layer covert communication is a cru-

cial secure communication technology that enables a trans-

mitter to convey information covertly to a recipient without

being detected by adversaries. Unlike typical cryptography

and physical layer security systems that concentrate on pro-

tecting the sent signal content, covert communications seek

to conceal the existence of legitimate transmission. Thus,

with beyond fifth-generation (B5G) wireless communications,

covert communications can operate in tandem or as a sup-

plement to conventional security techniques. We provide an

extensive overview of the basic theories and several strategies
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in physical layer covert communications in this article. In

particular, we go into great detail about the basic theories

of physical layer covert communications, such as channel

models, codes, secret keys, and covertness metrics, as well

as various covert schemes in progressively more complicated

scenarios, such as covert communications in single-antenna

and multiantenna three-node systems and covert communi-

cations in jammer- and relay-aided systems. In addition, we

identify the challenges and future directions for research on

covert communications in B5G wireless networks.

KEYWORDS | Communication security; covert communica-

tions; jammer-/relay-aided communications; multiantenna.

N O M E N C L AT U R E
5G/B5G/6G Fifth generation/beyond 5G/sixth

generation.
PLS Physical layer security.
SRL Square-root law.
CSI/CDI Channel state information/channel

distribution information.
FD/HD Full-duplex/half-duplex.
BS Base station.
PSD Power spectral density.
UWB Ultrawideband.
LPD Low probability of detection.
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IoT Internet of Things.
AWGN Additive white Gaussian noise.
AN Artificial noise.
UAV Unmanned aerial vehicle.
IRS Intelligent reflecting surface.
mmWave/THz Millimeter wave/terahertz.
FA/MD False alarm/missed detection.
DMC Discrete memoryless channel.
MAC Multiple-access channel.
BSC Binary symmetric channel.
PPM/MLC Pulse-position modulation/multilevel

coding.
KL/NP Kullback–Leibler/Neyman–Pearson.
MISO/MIMO Multiple-input single-output/

multiple-input multiple-output.
SIMO Single-input multiple-output.
SNR Signal-to-noise ratio.
SI Self-interference.
TCIPC Truncated channel inversion power

control.
ZF Zero-forcing.
NOMA Nonorthogonal multiple access.
ST Secondary transmitter.
TCI Truncated channel inversion.
p.p.p. Poisson point process.
AF Amplify-and-forward.
NE Nash equilibrium.
MRT Maximum-ratio transmission.
SWIPT/HOR Simultaneous wireless information

and power transfer/harvest-and-
opportunistically-relay.

MC/FC Markov chain/fusion center.
PDE Probability of detection error.
ACR Average covert rate.
SDR Semidefinite relaxation.
GAN Generative adversarial network.
DRL Deep reinforcement learning.
QKD Quantum key distribution.
D2D Device-to-device.

I. I N T R O D U C T I O N
A. Background

While the 5G wireless communication networks are
being implemented globally, it is anticipated that these
networks will not be sufficient by 2030 and beyond [1],
[2], [3], [4]. With new paradigm shifts such as integrated
space–air–ground communication networks, full-spectrum
exploration, extremely heterogeneous networks, and net-
work security, B5G or the 6G will spearhead a compre-
hensive wave of the digital revolution in the economy and
society [5], [6], [7], [8]. To meet the need for ubiquitous
and massive wireless connectivity, a large-scale hetero-
geneous network architecture that incorporates satellites,
UAVs, and other devices will be investigated. A broader
spectrum range, encompassing sub-6 GHz, mmWave, and
THz, will be explored in order to offer an ultrahigh data

rate. Furthermore, B5G will stimulate creative smart appli-
cations powered by machine learning (ML) and artificial
intelligence. Not to mention, B5G needs robust or endoge-
nous network security for both the physical and network
layers in order to establish trust in a variety of services,
such as entertainment, telemedicine, and autonomous
driving.

While conventional cryptography can be employed to
increase wireless communications security, adversaries
with ever-increasing computing power remain a threat
to its integrity [9], [10]. Traditional upper layer security
cryptography systems (such as application layer cryptog-
raphy) can be supplemented by PLS. On one hand, tradi-
tional security techniques outlined above concentrate on
safeguarding the information content that is delivered,
leaving the transmission’s existence vulnerable to detection
by adversaries. On the other hand, the primary goal of
physical layer covert communication is to prevent eaves-
droppers from hearing/deciphering the information that
is received, with the help of natural characteristics of
wireless channels, such as noise and interference [11],
[12], [13], [14]. There are many instances where users
try to communicate without being detected by others.
To prevent an enemy from attacking after learning of a
transmission, for instance, a side in a military combat
action may want to communicate information surrepti-
tiously [15]. In a dynamic spectrum access network, a
secondary user attempting to communicate without being
detected by the primary user is another example [16].
Sending information in a way that makes it invisible to its
enemies might, therefore, be the better course of action.

Thankfully, physical layer covert communications make
it possible for a transmitter to securely and covertly com-
municate with a recipient without being detected by adver-
saries [17], [18]. The scaling law for physical layer covert
communications over AWGN channels was discovered in
[17], a landmark study by Bash et al. More specifically, the
SRL states that the maximum amount of information bits
that may be reliably and covertly conveyed is equal to the
square root of the block length n. For a number of metrics
[18] and channels [16], [19], [20], [21], [22], [23],
this scaling law has been improved and characterized.
Specifically, the first tight capacity bound for DMCs was
provided by Bloch [16] and Wang et al. [19]. In addition,
a number of significant technical results were established,
which either generalize or expand on previous works, such
as improving upon [17] in terms of secret-key length.
There has also been discussion of codes and secret keys
for covert communications at the physical layer [16], [20],
[24], [25]. Wang and Bloch [24] provided the first code
with efficient key and verifiable guarantees. Keyless com-
munications were set up for MACs [20] and DMCs [16],
[25]. Section II provides details on other contributions
made in [16], [17], [18], [19], [20], [21], [22], [23],
[25], and [24]. Nevertheless, when n → ∞, the covert
rate is zero, meaning that limn→∞(O((n)1/2)/n) = 0.
Encouraged by these foundational studies [16], [17], [18],
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[19], [20], [23], additional investigations revealed that
a positive covert rate (explained in Section III) could be
produced by the adversary’s ambiguity regarding wiretap
channel noise [26], covert signal transmit time [27], and
CSI [28]. Subsequently, in combination with different prac-
tical considerations, it was discovered that the covertness
requirement can also be met, and even the covert rate
can even be increased by using ANs or jamming signals
from jammers [15], randomly located friendly nodes [29],
Poisson distributed interferers [30], greedy relays and FD
relays [31], [32], or FD receivers [33], [34] (see more
discussions in Sections IV–VI).

Given its capacity to conceal wireless communications,
physical layer covert communication has the potential
to serve as the first line of protection against malicious
attacks. At the same time, it may be used as an additional
security mechanism in conjunction with or in addition to
existing security measures [34], [35], [36], [37], [38].
Some study on physical layer covert communication in B5G
networks has recently been undertaken [39], [40], [41].
For instance, Tatar Mamaghani and Hong [39] focused on
the construction of an energy-efficient multi-UAV wireless
communication system for covert data dissemination in
the B5G IoT network operating at THz bands. Physical
layer covert transmissions in 6G wireless networks using
numerous essential technologies, including reconfigurable
intelligent surface (RIS), rate-splitting multiple access, and
NOMA, were investigated [40]. Yang et al. [41] addressed
the topic of covert communication in cellular-enabled UAV
networks, which is envisioned as a network paradigm in
B5G wireless networks. In this regard, physical layer covert
communications are predicted to be a significant secu-
rity solution to fulfill the ever-increasing requirement for
robust security in B5G or 6G wireless networks while also
leaving numerous security and performance improvement
difficulties as challenges. The possibilities and problems
of physical layer covert communication in B5G wireless
networks will be examined in the Motivation subsection,
and more will be covered in Section VII.

B. Physical Layer Covert Communications

Covertness and communication performance are two
key concerns that need to be balanced in the context
of physical layer covert communications [17]. To do the
following analysis, consider a simple covert communica-
tion network depicted in Fig. 1 without losing general-
ity. Its primary goal is to make it possible for a sender
(Alice) to securely communicate data to a legitimate user
(Bob) all the while ensuring that the communication
itself is hidden from detection by an adversary (Willie).
From the adversary’s (Willie’s) point of view, covertness
ought to be quantified in order to determine how the
statistics of the observations vary when communication
is present vs absent. Conversely, from the standpoint of
the transmitter (Alice), we must tackle the problems of
enhancing the main link’s communication performance

Fig. 1. Illustration of physical layer covert communications, where

Alice, the transmitter, wishes to send signals to Bob, the receiver, in

a covert manner so that Alice is not discovered by Willie, the

adversary.

(the Alice-to-Bob channel) while maintaining the neces-
sary levels of covertness.

In order to determine if Alice transmits, Willie typically
uses a statistical hypothesis testing on its received signals
[17]. The measure of covertness is the adversary’s error
detection probability; several metrics can be applied to par-
ticular application scenarios, as discussed in Section II-D
[17], [18], [38]. The total variation distance between
the channel output distributions created with and with-
out communication between Alice and Bob can be used
to quantify covertness for an optimal detector at Willie.
From Alice’s point of view, the design of Alice’s transmit
information, including the coding structure and transmit
power, will constrain Willie’s detection performance since
the total variation represents a lower constraint on the
error of all hypothesis tests that Willie can utilize. However,
as further discussed in Section II, Alice’s coding method
to achieve covert capacity is typically connected to the
block length n. As previously said [17], the maximum
amount of trustworthy and covert bits via n channel usage
is approximately (n)1/2 bits. Because of this, performance
analysis is made more challenging by the covertness con-
straint. Alice’s coding scheme must be carefully designed to
address a tradeoff between communication performance
and the requirement for covertness, such that Alice can
reliably and covertly transmit data to Bob with capacity-
achieving performance.

C. Physical Layer Covert Communications Versus
Other Security Techniques

The field of covert communication has its roots in
early hidden information transmission technologies, which
shares a long history with steganography where a network
protocol must be used as a carrier when creating a covert
communication channel. For example, information can be
hidden in software binary codes or images [42], inserted
into training sequences, cyclic prefixes, or a corrupted
constellation of Wi-Fi signals [43], [44], [45]. Traditional
steganography requires embedding cover signals, which
are typically found in text, into innocent content.

Spread spectrum techniques are an alternate covert
communication scheme on the physical layer that has
been examined in [46]. The goal of spread spectrum
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Table 1 Physical Layer Covert Communications Versus Traditional Security Schemes

techniques is to partially conceal transmitted signals by
lowering the PSD of transmit signals with low visibility.
One way to think of the UWB signal as a covert option
is that it can be transmitted considerably below the noise
level of an interceptor. However, as noted in the works of
[17], the underlying notions of covert communications and
feasible covertness have not been thoroughly explored in
a systematic way until quite recently. Table 1 compares
various similar strategies for covert communications at
the physical layer. As was previously said, PLS and con-
ventional cryptography prioritize signal content protection
over signal covertness, which may not meet the needs of
the transmitted signal. While both spread spectrum and
steganography have their uses in concealing signal trans-
missions, both have their limitations. For example, spread
spectrum techniques cannot be theoretically demonstrated
to achieve covertness [38], and steganography typically
requires a network protocol as a carrier.

On the other hand, from an information-theoretic stand-
point, the research of physical layer covert communica-
tions should address two fundamental issues: covertness
and communication performance requirements. The liter-
ature has a number of tutorial works on covert commu-
nications at the physical layer. This survey notes that the
term “covert communications” will be used synonymously
to refer to the following concepts: LPD [17], [19], [35],
stealthy [23], [47], [48], [49], [50], undetectable [26],
[51], [52], or covert wireless communications [30], [35],
[36], [53]. This is because all of those terms have a similar
meaning when it comes to covert communications.

D. Motivations

Physical layer covert communications will face both
opportunities and challenges with the rapid advancement
of B5G networks and the impending new paradigm shifts,
new network architectures, massive device deployments
with diverse characteristics, and the integration of various
new technologies [5], [39], [40], [41], [53].

In particular, the following factors primarily highlight
the opportunities. To meet the requirements for covert-
ness, physical layer covert communications generally take
advantage of opponents’ uncertainty. Examples of such
strategies include artificial interference, distance infor-
mation, channel fading coefficients, coding design, and
more [24], [29], [30], [54]. To meet the requirements for
covertness in B5G wireless networks, a higher degree of
freedom can be explored for designing uncertainty factors
against eavesdroppers. The actual placement of equipment
or nodes, the introduction of new devices, or the use of
novel technology can all accomplish these goals.

To forward the covert signals, for instance, a UAV
equipped with an IRS acts as a relay [55]. As of right
now, 6G wireless networks are needed in order to facilitate
5G systems’ improved latency, higher energy efficiency,
ultramassive machine-to-machine connections, faster data
speeds, and greater user diversity. In the framework
of covert communications, a multitude of solutions will
be discovered to fulfill the requirements of both per-
formance and covertness in B5G wireless networks. To
increase the transmission rate, thousands of antennas or
extremely massive antenna arrays could be installed at
the transceivers. Higher data speeds can be supported
by high-frequency spectrum, such as THz and mmWave
bands, which can offer an enormous accessible band-
width [56], [57]. Covert communications, as a secure
communication technology, have drawn a lot of attention
with the rapid development of B5G wireless communica-
tions. These applications include covert communications
in near-field communications, ML-based covert commu-
nications, and quantum-enhanced covert communications
[58], [59], [60].

Potential challenges will also surface if more thorough
research is done on covert communications in B5G wire-
less networks. Covert communication systems in complex
B5G networks, such as massive nodes, multilink coexis-
tence in ultradense networks, high network scalability, and
THz wireless systems, may make network modeling more
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Fig. 2. Structural diagram of this survey.

challenging because it can be difficult to directly apply
traditional channel models to new architectures, such as
the mmWave/THz channel [53] and new air interface [5].
To balance the covertness and communication data rate,
sophisticated interference management and resource coor-
dination are required, which poses new challenges for the
optimization and analysis of overall covert performance.
As a result of technological advancements, opponents’
detection abilities, such as those of active adversaries
[61] and multiple colluding adversaries [62], continue to
advance, creating new challenges for the development of
covert communication schemes.

However, due to the rapid advancement in physical
layer covert communication research in recent years, some
important up-to-date works are missing in the currently
available surveys [35], [47], [63]. Only a small number of
pertinent references are covered by the existing surveys,
and the majority of them are specialized to certain net-
works or systems, such as UAV-assisted networks [64] and
IoT systems [36]. Second, in contrast to previous surveys
[35], [63], we offer a taxonomy that tracks the increasing
intricacy of application scenarios in order to evaluate the
current covert schemes and extract the knowledge that

will facilitate further research on B5G wireless networks.
We hope that this will enable users to understand how to
use network resources in covert communication scheme
designs for various application scenarios in an efficient
manner. Finally, and perhaps most importantly, we list sev-
eral unresolved difficulties and research challenges related
to covert communications at the physical layer in B5G
wireless networks. The important features of this survey
and those that already exist are listed in Table 2.

In conclusion, a review of the most recent findings
in physical layer covert communications is required.
More than 200 generally pertinent papers and books are
included in this survey. In addition, it points out unresolved
problems and research obstacles related to the application
of covert communications in B5G networks.

E. Salient Features of This Article
In order to highlight research objectives and problems

for covert communications in B5G wireless networks, we
intend to make a thorough assessment of the most recent
research efforts on physical layer covert communications
in this study. This survey article’s structural diagram is
shown in Fig. 2, and Nomenclature provides a list of the
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Table 2 Important Features of This Survey on Physical Layer Covert Communications and Those That Already Exist

abbreviations used throughout this article for convenient
cross-referencing. The following is a list of this article’s
main features.

1) The concept of covert communications in AWGN
channels provides a theoretical basis for covert
schemes design in B5G wireless networks, including
the setting of codes and secret keys, the definitions
of covertness metrics, and the fundamental limits
of covert communications, as detailed in Section II.
Based on these important concepts, we can go ahead
to conduct the performance evaluation for more gen-
eralized use cases, including covert communications
over other basic channel models.

2) Following the gradual complexity of application
scenarios, we present a taxonomy for the exist-
ing research on covert communications, i.e., covert
communications in three-node systems with single
antenna (see discussion in Section III), in three-node
systems with multiantenna (detailed in Section IV), in
jammer-aided systems (more discussion in Section V),
and in relay-aided systems (detailed in Section VI).
Based on this taxonomy, the covert schemes and their
performance are analyzed and discussed, and their
advantages and challenges arising from the grad-
ual complexity of application scenarios are revealed,
which sheds light on the design of covert schemes in
B5G wireless communications.

3) More research challenges and open issues for physical
layer covert communications in B5G wireless net-
works are identified in Section VII. Specifically, they
include channel model extension, active/multiple
adversaries, verification of the optimal detec-
tors, practical codes and secret keys design,
fundamental limits in covert communications, IRS-
assisted covert communications, machine-learning-
based covert communications, quantum-enhanced
covert communications, and the covert communi-
cations in B5G wireless networks, including UAVs,
mmWaves, THz, and near-field communications.

II. C O N C E P T S A N D TA X O N O M Y O F
C O V E R T C O M M U N I C AT I O N S
The method of covert communications over a typical
discrete-time AWGN channel, along with its extension
and key components, will be covered in this section. In

addition, the taxonomy utilized in this work will be pre-
sented as well.

A. Covert Communications Over
Typical AWGN Channels

Let us take the discrete-time AWGN channel model from
the seminal work in [17] as an example to analyze the pro-
cesses of covert communications. As illustrated in Fig. 3,
a single-antenna three-node communication system con-
sists of a transmitter (Alice), a legitimate receiver (Bob),
and an adversary (Willie). Alice attempts to reliably com-
municate with Bob over an AWGN channel while keeping
the communication undetectable for Willie who is observ-
ing over another AWGN channel. In this model, Willie is
assumed to be a passive eavesdropper, and it does not
intend to jam the legitimate link between Alice and Bob.

The first theorem in [17] was proven using the whole
codebook that Alice and Bob secretly share. Their further
discussions revealed that a public codebook can be utilized
when Alice and Bob share O((n)1/2 log n) covert bits. In
this case, we assume that Alice and Bob use a public
codebook C0 and that they also share a secret key S, which
they keep hidden from Willie. Let Λ be a binary variable
that represents Alice’s current state. The input blocks of
M bits are encoded to a n-bit codeword with a rate of
R = M/n bits/symbol if Λ = 1 and with the aid of S.

Fig. 3. Structural diagram of covert communications over a

discrete-time AWGN channel. When Alice’s transmission status

satisfies Λ = 1 with a codebook C0 and a secret key S, the message

Wk is encoded into X. If Λ = 0, Alice is not sending covert messages,

and it always transmits x0, here set so that x0 = 0. Nb and Nw are

noises observed at Bob and Willie. With the observed vector Y, Bob

estimates Alice’s message as Ŵk. Based on the observed vector Z,

Willie employs a statistical hypothesis test to determine whether

Alice transmits the message H1 or not H0.
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The message Wk is encoded into X = (X1, X2, . . . , Xn), as
illustrated in Fig. 3.

The received vector at Bob is denoted as Y =

(Y1, Y2, . . . , Yn), and each symbol is equal to Yi = Xi +Nb
i ,

i ∈ (1, 2, . . . , n), where Nb = [Nb
1 , Nb

2 , . . . , Nb
n] is a noise

vector of the AWGN channel from Alice to Bob. Similarly,
the received vector at Willie is Z = (Z1, Z2, . . . , Zn), and
each symbol is equal to Zi = Xi + Nw

i , where Nw =

[Nw
1 , Nw

2 , . . . , Nw
n ] is the noise vector of the AWGN channel

between Alice and Willie.
If Λ = 0, Alice has no covert message to transmit,

and hence, here, we set x0 = 0. Each received symbol
is equal to Yi = Nb

i at Bob and Zi = Nw
i at Willie.

Moreover, both Nb
i and Nw

i are independent identically
distributed (i.i.d.) random variables, i.e., Nb

i ∼ N (0, σ2
b )

and Nw
i ∼ N (0, σ2

w).
In order to determine Alice’s transmission state, Willie

runs a statistical hypothesis test on its received vector of
n channel observations Z. The null hypothesis H0 denotes
that Alice does not transmit and its corresponding proba-
bility distribution of the adversary’s channel observations
is P0. H1 is an alternative hypothesis, in which Alice is
sending the message, and the probability distribution of
Willie’s channel observation is P1. Assume that Willie has
an equal prior probability for H0 and H1, i.e., P(H0) =

P(H1) = 0.5. More discussion is detailed in Section II-D.
In the process of Willie’s statistical test, there are two types
of errors, i.e., FA and MD. When Alice is not transmitting,
while Willie rejects H0, the probability is denoted as PFA

(or α). Otherwise, when Alice is transmitting, the prob-
ability that Willie accepts H0 is PMD (or β). Combined
with Fact 1 in [17], α + β = 1 − VT (P0, P1) is used
to measure the covertness, where VT (P0, P1) is the total
variation distance between P0 and P1. Thus, Alice can limit
Willie’s detection performance by upper bounding the total
variation distance, i.e., VT (P0, P1) ≤ ϵ.

In addition to the covertness requirements that should
be guaranteed, covert communications also need to ensure
that Bob can correctly decode the information sent by
Alice. Based on the received vector Y, Bob will decode and
estimate message Wk transmitted by Alice as Ŵk. Here, the
probability of Bob’s detection error is calculated by averag-
ing over C0, that is, P b

e = EC0 [P(Ŵk ̸= Wk)]. As proved
in [17], if Alice knows a lower bound of Willie’s channel
noise, with the covertness constraint VT (P0, P1) ≤ ϵ, P b

e

decays exponentially to zero as n increases and Bob obtains
O((n)1/2) covert bits in n channel uses. Conversely, if Alice
attempts to transmit ω((n)1/2) covert bits over n channel
resource units, then, as n → ∞, either Willie detects her
message with an arbitrarily low error probability or Bob
cannot decode her message reliably.

In summary, the following procedures can be used to
assess and quantify the previously mentioned covert com-
munication between Alice and Bob.

1) Key and codebook: Before transmission, Alice and Bob
share a secret key S, and a public codebook C0 is

utilized. Using the shared secret key S, the covert
message Wk is encoded into X = EncC0(·) if Alice’s
current status is Λ = 1. This is done while making
sure that Willie is unaware of it. Alice then sends out
the secret signal vector X.

2) Willie’s detection rule: Based on the observation vector
Z, Willie performs a statistical hypothesis test to deter-
mine the transmission state of Alice. The probability
of Willie’s error detection is adopted to measure the
covertness.

3) Bob’s detection and covert performance: Based on the
received vector Y, Bob will decode and estimate the
transmitted message as Ŵk. To ensure that the prob-
ability of Bob’s error detection decays exponentially
to zero and the probability of Willie’s error detection
meets the covertness requirement, the number of bits
that can be transmitted to Bob is used to quantify the
performance of covert communications.

According to Bash et al. [17], SRL governs covert com-
munication across discrete AWGN channels, that is, the
number of reliable and covert message bits over n channel
uses scales as much as (n)1/2. The precise constant before
(n)1/2, which functions as a covert capacity, has subse-
quently been characterized for various channels: DMCs
and AWGN channels [16], [18], [19], MACs [20], classical-
quantum channels [65], and noncoherent fast Rayleigh-
fading wireless channel [66]. In particular, Bloch [16]
and Wang et al. [19] characterized the first tight capac-
ity bound for DMCs. Subsequently, Tahmasbi and Bloch
[18] investigated the first- and second-order asymptotic
behaviors of covert communications for three different
covertness metrics over binary-input DMCs. Please refer
to Section II-B for additional information regarding covert
communications over DMCs. It was demonstrated that
an amplitude-constrained input distribution, which has a
finite number of mass points, including the one at zero,
may be used to attain the covert capacity in a noncoherent
fast Rayleigh-fading wireless channel [66]. Furthermore,
it suggested that the input distribution might be best with
two mass points at fixed places. (2)1/2θ2

m was obtained as
a straightforward bound for covert capacity; the definition
of θm is given in [16, Th. III.1].

Performance analysis is more challenging because, for
the covertness requirement, the block length n is typically
connected to the ideal input distribution to attain capacity
[16], [19], [66]. For DMC channels, for instance, the input
distribution that must be employed to reach capacity is a
sparse distribution, where the covert symbols are used for
a fraction of 1/(n)1/2 when they are transmitted. Gaussian
or Binary phase shift keying signaling with an average
power diminishing as O(1/n) is the best coding strategy
for AWGN channels. Therefore, it is essential for optimality
to encode information in the phase of modulation symbols
along with a proper power [66]. In order to simplify the
performance analysis and demonstrate other aspects, such
as the adversary’s uncertainty from an uninformed jammer,
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Fig. 4. Structural diagram of covert communications over DMCs.

When Alice’s transmission status is Λ = 0, an innocent symbol x0 is

sent. If Λ = 1, the message W is encoded as a vector X with a secret

key S. Let WY|X and WZ|X denote the transition probabilities of

Alice-to-Bob and Alice-to-Willie channels, respectively. Based on the

obtained vector Y, Bob estimates W as Ŵ. Using the observation

of Z, Wille employs a hypothesis test to decide whether Alice

transmits the message (H1) or not (H0).

transmit time [27], and a greedy relay [32], some subse-
quent studies utilize random Gaussian codebooks and set
the adversary as a radiometer.

Sections III–VI and the accompanying tables will cover
the specifics of the covert performance. As previously men-
tioned, the process of covert communications involves a
number of important components, including the definition
of the channel model, the establishment of codes and
secret keys, and the assessment of covertness. In the con-
tent that follows, we shall examine the related extension
cases.

B. Extended Basic Channel Models

Numerous studies on covert communications have been
conducted, extending discrete-time AWGN channels to var-
ious channel types. Several popular basic channel model
types, including DMCs, discrete-time MACs, discrete-time
broadcast channels, and continuous-time AWGN channels,
will be examined in this section.

1) DMCs: Aspects such as coding techniques, error
exponent characterization, and fundamental restrictions of
covert communications over DMCs have been studied [16],
[19], [21], [23]. Particularly, the works in [16] by Bloch,
[19] by Wang et al., and [21] by Tahmasbi et al. offered
some interesting insights on covert communication, such
as the DMC model derived from [16], as detailed in Fig. 4.

Revisiting the issue of covert communications from a
resolvability standpoint, Bloch [16] established a number
of technical conclusions that build upon and broaden
earlier research. First, a technological improvement on the
coding scheme in [17] demonstrated that it is feasible to
transmit on the order of (n)1/2 reliable and covert bits over
n channel uses with on the scale of (n)1/2 log n shared
secret bits. Second, when Bob’s channel is superior to
Willie’s channel, a different coding technique was devised
that does not require a secret key and simply requires
Alice and Bob to share on the order of (n)1/2 bits. Third,
Theorems 3 and 4 and Corollary 3 in [16] provided explicit
formulas for the optimal asymptotic scaling of the message
and key size for covert and secrecy communications over

DMC and AWGN channels. Tahmasbi et al. [21] defined
and proved a characterization of error exponent (which
contains the lower and upper bounds) for covert commu-
nications over binary-input DMCs, solving the technical
challenges that arise from “low-weight” of codewords.

Different from [23], where Willie’s channel is “noisier”
than Bob’s channel, in [19], Bob and Willie observe the
same channel outputs but with an available secret key,
whereas the objective of Willie is to judge whether the
transmitter is ON or OFF (it always transmits 0). Then,
Wang et al. refined the scaling result of Bash et al. [17]
to establish an optimal asymptotic throughput for covert
communications over DMC and AWGN channels in dif-
ferent situations. Detailed formulas on L (for its defini-
tion please refer to [19, eq. (7)]) were derived as an
indicator to characterize the maximum amount of infor-
mation that can be transmitted over any DMC under the
LPD constraint. For example, it was proven that if input
symbol 0 is redundant, L can be infinity. A simple value
of L = (2varQ0(log(Q0(Y )/Q∗(Y ))))1/2 was derived for
DMC under given condition, where varQ0(·) denotes the
variance of Y with the distribution Q0, and Q∗ is the
capacity-achieving output distribution. More results about
L for a broad class of DMC and AWGN channels can be
found in [19].

2) Discrete-Time MACs: In this model, two legitimate
transmitters, Alice 1 and Alice 2, attempt to establish a
legitimate communication link with Bob over a discrete-
time memoryless MAC, while they do not want Willie,
who is observing through another MAC link, to know
their communication statuses, as illustrated in Fig. 5.
Bloch et al. extended or updated beyond (i.e., part of the
converse proof presents more challenges) the achievability
and converse techniques that they developed in [16], [19],
and [21] to MACs [20], [67].

In [20], a major technical challenge in the converse
proof is addressed, capturing the interplay between the
weights of two codewords from transmitters. It is proven
that there exists a coding scheme to ensure that Alice 1

Fig. 5. Structural diagram for covert communications in

discrete-time memoryless MACs. If Λ = 0, innocent symbols u0 and v0

are sent by Alice 1 and Alice 2; otherwise, the messages W1 and W2

are encoded into vectors U and V, respectively. Let WY|UV and WZ|UV

denote the transition probabilities of the channels from Alice 1 and

Alice 2 to Bob and Willie, respectively. Based on the obtained vector

Y, Bob estimates message pair (W1,W2) as (Ŵ1, Ŵ2). Willie performs

a statistical test on his noisy observation Z to determine whether

the message pair is transmitted H1 or not H0.
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Fig. 6. Structural diagram for covert communications over

broadcast channels. Alice tries to transmit a common message Wc to

Bob and Willie, while a covert message W is available to Bob only.

Alice encodes message pair (W,Wc) to X. Bob and Willie obtain Y and

Z over the channel WYZ|X, respectively. Bob decodes the message

pair as (Ŵ, Ŵc). Willie decodes Wc as W̃c and performs a statistical

test to decide whether the covert message has been transmitted

(H1) or not (H0).

and Alice 2 covertly and reliably transmit on the order
of (n)1/2 bits per n channel resources without using a
secret key when Bob’s channel is “better” than Willie’s
channel. Moreover, the optimality of the scaling along with
the preconstants was established, characterizing the covert
capacity region. Arumugam and Bloch [67] extended the
work of Arumugam and Bloch [20] to more general scenar-
ios with K transmitters, where each transmitter may use
its own shared key with Bob. The covert capacity region of
K-user binary-input MAC (for the detail formulas, please
refer to [67, Th. 1]) was characterized and provided the
achievability and converse proofs. It is shown that each
transmitter can covertly and reliably transmit on the order
of (n)1/2 bits per n channel used. In addition, there are no
active constraints on the sum rate.

3) Discrete-Time Broadcast Channels: Let us consider
another scenario, in which Alice transmits common sig-
nals simultaneously to Bob and Willie over a binary-input
discrete memoryless broadcast channel, while covert mes-
sages are only available to Bob, as illustrated in Fig. 6.
The work reported in [68] addressed the issue of how
to hide covert information with the help of an innocent
codebook. It found a close relationship between the rate
of the codebook and the number of available covert bits.
Specifically, when the rate is high enough and close to
the channel capacity, an upper bound in the number of
covert bits can be obtained. Moreover, the codes for covert
and innocent signals were designed jointly in this model.
Kibloff et al. [69] considered degraded broadcast channels,
in which common messages were predesigned, and total
variation distance was adopted to measure the covert-
ness. It characterized the asymptotic performance for this
particular class of degraded broadcast models. The work
in [70] extended the model to more broadcast scenarios
(i.e., channels are not necessarily degraded, less noisy, or
more reliable), and time-division strategies were proven to
achieve optimal covert performance.

4) Continuous-Time AWGN Channels: In a continuous-
time AWGN channel model with a bandwidth constraint
of B Hz, if Alice uses an optimal band-limited pulse shape

sinc(2Bt) and extracts information from the channel at
a sampling rate of 2B samples/s, all conclusions from
the discrete-time AWGN models can be applied directly to
the continuous-time channel models [71]. Subsequently,
covert communication over a continuous-time channel was
studied with different constraints. Taking the model in
[72] as an example, a spectral mask was applied to curb
excessive radiation beyond bandwidth B at Bob. Alice was
proven to be able to send O((BT )1/2) bits covertly and
reliably with a fixed T . When the bandwidth B is infinity or
the maximum time T becomes sufficiently large, the covert
communications could obtain a positive rate [73].

The issues associated with covert communications over
basic channel models are covered in this subsection, and
Table 3 compares and summarizes the features and find-
ings of the previously discussed covert communication
techniques. The previously presented studies have resulted
in a comparatively comprehensive description of the fun-
damental limits for covert communication across several
channel models, together with the presentation of the asso-
ciated coding schemes and error exponents. These efforts
establish a strong basis for the subsequent exploration of
more intricate situations, such as the influence of network
dynamics, fading, and interference from other nodes.

C. Codes and Secret Keys

Two essential challenges in the characterization of
covert communications are code designs and secret key
issues, which are discussed as follows.

1) Code Designs: To maintain the required covertness in
a covert communication system, Alice typically uses “light-
weight” codewords, meaning that their weights are no
greater than O((n)1/2) [23]. For example, Bob receives
a n-bit long sequence from Alice via a BSC, while Willie
observes via a different BSC (pw). If Alice uses binary codes
to construct “heavy-weight” codewords [e.g., w((n)1/2)],
Willie can easily count the number of nonzero symbols to
derive the status of Alice. If Alice selects codebooks care-
fully with a “light-weight” codewords [e.g., O((n)1/2)],
Willie’s observed value is npw + O((n)1/2) (i.e., the value
is about the same as noise level), which may be viewed
as noise. In addition, conventional linear codes are unable
to meet the requirements for being “lightweight.” While a
number of works [19], [23], [48], [74] have attempted to
introduce nonlinearity through random or stochastic tech-
niques, they are not easily implementable in real-world
scenarios or decipherable by the recipient. A nonlinear
code that combines a graph-based nonlinear code with a
serial concatenation of a linear code was proposed, but
without proved guarantees, for covert communications via
BSCs [75].

A number of practical codes have recently been
proposed for covert communications that either reach
or approach the information-theoretic limits with low
complexity [24], [76], [77], [78], [80]. Their models,
coding schemes, and contributions are compiled in Table 4.
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Table 3 Covert Communications Over Basic Channel Models

A concatenated coding scheme for covert communication
via BSCs and binary input DMCs was given in [76]. Its
computational complexity grows polynomially with the
block length n. The system consists of an outer Reed–
Solomon and an inner random code of modest length.
For covert communications across DMC channels, a more
established inner code (PPM) and a random outer code
were developed in [77]. It is proven that covertness can
be partially ensured through modulation by using the PPM
with a single noninnocent symbol in a block of O((n)1/2)

symbols. Furthermore, we can take advantage of low-
complexity binary codes, such as polar codes [79], which
provide both channel capacity and channel resolvability
through the use of MLC. Bloch et al. subsequently made
a number of contributions to the explicit coding scheme
design for covert communications along with giving
proven guarantees, in combination with PPM, MLC, polar
codes, and channel resolvability codes [24], [78], [80].

Kadampot et al. [78] developed an ideal low-complexity
coding scheme that uses PPM and MLC to accomplish
covert communications across binary-input DMCs while
adhering to information-theoretic bounds. The channel
at a particular level in the suggested MLC-PPM scheme
is independent of both the total number of levels and the
codeword length for a suitable decoder. The binary phase
shift keying modulation or Gaussian random codebooks
are used to accomplish the covert capacity for AWGN
channels; hence, the sparse modulation approach for
DMCs [78] cannot be directly applied to AWGN channels.
Kadampot et al. [80] suggested a low-complexity modified
PPM and MLC coding technique that helps to resolve the
conflict between sparse and diffuse signals. In addition,
Wang and Bloch [24] improve the works in [78] and [80],
which presents explicit details for operation at limited
block length and is the first code with provable guarantees
and efficiency with regard to key usage.
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Table 4 Practical Coding Designs for Covert Communications

2) Secret Keys: As previously mentioned, secret keys are
typically used to establish covert communications. Alice,
the transmitter, and Bob, the receiver, share these keys,
but Willie, the warden, is kept in the dark. We shall use
the following three perspectives to discuss the concept of
secret keys.

Do covert communications require shared secret keys?
The work in [23] studied covert transmissions over a
special BSC model. Specifically, if Willie observes a noisier
channel than Bob, i.e., pw > pb, Alice could transmit
signals covertly to Bob without any shared secret key,
so named keyless covert communications. Later, keyless
covert communication was generalized to DMCs [16], [81]
and MACs [20]. Specifically, Bloch [16] and Arumugam
and Bloch [20] made a precise definition of “Bob’s channel
is better than Willie’s channel” and proved that under the
definition, it is possible to transmit on the order of (n)1/2

reliable and covert bits over n channel uses without a
secret key. It was proven in [82] that shared randomness
extracted from the state effectively takes the place of the
external secret key in other models. The authors further
proved that it requires only a secret key at a negligible rate
to bootstrap the communication, and the shared random-
ness can be obtained from the CSI [25]. However, when
the prerequisite that the receiver channel should be better
than the warden’s channel cannot be satisfied, a shared
secret key between the legitimate users is usually required
to realize covert communications [17].

What is the length of the shared secret key for covert
communications? Many references usually assume that a
shared secret key between Alice and Bob is available,
without paying attention to its length, e.g., simply set it
long enough without a specific limit, or as long as the
message is communicated [19], [28], [74], [83]. It was
stated that O((n)1/2 log n) key bits should be required
for covert communications over AWGN channels. These
results were revisited in [16], and an alternative coding
scheme was designed to support covert communications
over DMCs with a secret key at an order of O((n)1/2) bits.
In addition, the optimal asymptotic scaling of the key size
was identified and extended to Gaussian channels.

How to generate a secret key covertly? Tahmasbi and
Bloch [61] addressed the issues of how to generate a secret

key covertly. In the considered scenarios, secret keys were
generated with the help of a public authenticated channel
between Alice and Bob, which the adversary (Willie) does
not know. Willie applied a hypothesis test to measure
the covertness of the secret key generation process. Since
the generation of the secret key between Alice and Bob
was done before the covert communications, we should
not extend the discussions further in this survey, and the
detailed process can be referred to in [61] and [84].

D. Covertness Metrics

Let us take a three-node (e.g., Alice–Bob–Willie) com-
munication system as an example. Willie aims to know
whether Alice transmits covert signals. P1 is the probability
distribution function of n observations when covert sig-
nals are transmitted; otherwise, the corresponding prob-
ability distribution function is denoted as P0. As shown
in [17], additional information about the likelihood of
Alice’s transmission helps Willie, and the SRL still holds.
Specifically, suppose that Willie knows that Alice does not
transmit with probability π0 = P(H0), otherwise with
probability π1 = P(H1). The error probability of Willie’s
hypothesis Pw

e can be calculated as Pw
e ≥ min{π0, π1} −

max{π0, π1}VT (P0, P1). Thus, the values of π0 and π1 are
usually ignored (e.g., either set to π0 = π1 or ignored) to
simplify the calculation. In summary, the following three
types of metrics are commonly used to measure covertness.

1) When the values of π0 and π1 are ignored, for the
optimal test, the total variation distance VT (P0, P1)

between P0 and P1 can be used to measure the
covertness, i.e.,

VT (P0, P1) ≤ ϵ. (1)

2) Applying Pinsker’s inequality on VT (P0, P1), we can
obtain the relative entropy D(P0∥P1), i.e.,

VT (P0, P1) ≤
√

1

2
D (P0∥P1) (2)

D (P0∥P1) =

∫
K

p0 (k) ln
p0 (k)

p1 (k)
dk (3)
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where K is the support of p1(k). The covertness
will be measured by D(P0∥P1) ≤ ϵ, also named KL
divergence.

3) Specific probability values of FA and MD should be
calculated first and then summed up to obtain π0PFA+

π1PMD = π0α + π1β ≥ 1− ϵ.
According to Tahmasbi and Bloch [18], under the

three covertness metrics, total variation distance, relative
entropy, and the probability of MD for a fixed probability
of FA, the first- and second-order asymptotic features of
covert communications across binary-input DMCs were
examined. Remark 2 examined their various practical
meanings. The metrics of variational distance and the
probability of FA are likely more appropriate because they
have a direct relationship to the adversary’s detection
process, as demonstrated in Theorem 1. Moreover, there
is no restriction on the adversary’s operating location
on its receiver operation characteristic curve when varia-
tional distance is employed as a covertness metric. There-
fore, it can be said that from an operational standpoint,
variational distance may be a metric more pertinent to
the performance of the adversary’s detector. The varia-
tional distance will be the correct value when equal prior
probabilities are assumed (π0 = π1 = 0.5), and this
value corresponds to the adversary’s minimum PDE [17].
The variational distance metric is typically cumbersome
for products of probability measures, as noted in [17].
For example, it applied Pinsker’s inequality and relative
entropy to obtain VT (P0, P1) ≤ (ϵf(n)/σ2

w), where Willie
is unsure of f(n) = o(1) or f(n) = w(1/(n)1/2) with σ2

w.
Given that the variational distance can be loosely repre-
sented by the relative entropy and that Pinsker’s inequality
is not tight, Wang and Bloch [22] accomplished a number
of technical feats, including proving the converse proof
and employing the variational distance as the covertness
metric. Remark 2 contains additional discussion on this
topic.

Relative entropy has gained popularity as a covert-
ness metric despite its limits (as explained in [18] and
[22]) because of its practical analytical and mathematical
qualities [16], [19], [20], [38], [67]. Wang et al. [19]
assessed the fundamental bounds of covert communica-
tions over DMCs and AWGN channels using D(P1∥P0)

as the covertness constraint. Several secret key meth-
ods for covert communications over DMCs, MACs, and
K-user MACs were examined in [16], [20], and [67],
respectively, under the same covertness constraint. A more
nuanced viewpoint on the optimality of Gaussian signaling
for covert communications over AWGN channels at finite
length with two forms of relative entropy as the covertness
metrics was provided by the work in [38]. An upper bound
on D(P1∥P0) for Gaussian signals is a tighter constraint
on covertness than the same upper bound on D(P0∥P1)

because of D(P0∥P1) ≤ D(P1∥P0). This was demonstrated
in [38].

As explained in Sections III–VI, the third metric is also
frequently employed in some real-world situations where

it is possible to compute the probabilities of FA and MD
directly. Furthermore, several studies have used the likeli-
hood of MD for a fixed FA to assess covertness [17], [23].
In particular, an adversary may fix the FA probability PFA

and apply the NP criteria to attain the lowest PMD for a
given PFA by adopting a practical detector. Lately, there
has been a lot of interest in the literature on the effect
of unequal prior probabilities (i.e., π0 ̸= π1) on covert-
ness performance [85]. According to Shahzad et al. [85],
selecting a previous transmission probability of 0.5 is not
necessarily the optimal option when it comes to attaining
optimal covertness performance.

E. Taxonomy

Ever since Bash et al. [17] released his groundbreaking
work, physical layer covert communication has attracted
a considerable amount of research efforts. Based on the
analysis presented in Motivation, it is evident that as the
network structure gets more complicated, more strategies,
such as the introduction of new devices and the use of new
technologies, can be employed to combat adversaries. With
novel network topologies, new applications, and enabling
technologies, 6G intends to provide ubiquitous data sens-
ing and flexible information sharing across diverse nodes,
which may present both opportunities and problems for
covert communication system designs. This article aims
to provide an overview of the methods used in current
complicated network designs to establish covert commu-
nications. It then delves into relevant solutions and lessons
learned to enable the development of covert schemes in
B5G wireless networks.

Let us introduce a taxonomy for covert communications
in typical scenarios. Specifically, in terms of the increasing
complexity of application scenarios, we can classify these
typical scenarios into four categories, i.e., covert commu-
nications in three-node systems with a single antenna,
covert communications in three-node systems with multi-
antenna, covert communications in jammer-aided systems,
and covert communications in relay-aided systems.

1) In a three-node system, i.e., a covert transmitter, a
covert receiver, and an eavesdropper, each node is
configured with a single antenna. Given that this kind
of system architecture serves as the foundation for
the network, analyzing and summarizing its possi-
ble covert performance enhancement solutions will
enable us to more effectively handle any complex
structural changes, such as the addition of new nodes,
enabled by new technologies and new applications.
Moreover, the eavesdropper’s uncertainty about the
associated parameters is normally used to ensure the
covertness requirement, even to improve the covert
performance. Therefore, we can analyze the covert
communications in three-node systems with a single
antenna, where the eavesdropper is uncertain about
the parameters of the relevant noises, channels, and
transmission time (i.e., Section III).
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2) For covert communications in three-node setups, mul-
tiple antennas add an extra degree of flexibility. It is
possible to counter and even cope with more powerful
adversaries by configuring multiple antennas at the
legitimate party. Furthermore, B5G wireless networks
have been envisaged to be equipped with numerous
massive and even ultramassive antennas placed at
different nodes. The analysis of the three-node multi-
antenna covert communication schemes will help the
in-depth research of B5G wireless network security
with ultramassive MIMO. Based on the operation
mode of multiple antennas, we can classify the three-
node systems with multiantenna into the following
two categories, i.e., HD multiantenna schemes (see
Section IV-A) and FD multiantenna schemes (see
Section IV-B).

3) Jammers have greater freedom to produce AN, deal
with the wardens who wish to identify the pres-
ence of target communication, and prevent SI of
FD receivers than three-node systems using multi-
ple antennas. Jammer-aided covert communication
is one of the most important network components,
and the target covert link (e.g., Alice–Bob) is usually
hidden among multiple nodes. However, an important
research direction is how to fully utilize other nodes
in the network (any node other than the adver-
sary and target transceiver) as jammers for efficient
resource management and interference coordination
to enhance the covert performance, particularly in
B5G networks where large numbers of devices coex-
ist. We can divide them into two groups: informed
jammers (see Section V-A) and uninformed jammers
(see Section V-B), depending on whether the jam-
mer(s) and legitimate nodes are sufficiently coordi-
nated.

4) Relays have attracted a lot of attention since they
can be purposefully designed to implement covert
communication. B5G is anticipated to improve con-
nectivity in traditional coverage areas and for space–
air–ground applications. Relay-aided architecture, in
which the relay may be a number of devices, such
as IRSs and UAVs, also becomes one of the most
important network architectures with a significant
increase in coverage and network heterogeneity. We
may divide relays into three groups according to the
functions they perform: trusted and reliable relays
(see Section VI-A), greedy relays (see Section VI-B),
and untrusted relays (see Section VI-C).

III. C O V E R T C O M M U N I C AT I O N S
I N T H R E E - N O D E S Y S T E M S
W I T H S I N G L E - A N T E N N A
The SRL in the context of covert communications specifies
that, in the system models, the maximum number of covert
bits that may be communicated via n channel resource
units is O((n)1/2). As n → ∞, the covert rate does
indeed become zero, that is, limn→∞(O((n)1/2)/n) = 0.

Numerous research attempts were spurred by the question
of how to break the fundamental limits of SRL in three-
node systems (a covert transmitter Alice, a covert receiver
Bob, and an adversary Willie) using a single antenna. It has
been discovered that the performance of covert communi-
cations can be enhanced by the warden’s uncertainty about
all associated variables (i.e., background noise, wiretap
channel, and sending time). Therefore, in this section, we
will go over and provide an overview of their particular
implementations.

A. Noise Uncertainty

The adversary Willie conducts statistical tests in the
presence of background noise in a three-node system with
a single antenna to ascertain whether Alice and Bob have
established covert communication.

When employing a radiometer and being uncertain of
the background noise, wardens can attain a positive covert
rate, as shown in [26]. Γ̂d ∈ [(1/ρ)Γd, ρΓd] represents the
warden’s uncertainty about background noise, and it is
derived from [86]. In this model, Γd represents the true
noise level, and ρ describes the uncertainty; for exam-
ple, ρ = 1 indicates that Willie is fully aware of the
background noise. With the noise uncertainty at Willie, it
was determined that a reliable detection of Alice’s signal
transmission was not possible. At Willie, there is an SNR
wall because the estimated level and real power are not in
agreement. Therefore, even if it gathers an infinite amount
of samples, Willie is unable to discover Alice when SNR at
Bob is less than ρ− 1/ρ [26], [86].

In practical applications, background noise can be far
more complex, and a number of variables, including ther-
mal noise, shooting noise, quantization errors, imperfect
filters, and so on, can have an impact on its value. It is
typically challenging to model the uncertainties of noise
brought on by variations in temperature, ambient condi-
tions, and calibration errors. Consequently, He et al. [87]
conducted more research on the mathematical modeling of
noise uncertainty in covert communications.

The studies conducted in [87] examined two types
of noise uncertainty models: bounded and unbounded
cases. In the former case, a log-uniform distribution of σ2

w

was employed to characterize the model [88]. The actual
power σ2

w is uniformly distributed within a finite interval
around a nominal value σ̄2

w. Since a finite range cannot be
applied directly to the unbounded uncertainty model, the
log-normal distribution of σ2

w was assumed in this model
[89], [90], [91], and the difference between σ2

w and σ̄2
w

following a normal distribution was employed. The covert
performance was analyzed using the Bayesian statistic and
outage-based covertness metrics, which were based on the
two models mentioned above. The result showed that it
was possible to achieve a positive covert rate, meaning
that O(n) covert bits could be transmitted over n channel
resource units.

As a result, in more complex application scenarios, a
thorough examination of the modeling technique under
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multifactor fusion and the sources of noise uncertainty are
required. It has been possible to break the SRL by making
use of the warden’s uncertainty regarding background
noise in addition to or instead of channel and broadcast
time uncertainty.

B. Channel Uncertainty

In [48], covert communications over compound BSCs
were discussed. Channel noises at receiver Bob and adver-
sary Willie were supposed to follow uniform distributions
over a range of values although the exact values are
unknown to any of the three persons involved (trans-
mitters Alice, Bob, and Willie). A positive rate is feasi-
ble because Alice has an extra resource to conceal her
transmission due to Willie’s uncertainty about the channel
specifications. Utilizing all receivers’ uncertainty on the
CSI, covert communications over block fading channels
were examined [54]. The channel coefficient in this work
between transmitter Alice (a) and receiver k was given as
follows: hak = ĥak + h̃ak, where the known and uncertain
parts of hak are denoted, respectively, by ĥak and h̃ak [92],
[93]. Either the adversary Willie (w) or the receiver Bob
(b) is indicated by the subscript k. It was demonstrated
that the warden’s uncertainties about CSI could present
opportunities to carry out covert transmission.

Both the adversary’s optimum threshold and the exact
rates that can be attained have been evaluated. Similarly,
Hu et al. [94] used reverse channel power control, which
prevented both adversary Willie and receiver Bob from
accurately estimating noise using CSI feedback. Increasing
the noise uncertainty at the warden and the receiver at
the same time may not continually enhance the effective
covert rate even though the adversary’s uncertainties might
be exploited to meet the requirements for covertness.
Shahzad and Zhou [95] examined two scenarios for covert
communications over quasi-static block fading channels:
the ideal CSI and just CDI. The findings demonstrated that
in the large detection error regime, the warden does not
benefit from the quality of CSI to enhance its detection
performance. Unlike [48], [54], [94], and [95], different
perspectives on the advantages of channel uncertainties
were explored to demonstrate that channel statistics that
are unknown to the warden can aid Alice in covert commu-
nication [28], assuming that Alice and Bob have a shared
secret key that is long enough and Alice has causal or
noncausal knowledge of the channel states.

For the receiver Bob and the adversary Willie, channels
are modeled as i.i.d. uncertain variables over different
channel resources. The covert rate was proven to be zero
if Alice did not know the CSI, while the covert rate was
larger than zero with noncausal CSI at the transmitter. It
also derived the lower bounds on the rate of the secret
key that is needed to achieve covert capacity. Ta and Kim
[96] examined the combined effects of noise and channel
uncertainty on the covert performance over a Rayleigh
fading channel. In order to examine the influence on covert

Fig. 7. Total number of symbol durations is denoted as nT(n),

where n is the number of symbol durations in each slot and T(n)

indicates the number of slots in the duration. The legitimate users

select slot tA to transmit covert signals.

capacity, the threshold values for received SNR and noise
uncertainty were determined. To further reveal the effects
on covertness requirements, the two aforementioned ele-
ments were examined, and it was shown that the channel’s
influence increased in the presence of noise uncertainty.

C. Time Uncertainty

It is also possible to achieve covert communication with
a positive rate when the adversary is uncertain of the trans-
mission period. To be more precise, let us look at a real-
world scenario in which the adversary Willie was unaware
of a prearranged sending time that only transmitter Alice
and receiver Bob knew, such as a particular time on a
given date. In contrast to [71] and [17], Bash et al. [27]
examined a slotted AWGN channel.

Let the total number of transmit slots available be T (n).
In contrast to the previous methods, the number of symbol
durations in each slot, n, is much smaller than the total
possible transmit time nT (n); for example, it is only a few
seconds over the duration of a day, as shown in Fig. 7. In
order to carry out their covert communications, Alice and
Bob chose one slot tA, making sure to conceal their selec-
tion from their adversary. With the aid of log(T (n)) bits
that are shared between legitimate users prior to the trans-
mission, it was determined that O{min[(n log T (n))1/2, n]}
bits may be covertly and reliably transmitted.

D. Lessons Learned

Table 5 illustrates the properties of covert communi-
cations using single-antenna nodes in three-node scenar-
ios, which is summarized in this section. The scenarios
were divided into four categories: noise uncertainty, chan-
nel uncertainty, noise and channel uncertainty, and time
uncertainty, depending on the eavesdropper’s uncertainty
regarding the parameters that were associated with each
scenario. The following lessons can be learned from the
above discussions.

1) Under certain limitations, such as the warden being
considered to be a power detector [26], [87], the
warden’s uncertainty about the associated parame-
ters does help to achieve covert transmission with
a positive rate. Meanwhile, the legitimate party’s
uncertainty about these parameters may also impair
its covert performance. The performance of covert

60 PROCEEDINGS OF THE IEEE | Vol. 112, No. 1, January 2024
Authorized licensed use limited to: University of Waterloo. Downloaded on March 31,2024 at 17:19:37 UTC from IEEE Xplore.  Restrictions apply. 



Jiang et al.: Physical Layer Covert Communication in B5G Wireless Networks

Table 5 Covert Communications in Three-Node Systems With Single Antenna

communications with an infinite block length was
examined in the majority of the aforementioned stud-
ies.

2) As suggested in [97], the covert rate might not rise
when an adversary’s detector permits access across
codeword slots, even if it lacks the knowledge of its
channel statistics. Then, using more auxiliary nodes
(such as jammers or relays) or adding more antennas
to reliable nodes could be a useful way to enhance
covert performance.

These uncertainty factors need to be managed carefully
in complicated network systems, but if they can be con-
trolled well, that can help increase covert performance.
Therefore, an intriguing study area for physical layer
covert communications in B5G wireless networks is how
to proactively add controllable uncertainty factors through
efficient techniques.

IV. C O V E R T C O M M U N I C AT I O N S I N
T H R E E - N O D E S Y S T E M S W I T H
M U L T I A N T E N N A
In addition, to overcome bandwidth constraints and
improve overall throughput, multiple-antenna systems
have been commonly utilized in wireless communica-
tions (including covert communications) [14], [98], [99].

We will concentrate on covert communications in multi-
antenna three-node systems in this section. Specifically,
there are two primary ways that multiantenna technology
has been applied to covert communications: HD and FD
systems. Be aware that, unless otherwise noted, the nodes
in this survey operate in HD mode.

A. HD Multiantenna Technologies

The origins of the research on covert communications
via MIMO channels against adversaries with multiple
antennas may be found in the early LPD works in [100],
where various CSI assumptions were used to determine the
average transmit power needed to meet LPD requirements.
The conclusions reached had nothing to do with the SRL
directly because the authors did not concentrate on the
asymptotic performance analysis.

Several attempts have been made to investigate the
covert communication problem in HD multiantenna set-
tings after these foundation works in [16], [17], [19],
[22], [101], [102], and [103]. In [101], covert com-
munications via a MISO channel with multiple antennas
equipped at the transmitter were examined. By beam-
forming with its multiantenna, the transmitter can achieve
a positive rate when it can obtain the perfect CSI of
an adversary’s associated link. The adversary is implicitly
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modeled in its derivation as a power detector. Then, in
the event that the transmitter had imperfect adversarial
CSI, the beamforming vector and transmit power were
simultaneously optimized to maximize the covert rate. The
findings indicate that the covert rate will decrease as a
result of the CSI estimation error. Reducing the transmis-
sion power or carefully designing the beamforming vector
could be useful ways to enhance covert performance.

The fundament limits of covert communications over
MIMO AWGN were studied in [102] and its conference
paper [103]. In the considered scenario, an HD multi-
antenna transmitter Alice aims to transmit covert signals
to Bob with an HD multiantenna against an adversary
Willie with an HD multiantenna. KL was used as the
covertness metric. A variety of settings were examined,
including the transmitter’s knowledge of the adversary’s
CSI, the presence of a shared secret codebook, the number
of transmit antennas, and covert capacity (positive/zero).
Table 1 [102] contains the specific findings and presump-
tions. The scaling of the maximum number of covert bits,
for instance, is L = (2N)1/2λb/δ2

b λ̂w when Bob’s channel
is well-conditioned (the eigenvalues are independent and
roughly identical), where N is the channel uses, λb and δ2

b

are the eigenvalues and received noises of Bob’s channel,
respectively, and λ̂w is a bounded factor of Willie’s channel.
Theorems 1–5 in [102], along with the corollary for each,
contain all of the specific expressions.

It was demonstrated that, under certain circumstances,
a positive covert capacity can be attained in a massive
MIMO system, where the number of transmit antennas
increases. The variational distance is a statistic that is
operationally relevant to the adversary’s detector’s per-
formance, as mentioned in Section II-D. Wang and Bloch
[22] examined covert communications using MIMO AWGN
channels, employing the total variational distance as the
metric for covertness. This article assumed that the null
space of Bob and Willie’s channel matrices is trivial and
revisited the model of [102] and [103]. In addition, the
authors examined covert communications over compound
MIMO-AWGN channels without implicitly placing restric-
tions on the adversary’s operations. Several significant
conclusions were drawn. For instance, they developed a
comprehensive description of the covert capacity using the
variational distance as the covertness metric, i.e., C =

δ2
w(2tr(Λ4

b(Λ
−1
w ))4)1/2/δ2

b , where δ2
w, δ2

b , Λw, and Λb have
received noises and decomposition parameters of Willie’s
and Bob’s channels, respectively. tr(·) is the trace of a
matrix. For more information, see Theorem 1 in [22]. In
addition, the characterization of the covert capacity was
expanded to include a class of channels where Willie’s
channel matrix is only known up to a rank and a spectral
norm restriction, while Bob’s channel matrix is known.

B. FD Multiantenna Technologies

Numerous studies have investigated the performance
of covert communications with FD multiantennas at a

Fig. 8. Example of a typical SIMO covert communication scenario,

where Bob, using a two-antenna FD receiver, receives a covert

transmission from Alice, using a single-antenna HD transmitter,

against an adversary using a single-antenna HD receiver. In order to

communicate covertly, Bob also sends Willie ANs to confuse him.

receiver due to the structural diversity of various networks
and the benefits of FD technologies. While SI between a
transmitter and its own receiver is a major obstacle to
the successful implementation of FD techniques, FD tech-
nologies enable simultaneous transmission and reception
at the same frequency [104]. A variety of domains, includ-
ing propagation domain suppression, analog cancellation,
and digital cancellation, have seen the application of SI
cancellation approaches studied in recent years [105]. It
is feasible to effectively carry out the FD communications
by using these SI cancellation techniques to cancel the
SI to a low enough level. PLS research areas have seen
a great deal of study on FD technologies in particular
[106]. Consequently, there has been a lot of interest in
using FD technologies for covert communications, par-
ticularly in the construction of different covert transmis-
sion systems in SIMO models using FD multiple-antenna
receivers.

In contrast to [85] (as illustrated in Fig. 8),
Xu et al. [107] examined a more realistic FD scenario in
which Willie, the warden, only has access to knowledge
of CDI. Random AN from an FD transmitter was found to
be able to enhance performance with an indefinite block
length. Together, the optimal powers for Alice and AN are
designed in order to reduce the likelihood of an outage at
Bob. If CDI is the only one obtained at Willie, then analysis
and numerical findings demonstrated that there exists an
optimal AN power to reduce the outage performance.

Wang et al. [108] discussed how to use the CSI in
the main link to further improve the capability of covert
schemes. More precisely, it comprises transmission time
selection and power control techniques, both putting for-
ward to take advantage of the CSI for covert performance
improvement. The former technique only transmits signals
when the network quality improves; otherwise, it termi-
nates communication. The transmit power was modified in
the latter technique in response to the channel coefficient
changing. Numerous experimental findings and analyses
revealed that the power control method performs better
when the conditions for covertness and the SI residual
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factor are strict; otherwise, the transmission time selection
technique performs better.

Typically, pilot signals are sent to estimate the channel,
or feedback is received from a receiver to get CSI. These
procedures face the danger of disclosing the transmit-
ter’s position information before covert communications,
though. For this reason, channel inversion power control
(CIPC) at Alice was suggested in [37]. Moreover, require-
ments for covertness were met by using a different AN from
FD Bob. In particular, Alice modifies the power and phase
of each channel resource that she sends to Bob, allowing
the receiver to decode these signals without the main
link CSI being aware of it. Using this strategy could aid
in keeping Alice’s existence a secret from warden Willie.
Two CIPC schemes, conventional CIPC and truncated CIPC,
were used. While truncated CIPC could only carry out sig-
nal transmission when the quality of the main link is higher
than a predetermined value, conventional CIPC carried
out covert communications without taking the main link’s
quality into account. The truncated CIPC scheme outper-
forms the regular CIPC scheme. It was deduced that there
is an optimal value of the maximum transmit power of AN
at Bob to maximize effective covert throughput. The work
in [109] concentrated on achieving covert communication
using an FD multiantenna receiver (Bob’s antennae can
have two or more). In this study, one of the remaining
antennas was chosen to emit AN with variable power,
and the best antenna was chosen to receive covert signals
from Alice. It was demonstrated through research on the
maximum effective covert rate that the capacity of covert
communications grows with the number of antennas.

Shu et al. [34] examined covert techniques with two FD
antennas at Bob under the assumption of a finite block
length, i.e., delay-constrained, in contrast to [33], [37],
[85], [107], [108], and [109], which made the assumption
of an indefinite block length. Even when AN was deliv-
ered with a fixed power, covert communications could be
formed successfully because Willie was unable to gather all
available information. Furthermore, the ideal AN transmit
power was determined for both locally and globally opti-
mized transmit power scenarios. It was determined that
improving covert capacity benefits from a larger AN power.
In both fast and slow fading scenarios, Zheng et al. [110]
investigated covert communication techniques across non-
coherent Rayleigh fading channels.

It is possible to design the AN in the first two scenarios
to produce a positive covert rate, either by using a fixed
power or changing power from the FD receiver. Covert
communications were also established recently with the
aid of AN from an FD receiver in [111]. In the meantime,
the tradeoff between the requirements for covertness and
the rate of covert communication was investigated using
the nondominated sorting genetic algorithm. In [112], the
robust joint power and position optimization were exam-
ined, and the receiver’s ideal location was determined.
Chen et al. [113] discussed the issues of using covert
communications to frustrate eavesdroppers who may be

located in unknown locations. An FD antenna on the
receiver was intended to broadcast AN. The monotonicity
of the covert outage probability was used to determine
the optimal location for the eavesdropper. The outcomes
demonstrated that by maximizing the ratio of transmit
power to AN power, the maximum connection probabil-
ity could be achieved. The optimum transmission rate
was found using the bisection method, which was also
employed to improve connection throughput while main-
taining covertness.

C. Lessons Learned

Table 6 shows the attributes and efficacy of covert
communications using HD and FD multiantennas. The
following is a summary of the lessons learned from the
relevant research works.

1) The majority of the aforementioned references, par-
ticularly in the context of fading channel communica-
tion, ignored code and/or key settings while modeling
the adversary as a power detector to enable covert
communication.

2) More attention has been paid to covert communi-
cation under infinite block length constraints, either
by taking computational complexity into account or
by following the SRL. However, a lot of application
scenarios (such as automated factories, smart meters,
and connected cars) call for the transmission of short
data packets (such as roughly 100 channel resource
units), which must meet strict latency requirements.
In other words, more discussion about covert commu-
nication with limited block duration is required.

3) Establishing covert communications is facilitated by
multiple antennas configured on the legitimate par-
ties (i.e., a covert transmitter or receiver). Covert
communication using FD multiantenna receivers has
drawn more attention as a result of the benefits of
increased AN design freedom and the relaxing of
limitations on the hardware implementation of FD
multiantennas (e.g., increasingly sophisticated SI can-
cellation technique).

Covert transmission strategies against attackers with
multiple antennas in B5G wireless networks still require
more research. Furthermore, it is imperative to optimize
the covert transmission rate with respect to several charac-
teristics, such as transmit power, secret codebook size, and
space–time diversity. There are still unanswered questions
in the literature that is now accessible on the adoption
of a more realistic residual SI model for multiple-antenna
FD nodes, particularly for an MIMO or even a massive
MIMO system, and the analysis of its impact on covert
performance.

V. C O V E R T C O M M U N I C AT I O N S I N
J A M M E R - A I D E D S Y S T E M S
Even though Willie utilizes a general detector, adding a
jammer to the Alice–Bob–Willie scenario can help obtain
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Table 6 Covert Communications in Three-Node Systems With Multiantenna

a good covert rate. The additional nodes to the initial
three-node system for covert communications are primar-
ily referred to as jammers in this section. Fig. 9 depicts
a typical jammer-aided situation with four distinct types

of nodes, a transmitter named Alice, a receiver named
Bob, an adversary named Willie, and a jammer, that could
potentially meet the requirement for covertness. As in
[97], Alice and Bob want to establish covert communica-
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Fig. 9. Four different types of nodes make up a jammer-aided

covert communication scenario: a jammer, an adversary named

Willie, an intended receiver named Bob, and a transmitter named

Alice. Alice tries to transmit Bob covert signals, while Willie is

present using the jammer’s jamming signals.

tions without being discovered by Willie, who is thought to
be a general receiver. Jammers can be classified into two
categories: informed jammers and uninformed jammers.
These categories will be explored based on whether there
is adequate coordination between jammers and legitimate
users.

A. Informed Jammers

An informed jammer operates by having knowledge
about Alice’s transmission time and signal structure.
A discrete-time AWGN channel was created between
the nodes in the informed jammer-aided scenario that
Sobers et al. [114] described. In a comparable setup to the
one illustrated in Fig. 9, Alice and Bob shared a codebook
that was created by Alice independently selecting symbols
from Gaussian distributions at Alice. The jammer reduces
the strength of its Gaussian noise until Alice completes her
signal transmission before increasing it once further when
she begins to transmit a codeword.

Ma et al. [115] examined covert communications using
one public receiver, one covert receiver, and a multi-
antenna transmitter against a general adversary. The pur-
pose of the robust beamformer, ZF beamformer, and covert
beamformer was to optimize the covert rate at the adver-
sary with imperfect or perfect CSI, respectively. A weak
user was used as a cover to assist the strong user in
downlink NOMA systems [116]. A public user using TCIPC
was utilized as a cover in [117]. It has been demonstrated
that boosting the cover’s maximum transmit power will
increase the effective covert throughput. Tao et al. [118]
used an energy-harvesting jammer to study covert com-
munications. It was proposed that in order to maximize
performance, there should be a time-switching factor and
optimum transmit power at the receiver or the energy
supplier. In overlay cognitive radio networks [119], the
AN was sent by another carefully chosen ST in addition to
the covert ST pair. Three different user-jammer schedul-
ing schemes, rate-oriented, link-oriented, and fairness-
oriented secondary user scheduling, were used to examine
the covert rate and the fairness performance.

From the aforementioned research efforts, it is clear that
a key factor in jammer-assisted covert communications is
the coordination between transmitters and various jammer
types (such as intentionally introduced nodes or already-
existing nodes in the network). The next part summarizes
uninformed jammer-aided schemes that have a higher
degree of design freedom and require less coordination
than informed jammer-aided covert communications.

B. Uninformed Jammers

There are two categories of covert schemes with unin-
formed jammers: a single jammer and multiple jammers.
Sobers et al. [15] examined how well uninformed jammer-
aided covert communications can deceive a warden using
a general detector. The power detector was confirmed to
be the warden’s preferred strategy there. A pair of channel
models, AWGN and block fading channels, were developed
in order to investigate the covert performance in more
detail. It was assumed that Alice, the transmitter, and Bob,
the receiver, should share a long enough secret key. An
uninformed jammer emits Gaussian noise in the AWGN
channels, i.e., Case 1, at a power level that is intended to
fluctuate randomly in each slot of n symbols. In order to
facilitate Alice’s covert transmission, Willie’s background
noise assessment was uncertain due to the dynamic trans-
mission power of the jammer. It was demonstrated that
Alice could send n symbols at a constant power. In the
meantime, Bob could receive O(n) bits with guaranteed
covertness and decoding requirements, and Willie used an
optimal detector.

Furthermore, the authors deduced that the optimum
detector ought to assess the acquired power against a
predetermined threshold. Two examples were explored
in a block fading channel with Mb blocks. The same
conclusions as those in AWGN channels might be made
when the fading block length is Mb = 1 or Case 2.
That is, the optimal detector at Willie should compare the
obtained power with a threshold, and a positive covert rate
could be obtained between Alice and Bob. In the event
that Mb > 1, or in Case 3, a power detector would no
longer be optimal; nonetheless, Alice might still carry out
covert communication by utilizing certain strategies, even
in the event that Willie utilizes an optimal detector. Table 7
provides a summary of the findings.

In [120], dynamic variations in background noise and
their effect on covert capacity were examined in a block
fading channel using a model akin to that employed in [15]
and [114]. Let us assume that for every codeword of length
n, the fading signal varies independently for f(n) times.
Two types of variation were assumed: fast fading across
several blocks f(n) = cn with a constant c and slow fading
equal to a constant value C. It was noted that Alice did not
benefit from very slow or fast fading. Willie might assess
the current channel environment if the dynamic range was
too low [97]. Willie was able to average the changes and
set a limit on the covert capacity if the dynamic range
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Table 7 Uninformed Jammer-Aided Covert Communication Scheme With a Single Adversary

changed too fast. This clarifies why it is appropriate to
use the intermediate rate of change assumption provided
in [15] in order to prevent the adversary from acquiring
channel estimations that are sufficiently accurate. A func-
tion of f(n) was used to determine the number of covert
bits broadcast against two distinct types of wardens: power
detectors and general detectors.

The optimum power adaption for covert communica-
tions with an uninformed jammer was recently examined
in [121]. Particularly, in the following scenarios, namely,
an AWGN or a Rayleigh fading jammer-to-adversary chan-
nel, the power adaptation via the TCI scheme [122] was
proposed to combine with different covertness require-
ments (e.g., the average and instantaneous values of α+β).
It was demonstrated that in some circumstances, TCI is
ideal, i.e., to maximize the likelihood that the recipient can
dependably decode the covert signal.

In [123], the impact of a multiantenna at a jammer on
covert communications was examined. Bob was equipped
with a multiantenna when a single-antenna warden was
present. The related AN techniques for the jammer were
developed to optimize Bob’s SNR with α + β ≥ 1 − ϵ

as the covertness metric, depending on whether the jam-
mer is aware of the CSI of an eavesdropper. The jam-
mer’s best course of action is to employ all of its power
and beamforming in one direction while adhering to the
restriction that it transmits isotropically to all directions
or to the legitimate receiver’s null space when its CSI is
known. Li et al. [124] examined covert communications
over continuous-time channel models, while a jammer
was present. An alternative strategy was taken into con-
sideration in [124], where the adversary uses an inter-
ference cancellation detector, because the performance
of the investigated continuous-time systems cannot be
immediately extended from the prior results of discrete-
time systems. A continuous-time channel with an asymp-
totic bandwidth of W can transmit O(WT ) reliable and
covert bits in T seconds. Depending on whether or not
the transmitter and jammer are believed to be in frame
synchronization, the amount of covert bits was determined
in various circumstances. The evaluation of the covert per-
formance at a transmitter/warden with various uncertain
CDI restrictions was conducted in [125]. The maximum
covert rate, or Alice’s available covert transmission rate
with a minimal covertness metric of α + β, was examined
under several scenarios, such as two potential adversary
assumptions and three alternative CDI characterizations.
Note that you should refer to [125] for these particular
definitions.

Interference nodes [29], [30], [126] could also be
thought of as generalized jammers in more intricate wire-
less networks. In [29], since each of them was modeled
as a p.p.p., jammers (friendly nodes) were inserted to
introduce uncertainty at a warden. Transmitter Alice’s
time and the other friendly nodes’ transmissions were not
in synchronization. In order to confuse the warden, the
node that was nearest to the adversary was chosen to
transmit ANs. It was demonstrated that Alice could send
O(min{n, m

γ/2
f }) bit to Bob in n channel resources in

a reliable and covert manner, where γ represented the
path-loss exponent and mf was the density of friendly
nodes. Alice could transmit O{min(n, m

γ/2
f (n)1/2/Nγ

w)}
covert bits with γ > 2 when there were Nw collaborat-
ing adversaries uniformly and randomly located in the
network, whereas O{min(n, mf (n)1/2/N2

w log2 Nw) covert
bits with γ = 2. The locations of the friendly nodes are
unknown to the warden, but he is aware of the channel
statistics.

The study in [30] introduced the uncertainty of aggre-
gate received interferences from all devices that were also
distributed according to a homogenous PPP because it can
be challenging to choose the closest friendly node. All
received ambient signals were described by an uncertain
shot noise process [127], taking into account both non-
fading and fading channels. Some intriguing results were
found, such as the possibility that performance may be
enhanced by an increase in the number of interferers or
by boosting transmit power at each friendly node, while
these variables had little effect on the regions with few
interferences. Several jammers that meet a predetermined
threshold are constructed and used to broadcast jamming
signals in [126]. The outcomes demonstrated that the
proposed methods’ covert throughput performs better than
traditional single-jammer schemes.

ZivariFard et al. [128] investigated covert communica-
tions in the presence of a cooperative jammer that does
not require access to infinite local randomness, in contrast
to earlier findings in the literature mentioned above [15],
[115], [117], [120]. Instead of the i.i.d. sequence found in
[15] and [121], the jammer transmits a nonindependent
and identically distributed coded sequence in the models
under consideration. For three comparable models, where
the jammer coordinates with Alice using a secret key, and
where there is no direct communication or coordination
between the jammer and Alice, the inner and outer bounds
of the covert capacity region were determined. It helped to
uncover the basic interaction between the rates of secret
key, local randomness, and covert communication.
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Table 8 Covert Communications in Jammer-Aided Systems

C. Lessons Learned

The strategies to employ jammers to improve covertness
performance are outlined in this section. The features
and efficacy of covert communications facilitated by jam-
mers have been examined from the following perspectives:
informed jammers (both single and multiple) and unin-
formed jammers (single and multiple), as illustrated in
Table 8. Specifically, the following lessons can be learned.

1) The majority of the aforementioned references exam-
ined covert strategies in discrete-time scenarios in
which the block length was infinite. More research

is still needed to fully understand the proper-
ties and effectiveness of the other various mod-
els (such as continuous-time, finite block length, or
other channel fading factors) in jammer-aided covert
communications.

2) The power detector is the optimal for the model
under consideration, as shown in [15]; many later
works [117], [118] followed this finding. In situ-
ations that are more complicated or distinct, the
adversary’s detection strategy is unknown, and the
best detection strategy has not been demonstrated.
The majority of the aforementioned research efforts
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continue to use the premise that the adversary is
a power detector, hence simplifying analysis and
emphasizing the influence of additional characteris-
tics on covert performance, such as jammer density
in [30].

3) The designs of transmit signals, jamming schemes,
coding schemes, and the adversary’s knowledge of
the related CSI are the primary aspects of covert
performance evaluation.

Future study in this area should be directed in a number
of ways, particularly with regard to covert communications
on B5G wireless networks. For instance, there is a lack
in the literature on the combined design of covert and
jamming signals to maximize covert performance, includ-
ing coding scheme design, transmit power allocation, and
spatial distribution. There will be new link modeling,
complex interference coordination management, covert
performance optimization challenges, and so on as a result
of the complex deployment of various jammers in the
network, such as drones, IRS, and equipment using ultra-
high frequency; for a more thorough discussion, refer to
Section VII.

VI. C O V E R T C O M M U N I C AT I O N S I N
R E L A Y- A I D E D S Y S T E M S
Relay technologies are useful for increasing network cov-
erage, boosting throughput in wireless communications,
and optimizing energy efficiency, specifically, when diverse
PLS schemes have been employed [129], [130]. Kumar
Arumugam, Bloch, and Wang [131] expanded the method
developed in [16], [19], [20], and [70] to relay channels,
where two noncolluding wardens monitored communica-
tion between the transmitter and the relay across two
DMCs. The optimal asymptotic scaling of the message
and key bits has been identified, and this establishes the
theoretical basis for further research with less restrictive
conditions, such as using Gaussian codebooks, having a
default encoding method, or having an adversary that is
a power detector. Three types of research exist for relay-
assisted covert communications under these lax restric-
tions: untrusted relays, greedy relays, and friendly and
trusted relays. In this section, we will go over them in more
detail.

A. Friendly and Trusted Relays

Fig. 10 shows covert communications using a relay. Alice
uses a trusted and friendly relay to transfer her messages to
Bob in a covert manner. The relay functions as both a coop-
erative, friendly jammer that transmits AN when needed
and an intermediary node that forwards information from
Alice [132]. The relay serves as a cooperative aid and sends
AN with a uniformly fluctuating power level when Alice
is not sending covert signals. However, the relay may use
the AF protocol to broadcast the amplified signal whose
transmit power has the same distribution as the AN when
Alice sends covert signals.

Fig. 10. Covert communications with the help of a relay with its

dual roles, i.e., a cooperative jammer and an AF relay node. As the

role of a cooperative jammer, the relay transmits the jamming signal

in [132] while forwarding the received noise in [31] in the noncovert

transmission phase. As the role of an AF relay, the transmitter Alice

tries to communicate with Bob covertly in the presence of an

adversary Willie in the covert transmission phase.

The relay is an FD node in this study, and it is assumed
that SI is insignificant. Let us assume that an adversary
adopts a power detector. It is possible to determine the
optimal settings for error probability and detection thresh-
old in order to enhance performance. Furthermore, Alice’s
transmit power was adjusted to maximize the covert rate
while staying within the relay’s maximum transmit power
limitations. The outcomes demonstrated that obtaining a
favorable covert rate is aided by the relay with dual roles.
Upon completion of the covert transmission, the relay func-
tions as a cooperative jammer [31], rather than producing
AN as in [132]. It may also amplify and forward received
noise. In addition, the gain was changed to maintain the
same transmit power as during covert transmission. We
used channel uncertainty between the relay and Willie
to make Willie less effective at detecting signals [194].
Numerical results showed that with the aid of a relay
and channel uncertainty, Alice could covertly communicate
O(n) bits to Bob.

In [133], covert communications in a one-way relay
scenario with an active warden were examined. The FD
relay employed the AF protocol to send information in two
phases: Phase 1: the relay transmits jamming signals to
confuse the warden (Willie) while simultaneously receiv-
ing the covert signals from Alice; Phase 2: the signals
are boosted by the relay and sent to Bob. A noncoop-
erative game including Alice and Willie’s behaviors was
modeled, and it had a stable NE. Covert transmission
over n channel resource units is possible for O(n) bits.
The performance of covert communications was studied
by Gao et al. [134], who presented two relay selection
schemes, superior-link selection and random selection,
taking into account various friendly relays in the systems.
The outcomes demonstrated that a higher maximum covert
rate was provided by the superior-link relay selection
techniques. Sun et al. [135] examined the covert commu-
nication performance of relays in HD, FD, and combined
HD/FD modes, quantifying the effects of relay transmission
power and mode selection.
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Fig. 11. Greedy relay attempts, while relaying signals from Alice,

to covertly and opportunistically send its own signals to Bob. There

are two stages taken into consideration: in Phase 1, Alice sends the

noncovert signal to the relay; in Phase 2, the relay transfers Alice’s

noncovert signal and sends Bob its own covert signal.

B. Greedy Relays

As illustrated in Fig. 11, there are application scenarios
in which a greedy relay tries to transmit its source signals
to Bob while covertly transmitting its own signals. A one-
way relay scenario was examined in [32], where Alice
served as a warden of covert transmission due to the relay’s
unauthorized usage of forwarding resources that were
intended for noncovert signals. Phase 1 of the procedure
began when Alice attempted to send its own signal, that
is, a noncovert signal, to the relay. Subsequently, the relay
transmitted its own covert signals while amplifying and
forwarding the noncovert signal. For the relay, two covert
schemes, rate-control and power-control schemes, were
put forward. Based on the analysis’s numerical results,
the relay’s available covert rate rose with its forwarding
capabilities (i.e., maximum transmit power and so on),
and it should convey noncovert signals to conceal its own
private information.

Wireless energy harvesting and information transmis-
sion techniques were applied to the proposed one-way
relay network [136] in order to address energy-limit
issues. Specifically, Hu et al. [137] employed a self-
sustaining relay, in which a relay obtained data while con-
currently harvesting energy from the source Alice. There
were two stages to the information transfer in this study
from Alice to Bob. Alice sends energy and noncovert signals
to the relay during Phase 1. Using the power that was
harvested from the source node in Phase 1, the relay sends
Bob its own covert signal while relaying Alice’s noncovert
signal.

In addition, two energy harvesting strategies, power
splitting and time switching, were proposed. It was shown
that in some cases, the maximum effective covert rates
in the two systems differed, but the source’s lowest error
probability remained the same and was solely depen-
dent on energy conversion efficiency. SWIPT was used
in [138] to implement HOR as an FD relay. In addi-
tion, MC was employed to examine the remaining energy
of the relay. It was demonstrated that the suggested
HOR model could improve covert performance by control-
ling the leftover energy or optimum detection threshold.

Using multiantenna relays, Lv et al. [139] investigated
covert communications. There were two relay beamform-
ing systems designed: random and MRT. The outcomes
demonstrated that compared to the random beamform-
ing system, the MRT beamforming technique delivers a
greater covert rate. Su et al. [140] examined relay
selection in covert communications. The chosen relay
attempted, using the forward data as a cover, to send
its own message. By increasing the source transmission
rate, the relay selection strategy was able to obtain a
lower PDE (with a minimum value of π0α + π1β) and a
higher ACR.

C. Untrusted Relays

Relays can also be used in certain scenarios to for-
ward information, but by decoding the information from
a PLS perspective, they may not be trusted [141].
Forouzesh et al. [142] studied a one-way relay scenario
that includes one multiantenna source, Alice, and several
other nodes (with single antenna), such as receiver Bob,
untrusted AF relay, and warden Willie. This was done in
light of the crucial role that untrusted relays play in hetero-
geneous networks and IoT networks. This study addressed
two security issues: secure transmission of Alice’s signals
without the untrusted relay decoding them and covert
communication across the Alice-relay-Bob link without
being detected by the warden.

Two transmission phases of jamming signals from Alice
and Bob were used to address the aforementioned two
problems. In particular, Alice used MRT beamforming tech-
niques to send covert messages to the relay [143]. In the
meantime, Bob injected jamming signals into the Alice-
to-relay link in order to combat Willie’s interception and
prevent the unreliable relay from decoding. In the second
phase, Alice transmits jamming signals to confuse Willie
and accomplish covert transmission over the relay-to-Bob
link, while the untrusted relay amplifies and forwards the
data Alice received in the first phase. In order to meet
covertness requirements in two phases and achieve an
optimal secrecy rate, various power allocation techniques
were tested in this work. For the performance analysis, a
successive convex approximation method [144] was used
to solve the nonconvex problems after a transformation.
It should be noted that the results have been expanded
to include more general networks, which might include
Alice that has multiple antennas and other nodes with
a single antenna. In [142], there are numerous wardens
named Willies in addition to the legitimate receiver Bob
and multiple noncolluding untrusted AF relays. To specif-
ically address the two security vulnerabilities described
earlier, one relay was chosen from the multiple relays
to battle wardens in two scenarios, meaning that all
Willies operate either independently or collaboratively.
There is a tradeoff between covert communications
and secure transmission when more relays are added
since covertness performance suffers as the security rate
rises.
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Table 9 Covert Communications in Relay-Aided Systems

D. Lessons Learned

This section provided an overview of covert relay sys-
tems, in which relays can fulfill various relay-related for-
warding and/or communication requirements by taking
on multiple roles. As indicated in Table 9, we examined
the features and efficacy of the various strategies with
regard to greedy relays, untrusted relays, and friendly and
untrusted relays. The following are the key lessons learned
from the relevant research endeavors.

1) In order to meet the requirement of covertness,
friendly and trusted relays were typically designed
to send AN at the appropriate moment. There
is still a need to investigate more covert sce-
narios under various constraints, such as relay
scenarios with requirements for covertness in

two-hop or multihop connections and relay sce-
narios in hybrid HD/FD mode with a finite block
length.

2) Greedy relays were often used to transmit signals
covertly in order to carry out their own covert
transmissions. More research should be done on the
tradeoff between security performance and covert
requirements.

3) When there are untrusted relays present, PLS analysis
must be done to assess the threat that these relays
provide to forwarding signals, and the transmission
of signals must be sufficiently covert to fend off
external wardens. Hence, in untrusted relay scenarios
with varying restrictions, a tradeoff between PLS and
covert communications is a crucial issue for further
investigation.
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4) It is anticipated that covert communications will
enable relays to be used in more realistic application
scenarios. One-way relays can be expanded to two-
way relays in certain application scenarios. More
research on multirelay and its selection algorithms is
needed for covert communications.

In order to achieve its goal of connecting everything,
B5G can employ a wider range of communication nodes,
including multihop nodes, cars, UAVs, IRSs, and more,
as relays. These nodes will be covered in greater detail
in Section VII. More in-depth research on covert commu-
nications in B5G wireless networks can be aided by the
aforementioned research subjects and lessons discovered
on relay-aided covert communications.

VII. C H A L L E N G E S A N D N E W
R E S E A R C H D I R E C T I O N S
Though a significant amount of research efforts have
been made in covert communications, much work needs
to be done before covert communications can be easily
integrated into future wireless communications. Here, we
would like to outline the challenges and suggest a few fresh
lines of research for further in-depth study in the context
of B5G wireless networks.

A. Channel Model Extension

1) Continuous-Time Scenarios: The majority of research
on covert communications has been conducted in discrete-
time scenarios, and it was typically expected that the
findings would apply to continuous-time scenarios as
well. Subsequent studies, however, showed that this the-
ory is not solid. For instance, it is very difficult to
obtain exact symbol synchronization or perfect pulse
shapes in real-world applications. Therefore, in both
continuous- and discrete-time contexts, the quantization
process lacks research on a few crucial topics related to
covert communications.

More attention has recently been focused on covert
communications in continuous-time scenarios [71], [72],
[73], [124]. The majority of published works examined
covert communications over AWGN channels in point-
to-point scenarios subject to a number of restrictions,
including an infinity bandwidth [73], an ideal spectral
mask constraint [72], and a perfect band-limited pulse
shape [71]. For example, in [124], the continuous-time
scenarios with jammers were taken into consideration. The
subjects discussed above shed light on the difficulties of
covert communications in continuous-time environments.
Future studies should focus on covert communications
in a variety of other continuous-time scenarios, such as
those including relay nodes, multiantenna nodes, and
more intricate network arrangements. Finding improved
carrier pulse waveforms that could outperform commonly
utilized raised cosine pulses is another approach. Schemes
intended for imperfect symbol synchronization are also
necessary.

2) Imperfect CSIs: Research on channel estimate is well
recognized to be difficult, particularly in covert commu-
nication networks where a very high-security requirement
exists. Extra caution should be used when designing covert
schemes, where the possible eavesdroppers and the covert
transmitter have varying levels of knowledge about the CSI
of relevant links [108]. CIPC is typically utilized to satisfy
the covert requirement in order to alleviate the problem
that a legitimate receiver cannot gain the CSI via pilots
from a covert transmitter [37], [94], [145]. However, in
order to facilitate covert communications, this CIPC needs
channel reciprocity. In the context of covert wireless com-
munications, Xu et al. [146] examined channel estimation
techniques with pilots. It was demonstrated that in the set-
tings under consideration, the adversary’s detection ability
might be weakened by using both an optimal amount
of channel resources and an equal transmit power for
information and pilot signals. Therefore, another area that
needs more in-depth study is channel estimation design in
the context of covert wireless communications for various
application scenarios.

In many covert methods, the CSI of an eavesdropping
link is traditionally considered to be fully known in order to
assist the analysis. It is challenging for a covert transmitter
to get the ideal CSI of the eavesdropping link, though,
because the eavesdropper is typically a passive, unre-
sponsive, or unwilling node. In some less ideal receiver
conditions with inadequate CSI, the true expressions of
channel coefficients must be defined as the total of the
two components, that is, the estimation value and the
estimation errors. This is in contrast to certain research
that employed CDI in place of CSI [54]. The covert per-
formance at the transmitter/warden with various unclear
CDI restrictions was examined by Forouzesh et al. [125].
One of the areas of future research will be how to define
the CSI’s estimating errors while balancing practicality and
accuracy.

3) Different Fading Characteristics: Distinct fading char-
acteristics are introduced due to the varying nature of
a real application environment (e.g., mountains, forests,
and oceans) and the movement of nodes. This places
distinct constraints on the establishment of covert chan-
nel models. Wireless channels often exhibit two types of
fading characteristics: small-scale fading and large-scale
fading. Shadowing fading with a log-normal distribution
and distance-dependent path loss are examples of large-
scale fading. The primary causes of small-scale fading
are the Doppler effect (sometimes referred to as fast
fading or slow fading) or multipath propagation (also
known as frequency selective fading or flat fading). The
majority of previous research on covert communications
focused on flat Rayleigh fading models and/or distance-
dependent path loss, leaving out more complex fading
models, such as Rician, Nakagami-m, or frequency selec-
tive fading models, which should be included in future
studies.
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B. Active/Multiple Adversaries and Verification of
the Optimal Detectors

1) Active Adversaries: The majority of earlier research
on covert communications had the implicit assumption
that adversaries are static and passive. The difficulties in
maintaining covert communications in the face of vari-
ous active eavesdroppers, such as those who flip covert
bits maliciously [84], [147], send jamming signals [41],
[133], change their location dynamically, or use multiple
antennas [148], have only been noted in a very small
number of works. It is necessary to develop and study the
corresponding methods in order to counter these active
wardens. According to Zhang et al. [84], in order to meet
the requirements for covertness, a shared secret key must
be added even in cases when the adversary has a better
channel than the legitimate recipient. In contrast to passive
wardens, active wardens as described in [41] and [133]
degraded covert performance. To increase covert capacity,
cooperative jamming or relay was used. Nevertheless, even
in a noisy environment or with the assistance of friendly
jammers, it was discovered that covert communications
cannot be established against an active warden that applies
a trend test to determine the transmission of covert signals
[148]. As a result, there are still a lot of unanswered
concerns about active eavesdroppers that merit further
investigation, such as the number of active strategies that
a warden can employ, the extent of their potential benefits,
and the best ways to create a covert strategy to counteract
various active wardens.

2) Multiple Adversaries: The literature examined covert
communications when there were several eavesdroppers
present. Based on their degree of collaboration, the eaves-
droppers are often divided into two categories: noncol-
luding [149], [150] and colluding [29], [62], [142],
[151]. A preservation zone was introduced around every
warden node by the efforts in [149]. Several attackers
were depicted as independent, uniformly distributed nodes
inside a disk area surrounding a receiver in [150]. Typ-
ically, it was believed that these adversaries were i.i.d.
On the other hand, multiple adversaries might cooperate
to improve their detecting capabilities. The majority of
earlier works placed numerous limits on these wardens
in an effort to lessen the burden of analysis. For instance,
Soltani et al. [29] assumed that every warden was placed
uniformly and independently within a unit square. In
[142] and [151], the observations of various wardens
were taken to be noncorrelative, and an FC that integrates
all the wardens’ data was defined to determine the pres-
ence or absence of covert signals. A multivariate Gaussian
probability distribution function was recently employed
in [62] to describe the correlation between observations
made by various wardens in a scenario where the block
duration was finite. Consequently, there are still a lot
of application scenarios that need to be further studied
given the correlation of the observations made by various
wardens. For instance, Ma et al. [62] investigated covert

communications in a similar setting using relays, jammers,
or multiantenna nodes. Furthermore, it is currently unclear
how to describe the joint probability distribution of aggre-
gated data in the case of an indefinite block length.

3) Verification of the Optimal Detector: The adversary
in many instances involving covert communication was
typically considered to be a radiometer or power detector
[26], [30]. Power detectors were found to be the optimal
detectors in a limited number of scenarios (e.g., Alice–
Bob–Willie-jammer model [31], [114]). While more appli-
cation scenarios are still worth investigating, numerous
efforts have set the groundwork for covert communications
over some classic channel types against general adversaries
[16], [19], [20]. Furthermore, there is still a problem with
verifying the optimal detector that an attacker uses in
different scenarios.

C. Practical Codes and Secret Keys

1) Practical Codes: The findings from numerous earlier
studies indicate that normal linear codes lack the qualities
of “low-weight” codes, so they cannot be employed directly
in covert communications [23]. Random or stochastic
encoding was utilized in several covert communication
techniques to satisfy the nonlinearity criteria [19], [23],
[48], [74]. Practical applications are hampered by the ran-
dom or stochastic encoding systems’ poor computational
efficiency and high decoding complexity. In fact, relevant
codes that are simple to decode are not random codes.
A few studies made an effort to create workable coding
schemes, such as by combining linear and nonlinear codes
into concatenated codes [75], [76], [77], [80]. Wang and
Bloch recently provided the first code with efficiency and
proven guarantees for key usage [24]. However, there
are still a lot of topics that require more investigation.
For instance, rather than being created for the general
scenario, most current coding schemes are created for
particular models or applications. Rigid proof is missing
for a few of the suggested moderate-density concatenated
codes. Applications may find codes with lower decoding
complexity more appealing. Thus, further in-depth inves-
tigation and discussion are necessary when it comes to
investigating more useful, verifiable, and effective codes
for covert communication.

2) Secret Keys: Three subproblems, namely, whether a
shared secret key is required, how long should the shared
secret key be, and how to generate a secret key, were
partially addressed in the context of secret keys for covert
communications. Additional research efforts should focus
on the implementation details of shared secret keys, such
as general requirements for keyless covert communica-
tions [25], [82] and optimization of the length needed
for shared secret keys [16], [28]. Some concepts still
need to be validated and put into practice. More specif-
ically, when the current preconditions for keyless covert
communication (i.e., a receiver has a better link than a
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watcher’s) are not met, can we purposefully insert helpers
or friendly nodes in covert transmission? Furthermore, by
using a randomized processing scheme for its sent signals,
a transmitter may be able to shorten or possibly do away
with the shared secret key altogether. Recent research, for
instance, [128], examined covert communication in the
presence of a cooperative jammer; the findings demon-
strate the interaction of local randomness, secret rate, and
covert communication rate. More specifically, in certain
scenarios, only a rate-limited shared secret key between
the transmitter and the receiver is required.

D. Fundamental Limits in Covert Communications

The SRL that governs physical layer covert commu-
nications over AWGN channels was demonstrated by
Bash et al. [17], therefore illuminating the fundamental
limit of covert communications. To be more precise, the
scaling number of reliable and covert bits cannot be greater
than (n)1/2 for every n channel used. For AWGN channels
and DMCs [16], [18], [19], [21], MACs [67], MIMO
[102], [103], classical-quantum [65], [172], and so on,
the precise characterizations for the scaling constant have
been refined [16], [18], [19], [21]. Numerous subsequent
studies have focused on figuring out when the SRL does
not apply, e.g., when the adversary is unsure about the
channel [48], [54], [94], [95], the background noise [26],
[87], or the transmit time [27].

Many works [32], [132], [134] tend to restrict the
adversary’s detection capabilities and so lessen the ana-
lytical complexity when studying covert performance in
more complicated application settings. One such method
is to set the adversary up as a power detector. Many covert
performance optimization problems are changed into opti-
mization problems with power as a variable because an
adversary is a power detector. As a result, the potential
encoding and keys in the scheme are either ignored or
simplified, for example, because the default key is suffi-
ciently long or the encoding schemes and keys are implicit.
The literature has identified a number of findings on covert
communications based on an infinite block length n, which
was obtained from a limit when n approaches infinity [52].
Research efforts have been drawn to the corresponding
covert performance in scenarios with a finite block length
[152], [153], [154]; nevertheless, further investigation
is still needed to fully understand the tradeoff between
coding schemes and finite block length in complex network
environments.

E. IRS-Assisted Covert Communications

While reflecting the received signals, an IRS, or IRS,
can be utilized to suppress or cancel unwanted signals and
amplify desired signals in the legitimate links [39], [155].
Without the need for specialized additional signal process-
ing, smart reflection is achieved by proactively modify-
ing the IRS elements’ phase shift vectors and amplitudes
under software control. Thus, by controllable intelligent

signal reflection, the IRS can assist in creating a suitable
covert communications environment. Using the IRS to
improve covert communications was proposed in [156].
To improve covert performance, a joint design of the IRS
reflection coefficients and transmit power was suggested
[157], [158], [159]. Kong et al. [160] jointly took into
account IRS reflection coefficients, transmit power, and
transmission probability in order to maximize the attain-
able rate. In the meanwhile, the work was expanded to
include various applications, such as NOMA systems [162]
and IoT networks [161]. Specifically, the IRS works using
several covert strategies, such as multiple antennas [163],
[164], [165]. We think that the developing IRS technology
will provide many new approaches to develop covert com-
munication strategies in the future. Prospective directions
for future investigation encompass the scaling laws of IRS-
assisted covert capacity and the many forms of IRSs (e.g.,
mobile IRSs and fixed IRSs) supporting covert schemes.

The IRS adds operational and design complexity while
also providing opportunities for covert communications.
A low-complexity two-stage technique was developed in
[157] and [159] to strike a compromise between com-
putational complexity and covert performance. The first
stage of the algorithm involves IRS beamforming, while
the second stage involves transmit power allocation of the
covert signal. In [158] and [160], a 1-D search technique
was used to solve a joint optimization problem with sev-
eral parameters (such as transmit power, IRS’s reflection
matrix, and transmission probability).

In [163], a sequential rank-one constraint relaxation
algorithm was presented to solve an alternating opti-
mization algorithm with a convex subproblem. The
covert performance optimization problem was solved in
other specific applications by combining various tech-
niques, such as alternating optimization and SDR [162],
S-lemma, alternate iteration [161], Gaussian randomiza-
tion techniques, SDR, alternative optimization algorithm
[165], penalty dual decomposition, and successive convex
approximation [164]. The computational complexity of
optimization processes or iterations rapidly rises with the
complexity of application scenarios. An appropriate trade-
off between complexity and covert performance still has to
be investigated, despite the fact that current works have
made some attempts to lower the optimization complexity
of IRS-based covert communications in specific scenarios.

F. Jammer-Assisted Covert Communications

The covert communications in the previously indicated
scenarios are compared and summarized in Table 10.
The use of covert communications in three-node setups
with a single antenna typically depends passively on the
warden’s uncertainty regarding the related parameters.
Then, in three-node settings, multiantennas add a higher
degree of freedom for covert communications; for exam-
ple, receivers’ FD antennas can be utilized to send AN. To
examine the corresponding covert performance in more
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complex MIMO circumstances, such as more powerful
wardens, further research is still required. In order to
prevent SI issues brought on by FD receivers, jammers offer
a greater degree of freedom in the design of AN, which is
compatible with other technologies, such as multiantenna
jammers.

More work is necessary, nevertheless, to quantitatively
analyze coordinated or joint interferences amongst multi-
ple jammers. Relaying’s effect on covert messages depends
on how friendly or trustworthy, or greedy or untrustworthy,
it is within the network. In particular, friendly relays can
help to enhance covert performance. A greedy relay oper-
ates under the supervision of resource-providing nodes
to carry out its own covert transmission. Signals can be
forwarded via the untrusted relay, but other nodes are still
needed to provide the covertness criterion. With its high
degree of interoperability with various technologies and
adjustable intelligent signal reflection, the IRS provides
more options for improving covert communication perfor-
mance.

G. ML-Based Covert Communications

ML-enabled solutions can boost communication perfor-
mance in B5G wireless networks by taking advantage of
more opportunities due to their ability to learn in unpre-
dictable and dynamic environments. A tradeoff between
the transmission performance of legitimate users and the
covertness requirement (i.e., the characterization of the
detection performance of adversaries) is always present
in the context of physical layer covert communications.
A single-objective optimization problem with constraints,
such as the optimization of cover communication rate
under the constraint of the eavesdropper’s error detection
probability, was the focus of the majority of earlier pub-
lications that revolutionized the study of covert systems.
However, most traditional methods can hardly solve the
performance optimization problem with intense interac-
tions between the eavesdropper and the legitimate users
when the systems have adversaries capable of dynami-
cally adjusting their detection parameters (e.g., detection
thresholds or detector types), especially in the case of
insufficient prior conditions.

A technique for creating generative models with deep
learning techniques is the GAN. A GAN typically comprises
two models: a discriminator model and a generator model.
In order to generate new samples, the generator model
attempts to mimic the features of actual samples. When
attempting to differentiate the created samples from the
real ones, the discriminator can often be a binary clas-
sifier. In a covert communication game, adversaries and
legitimate users compete with one another to attain NE.
This process in GAN is compatible with those of the two
models. To create a transmit power allocation method
for covert signals, for instance, a legitimate user can be
viewed as a generator module, and the discriminator can
be used as an adversary to determine whether the covert

signal is present [166]. The two models (adversaries and
legitimate users) in GAN-based covert communications
are alternately trained in a competitive way to arrive at
a close to optimum power allocation solution. A hybrid
GAN-based trajectory and power performance optimiza-
tion approach with fast convergence and near-optimal
results was presented by Li et al. [58]. Therefore, future
research should focus on GAN-based covert performance
optimization issues in a wider range of application contexts
and with varying limitations.

In addition, a recent study trend in artificial intelligence
applications is DRL. It is a dynamic programming approach
that learns optimal solutions under changing conditions
and adjusts to the environment. DRL has been widely
employed as an efficient technique in the field of wireless
communications to handle a variety of issues, including
resource allocation, wireless caching, multiple access, data
rate regulation, and so forth [167], [168], [169]. Many
issues, including cyber–physical attacks and interference
management in communications, can be represented as
games. Existing DRLs have been applied to these games
to tackle various issues, including determining NEs when
information is inadequate [170]. Then, it is anticipated
that DRL-based covert communications will also be a sig-
nificant study area in the future based on the features of
performance optimization in covert communications, i.e.,
the game between legitimate users and eavesdroppers in
an imperfect information network.

H. Quantum-Enhanced Covert Communications

Numerous fundamental laws of nature are governed
by quantum mechanics. Quantum information theory is
required to analyze the limits of a communication system,
and it led to the invention of covert communications via
lossy thermal noise boson channels [171]. Bash et al. [172]
defined the upper bound on the amount of data that
may be covertly and reliably transferred across a lossy
thermal-noise bosonic channel. Arrazola and Scarani [173]
extended covert communications to the quantum domain,
where they came to the conclusion that covert QKD is
also feasible in a scenario in which the adversary has
complete control over the channel. Liu et al. [174] inves-
tigated and demonstrated the possibility of covert com-
munications over metropolitan distances by experiment.
Arrazola and Amiri [175] examined how covert commu-
nication techniques can be used to accomplish secure
secret key expansion. Using carefully designed protocols,
Bash et al. [172], Arrazola and Scarani [173], Liu [174],
and Arrazola and Amiri [175] guaranteed covertness and
led to the conclusion that covert QKD needs more secret
bits than it can generate. Tahmasbi and Bloch suggested
in [176] an uncoordinated protocol based on the use of
“sparse signaling” for quantum state distribution to achieve
covertness in contrast to [172], [173], [174], and [175].
They suggested a partial coordination protocol based on
PPM and MLC to prolong the secret key in order to lessen
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Table 10 Comparison of Covert Communication Schemes in Different Scenarios

the complexity of the process [177]. To demonstrate the
presence of positive covert throughputs for a variety of
bosonic channel parameters, a new bound was introduced.
The protocol performance showed that it is possible to
expand a covert secret key utilizing both a quantum chan-
nel under precisely defined control of an adversary and a
publicly authenticated classical channel.

In the meantime, quantum-secure covert communica-
tion via bosonic channels was the main focus of Gagat-
sos et al. [59] and Bullock et al. [178]. In addition,
they deduced an expression for the quantum-secure
covert capacity in the bosonic channels with and without
entanglement support, as well as the maximum mean
photon number. The basic scaling rule in covert com-
munications was discovered to change from O((n)1/2) to
O((n)1/2 log n) with entanglement help. Di Candia et al.

[179] combined covert communications in microwave
regimes with backscattering concepts to propose a new
paradigm for secure quantum communications.

Quantum-enhanced covert sensing conceals the probe
light in a noisy environment, much like covert commu-
nications. An entanglement-enhanced covert sensing pro-
tocol was proposed and experimentally implemented by
Hao et al. [180], which opened the door for quantum-
enhanced secure sensing, communications, and its infor-
mation processing. They are both significant applications
in the B5G wireless networks and merit much more in-
depth research even though the tasks of covert commu-
nications and sensing have different goals (i.e., covert
communication is evaluated by the number of bits that can
be covertly transmitted, while covert sensing concerns the
precision of parameter estimation).
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I. B5G Wireless Networks

1) Unmanned Aerial Vehicles: Numerous B5G applica-
tions, including environmental inspection, surveillance,
emergency communications, and more, have proposed the
usage of UAVs. UAV-enabled communications offer several
advantages over conventional wireless communications,
including low operating costs, flexible geographic loca-
tions, line-of-sight connectivity, and high mobility. Owing
to the peculiarities of wireless channels, adversaries may
pose a variety of security concerns to UAVs. An adversary
might also readily utilize UAVs to threaten legitimate com-
munication channels.

In order to safeguard UAV-enabled wireless transmis-
sion from different perspectives, researchers have stud-
ied covert communications. Various schemes have been
developed, including ways to conceal the UAV receiver
[181], [182], [183], [184], [185]; joint optimization of
UAV trajectory and other resource utilization [186], [187];
D2D underlaid UAV networks [188]; and UAV relays [189].
UAVs were used as friendly nodes, that is, covert transmit-
ters, receivers, or relays, in covert communications during
the aforementioned research projects.

UAVs may still be employed by illegal organizations
in certain circumstances [190], or they may be utilized
by law enforcement agencies to find illegal covert con-
nections [191]. Furthermore, joint optimization of the
trajectory, propulsion, and thrust powers for UAV-on-UAV
covert video tracking and surveillance services was investi-
gated in [192]. A multiple-antenna transmitter used relay-
transmitted AN and MRT in [193] to create confusion
among adversaries. To increase covert throughput, the
block length and transmit power of the transmitter and
relay should be designed jointly.

While research on covert communications via UAV-
enabled networks has been conducted, it is important to
note that these efforts are relatively new, having only
begun in very recent years. For instance, there are no
covert communications in dynamic and heterogeneous
networks assisted by UAVs. Another example is the col-
laborative design of many factors, such as UAV trajectory,
altitude, node scheduling, and associated node transmit
powers, to maximize covert performance in diverse appli-
cation circumstances.

2) D2D Communications: In the literature, some efforts
were devoted to covert communications in D2D-enabled
wireless networks. In [194], we suggested implementing
covert communications via D2D networks, wherein cel-
lular and noncovert signals may be conveyed, with per-
formance being enhanced through the use of cooperative
NOMA and successive interference cancellation. In addi-
tion, we investigated two D2D covert schemes at an FD BS
using various multiantenna configurations, where AN was
employed to meet the requirements for covertness [195].
We recently proposed a covert communication technique
for D2D underlaying cellular networks enabled by wireless
energy harvesting. The scheme leverages power beacons

to broadcast jamming signals during idle time intervals in
order to confuse random adversaries [196]. For D2D infor-
mation exchange, Wan et al. [197] and Shi et al. [198],
[199] concentrated on covert communications. In [200],
D2D covert strategies were examined. To safeguard legiti-
mate users from wardens, a guard area was established.

The intricate relationships between various links, such
as D2D links and in-band cellular links, make it challenging
to carry out covert communications in many D2D applica-
tion scenarios, despite some basic research studies having
been done in the literature. An important area of research
is the coordination between resource allocation, interfer-
ence coordination, and covertness requirements. A lot of
recently developed new technologies, including relay and
FD technology, can also be used for D2D covert communi-
cations. The majority of research so far has concentrated
on covert communications in single-tier cellular networks;
further investigation is required to determine the best
way to apply these findings to multitier or heterogeneous
cellular networks.

3) Wireless Ad Hoc Networks: With the aid of other
devices and the infrastructure, such as BSs or access points,
communication links are created between a source device
and a destination device in wireless ad hoc networks.
While the low security and restricted bandwidth, that is,
vulnerability to adversarial monitoring, may impede the
effective implementations of this type of network, it also
overcomes the geographical constraints of traditional net-
works and permits flexible node placement [201], [202].
The work in [203] expanded the findings to a multihop
network and made some first attempts to study a two-
hop covert communication system in AWGN channels.
Sheikholeslami et al. [204] examined multihop covert
communications through intermediary relays when there
were numerous wardens collaborating. Within a unit area,
the legitimate and warden nodes were distributed based on
a p.p.p. in [149]. Im and Lee [205] examined the impact
of node mobility on covert performance.

Nevertheless, more research is needed to determine
how to quantify covert performance or expand the models
to additional settings if we loosen the ideal assumptions
made in the aforementioned study. For instance, in many
situations, the latency resulting from multiple hops is
not insignificant; therefore, improving overall performance
under various limitations on latency tolerance and covert-
ness requirements is an intriguing area of research.

4) IoT: Wearable technology and smart cities are only
two examples of how IoT technologies have penetrated
many facets of our lives. Sensitive and private data, includ-
ing real-time location data and electronic health informa-
tion, are being generated by a growing number of wireless
IoT devices. IoT system security and privacy have grown
significantly across a range of applications. Despite several
study attempts on secure communications in the IoT from
the standpoint of PLS [206], only very few studies took
covert communications, especially in IoT networks, into
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consideration. For instance, Liu et al. [36] used aggregated
interference as a cover; Liu et al. [53] proposed covert
schemes in THz-band AWGN scenarios; Hu et al. [94]
considered covert transmissions without CSI knowledge;
Wang et al. [207] used improper Gaussian signaling for
the covert transmitter; Feng et al. [208] sent AN by in-band
FD IoT gateways; and Wang et al. [209] proposed covert
communications based on improper Gaussian signaling.

The topic of covert communications in the context of
IoT networks requires further investigation. Certain strict
latency requirements are highlighted in many IoT applica-
tion situations, and delay-constrained covert communica-
tions can be extended to IoT networks. Many IoT devices
are low-power nodes; some even experience issues with
battery charging for lifetime extension. The integration of
wireless power transfer technologies with covert commu-
nications in IoT networks is one potential area of future
research in this field. Moreover, covert communication
strategies ought to be developed for a sizable IoT network
encompassing a wide area.

5) mmWaves and THz: Interest in higher frequency
bands, such as mmWave and THz, has increased due
to the growing demand for larger bandwidths in B5G
wireless networks. THz and mmWave communications are
attractive for covert transmissions due to their extremely
directed nature. Cotton et al. [210] proposed a concep-
tual framework for covert mmWave communications. In
[211], a dual-beam mmWave transmitter simultaneously
broadcasts the intended signal to the destination and a
jamming signal to deteriorate the warden’s link perfor-
mance. This constitutes a covert mmWave communica-
tion system. A hybrid precoder was designed in [212],
which examined covert mmWave communications with an
FD receiver.

A hybrid beamforming system for covert multicast
mmWave communications was developed in [213].
A covert multiuser beam training method was proposed
by Zhang et al. [214] for a multiple-user covert mmWave
communication scenario with a friendly jammer. They
also offered a joint design of beam training and data
transmission for a covert mmWave communication system
[215]. To improve the performance of covert mmWave
communications, a beamforming technique based on a
random frequency diversity array was studied in [216].
Bai et al. [56] examined the corresponding covert per-
formance and suggested a metric to quantify the intrinsic
sparsity of the mmWave large MIMO channels in the spa-
tial domain. Recently, research in [53] found that covert
communication based on reflection or diffusion scattering
is feasible even though line-of-sight communications in
a THz-band IoT network can be easily detected by a
warden. Mamaghani and Hong [39] investigated energy-
efficient multi-UAV covert transmission strategy for aerial
IRS-enabled THz covert communications in B5G IoT sys-
tems. [57] devised a distance-adaptive absorption peak
modulation for THz covert communications.

Only recently has research on covert communications in
the mmWave/THz frequencies begun. It is inevitable that
these initiatives will be crucial to the development of the
upcoming 6G wireless networks, and they need a much
more thorough investigation. In the future, research may
concentrate on practical mmWave/THz channel modeling
and how it can be integrated with other methods or
platforms, such as massive MIMO, IRS, UAVs, and IoT.

6) Near-Field Communications: Numerous near-field
(Fresnel) applications are part of 6G wireless commu-
nications. A comprehensive review of the prospects and
challenges for future 6G systems operating in the near-
field region was given by Zhang et al. [217]. The con-
trasts between near-field and far-field communications
were examined by Liu et al. [218] from four different per-
spectives: beamforming, channel modeling, performance
analysis, and applications. The study conducted in [60]
examined the salient features of near-field radiation, uti-
lizing a spherical waveform propagation model for its
wireless power transmission applications. The feasibility
and possibilities of beam focusing in near-field communi-
cations were examined in [219] in order to support high-
rate multiuser downlink MIMO systems. The foundations,
difficulties, opportunities, and future directions of near-
field MIMO communications for 6G wireless networks
were examined in the works in [220]. From a PLS stand-
point, Zhang et al. [221] presented a near-field secure
transmission architecture.

As far as we are aware, not enough studies have been
done on physical layer covert communications in near-
field communications context. Due to its significant role
in 6G wireless networks and unique characteristics (beam-
forming, channeling, and so on), physical layer covert
communications in the near-field domain will be one of
the areas of research that needs more investigation.

VIII. C O N C L U S I O N
This article identified research directions and problems for
covert communications in B5G wireless networks while
offering an in-depth review of the fundamental theories
and implementation strategies of covert communications.
First, the main ideas in covert communications were intro-
duced, using a typical discrete-time AWGN channel as an
example. These key ideas have been thoroughly explored
and include channel models, codes and secret keys, and
covertness measurements. Moreover, scenarios for applica-
tions with progressively higher levels of complexity were
taken into consideration. A taxonomy of covert commu-
nications, specifically for single-antenna and multiantenna
three-node systems, as well as systems assisted by jammers
and relays, was presented. The main issues about the
covert schemes in various contexts were addressed based
on the taxonomy. Particular lessons learned are noted at
the end of each section. In conclusion, we enumerated the
various obstacles and future research directions related to
covert communications in B5G wireless networks. ■
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