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Abstract—The increasing focus on privacy and security in 6G
networks, which are intelligence-native, necessitates the use of
quantum key distribution-secured semantic information commu-
nication (QKD-SIC) to protect confidential data. In QKD-SIC
systems, edge devices connected via quantum channels can effi-
ciently encrypt semantic information from the semantic source,
and securely transmit the encrypted semantic information to
the semantic destination. In this article, we consider an efficient
resource (i.e., quantum key distribution (QKD) and KM wave-
lengths) sharing problem to support QKD-SIC systems under the
uncertainty of semantic information generated by edge devices.
In such a system, QKD service providers offer QKD services
with different subscription options to the edge devices. The
QKD services are envisioned to follow cloud computing that
has the subscription in the reservation and on-demand options,
i.e., for long and short (immediate) terms, respectively. As such,
to reduce the cost for the edge device users, we propose a QKD
resource management framework for the edge devices commu-
nicating semantic information. The framework is based on a
two-stage stochastic optimization model to achieve optimal QKD
deployment. Moreover, to reduce the deployment cost of QKD
service providers, QKD resources in the proposed framework
can be utilized based on efficient QKD-SIC resource man-
agement, including semantic information transmission among
edge devices, secret-key provisioning, and cooperation formation
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among QKD service providers. In detail, the formulated two-stage
stochastic optimization model can achieve the optimal QKD-SIC
resource deployment while meeting the secret-key requirements
for semantic information transmission of edge devices. Moreover,
to share the cost of the QKD resource pool among cooperative
QKD service providers forming a coalition in a fair and inter-
pretable manner, the proposed framework leverages the concept
of Shapley value from cooperative game theory as a solution.
Experimental results demonstrate that the proposed framework
can reduce the deployment cost by about 40% compared with
existing noncooperative baselines.

Index Terms—Cooperative resource management (CRM),
game theory, quantum key distribution (QKD), semantic
information communication (SIC), stochastic programming (SP).

I. INTRODUCTION

S QUANTUM computers become a distinct possibility,

they pose new potent threats to the traditional cryp-
tographic security schemes. This has led to a revolution
in the use of quantum channels for secret key distribution,
i.e., quantum key distribution (QKD), for the transmission of
confidential information [1], [2], [3], [4]. With the parallel pro-
cessing of quantum computing, quantum computers can easily
break the process of key exchanging in modern symmetric
cryptography [5]. Fortunately, quantum channels based on the
laws of quantum mechanics, such as Heisenberg’s uncertainty
principle and the no-cloning theorem, can perform data trans-
mission, including symmetric key distribution, with provable
security. In addition, QKD can enable information-theoretic
security (ITS) for data transmission in classical data channels
via the one-time pad (OTP) mechanism [6]. In intelligence-
native 6G communications [7], security and privacy are critical
requirements in distributed artificial intelligence (Al) training.
In particular, the transmission of essential feature information
in semantic communication makes 6G communications more
demanding for security and privacy in semantic information
communication (SIC) and networking.

SIC [8], [9], [10] refers to communication paradigms based
on the concept of semantic-meaning transmission. SIC is a
practical application of Al models for exchanging meaningful
information obtained from transmission data with a minimum of
communication resources. The main goal of semantic commu-
nication is to extract the meanings or features of the transmitted
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data (i.e., semantic information) from a semantic source and
transmit the semantic information to a semantic destination,
where it can be interpreted successfully. In the semantic com-
munication system, we can consider that the semantic source
and destination are semantic providers who execute intel-
ligent algorithms (e.g., knowledge graphs and deep neural
networks) autonomously. They can be edge devices or sensors
with cognitive capabilities. In such a knowledge-based system,
the semantic source and destination can establish and utilize
their background knowledge bases (KBs) through online or
offline training and inference. The KBs are typical models that
the semantic source and destination can learn and validate in
advance. For example, images, speeches, videos and texts are
representative KBs. The semantic source uses an individual KB
to extract the semantic information of the raw data, which is
then transmitted to the semantic destination. When the seman-
tic destination receives the semantic information, it uses its
individual KB to interpret them.

Nevertheless, SIC provides a viable and intelligent way to
exchange semantic information between the semantic source
and the semantic destination. Regarding security, SIC faces
confidentiality issues due to the eavesdropping risk in exchang-
ing semantic information between the semantic source and the
semantic target [11], [12], [13]. To ensure that the transmis-
sion of semantic information is secure, QKD is a promis-
ing mechanism to protect public keys from eavesdropping
attacks.

To address the aforementioned issues, we propose a QKD-
secured SIC (QKD-SIC) system to protect the semantic
information and public keys from eavesdropping attacks. We
consider the resource management problem that the secret keys
are allocated to support the semantic information of edge devices
in SIC. In addition, we consider that the amount of seman-
tic information generated by edge devices is unpredictable.
To optimize QKD resources when the amount of semantic
information is unpredictable, QKD service providers can coop-
erate and establish a global resource pool. In particular, multiple
QKD service providers can share their resources (i.e., QKD and
key management (KM) wavelengths) in the pool. Therefore,
the resources in the pool can be efficiently utilized by the QKD
service providers. Nevertheless, three important questions arise
in the context of this resource management.

1) What is an optimal resource allocation in the pool of SIC
applications to minimize costs and satisfy the needs of
edge devices?

2) How can the costs incurred by the resource pool be
shared among cooperative QKD service providers?

3) Should QKD service providers cooperate or not in
creating the resource pool?

To answer these questions for QKD service providers, we
introduce a decision-making scheme with the components
of resource allocation to SIC applications, cost management,
and collaboration among QKD service providers in a QKD-
SIC environment. The goal of the scheme is to make the
best decisions for QKD service providers as they are ratio-
nal and interested in minimizing their own costs. The main
contributions of this article can be summarized as follows.
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1) We introduce a hierarchical architecture for the QKD-
SIC system, where resource allocation and routing
decisions are coupled. To provide sufficient secret keys
for semantic information transmission between virtual
service providers (VSPs) and edge devices, the QKD
network manager and controller allocate QKD resources
(i.e., QKD and KM wavelengths) from QKD nodes and
determine routing paths for QKD links.

2) We formulate and solve the stochastic programming (SP)
model to obtain the optimal resource allocation decisions
from a resource pool created by QKD service providers.
The SP model requires the probability distributions of
the random parameters, i.e., the secret-key rate (user
demand) requirements. This model can be applied for the
cooperative QKD service providers to make decisions in
two stages. In the first stage, the QKD service providers
make a resource reservation decision (i.e., QKD and KM
wavelengths) based on the statistical information about
users’ demand. In the second stage, when QKD service
providers know the exact level of users’ demand, they
make a decision to compensate for users’ demand that
cannot be satisfied when resources are insufficient.

3) We present a model to allocate the provisioning cost
obtained from the resource pool among QKD service
providers in a fair manner. In addition, we leverage
Shapley values to determine fair and interpretable allo-
cation of provisioning costs.

4) We introduce a cooperative game model for QKD ser-
vice providers to decide whether they should cooperate
and establish the resource pool or not. A stable cooper-
ation strategy is the solution of the game model, which
means that the rational QKD service providers do not
want to change their decisions.

The remainder of this article is organized as follows.
Section II presents related work. Section III describes the
system model, the maritime case study, and the cost models.
Section IV presents the SP model for resource allocation in
QKD-SIC for a maritime application. Section V presents cost
management model among QKD service providers. Section VI
presents the cooperative game models for optimal cooperation
formation for QKD service providers. Section VII presents
the performance evaluation results. Section VIII concludes this
article.

II. RELATED WORK
A. Semantic Information Communication

SIC significantly reduces the need for transmission
resources, such as channels, by using Al to extract semantic
features for the information between source and destina-
tion [14], [15]. Ng et al. [16] proposed an SIC in the metaverse
between edge devices and the VSPs to reduce the size of
transmitted data. In SIC, an edge device (e.g., a smartphone)
can autonomously produce pictures (presemantic data) rel-
evant to the interest of VSPs. The VSP can subscribe to
edge devices that the VSP is interested in transmitting the
semantic data to create the metaverse for supporting user
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requests, where the user requests are considered as uncer-
tainty. In [16], the stochastic semantic transmission scheme
was proposed to minimize the transmission cost of VSPs.
This scheme was formulated as a two-stage stochastic integer
programming model under the uncertainty of user requests to
achieve an optimal solution. The resource allocation for text
SIC was proposed in [17] to maximize the overall seman-
tic spectral efficiency in terms of channel utilization and
the number of transmitted semantic symbols of all users.
The deep learning-enabled SIC system for speech signals
(DeepSC-S) was proposed in [18] to enhance the recovery
accuracy of speech signals. Particularly, the joint semantic-
channel coding was proposed to solve source distortions
and channel effects. The squeeze-and-excitation network was
employed in the proposed DeepSC-S to learn and extract
speech semantic information. Xu et al. [19] provided a com-
prehensive overview of practical distributed edge learning
(EL) techniques and introduced the interplay between EL and
advanced communication optimization designs. The authors
also provided the dual-functional performance metrics for
learning and communication. In addition, the authors empha-
sized the potential benefits of learning-based communication
systems (e.g., distributed goal-oriented semantic communica-
tion) and the necessity of resource allocation optimization
for EL systems. Chen et al. [20] proposed a joint feder-
ated learning (FL) and wireless communication framework.
In the proposed framework, the authors formulated the joint
optimization problem that considers the resource allocation
and user selection of FL to minimize the value of the FL loss
function while satisfying the delay and energy consumption
demands. To solve this problem, the authors derived a closed-
form expression for the expected convergence rate of the FL
algorithm under wireless medium constraints.

However, current SIC systems only leverage Al models to
transmit necessary semantic information between the source
encoder and the destination decoder, while the security issues
in SIC systems are largely overlooked.

B. Quantum Internet

With the ability to provide ITS for communications, QKD
and QKD-secured systems are expected to protect various 6G
communications, such as optical, satellite, maritime, and their
cross-layer communications [7], [21], [22]. Unlike traditional
QKD protocols, such as Bennett-Brassard-1984 (BB84) [23],
Bennett-Brassard-Mermin-1992 (BBM92) [1], and Grosshans-
Grangier-2002 (GG02) [1], modern QKD protocols based on
MDI technology can provide longer distribution distance and
stronger security without assuming trusted relays [24]. To min-
imize the cost of deploying QKD resources in MDI-QKD,
Cao et al. [25] proposed a static linear programming model and
the CO-QBN algorithm to efficiently manage QKD networks.
Kaewpuang et al. [26] proposed the resource allocation scheme
for quantum-secured space-air-ground integrated networks
(SAGINSs) in which QKD services protect secure communica-
tions between space, aerial, and ground nodes by exchanging
secret keys in quantum channels. Kaewpuang et al. [26] formu-
lated and solved the SP model to achieve the optimal solution
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for resource allocation (i.e., QKD and KM wavelengths) and
routing under the uncertainties of secret-key rate requirements
and weather conditions.

Xu et al. [12] proposed the QKD-based secure FL scheme
to support the FL. model encryption against eavesdropping
attacks on FL networks. Particularly, the resource allocation
scheme for QKD resources (i.e., wavelengths) to support FL
networks was proposed to minimize the overall deployment
cost under the uncertainty of the number of FL. workers asso-
ciated with the secret-key rate requirements. The concept of
QKD over SAGIN was proposed to achieve secure commu-
nications with global coverage and reconfigurable since QKD
over SAGIN are supplementary options to alleviate the limita-
tion in the distance of the optical fiber-based QKD [22], [27].
Xu et al. [22] proposed the QKD service provisioning frame-
work to establish secure communications in quantum-secured
SAGIN. The two-stage SP was formulated to minimize the
provisioning cost under the uncertainty of secret-key rates.
Kaewpuang et al. [13] proposed the hierarchical architecture
for QKD-secured FL systems. In [13], the QKD resource man-
agement was formulated, which is based on the two-stage SP,
to minimize the deployment cost under the uncertainty of the
secret-key rate requirements from FL applications.

C. Game-Based Resource Allocation

Giiler et al. [28] proposed a game-based resource alloca-
tion framework for SIC system, where the semantic content
of a message to be transmitted over a noisy channel was taken
into consideration to optimize the performance of a commu-
nication system. In addition, the impact of social influence on
how the messages were translated by considering the influence
of the agent in the communication network. The agent had an
influence on the receiver, i.e., how to decode the received mes-
sages by providing side information. The influence of the agent
can be adversarial or helpful to the communicating parties.
Therefore, the authors considered the SIC problem with social
influence as a Bayesian game with incomplete information
and investigated the conditions under which a Bayesian Nash
equilibrium exists.

Nevertheless, the existing works in the literature do not con-
sider the uncertainty of secret-key requirements from SIC.
In addition, the works in the literature do not consider the
problem of optimizing the resource allocation to semantic
applications, cost management, and cooperation formation for
QKD service providers under uncertainty.

III. SYSTEM MODEL AND CASE STUDY

We list the abbreviations and their definitions used in this
article in Table I. We propose a three-layer QKD-SIC architec-
ture illustrated in Fig. 1. The architecture consists of the QKD
layer, the QKD management and control layer, and the seman-
tic layer. In the QKD layer, there are three types of nodes and
two types of links. The three types of nodes are QKD nodes,
trusted relays, and untrusted relays. In QKD-SIC, there are
KM links and QKD links. Each KM link consists of a classical
channel that is a logical link implemented by one wavelength
channel [R1]. Each QKD link consists of a classical channel
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TABLE I
Li1ST OF KEY ABBREVIATIONS

Abbreviations | Definitions

BB84 Bennett-Brassard-1984

BBM92 Bennett-Brassard-Mermin-1992

BERT Bidirectional Encoder Representations from Transformers
CRM Cooperative Resource Management
CO-QBN Cost-Optimized QKD Backbone Networking
DeepSC-S Deep learning-enabled SIC system for Speech signals
GG02 Grosshans-Grangier-2002

GKS Global Key Server

ITS Information-Theoretic Security

KB Knowledge base

KM Key Management

LKM Local Key Manager

MDI Measurement-Device-Independent
MDI-QRx MDI-QKD Receiver

MDI-QTx MDI-QKD Transmitter

MUX/DEMUX | Multiplexing/Demultiplexing

OTP One-Time Pad

QKD Quantum Key Distribution

SAGIN Space-Air-Ground Integrated Networks

SI Security Infrastructure

SIC Semantic Information Communication

VSO Virtual Service Operator

VSP Virtual Service Provider

QKD service provision for
semantic applications
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Fig. 1. QKD-SIC architecture.

and a quantum channel. The classical channel is a logical link
that is implemented by two or more wavelength channels for
synchronization, distillation, and so forth [R1]. In addition,
the quantum channel is a physical link that is implemented
by one wavelength channel for quantum information trans-
mission [R1]. We consider that QKD nodes are co-located
with SIC nodes, which can be edge servers or quantum secure
end users. The links (i.e., QKD, KM, and optical links) are
multiplexed within a single fiber by MUX/DEMUX compo-
nents [R1]. Therefore, the network topology for the QKD layer
is the same as that for the semantic layer. Hence, SIC nodes
in the semantic layer can use KM and QKD links (i.e., classi-
cal and quantum channels) via the fiber for quantum-secured
communications. Let A/ and £ denote the set of SIC/QKD
nodes and the set of fiber links between SIC/QKD nodes,
respectively.

A QKD node supplies secret keys to its co-located SIC node.
The trusted relay and the untrusted relay are located between
the QKD nodes. The QKD node consists of a global key server
(GKS), a local key manager (LKM), a security infrastructure
(SI), and components of trusted/untrusted relays. A trusted
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relay consists of two or multiple transmitters of MDI-QKD
(MDI-QTxs), LKM, and SI, while an untrusted relay consists
of one or multiple receivers of MDI-QKD (MDI-Rxs). An
MDI-QRx must be located between two MDI-QTxs to gener-
ate local secret keys. An LKM is used to obtain and store the
local secret keys from the connected MDI-QTxs, and LKM
performs secret key propagation via the OTP method [25] to
generate global secret keys between QKD nodes. The SIs are
applied to ensure that trusted relays work in a secure man-
ner. In the QKD layer, the QKD links are used to connect
between MDI-QTxs and MDI-QRxs, while the KM links are
used to connect between LKMs. The QKD link contains quan-
tum and classical channels, while the KM link contains a
classical channel implemented by wavelengths.

In the semantic layer, an SIC node can be an edge device
(e.g., a smartphone and surveillance camera) or a virtual
service operator (VSO) (i.e., semantic receiver). Each edge
device in different areas has different views for locations,
as shown in Fig. 1. Edge devices can capture pictures and
extract the corresponding semantic information (i.e., snap-
shots) from the pictures. Then, the edge device transmits the
semantic information via the classical channel of optical fibers
to the respective VSO, which uses this data to create the
virtual environment for a particular application, for example,
transportation and education. Before the semantic information
transmission between the edge device and the VSO happens,
the VSO has to subscribe to the respective edge devices.

When the VSO subscribes to the respective edge devices, the
respective edge devices will request secret keys from the QKD
manager based on their security requirements for encrypting
their semantic information. When the QKD manager receives
the request, the QKD manager responds by checking the avail-
able secret keys. Suppose the secret keys are available to
support the request, and thus the QKD manager will order the
QKD controller to select the suitable QKD nodes to provide
the secret keys in a suitable format for semantic information
encryption. If the secret keys are unavailable to support the
request, the edge devices and the VSO will wait until the secret
keys are available. Then, the edge devices encrypt the seman-
tic information via the secret keys and transmit the encrypted
semantic information to the semantic receiver. The amount
of semantic information (i.e., snapshots) of each edge device
directly depends on the available secret-key resources in the
QKD layer as well as the security requests in the semantic
layer. Therefore, it has a tradeoff between the QKD resources
and the requests from edge devices.

A. Cooperation Among QKD Service Providers and Pooling
of QKD Resources

To minimize the deployment costs, the QKD service
providers can cooperate and establish a QKD resource pool
that comprises QKD and KM wavelengths to support the secu-
rity demand. The set of cooperative QKD service providers
that agree to cooperate and establish the QKD resource pool
is represented by C. It could have many coalitions. Therefore,
let T = {C,Cy,Cs3,...,Cjy|} denote a set of all coali-
tions (i.e., cooperation structure or coalitional structure) where
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cooperative QKD service providers
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Fig. 2.
providers.

Components of the decision-making framework for QKD service

C; € Y. Each coalition i (C;) has its own QKD resource pool
that is created by the cooperative QKD service providers in
the coalition i. Given a coalition C, Wg;‘d (C) denotes available
QKD wavelengths on the QKD link between SIC/QKD nodes
i and j in the corresponding resource pool. W}f}rll(@) denotes
available KM wavelengths on the KM link between SIC/QKD
nodes i and j in the corresponding resource pool. The cost
generated from the QKD resource pool will be shared by all
cooperative QKD service providers in the coalition.

With the collaboration among the QKD service providers,
we introduce a framework that comprises three main
components:

1) QKD Resource Allocation for QKD Service Providers:
With cooperative QKD service providers, the objec-
tive of QKD resource allocation is to procure the
optimal numbers of QKD and KM wavelengths while
the deployment cost of the cooperative QKD ser-
vice providers is minimized. Hence, we formulate an
optimization problem based on SP. The probability dis-
tributions of random parameters in the SP model are
taken into consideration.

2) Cost Management: Given a coalition of QKD service
providers and the optimal QKD resource allocation, we
apply the concept of Shapley value to obtain the share
of deployment cost for each cooperative QKD service
providers.

3) Coalition Formation: We analyze the stable coopera-
tion strategy among QKD service providers by using the
cooperation formation model. The dynamics of coalition
formation are analyzed by Markov chain models.

The interactions among the three components are illus-
trated in Fig. 2. The coalition formation is first performed to
achieve the coalition structure and then the coalition struc-
ture is applied by the QKD resource allocation. The optimal
QKD resource allocation of the SP model is used by the cost
management in which the Shapley value is applied to allocate
the incurred deployment cost to QKD service providers. The
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QKD service providers alter their coalition formation strategies
accordingly when they obtain their costs.

B. Network Model

In the QKD-SIC model, let F and f(sz, dr, Pr(-)) € F
denote the set of QKD-SIC chain requests and a QKD-SIC
chain request of SIC nodes, respectively. sy and dy are the
source node and destination node of QKD-SIC chain request f,
respectively. Let Kp denote the maximum achievable secret-
key rate at a distance D. The number of parallel QKD-SIC
links Pr(-) to satisfy the security demand (secret-key rate) of
SIC transmission between sy and dy is expressed as follows:

Pr@) =[] (M
Kp
where f is the QKD-SIC chain request and &y is a random vari-
able of secret-key rate requirement of request f. D is a distance
between two connected MDI-QTxs, which can be expressed
as follows:

D ~2¢ @

where ¢ is the distance between the MDI-QRx connecting to
the MDI-QTx.

C. Cost Model

We adopt the costs of the QKD network components and the
links from [25] to support the deployment of QKD with hybrid
trusted/untrusted relays on the existing optical backbone
network. The QKD network components include MDI-QTxs,
MDI-QRxs, LKMs, SIs, and multiplexing/demultiplexing
(MUX/DEMUX) components. The links include QKD links
and KM links. The components and links can be described as
follows.

1) MDI-QTxs and MDI-QRxs: The MDI-QKD process
requires two MDI-QTxs and one MDI-QRx and therefore the
number of MDI-QTxs (A, (-)) and MDI-QRxs (Al ()), which
satisfy the QKD-SIC chain request f, are expressed in (3)
and (4), respectively

AL@) =Y. Y 2p@)| L] 3
ieN; jeNs

A@ =Y Y p@| 2] ©
ieN; jeNy

ej is the distance of physical fiber link between nodes i
and j. Ny is set of nodes having the fiber links on the route
of request f.

2) Local Key Managers: For the QKD-SIC chain request f,
the required number of LKMs (A{(m) is expressed as follows:

o :
M= X [ 11] ®
ieNy jeNy

3) Security Infrastructures: The required number of SIs
(AJ;) to satisfy the QKD-SIC chain request f is expressed as

follows:
f €(i.j)
LEDIDME it ©)

ieNy jeNy
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4) MUX/DEMUX Components: The required number of
MUX/DEMUX component pairs (Amd) for the QKD-SIC
chain request f is expressed as follows:

md _ Z Z V(u)" Z Z {e(u)

ieNy jeNy ieNy jeNs
5) QKD and KM Links: Three wavelengths and one wave-
length are occupied by the QKD link and the KM link,

respectively [29]. The link cost for the QKD-SIC chain request
f is expressed as follows:

Ay@ =Y 3 (3Pr@eq + eip) ®)
ieNy jeNy

where the physical lengths of QKD links and KM links are
denoted by 3Pr(@)e(; jy and e( j), respectively.

] 7

D. Cooperation Cost

We consider the cooperation cost of QKD service providers
when the providers decide to share the resources (i.e., QKD
and KM wavelengths) in the resource pool. The costs of QKD
and KM wavelengths to be shared in the pool can be expressed
in

CcH(s) =
Ckmw ( S) —

qukd Cgkd (9)
wkmw ckmw, (10)

Wi and WKmW are the number of QKD wavelengths and
the number of KM wavelengths shared in the pool by QKD
service provider s, respectively. C?kd and C]S‘mW are the costs
of shared QKD and KM wavelengths to be charged by QKD
service provider s, respectively. In addition, let C{°° denote
the fixed cooperation cost that will be charged when QKD
service provider s is in cooperation. This cost can incur due
to the communication and computation overhead and other
security management tasks, which is typically incurred when
independent providers interact with each other.

E. Case Study (Maritime Transportation Surveillance
Over QKD)

In the case study of maritime transportation surveillance
in QKD-SIC, we give an overview of maritime transporta-
tion and highlight the semantic requirements (i.e., semantic
information) of maritime transportation applications.

Maritime transportation, where goods or people are trans-
ported via sea routes, is introduced as a case study. In this
example, we consider maritime transportation from the per-
spective of a VSO, i.e., semantic receiver, who participates
in the virtual environment [8]. It is challenging for new
employees to practically sail ships since they are unfamil-
iar with locations and procedures. This may cause accidents
with employees and boatmen. Therefore, a virtual environment
for maritime applications is a promising solution. The VSO
can create a virtual environment of maritime applications for
practicing employees.

In Fig. 3, there are two VSOs and two edge devices in the
system. We consider that the VSOs are maritime shipping
companies to provide the services of autonomous maritime
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ships. The VSO can set up simulated environments in the
virtual environment in which the VSO can deploy their
employee to use the virtual environment and experiment with
the autonomous maritime ships. To create the maritime vir-
tual environment, the VSO has to subscribe to edge devices to
request the semantic information. Before subscribing to edge
devices, the VSO uses bidirectional encoder representations
from transformers (BERTs) [30] with the average similarity
score of the category of each semantic information that gen-
erated by edge devices. For example, in Fig. 3, edge devices
send the sample data and the average category similarity scores
to VSOs. When VSOs receive the sample data and the aver-
age category similarity scores, VSOs extract the semantic
information (i.e., snapshots of boats) in categories and then
compare their interest (i.e., boats) with the similarity scores.
As shown in Fig. 3, the average similarity score of semantic
information of edge device 1 is the highest score (i.e., 0.95).
Therefore VSOs subscribe edge device 1 to transmit the
semantic information.

The VSO can create and provide a real-time virtual environ-
ment for maritime applications to support its users. The virtual
environment of maritime applications can interact with edge
devices by transmitting semantic information back and forth
since the VSO can build the details of the virtual environment.
The edge devices can be considered to be surveillance cameras
or smartphones that are located in different areas. The edge
devices and VSO are connected with the optical fibers. The
edge devices generate the semantic information by using the
semantic segmentation modules. In the semantic segmentation
module, the pretrained machine learning models are applied,
e.g., you only look once (YOLO) [31]. The snapshots from
edge devices are considered to be the semantic information
of interest to the VSO. When the VSO receives the semantic
information, the VSO uses this semantic information to build
the virtual environment of maritime applications for users.

Therefore, to prevent eavesdropping attacks, the QKD
is promising for providing proven secure key distribution
schemes for the semantic information transmitting between
edge devices and the VSO by facilitating public key and
data encryption. In this article, we consider that the num-
ber of secret-key rate requirements in the QKD layer directly
depends on the number of snapshots captured by edge devices.
However, the number of snapshots of each edge device cannot
be known in advance since the number of snapshots which are
generated by the semantic segmentation module is relevant to
the interest of VSO. Therefore, the number of snapshots of
each device becomes an uncertain parameter.

The QKD resource allocation for maritime transportation
applications from the QKD resource pool that is created by
QKD service providers in coalition C is formulated as the
two stages of the SP model. Fig. 4 illustrates the two stages
of the SP model for maritime transportation applications given
the QKD resource pool that is conceived by cooperative QKD
service providers in coalition C. In the first stage, decisions
of provisioning QKD and KM wavelengths, and a decision of
the routing according to the semantic requirements (i.e., from
the semantic source node to destination node) are made. In the
second stage, when the semantic requirements (i.e., the number
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of snapshots generated by an edge device) are observed, the
QKD and KM wavelengths that are provisioned in the first
stage will be allocated to satisfy the semantic requirements.
If the numbers of reserved QKD and KM wavelengths in the
first stage are not enough, the QKD and KM wavelengths in
the on-demand phase are provisioned.

IV. OPTIMIZATION FORMULATION

In this section, we first describe sets, constants, and decision
variables of the SP model in Table II. We next present the SP
model from the QKD resource pool created by the cooperative
QKD service providers in coalition C. Finally, we present the
deterministic equivalent formulation to achieve the solution of
the SP model.

A. Stochastic Programming Formulation

We first propose a QKD resource allocation scheme based
on a two-stage SP model [32] among cooperative QKD ser-
vice providers in coalition structure C. The resource allocation
decisions in the proposed scheme are conducted in two stages
according to the result of the SP model

v(C) = min Z Z Z (B;I;?x,-’n,f

feF neN iel,

Vo V)
+ (g <A{x(w)ﬂtx +A}1‘Cx(w):3rx>>yi,nzf

TABLE 11
Li1ST OF KEY NOTATIONS
Notations | Definitions
Set of all SIC/QKD nodes in the network
Op Set of outgoing links from node n € N
Tn Set of incoming links to node n € N’
F Set of QKD-SIC chain requests in the network
w Random variable of secret-key rate requirement of request
W}lkd Three wavelengths of QKD link of request f
satisfying the secrete-key rate [25]
W}‘"‘l One wavelength of KM link of request f
satisfying the secrete-key rate [25]
BZ’)’% Amount of energy required for transferring
traffic of request f through node n
i g f Binary decision variable indicating whether request f € F will take
a route with the link from node i € A to node j € N or not
yinf Decision variable indicating the wavelength channels
for QKD link in the reservation phase
er,n,f Decision variable indicating the wavelength channels
for KM link in the reservation phase
yf’n’ frw Decision variable indicating the utilized wavelength channels
for QKD link under scenario w
zf, 0, fow Decision variable indicating the utilized wavelength channels
for KM link under scenario w
y; n fw Decision variable indicating the wavelength channels
for QKD link in the on-demand phase under scenario w
z; n, frw Decision variable indicating the wavelength channels
for KM link in the on-demand phase under scenario w
+ (A{cmﬂﬁm + AL+ A{ndﬂéld)zir,n,f
r r r
+edin (yi,n,f + Zi,n,f) /3ch>
+]E\Il|:<€(xi,n,f’ y;;n,f9 Z;:n’f’ a))] (11)
where

‘ﬁ(x,‘,mf, Vi Zn g ‘7’)

L 222

‘nf fe F neN i€,
+ Af e -‘r‘Af e +Af e e

kmPim «iPsi mdPma Zing.@
+ €(in) (yf,n,f,a, + Zin,f,(;;>ﬂc6h

1 _ ~
+ (g (A{X(a))ﬁg( + A{x(a))ﬁfx))yzn,f,d)

min
Xi.n.fJ;:mfs

1 e ~\ pe e
<<§ (A{x (a)),th + A{x(w)/srx)>yi,n,f,5)
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f f f
+ (Akm'Blgm + Asi'B;Ji + Amdﬂgld)zzn.f,d)

+ein (ot Bura) ) (12)
st Y Xgjpp— Y xisp=LfeF (13)
j/GOsf i/GZSf
Z Xy Dy f — Z Xppj f = I,feF (14)
i’el})f j’EODf
Z Xnj f — Z Xi'onf = 0
j€O, i'eZ,
feF.ne N\{S. Dr} (15)
Y xujy<lneN.feF (16)
j'eO,
708 arise) < WO je N 17
yi’j)f’@xl,j,.f) =Wij ©),i,je (17)
feF
> (2y.0%) < WEN©), i j e N (18)
feF
yin’f’&)xi,j,f < yf’nxf-x,-,j,f, i,ne N,f e F (19)
Z?,n,f,&;xi,j,f < Z;,n,fxi,j,fs ineN,feF (20)
~ kd
(yf,n,f,cbxiﬁfvf> Yo = Rf(w)Wfq Xin.f
ineN,feF (21)
(Zin’f’@xi,j,f) + 2t = Pf(d))W}( Mg
ineN,feF (22)
wi(©) < Wik ije N (23)
W) < Whm i je N (24)
Xinf €10,1},iineN,f € F (25)
Vi Yinf.ir Yinf.i G Zinf.i
Gore €10,1,2, . ine N, feF. (26)

In the proposed system, QKD resources (i.e., QKD and KM
wavelengths) are allocated by QKD service providers to SIC
applications in the QKD network. In the first stage, QKD
resources are allocated in the resource pool of QKD nodes.
The actual number of QKD resources in the resource pool
is determined in the second stage. The SP model considers
the uncertainties (i.e., the number of scenarios), including the
number of QKD devices required by the SIC nodes. In the
QKD network, the secret-key rates are uncertain. Let Ky denote
a random variable representing the secret-key rate required for
the QKD-SIC chain request f. Let ¢ denote the size of the sce-
nario spaces K. Let @ denote a random variable associated
with the secret-key rate requirement, i.e., @ € {kKrlkr € Kr}
where Ky = {&f,, Kp,, Kpys - - - 5 K, }-

The objective of the SP model for QKD resource allocation
under uncertainty expressed in (11) is to minimize the total
cost of deploying QKD resources, including MDI-QTxs, MDI-
QRxs, LKMs, SIs, MUX/DEMUX components, and QKD and
KM links. The term Eg[% (x; n s, y;n’f, zf}n’f, @)]in (11) is the
expected secret-key rate requirements for encrypting semantic
information, which is a key property of the SP model.

Constraint (13) ensures that the number of outgoing routes
is larger than the number of incoming routes when the node
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is the source node Sy of the QKD-SIC chain request f.
Constraint (14) ensures that the number of incoming routes
is larger than the number of outgoing routes if the node is
the destination node Dy of the QKD-SIC chain request f.
Cconstraint (15) ensures that the number of outgoing routes
must equal the number of incoming routes if the node is
the intermediate node of the QKD-SIC chain request f.
Constraint (16) ensures that there is no loop for any QKD-
SIC chain request, meaning that there is only one out-
going route for the QKD-SIC chain request of any node.
Constraint (17) ensures that the QKD wavelengths of all QKD-
SIC chain requests of any node must not exceed the available
QKD wavelengths in the QKD resource pool [i.e., Wg;(d((C)].
Constraint (18) ensures that the KM wavelengths of all
QKD-SIC chain requests from any node must not exceed
the available KM wavelengths in the QKD resource pool
[ie, WH(O)].

Constraint (19) ensures that the number of QKD wave-
lengths utilized is less than or equal to the number of QKD
wavelengths reserved. Constraint (20) ensures that the num-
ber of KM wavelengths utilized is less than or equal to the
number of KM wavelengths reserved. Constraint (21) ensures
that the number of QKD wavelengths used plus the num-
ber of on-demand QKD wavelengths must satisfy the security
requirements (i.e., secret-key rates). Constraint (22) ensures
that the number of KM wavelengths used plus the number
of on-demand KM wavelengths must satisfy the require-
ments. Constraints (23) and (24) ensure that the QKD and
KM wavelength resource pools do not exceed the maximum
available QKD and wavelength resource pools, respectively.
Constraints (25) and (26) are the binary and integer variables,
respectively.

B. Deterministic Equivalent Formulation

The SP with the random variable @& in (11)-(26) can be
transformed into the deterministic equivalence problem [32]
as expressed in (29)—(36). The random variable @ can be
represented by a scenario. The scenario is a realization of
a random variable, which is denoted by w. The value of
the random variable can be taken from a set of scenarios.
Let W and Qf as defined in (27) and (28), respectively, be
the set of all scenarios of each requirement (i.e., a scenario
space) and the set of all scenarios of request f, respectively.
Let K denote the maximum required secret-key rate of the
request f

=[] =Q x2x - xQgr 27)
feF
Q =1{0,1,2,....K}. (28)

The expectation E[ - ] of the SP in (11) can be repre-
sented by the weighted sum of scenarios and their probabilities
Pr(@).

The objective function (29) is to minimize the deployment
cost. The decision variables yf,n’f,w, yl.”’”’f’w, zf’n’f’w, and zﬁn’f,w
are under w (i.e., w € ) which implies that the values of
demands are available when w is observed. Constraints (30)

and (31) guarantee that the utilization of QKD and KM
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wavelengths does not exceed the QKD and KM wavelength
capacity, which are similar to (17) and (18). Constraints (32)
and (33) guarantee that the expended QKD and KM wave-
lengths, respectively, must not exceed the reserved QKD and
KM wavelengths, which have the same meanings as (19)
and (20). Constraints (34) and (35) guarantee that all demands
are satisfied, which are similar to (21) and (22), respectively.
Constraint in (36) indicates that all decision variables are
nonnegative integers.

The optimal solutions of the SP model and the deter-
ministic equivalent formulation can be attained based
on [32, Ths. 8 and 9]. In addition, the complexity of the
proposed models depends on the number of SIC/QKD nodes in
the system since the computational time of finding the optimal
route for request f dominates when the number of SIC/QKD
nodes increases. Therefore, we can conclude that the com-
putational time of the proposed model increases significantly
when the number of SIC/QKD nodes increases. In addition,
the complexity of the proposed model [33] is O(JN|?) where
O(-) and |NV| are big O notation and the number of SIC/QKD
nodes, respectively

535 3p 3 (ot
inf feF neN iel,

+ (%(A{x@ﬂ{x +A(X<@>ﬂ:x))y{,nf
o (A + 4GB+ AnaBra)2hns
+ €egin (y;,n,f + Z;,n,f)ﬁgh)

+ pr((l)) Z Z((%(A{x(w)ﬂtex +A{x(w):3rex>)yie,n,f,w

feF neN iel,
+ (AL Bim + ALBG + AL BGa) 2
km/~km sil’si mdPmd )Zin.f.0
+ €(i,n) (yin‘f,w + Z:';,n,f,w)lgceh
1
+ (5 (Ah @B + AL @) s

f f f
+ (Akm'Bl(:m +Asi sol + Amdﬁgld)zgn,f,w
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Xi,n‘/'»yiry,,‘fvz

v(C) =

+ ein) (y?,n,f,w + z,-”’n’f’w)ﬁc”h> (29)
S.t. (13)—(16) and (23)—(25)
kd

Y 0fpemigg) < WESO© 30)
feF
> (& iir) = WE©
feF
i,jGJ\/Va)GQf‘ (31)
Yinf.aoXigf = VingXijs 32)
Zin,fywxi*j’f = Z;szxi»jf
i,HEN,fe]-'Va)le (33)
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(Zﬁnf,wxi,jxf) + Z?,n,f,w
= Y (Pr@W™sins) ineN.feF (35

weQy

r e 0 r e 0
yi,n,f’ yi,n,f,w’ yi,nf,w’ Zi,n,f’ Zi,n,f,w’ Zi,n,f,w

€{0,1,2,...},iineN,fe FVYwe Q. (36)

V. COST MANAGEMENT AMONG QKD SERVICE
PROVIDERS

When the QKD resource allocation for maritime transporta-
tion applications is performed, the cooperative QKD service
providers in coalition C share the deployment cost created
from satisfying the semantic requirements. In this section, we
present the cost management to apply the concept of Shapley
value to determine the deployment cost-sharing that each of
cooperative QKD service providers will obtain.

A. Shapley Value

The concept of Shapley value [34] is applied to deter-
mine the deployment cost-sharing among cooperative QKD
service providers.! The cooperative providers form a coalition
to establish the shared QKD resource pool. Given the char-
acteristic function v(-) in (11) and (29), the Shapley value of
QKD service provider s is expressed in as follows:

ID|!(IC| — D] — 1)!
B = Y oo
DcC\{s}

(VDU {s}) — v(D)).(37)

The cost management of the cooperative QKD service
providers in coalition C based on the Shapley value can
achieve four desirable properties as follows.

1) Efficiency: It is ) .~ U¥5(v) = v(C) which means that
the sum of deployment cost of all cooperative QKD
service providers is minimum.

2) Symmetry: U4(v) is equal to 9;(v) if v(ID U {s}) =
v(D U {l}) contains all QKD service providers s and [
given all coalitions D of other cooperative QKD ser-
vice providers. This means that the cost shared between
QKD service providers s and [ is equal if they make an
identical contribution to the coalition.

3) Dummy: 95(v) is 0 if v(D) = v(D U {s}) contains all
coalitions D of all cooperative QKD service providers
except provider s. This means that the cost shared by
QKD service provider s is zero if QKD service provider
s does not make a contribution to the total cost of the
coalition.

4) Additivity: v(u+v) =9 (v+u) = 9 (u) + 9 (v) if u and
v are the characteristic functions.

With the Shapley value, individual fairness is achieved [34].
In particular, the cost shared by the cooperative QKD ser-
vice provider is not more than the cost of the QKD service
provider who does not cooperate with other QKD service
providers [i.e., ¥5(v) < v({s})]. In addition, the uniqueness
of the Shapley value is ensured [34].

n the remainder of this article, “QKD service provider” and “provider”
are used interchangeably.
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The complexity of the Shapley value depends on the number
of QKD service providers in a coalition C, which means that
the computational time of the Shapley value in the proposed
model increases dramatically when the number of providers
increases. This is due to the fact that theoretically, the com-
plexity of the Shapley value [35] is O(|G|?) where O(-) and
|G| are big O notation and the number of providers in a coali-
tion C, respectively. Therefore, the complexity of the Shapley
value directly affects the performance of the proposed model.

VI. COOPERATION FORMATION AMONG
QKD SERVICE PROVIDERS

In this section, we investigate the condition that QKD ser-
vice providers aim to minimize their own costs. Therefore,
QKD service providers may form a coalition and create a
resource pool (i.e., QKD and KM wavelengths). We ana-
lyze the cooperation formation of QKD service providers by
considering their individual costs.

A. Cooperation Model

We detail the model of cooperation formation of the QKD
service providers with the following information. Let a set of
all providers (i.e., players) be denoted by G. There is an agree-
ment among providers in C on cooperation (i.e., C € G).
C is a set of cooperative providers such that the charac-
teristic function of cooperative providers is v(C), which is
given by (29). For example, given three providers, a set of
providers is G = {1, 2, 3}. The cooperation can be defined
as C e {{{1}, {2}, (3}}, ({1, 2}, (3}}, {1, 3}, {2}}, {{2, 3}, {1},
{{1, 2, 3}}}. The coalition game with a set of players that are
providers can be defined as (G, 85(-)). Therefore, we can for-
mulate a coalition game to model and obtain the equilibrium
strategies. The strategy of each provider is to cooperate with
other providers. Let ps; denote the cooperation. If p,; = 1
which means that providers s and [ cooperate, and ps; = 0
otherwise. Let p; € P; denote the strategy of provider s.
Let p; € P, denote the cooperation equilibrium strategy.
Let p*, € HIEG\{S} P, denote the cooperation equilibrium
strategies of all providers except the strategy of provider s.
Therefore, the strategy space of provider s cooperating with
other providers is expressed in (38). The cooperation structure
C is expressed in (39). Therefore, the cooperation equilibrium
of the cooperation formation of providers is expressed in (40)

PS = i(ps,l, .. 7pS,l—lapS,ls pS,H—lv .. :Ps,\Gl)

s € {0, 1}, 1€ G\ {s}] (38)

_ |1, ifseCAND/eC (39)
PsI=10, ifs¢ CORI¢C

&-(p:f, Pis) = 5s(Ps, pix) Vs. (40)

85(+) is the cost of provider s received from the QKD resource
allocation and cost management, i.e., &s(-) = ¥, in (37).

B. Dynamics of Coalition Formation

The cooperation formation equilibrium among providers is
determined based on best response dynamics. In particular,
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the provider iteratively makes a decision to form a coop-
eration. The decision iteration is denoted by o (i.e., 0 =
1,2,3,...,N) where N is a maximum number of iterations.
The strategy of provider s in the decision iteration o is denoted
by ps(o). The strategies of all providers except the strategy of
provider s in decision iteration o —1 are denoted by p_s(o —1).
In each decision iteration, the provider assesses the new strat-
egy and then changes to the new strategy with the lowest cost.
The strategy of provider s in decision iteration o [i.e., ps(o)]
can be determined as follows:

ps(0) € arg min  §4(ps, p—s(0 — 1)). (4D

ps€Ps

In (41), given the knowledge of strategies of other providers
in the prior decision iteration [i.e., p_s(c — 1)], the best new
strategy is selected by the provider s. However, the provider
may make a mistake with a small probability (i.e., X).

From (41), discrete-time Markov chain can be applied
to model the strategy adaptation of the cooperation forma-
tion [36]. Under all cooperations of all providers, the finite
state space of the Markov chain is expressed as ® =
[Lieg Ps = P1 x -+ x Pig|. It is assumed that it has symmet-
ric cooperation which is ps; = p;s. The strategy ps(-) in (41)
contains the cooperations of provider s and is part of the state
7, i.e., T € O. For the transition probability of Markov chain,
7 and 7’ are the current state and the next state, respectively.
Let T = (P51, ..., Ps,1» - -+ Ps,|G])» T € O denote the current
state. Let 7/ = (p;’l, .. ,p;’l, ""pg,IGI)’ v/ € © denote the
next state. The set of providers associated with the state change
from 7 to t/ is defined in

Zeo = {slpss # Py s #Ls. 1€ G (42)
The transition probability from 7 to 7’ is expressed in
Tp o =M%l = )IE1Zl TT gy(e. ) @3)

SEZ{.I/

where XA is the probability of the provider updating the
strategy in an iteration of the decision. The probability of
changing the strategy of provider s in an iteration of the deci-
sion is expressed in (44). Let §;(t) denote the cost that is
the function of the strategies of all providers. In (44), the
provider can change to the strategy that produces lower cost
[i.e., 85(t") < 85(1)]. However, the provider may irrationally
change to the new strategy with probability R

o (oo 1N (7)) < 8s(T)
B(r.7) = { N, otherwise. (44)

VII. PERFORMANCE EVALUATION

In this section, we perform experiments with the following
considerations. First, we consider that the proposed SP model
can obtain the efficient routing to satisfy the QKD-SIC chain
requests.” Each routing consists of QKD and KM wavelengths
in the reservation and the on-demand phases of the SP model.
The routing results are shown in Section VII-B1. Second, we

2In the remainder of this article, “QKD-SIC chain request” and “QKD
chain request” are used interchangeably.
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consider that the deployment cost can be decreased by opti-
mally reserving the number of QKD and KM wavelengths in
advance. The results are presented in Section VII-B2.

Third, we show the upper and lower bounds of the SP model
with the consideration that if the gap between the solutions of
the bound and the solution of the SP model is small enough,
we can apply the upper and lower bounds to obtain the satis-
fied solutions instead of the SP model. This is due to the fact
that formulations of the upper and lower bounds are much
lower complexity than the formulation of SP model since the
numbers of variables and constraints of formulations of the
upper and lower bounds are less than that of formulation of
SP model. In addition, we compare the SP model with the
CO-QBN algorithm [25] with different quantitative analyzes to
show the performance of the SP model. The results are shown
in Section VII-B3. Fourth, we show the SP model with a coop-
erative game and examine the impact of shared QKD and KM
wavelengths. In this experiment, we consider that, with a large
number of secret-key rates, the costs of cooperative providers
are significantly lower than that of noncooperative providers.
The results are shown in Section VII-B4.

Finally, we investigate and show how the coalition structure
affects the costs of QKD service providers. The stable coalition
structure, which is a solution to the cooperative game (i.e., the
cooperation equilibrium), can be determined by the Shapley
value, a fair cost-sharing concept. In addition, we investigate
how the cost of shared QKD and KM wavelengths and coop-
eration affect the stable cooperative structure. The reason for
this is that we want to know where the cooperation structure
is stable when the cost increases. The results are shown in
Section VII-BS.

A. Parameter Setting

We consider the SIC over QKD networks as shown in
Fig. 1. Specifically, there are three QKD service providers.
Providers 1, 2, and 3 have 10, 15, and 20 available QKD
wavelengths, respectively. Providers 1, 2, and 3 have 40, 55,
and 65 available KM wavelengths, respectively. We perform
experiments using the NSFNET and USNET topologies [25].
The distance D between two QTxs is set to 160 km [25]. We
set Wﬂqlzi = 1,000 and WK™ — 300 for the maximum number
of wavelengths for a QKD link between node i and node j and
the maximum number of wavelengths for a KM link between
node i and node j, respectively. We consider the Shapley value
for cost-sharing between providers. We implement and solve
the SP model using the GAMS/CPLEX solver [37].

For the SP model, we consider the random number of secret-
key rates with uniform distribution for ease of presentation.
We consider the cost values of five QKD network components
which are composed of MDI-QTXs, MDI-QRXs, LKMs, SIs,
MUX/DEMUX components, and QKD and KM links. For the
reservation phase, we apply these cost values from [25]. The
cost values of the components can be presented in Table III.

B. Numerical Results

1) Routing: Fig. 5 illustrates the solutions of the SP model
that satisfy three QKD-SIC chain requests. In the solutions,
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TABLE III
RESERVATION, UTILIZATION, AND ON-DEMAND COST VALUES

Notations | Values($) | Notations | Values($) | Notations | Values($)
Br, B | 1,500 BT B | 2.250 Br..Be | 1,200
Bai B 150 Brng: Bmg | 300 BBy, |1

o 6,000 B, 9,000 o 3,000
Bsoi 500 Ion d 900 é’h 4

—— Fiber optic link
—— QKD wavelength in reservation option
- - - QKD wavelength in on-demand option
—— KM wavelength in reservation option
- - - KM wavelength in on-demand option

QKD chain request from source node 1 to destination node 23
QKD chain request from source node 3 to destination node 18
QKD chain request from source node 11 to destination node 20

Fig. 5. Example of three QKD-SIC chain requests in USNET topology.

the SP model can allocate QKD and KM wavelengths
(i.e., resources) in reservation and on-demand phases for
the requests in fiber optic networks. In Fig. 5, each request
(i.e., a route) utilizes QKD and KM wavelength within a
fiber optic link. To obtain the optimal deployment cost, it is
interesting to mention that both QKD and KM wavelengths
in reservation and on-demand phases are utilized along the
routes. For example, with the QKD-SIC chain request from
source node 1 to destination node 23, the optimal deploy-
ment cost can be obtained from the route consisted of nodes
l1—->6—>9— 12— 16 - 22 — 23. In particular, QKD
and KM wavelengths in the on-demand phase are utilized from
node 1 to node 6 (i.e., 1 — 6) and from node 6 to node 9
(i.e., 6 — 9) while the rest of the route utilize the QKD and
KM wavelengths in the reservation phase.

2) Cost Structure Analysis: In Fig. 6(a), we examine the
performance of the SP model in obtaining an optimal solution.
In the first stage, we vary the number of reserved QKD wave-
lengths and fix the number of reserved KM wavelengths. Then,
we present the optimal solution obtained by the SP model
and the effect of reserved QKD wavelengths on the solution.
In Fig. 6(a), when the number of reserved QKD wavelengths
increases, the first-stage cost increases significantly. However,
the second-stage cost decreases dramatically when the secret-
key rates check. The reason is that the QKD wavelength in
the on-demand phase (i.e., the second stage) is forced to be
minimum by utilizing the cheaper QKD wavelength in the
reservation phase (i.e., the first stage). As a result, at 150 QKD
wavelengths reserved, the optimal solution can be achieved,
and the second-stage cost is 0. This is because the reserved
QKD wavelengths meet demands (i.e., secret-key rates), and
therefore the on-demand QKD wavelengths in the second stage
are not utilized. After this point, the total cost and the first-
stage cost increase since it has a penalty cost for an excess of
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Fig. 6. (a) Optimal solution under different reserved QKD wavelengths,
(b) optimal solution under different reserved KM wavelengths, and (c) optimal
solution under different reserved QKD and KM wavelengths.

reserved QKD wavelength to be charged. For Fig. 6(a), we can
mention that over- and under-provision of QKD wavelengths
affect the high-total cost significantly.

In a similar way to the investigation above, in Fig. 6(b), we
vary the number of KM wavelengths in the first stage and fix
the number of QKD wavelengths to show the optimal solution
obtained by the SP model. In Fig. 6(b), clearly, the first-stage
cost increases steadily while the second-stage cost decreases.
However, the optimal solution is achieved when the number of
reserved KM wavelength is 50. The reason is that the reserved
KM wavelengths of 50 successfully satisfy the demands. After
this point, the total cost and the first-stage cost increase since
the penalty cost of an excess of reserved KM wavelengths
is charged. Therefore, we can explain that the high cost is
affected by not only the reserved QKD wavelengths but also
the reserved KM wavelengths. In addition, we vary the number
of QKD and KM wavelengths to show the optimal solution
obtained by the SP model. In Fig. 6(c), apparently, the optimal
deployment cost can be achieved (i.e., the numbers of reserved
QKD and KM wavelengths being 180 and 60, respectively)
when the number of QKD and KM wavelengths increases.

Fig. 7(a) illustrates the number of QKD and KM wave-
lengths (i.e., resources) in reservation and on-demand phases
under different secret-key rates. In the reservation phase, the
numbers of QKD and KM wavelengths rise steeply until the
secret-key rates are 5 and 3 Kb/s, respectively. This is because
the reserved QKD and KM wavelengths are completely uti-
lized at the secret-key rates of 5 and 3 Kb/s, respectively.
After these points, both QKD and KM wavelengths are con-
stant since the capacities of QKD and KM wavelengths are
limited. The capacities of QKD and KM wavelengths in the
reservation phase are constrained by the QKD service provider.
As a result, to satisfy the high-secret-key rates, the QKD and
KM wavelengths in the on-demand phase are more utilized.
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In the on-demand phase, the numbers of QKD and KM wave-
lengths start rising dramatically at 5 and 3 Kb/s, respectively,
due to the limited capacities of QKD and KM wavelengths in
the reservation phase.

Fig. 7(b) illustrates subpath utilization according to the
QKD-SIC chain request (i.e., from a source to a destination)
of QKD and KM wavelength in reservation and on-demand
phases under the different costs of QKD and KM links. The
full path in Fig. 7(b)is1 - 6 - 9 — 12 — 16 — 22 — 23,
which consists of six subpaths. Source and destination nodes
are 1 and 23, respectively. In Fig. 7(b), it is straightforward to
mention that when the cost of QKD and KM links increases,
the number of utilized subpaths of both QKD and KM wave-
lengths in the reservation phase changes to that of both QKD
and KM wavelengths in the on-demand phase. For example,
with QKD and KM link cost < 508, the subpaths of KM
wavelengths in reservation and on-demand phases are utilized.
However, with QKD and KM link cost = 50$, the subpaths
of KM wavelength in the on-demand phase are completely
utilized (i.e., six subpaths). To obtain the optimal deployment
cost, the subpath utilization in the reservation phase is com-
pletely changed to the subpath utilization in the on-demand
phase by the SP model.

3) Performance Evaluation under Various Parameters: We
first evaluate the performance of the SP model by comparing
it with the cooperative resource management (CRM) over the
expected value deterministic and the deterministic equivalent
formulation. In the case of CRM over the expected value deter-
ministic, the secret-key rates (i.e., demands) in the first stage
are considered to be the expected demands. On the other hand,
the secret-key rates are considered as the exact demands in the
case of the deterministic equivalent formulation. The former
formulation is used to find the values of the upper bound,
while the latter formulation is used to find the values of the
lower bound.

In Fig. 7(c), the CRM over the expected value determinis-
tic and deterministic equivalent formulation yield the solutions
that are the upper bound and lower bound of the SP model,
respectively. We observe that the gap to the upper bound is
sufficiently small. This result implies that using the expected
value of secret-key rates can achieve a satisfactory solution
(i.e., close to the optimal solution of the SP model). Then,
we compare the SP model with the CO-QBN algorithm [25].
Fig. 7(d) illustrates a performance comparison of the SP model
and CO-QBN algorithm by varying the number of QKD-SIC
chain requests. In Fig. 7(d), both the SP model and CO-
QBN algorithm can decrease the deployment cost when the
QKD-SIC chain requests increase. However, in comparison
with the CO-QBN algorithm, the SP model can significantly
achieve a lower deployment cost under different QKD-SIC
chain requests.

4) Impact of Available QKD and KM wavelengths: We
consider a situation that the QKD service providers 1 and 2
cooperate to share the QKD and KM wavelengths. Fig. 8(a)
illustrates the total deployment cost when provider 2 shares
the number of QKD and KM wavelengths. It is clear to
explain that, with the high demands, the total deployment
cost increases if provider 2 performs over-sharing wavelengths
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Fig. 8. (a) Deployment cost under different number of shared QKD and KM
wavelengths of provider 2, (b) costs of providers 1 and 2 with and without
cooperation under different available QKD wavelengths of provider 2, and
(c) costs of providers 1 and 2 with and without cooperation under different
available KM wavelengths of provider 2.

and under-sharing wavelengths. Fig. 8(b) and (c) illustrate the
optimal deployment cost obtained from the SP model when
provider 2 increases the number of shared QKD and KM wave-
lengths. The main observation is that the providers experience
lower costs when they are in cooperation. This is due to
the fact that the providers can utilize the available resources
of each other. As illustrated in Fig. 8(b) and (c), when the
QKD and KM wavelengths of provider 2 increase, provider 1
receives a benefit from using the extra QKD and KM wave-
lengths of provider 2 and provider 2 can utilize QKD and
KM wavelengths shared in the resource pool by provider 1.
On the other hand, without cooperation, the QKD and KM
wavelength resources cannot be shared. Hence, increasing the
available QKD and KM wavelengths of provider 2 does not
have an effect on the deployment cost of provider 1. Another
observation is that, with cooperation, the cost of provider 1
can slightly increase when the QKD and KM wavelengths

of provider 2 increase. This is because provider 1 does not
contribute more to the QKD and KM wavelength resource
pool. Therefore, the cost-sharing of provider 1 increases when
provider 2 contributes more resources.

5) Cooperation Formulation and Impact of Cooperation
Cost: We evaluate the cooperation formation behavior of
the three providers and then scrutinize the cooperation costs
which comprise shared QKD wavelength [i.e., C%d(s)], shared
KM wavelength [i.e., CX™¥(s)], and cooperation (i.e., C{°%).
Table IV illustrates the Shaplye values (i.e., the cost of each
provider), which is 95(v) = 9,(v) + C¥d(s) + Ck™W(s) +
C:°°, for the QKD and KM wavelength resource allocation.
With cost management and QKD and KM wavelength alloca-
tion based on the SP model, the stable coalition structure of the
QKD wavelength pool is obtained to be C3 (i.e., providers 1
and 2 cooperate). C3 is a stable coalition structure since
providers 1 and 2 achieve the lowest cost, while provider 3
does not have a better choice to decrease its cost. In addi-
tion, the stable coalition structure of KM wavelength pool
is obtained to be (Cg‘ (i.e., providers 1, 2, and 3 cooper-
ate). C; is a stable coalition structure since providers 1, 2,
and 3 achieve a lower cost compared with other coalition
structures.

We investigate how the costs of parameters (i.e., shared
QKD and KM wavelengths, and cooperation) affect the stable
cooperation structure. In Fig. 9(a)—(c), the major observation is
that the cooperation structure will move toward {{1}, {2}, {3}}
which means that providers work separately when the costs
of shared QKD wavelength [i.e., qud(s)], shared KM wave-
length [i.e., CX™¥(s5)], and cooperation (i.e., C:°°) increase.
The reason is that, without cooperation, the providers mainly
utilize the resources (i.e., QKD and KM wavelengths) in reser-
vation and on-demand phases to obtain the minimum cost.
When the costs increase, it is not worth for the provider
to cooperate and increase their resources to accommodate
demands. Alternatively, it is more beneficial for the provider
to work separately.

Fig. 9(d) illustrates the adaptation of the stable coalitions
under different sharing costs of QKD and KM wavelengths.
With a large number of secret-key rates (i.e., demands),
each provider tends to move to the coalition structure C5 =
{{1, 2, 3}} when the sharing cost of QKD and KM wavelengths
is low. For example, with the sharing cost of QKD and KM
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PAYOFF MATRIX FOR THREE COALITION GAME
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The Shapley value
QKD wavelength pool KM wavelength pool
Cooperation Provider Provider Provider Provider Provider Provider
structure 1 2 3 1 2 3

Ci = {{1}, {2}, {31} | 3.271,643.12 | 299881240 | 2,725981.68 | 35,647,210.00 | 35,260,720.00 | 35,131,890.00

Cz = {{L2},{3 2,562,990.84% | 2,890,160.12% | 2,725,981.68% | 32,199,190.00 | 37,227,700.00 | 35,131,890.00

Cs = {{1,3),12 2,562,990.84 | 299881240 | 37217,329.40 | 32,263,605.00 | 35,260,720.00 | 40,773,285.00

Cs=1{{2,3)1,11 3271,643.12 | 3,006,57548 | 3,353,744.76 | 35,647,210.00 | 37,485360.00 | 40,966,530.00

Cs = {{1,2,3} 2,108,660.56 | 2.572,245.20 | 2,899.414.48 | 26,300,931.67* | 31,522,686.67* | 35,068,271.67
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o o edge devices to transmit the semantic information that uti-
. L. lizes resources in the resource pool. For cost management, we
° o % o have incorporated Shapley values to share the deployment cost
. . | that is received from the resource pool with cooperative QKD
service providers in a fair and interpretable manner. For the
() (b) coalition formation among QKD service providers, we have
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Fig. 9. (a) and (b) transition cooperation structure under different cost of
QKD wavelength and under different cost of KM wavelength, respectively,
(c) transition cooperation structure under different cooperation cost of each
provider, and (d) stable coalitions under different sharing costs of QKD and
KM wavelengths.

wavelengths being $600 000 and $10 000, respectively, the sta-
ble coalition is Cs = {{1, 2, 3}} which is indicated by “1”
in Fig. 9(d). This is because each provider obtains the low-
est cost, and the resource can be better utilized with more
providers in the coalition. However, when the sharing cost of
QKD and/or KM wavelengths increases, the stable coalition
tends to move to the coalition C; = {{1}, {2}, {3}} which is
indicated by “3” in Fig. 9(d). This is due to the fact that each
provider obtains a high cost when they cooperate to share
their QKD and/or KM wavelengths. As a result, there are no
QKD and KM wavelength pools, and each provider separately
supports the demands.

VIII. CONCLUSION

In the proposed QKD-SIC system, edge devices will need
security requirements in QKD nodes. Therefore, the QKD ser-
vice providers must provide QKD resources to achieve the
minimum deployment cost. We have proposed a decision-
making scheme for QKD service providers in QKD-based SIC.
The proposed scheme comprises methods for resource allo-
cation to secure semantic information transmission of edge
devices, cost management, and cooperation among QKD ser-
vice providers. In particular, the QKD service providers can
cooperate and establish the QKD resource pool. For the
resource allocation, we have applied the two-stage SP to

achieved the cooperation equilibrium solutions for the coop-
erative QKD service providers who contribute to the resource
pool.
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