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Verifiable and Secure SVM Classification for
Cloud-Based Health Monitoring Services

Jinwen Liang
Xiaodong Lin

Abstract—In cloud-based health monitoring services, support
vector machine (SVM) classification techniques are often utilized
by medical institutes to build medical decision models, which
can be outsourced to a cloud server for producing medical deci-
sions based on medical features from remote clients. In this
article, we propose a verifiable and secure SVM classification
scheme (VSSVMC) for cloud-based health monitoring services
in a malicious setting, where the cloud server may return invalid
decisions. By constructing verifiable indices, VSSVMC ensures
the verifiability of medical decisions, which enables clients to
detect whether the cloud server returns incorrect or incom-
plete medical decisions. Symmetric key encryption is leveraged
to ensure the confidentiality of the medical decision model and
medical data with computational efficiency. We give security and
verifiability definitions and provide formal security and veri-
fiability proofs for VSSVMC. Performance analyses show that
VSSVMC is extremely efficient in terms of computation, com-
munication, and storage. Experimental evaluations demonstrate
that VSSVMC achieves microsecond-level execution time with
kilobyte-level communication and storage overheads on the tested
data set.

Index Terms—Cloud-based health monitoring services, secure
support vector machine (SVM) classification, verification.
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I. INTRODUCTION

N THE past decades, the growth of chronic diseases and
Ithe elderly have significantly raised the costs of medical
services [1]. With the proliferation of artificial intelligence
and wearable devices, numerous medical institutes provide
health monitoring services to reduce skyrocketing healthcare
costs and improve the quality of medical decision services [2].
Specifically, health monitoring services, which are often built
by utilizing support vector machine (SVM) classification tech-
niques, enable medical institutes to monitor clients’ symptoms
periodically and produce real-time medical decisions based
on the collected features and the pretrained SVM decision
model [3]-[5].

Coupled with the recent advances of cloud computing,
cloud-based health monitoring services are new options to
further reduce computational and storage costs in health mon-
itoring systems [6], [7]. In particular, cloud-based health
monitoring services involve three entities, i.e., a medical insti-
tute, a cloud server, and clients [8]. Specifically, the medical
institute outsources a medical decision model to a cloud server
and, later, clients submit their medical features to the cloud
server periodically and receive their real-time medical deci-
sions based on the outsourced model. Such a procedure brings
many benefits for health monitoring services, such as ease of
management, ubiquitous access, and scalability [9].

Apart from the well-known advantages, cloud-based health
monitoring services may lead to critical privacy concerns as
the cloud server may not behave honestly [10], [11]. From the
perspective of medical institutes, the medical decision model,
which is trained from a significant amount of sensitive medi-
cal records, is a valuable knowledge asset. Due to intellectual
property protection issues, the confidentiality of the medical
decision model should be ensured [12]. From the perspective
of clients, both medical features and medical decisions are
sensitive medical data for them. Accidental exposure of medi-
cal data may increase health insurance costs when a client has
chronic diseases. Furthermore, due to reasons, such as soft-
ware errors, internal attacks, external attacks, and monetary
issues, the cloud server could be compromised and then behave
maliciously [13], [14]. For example, the cloud server may
return incorrect or incomplete medical decisions for saving
the computational resources or reducing the communication
costs. Such malicious behaviors may lead to misdiagnosis
due to false medical decisions. Hence, the confidentiality of
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both medical decision models and medical data should be
guaranteed, and the verifiability of medical decisions should
be enabled.

In order to ensure the confidentiality, many secure SVM
classification schemes have been proposed [15]-[23]. The
existing schemes are mainly designed based on homomor-
phic encryption (HE) [15]-[17], bilinear pairing [18], secure
multiparty computation (MPC) [19], [20], order-preserving
encryption (OPE) [21], matrix transformation (MT) [22], and
randomized Bloom filters [23]. Some of the aforementioned
schemes may incur prohibitive computational costs [15]-[18],
lead to high communication costs [19], [20], reveal numer-
ical orders of medical data [21], leak the distribution of
medical data [22], and introduce false-positive rates to medi-
cal decisions [23]. Furthermore, the aforementioned schemes
assume that the cloud server is a honest-but-curious adver-
sary [21], [23]. Unfortunately, this assumption does not always
hold in real-world applications, because the cloud server may
deviate from the prescribed scheme [24]. Therefore, it is desir-
able to achieve the verifiability of the returned decisions in
secure SVM classification for constructing trustworthy and
privacy-preserving health monitoring services.

In this article, we proposed a verifiable and secure SVM
classification scheme (VSSVMC) for cloud-based health mon-
itoring services in a malicious setting, which is a stronger
threat model than that of previous secure SVM classification
schemes. Different from the popular adopted honest-but-
curious threat model, the malicious threat model enables a
cloud server to forge or delete some of the medical decisions.
To design VSSVMC, we first transform the SVM classifi-
cation functionality to a function of conjunctively querying
whether a feature vector is located in a multidimensional
interval. Then, we build efficient query indices for the SVM
classifier, which could be expressed by decision rules. Later,
we leverage pseudorandom permutations, pseudorandom func-
tions, and symmetric key encryption to encrypt the query
indices and produce pseudorandom strings for decision ver-
ification. After that, the VSSVMC could be achieved by
querying such encrypted indices. By ensuring both decision
verifiability and data confidentiality, VSSVMC enables trust-
worthy and secure cloud-based health monitoring services. The
contributions of this article are shown as follows.

1) We consider a malicious threat model and propose

VSSVMC for cloud-based health monitoring services.
By leveraging pseudorandom permutations, pseudo-
random functions, and symmetric key encryption,
VSSVMC ensures the verifiability of medical decisions
and the confidentiality of both the medical decision
model and the medical data. Thus, VSSVMC is secure
against a malicious adversary, which may forge or delete
the medical decisions in cloud-based health monitoring
services. Furthermore, VSSVMC is computation, com-
munication, and storage efficient due to the construction
of efficient query indices and the adoption of lightweight
cryptographic primitives.

2) We give security and verifiability definitions and provide

formal proofs for VSSVMC. First, we define a leak-
age function £ to evaluate the information leakage of
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VSSVMC, which contains size patterns, access patterns,
and search patterns. Second, we give the L-security def-
inition and provide a simulation-based security proof
to show VSSVMC is L-secure. Third, we provide the
correctness and completeness definitions and define the
verifiability for VSSVMC. Finally, we provide a game-
based verifiability proof to demonstrate that VSSVMC
ensures the decision verifiability.

3) Compared with existing secure SVM classification
schemes, VSSVMC ensures verifiability and confi-
dentiality with competitive performance in terms of
computation, communication, and storage costs. The
performance analyses show the computational, commu-
nication, and storage costs of VSSVMC are similar to
that of the nonverifiable scheme in [23] (LONLS20). The
experimental evaluations are conducted on the Breast-
Cancer-Wisconsin data set. The performance evaluation
results show that VSSVMC: a) achieves O(1) computa-
tional complexity when an SVM classifier is pretrained;
b) achieves microsecond execution time for each algo-
rithm; and c) requires tiny communication costs (less
than 6 kB) and storage costs (less than 47 kB).

The remainder of this article is organized as follows.
Section II presents the related work. Section III describes the
system model, threat model, and design goals. Section IV
provides the preliminaries. Section V illustrates the detail
construction of VSSVMC. Section VI gives the security
and verifiability definitions and provides formal security and
verifiability proofs. Section VII analyzes and evaluates the
performance of VSSVMC. Section VIII concludes this article.

II. RELATED WORK

With the advantages, such as efficient evaluation, ease
of deployment, and high accuracy, data classification tech-
niques have been widely deployed for making decisions in
many application fields, such as healthcare [25], transporta-
tion [26]-[29], and so on. In cloud-based health monitoring
services, SVM classification is often utilized to construct a
medical decision model, which later is outsourced to a remote
cloud server for producing medical decisions based on medi-
cal features collected from clients. Since the cloud server may
be compromised due to internal or external attacks, the confi-
dentiality of medical decision models and medical data should
be protected.

To ensure the confidentiality of both medical models and
medical data in cloud-based health monitoring services, a
significant amount of secure SVM classification schemes
have been proposed. The existing schemes can be catego-
rized as HE-based schemes [15]-[17], bilinear pairing-based
schemes [18], secure MPC-based schemes [19], [20], OPE-
based schemes [21], MT-based schemes [22], and randomized
Bloom filters-based schemes [23]. Due to time-consuming
operations in HE, MPC, and pairing, some of these schemes
may incur prohibitive computational costs [15]-[18] or com-
munication costs [19], [20] to resource-limited body sensors
and wearable devices used in cloud-based health monitoring
services. Both OPE-based [21] and MT-based [22] schemes
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Fig. 1. System model of cloud-based health monitoring services.

are lightweight in terms of computational, communication,
and storage overheads. Yet, OPE-based schemes may leak
the numerical orders of data [21] and MT-based schemes
may reveal the distribution of data [22]. Thus, both OPE-
based schemes [21] and MT-based [22] schemes may incur
privacy leakage in cloud-based health monitoring services.
The randomized Bloom filter-based scheme in [23] protects
the confidentiality of medical data with computational and
communication efficiency. However, Bloom filter techniques
inevitably introduce false positive to the medical decisions,
which may lead to misdiagnosis issues.

More importantly, the aforementioned schemes are designed
based on the assumptions that the adversaries in health mon-
itoring services are honest-but-curious, which means they
execute the protocol faithfully but are curious about the content
of both medical models and medical data [23]. Unfortunately,
this assumption may become invalid in practice due to internal
and external attacks [30], software errors [31], etc. All these
issues may lead the cloud server to forge or delete some of
the medical decisions [32], [33]. However, none of the afore-
mentioned schemes enables verifiability of medical decision
to ensure the cloud server faithfully provides the health moni-
toring services. Therefore, it is desirable to design an efficient,
verifiable, and secure SVM classification scheme for pro-
viding lightweight, trustworthy, and privacy-preserving health
monitoring services.

III. MODELS AND DESIGN GOALS
A. System Model

We provide the system model of cloud-based health moni-
toring services in Fig. 1, which contains three entities, i.e., a
medical institute (MZ), a cloud server (CS), and a client (C).
Each entity is described as follows.

1) Medical Institute (MZT): MZ owns a medical decision
model, which is pretrained via SVM classification tech-
niques, for cloud-based health monitoring services. To
enjoy the benefits of cloud computing, MZ will stay
offline after outsourcing the medical decision model to
CS.

2) Cloud Server (CS): CS is a third-party service
provider, which enables efficient and flexible cloud-
based services. With the medical decision model (the
pretrained SVM classifier) from MZ, CS provides
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health monitoring services for C by making medical
decisions based on C’s medical features.

3) Client (C): C is a client who needs to test his personal
health condition periodically. Due to computation and
network resource constraints, he will stay offline after
submitting his medical features to CS and later retrieve
the medical decisions.

With the above three entities, the procedure of cloud-based

health monitoring services contains two stages.

1) Model Outsourcing and Parameter Delivery: In this
stage, MZ interacts with CS and C only once. Namely,
MZT outsources the medical decision model to CS and
delivers some parameters to C.

2) Medical Decision Requests and Responses: In this stage,
C interacts with CS periodically. Namely, C submits
multiple medical decision requests to MZ and wait-
ing for the corresponding medical decisions, for each
request-response round: C submits his medical fea-
tures to CS and CS returns the corresponding medical
decisions by utilizing the medical decision model.

B. Threat Model

In cloud-based health monitoring services, both MZ and C,
which have medical decision model and medical data (includ-
ing both medical features and medical decisions), respectively,
are always viewed as honest entities. As a result, both MZ and
C will not collude with CS. Since CS may be fully compro-
mised or behave maliciously, we consider CS as a malicious
adversary, which can conduct the following behaviors.

1) CS may try to derive some sensitive information when
providing health monitoring services. Namely, CS may
try to steal the medical decision model or record the
medical data for monetary reasons.

2) CS may return invalid (incomplete or incorrect) medical
decisions to C. Namely, CS may forge or delete some of
the medical decision results for saving the computational
resources or reducing the communication costs.

C. Design Goals

We aim to propose VSSVMC, which ensures the confi-
dentiality, verifiability, and efficiency for cloud-based health
monitoring services. We consider the following properties for
VSSVMC.

1) Confidentiality: Both the medical decision model and
the medical data (including medical features and med-
ical decisions) should be protected against CS. With
confidentiality, both the intellectual property (medical
decision model) of MZ and the data privacy (both
medical features and decisions) of C are protected in
cloud-based health monitoring services, which allevi-
ates both the intellectual property protection and privacy
leakage concerns of MZ and C, respectively.

2) Verifiability: The invalid (including incorrect or incom-
plete) medical decisions received from CS should be
detected. With verifiability, the cloud-based health mon-
itoring service is secure against malicious adversaries
and robust against software errors, which ensures the
accuracy of medical decisions for C.
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3) Efficiency: Sublinear computational complexity and
microsecond-level execution time should be achieved.
With efficiency, the secure cloud-based health moni-
toring service is lightweight and efficient for resource-
limited body sensors and wearable devices.

IV. PRELIMINARIES
A. Cryptographic Preliminaries

We utilize pseudorandom functions (prf), pseudorandom
permutations (prp), and symmetric key encryption (Sym)
to construct VSSVMC. Pseudorandom functions are keyed
functions, whose outputs are computationally indistinguishable
from randomly selected strings. More details of prf could
be found in [8], [23], and [34]. Pseudorandom permutations
denotes keyed bijections, whose output is a permutation which
cannot not be computationally distinguished from a randomly
selected permutation from the set of all permutations in the
functions’ domain. More details of prp could be found in [8],
[23], and [34]. Symmetric key encryption denotes any encryp-
tion, whose encryption key is the same as the decryption key.
We assume that Sym is IND-CPA secure [34] in this article.
More details of Sym could be found in [8], [23], and [34].

B. Support Vector Machine and Rule Extraction

SVM is a binary data classification technique with high
precision, which has been widely utilized in health monitor-
ing services [16], [18], [23]. Let v = {vi,v2,..., vy} be an
m-dimensional input feature. We assume that each v; € v is
normalized to an interval [0, n] by utilizing normalization tech-
niques. Let p = {—1, +1} be two different predictions, i.e.,
negative and positive. An SVM classifier is a separating hyper-
plane with a maximum margin in the m-dimensional feature
space, which divides the m-dimensional feature space into two
subspaces, i.e., a subspace for positive prediction and the other
for negative prediction. The SVM classifier (i.e., the separat-
ing hyperplane) makes prediction by judging which subspace
the input m-dimensional feature belongs to [23], [35]. More
details about how the SVM classification technique works can
be found in [16], [18], and [23]. Fu et al. [35] developed
an SVM rule extraction scheme by producing several hyper-
rectangles that cover each subspace produced by the SVM
classifier. Then, the boundary of hyperrectangles could be
viewed as decision rules for an SVM classifier.

We provide Fig. 2 as an example to show the main idea
of SVM classification and Fu et al’s rule extraction. In
Fig. 2, there are two dimensions for the input feature (i.e.,
v = {v1, »2}), where the values are normalized to the interval
[0, n]. Two predictions, i.e., positive (the blue one) and nega-
tive (the red one), are also shown in Fig. 2. After the training
phase, an SVM classifier (i.e., the black solid curve in Fig. 2)
is produced, which divides the 2-D feature space into two
subspaces. With Fu et al.’s rule extraction scheme, four hyper-
rectangles (i.e., Ry, Ry, R3, and R4) are produced to cover
the subspace for positive prediction, i.e., the subspace that
is under the black solid curve. Meanwhile, Rs,...,Rg are
produced to cover the subspace for negative prediction, i.e.,
the subspace that is above the black solid curve. For each
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Fig. 2. Example of an SVM classifier and extracted rules.

TABLE I
EXTRACTED RULES FOR POSITIVE PREDICTION IN FIG. 2

Rules Conditions Predictions
R1 lb171 <wv < Ub171 and lb172 <wgy < ub172 Positive
R2 lb2’1 S U1 S ubgﬂl and lb2,2 S V2 S ub272 Positive
R3 1b3,1 < w1 <wbs,1 and lb32 < va < ubs2 Positive
Ry lbg,1 < v1 < ubg1 and by o < vg < uby o Positive
Rs lb5y1 <wv < ub5,1 and lb572 <wg < ub5’2 Negative
Rg lbﬁ,l <o < ubﬁyl and lb6,2 <wg < ub672 Negative
Ry lb771 <wv < ub771 and lb772 <wgy < ub772 Negative
Rg lbs’l <wv < ubgﬂl and lbg{rz <wg < ub&Q Negative
Ry lbg,1 < w1 < wubg,1 and lbg 2 < va < ubg 2 Negative

dimension i (i € [1, 2]) of each hyperrectangle R; (t € [1, 9]),
the lower boundary and the upper boundary are b, ; and ub; ;,
respectively. For example, the lower boundary and the upper
boundary of R, in dimension 1 are /by and ubj i, respec-
tively. With Ry, Ry, ..., Ro, nine decision rules (also known
as, the boundary of hyperrectangles) can be extracted from
the SVM classifier. We show the extracted rules in Table I.
To determine whether the prediction of an input feature v
is positive, we only need to judge whether v satisfies the
rules in Table 1. For example, if v = {v{, v»} satisfies both
Ibyy < vi < ubsy and lbsp < vo =< ubyp, then v sat-
isfies R4 and the corresponding prediction is positive. Note
that the boundaries of hyperrectangles may overlap in some
dimensions. For example, the boundary of hyperrectangle R»
overlaps the boundary of Ry and R3 in dimension v;. Thus,
when a value locates in several hyperrectangles simultane-
ously, all the corresponding predictions will be returned. For
example, when the m-dimensional input feature v matches both
Ry and R3 in Fig. 2, then the corresponding predictions of Ry
and R3 are returned, i.e., positive and positive, though these
two predictions are the same. This issue could be addressed
by selecting the most voted predictions, which is out of the
scope of this article.
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TABLE 11
NOTATIONS AND DESCRIPTIONS

Notations Descriptions

SVM The SVM classifier trained from biomedical data.

t the number of extracted rules.

m the number of dimensions of input biomedical feature.

v v ={v1,...,vm} is an m-dimensional feature.

n Each v; € v are normalized to an interval [0, n].

R R ={R1,..., Rt} are t rules extracted from SVM.

P p={p1,...,pt} are t corresponding predictions for R.

p(v) p(v) is the matched decisions for v.

R; R, = {R7;71, ey Ri7j7 ey Ri,nupi} is the i-th rule,
where R; ; = {lb; j, ub; ;} denotes the lower boundary
and the upper boundary of R; in dimension j, respectively.

I I={Ii1,...,1;;,...,It m} are t X m boolean vectors
with n elements.

K The security parameter.

F;(z) The & bit output of prf F' with input = and « bit key K,,
where ¢ = {0, 1}.

c c={ci1,...,ct} are Sym ciphertexts for p.

c(v) The corresponding ciphertexts of p(v).

ve ve = {vei,...,vee} is the verification messages of c,
where vc; is the verification message of c;.

Ho(z)  The log(tmn) bit output of prp Hp with log(tmn) bit
input  and & bit key Kjp,,.

Hi(z) The log ¢ bit output of prp H; with log ¢ bit input = and
Kk bit key Kp, .

Sym Sym = (Sym.Gen,Sym.Enc,Sym.Dec) is an IND-
CPA secure symmetric key encryption, whose key-space,
plaintext-space, and ciphertext-space are {0, 1}*.

K; The key of Sym, where ¢ = {0,1,...,t}.

To An encrypted index with ¢mn elements.

T An encrypted index with ¢ elements.

TK(v) TK(v)={TKi(v),...,TK¢(v)} are ¢ tokens for v.

TK;(v) TK;(v) = (e, Bs,7vi,Li), where L; is m locations in
To.

PF PF = {PF1,PF9,...,PF¢} are t proofs.

In summary, by utilizing Fu et al.’s scheme [35], an SVM
classifier could be viewed as a set of rules, which are the
boundaries of extracted hyperrectangles. Note that the bound-
aries of hyperrectangles are a set of ranges, i.e., the interval
[Ib; j, ub;;l, which may overlap in some dimensions. We uti-
lize the extracted ranges to denote an SVM classifier in this
article.

V. DESIGN OF VSSVMC
A. Definitions

Let v = {vi,...,v,} be an m-dimensional biomedical
feature, whose value are normalized to an interval [0, n]. We
assume that all values in v are positive integers, i.e., v € Z".
Let SVM be an SVM classifier that is trained from a set of
m-dimensional biomedical features. Let R = {R|, R, ..., Ry}
be ¢ rules extracted from SVM. Let p = {p1,p2,...,p:}
denote the corresponding medical predictions of R. Each
rule {R|]1 < i < t} = {Ri1,Ri2,....Rij,...,Rim pi},
where R;; = {lb;j, ub;;} denotes the lower boundary and
the upper boundary of hyperrectangle R; in dimension j,
respectively. Since the extracted hyperrectangles may over-
lap with each other, the input feature v may match multiple
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predictions in p. Let p(v) be the matched predictions for
v, i.e.,, p(v) = {pilpi is the matched predictions of v}. To
handle the multiple rules matched situation, the majority of
predictions will be selected as the final prediction of the
input feature. For example, when two positive rules and one
negative rule are matched, the prediction of the input fea-
ture is positive. Let I = {I11,....Iimo--. L1, oo It m)
be t x m Boolean vectors, which denote the SVM decision
rules extracted from SVM. Each vector I;; € I contains n
Boolean elements, i.e., [;j[k] = {0, 1}, where I;j[k] € I;;
and 1 <k <n.

Let « be the security parameter. Let F : {0, 1}* x {0, 1} —
{0, 1} be a prf, where Kp, Ky <« {0,1} are differ-
ent keys of F. We write F;(x) instead of F(Kf,x), where
i = {0, 1}. Let Hy : {0, 1}¥ x {0, 1}legttmn) _ () 1}log(mmn)
and H; : {0, 1} x {0, 1}!°¢7 — {0, 1}'°¢ be two prp, where
Kp, < {0,1}¢ and Kj, < {0,1} are keys of Hy and
Hj, respectively. We write H;(x) instead of H(Kp,, x), where
i = {0,1}. Sym = (Sym.Gen, Sym.Enc, Sym.Dec) is
an IND-CPA secure symmetric key encryption, whose key-
space, plaintext-space, and ciphertext-space are {0, 1}. Let
Ko, K1, ..., K; < Sym.Gen(1“) be (r + 1) keys for Sym.
Let ¢ = {c1,c2,...,c:} be the corresponding Sym cipher-
texts of p. Let c(v) be the corresponding ciphertexts of p(v).
Let ve = {vci,vea, ..., ve:} be the verification message of
¢, ie., vc; is the verification message of ¢;. Let Ty and
T, be encrypted indices with tmn elements and ¢ elements,
respectively. TK(v) = {TK;(v), ..., TK;(v)} are t encrypted
tokens for achieving the encrypted medical predictions for v.
Each encrypted token TK;(v) = (oj, Bi, ¥i, Li), where L;
contains m locations in Tg. PF = {PFy, PFy,...,PF;}
are t proofs for encrypted medical decisions produced
by TK(v). Table II summarized all notations and descriptions.

B. Indices and SVM Classifiers

To store the extracted rules R, we build an index I, which
contains t X m Boolean vectors. Each vector I; j, which has n
elements, denotes the interval [/b; j, ub; ;] of R; ;. The value of
each element /; j[k] in I;; is set as in

N 1, if lbiyj <k< Mb,"j
LijIk] < {0, otherwise. M
With the input medical feature v = {vq,...,vj,..., vy}, the

SVM classification proceeds as follows. For each rule R;, if

m

NLilv] =1

j=1

then p; is a potential prediction of v. When multiple rules are
matched, all corresponding predictions will be returned. The
multirule matching issue could be addressed by picking one
prediction with the most matches.

We provide an example to illustrate how to utilize the index
I to perform SVM classification. Assume that t = 4, m = 4,
and n = 5. Based on the extracted SVM rules in Table III,
the index I could be built as shown in Fig. 3. Let the input
biomedical feature be v = {vi, vo, v3, va} = {3, 2, 5, 4}. Since
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TABLE III
EXAMPLE OF SVM RULES

Conditions
R P
lb*,l Ub*,l lb*,2 Ub*,2 lb*,3 Ub*,3 lb*,4 Ub*,él
Ry 2 3 2 4 3 3 1 5 P1
R 2 4 1 3 1 3 3 4 P2
R3 3 3 1 4 4 5 4 5 3
R4 1 2 3 5 2 5 1 2 D4
n12 345123 451234512345
Lfoltft|ofo]of[af1]1]ofofo|1]ofof1|[1]1|2|1] m Vi U3 V5t U
1“01110111001110000110pz<:'"
ololafofof1]a]1]1]ofo]ofo 1]t]o]ofo]1]1]| ps
,@311000001110111111000p,,:>p’
% I
L, L, Ls L. Prediction
Fig. 3. Example of indices.

v satisfies the following equations, i.e.,

4
/\Il,j[Vj] =L1BIAL221 AL 351 AT 4[4 =0
j=1

4
/\Iz,j[Vj] =L 1BIANL2R2IANDL3[5]I A 4[4] =0
Jj=1

4

/\13,1[\{/] =L1BIAG2R21 AB3[SIA B[4 =1
j=1

4

N\ aj[vi] = La1 3] A Ls2[2] AL 3[5] A Ty 4[4] = 0
j=1

the prediction of v is p3.

C. VSSVMC: Verifiable and Secure SVM Classification

We provide the definition of VSSVMC for cloud-based
health monitoring services as follows.

Definition 1 (VSSVMC): The VSSVMC con-
tains six polynomial-time algorithms. Namely,
VSSVMC = (Init, CIfEnc, TokenGen, SecEva, Veri, Dec).

1) Init(c) — Ky, Ky, Kpy, Kp, , Ko. With a security param-
eter k, MZ generates Ky, Ky, Ky, Kpp,, and Ko and
sends all these parameters to authorized C.

2) CIfEnc(KfO, Ky, Kpy, Kny, Ko, I,p) — To, Th. First,
MT encrypts all values in I and stores the encrypted
values in the linear index Ty. Then, MZ encrypts p as
¢, generates vc for ¢, and stores all these values in the
encrypted linear index 7. Finally, MZ outsources both
To and T} to CS.

3) TokenGen(KfO, Kpy, Kny, Ho, H, Fo,v)  —  TK(v).
When C requests a medical decision for the m-
dimensional medical feature v, he generates tokens
TK(v) for v and submits TK(v) to CS.

4) SecEva(TK(v), Ty, T1) — ¢(v), PF. With TK(v) from
C, CS searches both Ty and T, and produces encrypted
decisions and proofs. Then, CS returns both ¢(v) and
PF to C.
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5) Veri(c(v), PF, Ky, K;,) — ACCEPT/REJECT. After
receiving ¢(v), PF, C verifies whether CS returns cor-
rect and complete ¢(v) by utilizing PF. Then, C outputs
ACCEPT or REJECT for c(v).

6) Dec(c(v),Ky) — p®). If C accepts c¢(v), then he
decrypts ¢(v) and obtains p(v).

Scheme Details: The main idea of VSSVMC is to trans-
form the SVM classification functionality to a function of
conjunctively querying whether a feature vector is located
in a multidimensional interval, and construct a verifiable
and secure conjunctive query scheme to achieve trustworthy
and secure cloud-based health monitoring services. First, a
Boolean index I is constructed to represent the SVM clas-
sifier. Second, by adopting the idea of [34], I is encrypted
by utilizing prf, prp, and Sym, and the encrypted results
are stored in 7y and 7). Third, verification messages are
produced and stored in both 7y and 7. Finally, the secure
SVM evaluation and verification are achieved by search-
ing Tp and T; and verifying the returned verification mes-
sages. We provide detailed constructions of VSSVMC in
Fig. 4.

As shown in Fig. 4, the workflow of verifiable and secure
cloud-based health monitoring services contains six steps
(algorithms). In the initialization step, MZ produces Kjp,,
Ky, Kpy, Kp, and Ko and shares these security parame-
ters to C. In the classifier encryption step, MZ utilizes
prf, prp, and Sym to encrypt I and p, generates vc, and
finally produces and outsources Ty and 7} to CS. In the
token generation step, C produces a set of tokens TK(v)
for his medical feature v and submits TK(v) to CS. In the
secure evaluation step, CS searches Tp and 77 for TK(v),
and returns encrypted decision ¢(v) and proofs PF to C. In
the verification step, C verifies whether CS returns correct
c¢(v) by utilizing PF. In the decryption step, C decrypts the
encrypted medical decisions ¢(v) and obtains the decisions
p(v) for v.

VI. SECURITY AND VERIFIABILITY ANALYSIS
A. Security Definitions

A leakage function L is defined to show the information
leakage of VSSVMC. With the biomedical feature v and the
Boolean vector I, the leakage function £(v, I) could be defined
as follows.

Definition 2 (Leakage Function L(v,I)): The leakage func-
tion involves three patterns, i.e., size patterns, search patterns,
and access patterns.

1) Size Patterns: The size patterns are the size of Ty, T,

and ¢(v), i.e., |Ty|, |T1], and |c(v)|.

2) Search Patterns: The search patterns are the differences
between two tokens. Namely, the search patterns denote
the differences between TK(v) and TK(v'), where v and
v are two medical features.

3) Access Patterns: The access patterns are the map-
ping relations between the token and the corresponding
encrypted decisions and proofs. Namely, the access pat-
terns denote the relationship between TK(v) and the
corresponding ¢ (v).
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% Initialization (Init):
Inputs: K.
Outputs: Ky, K¢, Ky, Ky, , Ko.

Ky, Ky,, Kp,, and K}, from {0, 1}". Namely,

3 K
KfovamKhova < {0,1} .

Namely,
Ky < Sym.Gen (17).

authorized C.

% Classifier Encryption (CIfEnc):
Inputs: Kfo’ Kfl, th? Khm K(), I, p.
Outputs: Ty, T7.

1: MZ: For each i € Zy, j € L, k € Zp,, MT sets:
To [Ho (illj|1k)] <= Fo (L 5 [K]ll4[5][F) -
2: MZ: For each i € Z;, MT calculates:
¢; + Sym.Enc(Ky,pi),
ve;  Fi(Hq(i)]]e;),
where p; € p, and sets:
Ty [Hq ()] + cil|ves.

3: MZ — CS: MZT outsources Ty and T to CS.
% Token Generation (TokenGen):
Inputs: Ky,, Ky, Kp,, Ho, Hy, Fy, v.
Outputs: TK (v).
1: C: When C requests a clinical decision for the medical
features v, C samples ¢ keys for Sym. Namely,

K1, Ko, ..., K, & {0,1}".

Then, C generates ¢ tokens. Namely, TK(v) =
{TK,(v),...,TK;(v)}. Each token TK;(v) involves
three values and a vector. Namely, TK;(v) =
(v, Bi, Vi, Li), which are produced as follows.

a; = Gjez,, (Fo(1lillj]lv;)) @ K,

Bi = Sym.Enc(K;,0%),
vi = Sym.Enc(K;, H1(7)),
L; = {Ho(il|jllvj)}jez,,-

Verifiable and Secure SVM Classification (VSSVMC)

1: MZ: MZT selects the security parameter x and generates

Then, MZ generates the symmetric keys Ky for Sym.

2: ML — C: MZI sends Ky,, Ky,, Ky, Kp,, and Ky to

2: C — CS: C sends TK (v) to CS.
% Secure Evaluation (SecEva):

Inputs: TK (v), To, Th.
Outputs: c(v), PF.

1: CS: CS receives Ty and T from MZ.

2: CS: After receiving TK(v) from C, CS initialize
c(v) « 0.

3: CS: For each TK;(v) € TK (v) (i € Z;), CS calculates

K = ®jez,, (To [Ho(illj]v;)]) & .

1) If sym.Dec (K, () 0%, then CS searches
Ty [Sym.Dec(K/,7;)] and obtains ¢;||ve;. Later,
CS adds ¢; to ¢(v) and produces PF, i.e.,

c(v) + ¢(v) U{q},
PF; < Kz/ || V¢ .

2) Else if sym.Dec (K, ;) # 0%, then CS adds 0
to ¢(v) and produces PF;, i.e.,

c(v) « ¢(v) U,
PE; < {To[Ho(illjllvj)]}iez., -

4: C§ — C: CS returns ¢(v) and PF = {PFy,.
to C.
% Verification (Veri):
Inputs: ¢(v), PF, K;,, Ky,.
Outputs: ACCEPT/REJECT.
1: C: C receives c¢(v) and PF from CS.
2: C: For each i € Z;, C may face to two cases:

1) If ¢; € c(v), then C verifies K and vc;, ie., if
K; # K| or Fi(Hy(i)||c;) # wvey, then outputs
REJECT.

2) Else if ¢; ¢ c(v), then C verifies PF;, ie., if
vo; € v, Ro(Ollilljllvy) # To[Ho(illjl[vy), then
outputs REJECT.

3: C: If the algorithm didn’t outputs a REJECT, then C
accepts c¢(v) and outputs ACCEPT.
% Decryption (Dec):
Inputs: c(v), K.
Outputs: p(v).
1: C: If C accepts c(v), then for each ¢; € c¢(v), C
calculates and obtains

..,PF¢}

p(v) = {p; | pi = Sym.Dec(Ky,¢),c; € c(v)}.

Fig. 4. Detail construction of VSSVMC for cloud-based health monitoring systems.

The leakage function L(v,I) indicates the default
information revealed in most of the searchable symmet-
ric encryption [30], [34] and SSE-based machine learning
classification schemes [8], [23]. With L(v,I), the adaptive
L-security definition is given as follows.

Definition 3 (Adaptive L-Security): Let ¥ be a VSSVMC
with six algorithms. Namely, ¥ = (Init, CIfEnc, TokenGen,
SecEva, Veri, Dec). Let A = (A°, A!, ..., A% be an

adversary, where ¢ € N. Let § = (SO, S, ..., 8% be
a simulator, where ¢ € N. Let vl v2, . v be g medical
features produced by .A. We define the real-world experi-
ment [ie., Realy(1°)] and the simulation [i.e., Sim7 g(1°)]
as follows.
1) Real(f}(]’( ): At round O, the challenger randomly
produces Ky, Ky, Kp,, Kp, and Ky by invoking
Init(<). Then, A° generates an SVM classifier SVM,
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constructs the Boolean vector I, and produces the
corresponding predictions p. Afterward, the challenger
utilizes CHEnc(Ky,, Ky, , Kny, Kn,, Ko, I, p) to produce
two tables Tp and 7, and outsources both Ty
and T to A. Later, A makes ¢ classification
requests, at round r (I =< r < g¢g)p A
reviews v!, ..., v~ and the corresponding predictions
ch),...,c(1). Then, A" produces v" adaptively.
After that, the challenger generates TK(v") by invok-
ing TokenGen(Kj,, Ky, Ky, , Ho, Hy, Fo,v), and sends
TK(v") to A". Finally, A" searches Ty and 77 by utiliz-
ing TK(v"). After ¢ rounds interactions, A outputs a bit
as the output of the real-world experiment.

2) Simés(]"): At round 0, with L(v,I), Sy produces
two tables 75 and 77 with random strings and out-
sources both 75 and 77 to A. Later, A makes ¢
classification requests, at round r (1 < r < g): A"
reviews v!, ..., v~ and the corresponding predictions
ch),...,c(1). Then, A" produces v" adaptively.
With L(v, I), S, produces appropriate TK(v")*. Finally,
A" searches T and T} by utilizing TK(v")*. After g
rounds interactions, .4 outputs a bit as the output of the
simulation experiment.

We define that W is adaptively £-secure if for all polynomial
size adversaries A, there exists a simulator S, such that the
probability of the difference between the output of Real(f}(l" )
and Simé (1) is negligible. Namely

‘Pr[Real(f}(l’() = 1] —Pr[SiméS(l") = 1]‘ < negl(k).

B. Security Proofs

Theorem 1: VSSVMC is adaptively L-secure if Fy and F
are prf, Hy and H, are prp, and Sym is an IND-CPA secure
symmetric key encryption.

Proof: We produce a simulator S = (SO, ..., 89 such
that for any polynomial-size adversary A = (A°, ..., A%), the
outputs of Realé(l" ) and Simé g(1¥) are computationally
indistinguishable. § = (SO,...,Sq) generates T, Tf‘ , and
TK(v")* adaptively as follows.

S%: With the size pattern in L(v, ), S° obtains ¢, m, and

n. Then, S° produces rmn k-bit random strings as
T;. Namely, T;; is a linear vector with #mn elements,
which are «-bit random strings. After that, SY ran-
domly generates ¢ 2k-bit strings as T7. Namely, T} is
a linear vector with ¢ elements, which are 2k-bit ran-
dom strings. Finally, S° outsources both Ty and T7
to A%, With all but negligible probability, A cannot
recover Ky. As a result, for each i € Z;, j € Z;,, and
k € Z,, distinguishing the pseudorandom output of
Fol; j[k]11il|jllk) in Top from a «-bit random string in
T()k is difficult for A, if Fy is a prf. Similarly, with
all but negligible probability, A cannot recover both
Ky and Kp. Thus, for each i € Z;, it is hard for A
to distinguish the concatenation of Sym.Enc(Ky, p;)
and F1(Hy(i)||c;) from a 2k-bit random string in T7,
if F1 is a prf and Sym is an IND-CPA secure sym-
metric key encryption. Therefore, both Tj and T}
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SV

are computationally indistinguishable from Ty and 77,
respectively.

(For 1 < r < g): By utilizing the search pattern in
L, I), " searches whether the medical feature v"
has been submitted before. We have the following two
cases.

a)

b)

The medical feature v" has totally been submitted
before, i.e., there exists v, such that V v/‘.‘ e v,
v]’-’ = v;, where 1 < u < r and j € Z,. With the
access pattern in L(v,I), S" sends TK(v") as an
appropriate token for TK(v")* to A”.

The medical feature v" has partially or never
been submitted before. S" produces TK(v")*
as follows. First, with the size pattern |c(v")]

in L(v,I), §" randomly selects |c(v")| values

in Z;, ie., {x1,...,xeen}. Second, for each
x € {x1,...,Xepn}, S generates TK; (V") =
(o, Br*, yr*, LT*) as follows.

i) By utilizing the search pattern in L(v,I),
S" searches whether v; has been submitted
before, where j € Z,,. For each j € Z,,
if Elv]‘.‘ = v;, where 1 < u < r, &
chooses the same locations of vJ‘.‘ in Tg as
Ho(x|[j||v; )* for v; . Otherwise, &" randomly
chooses a location that has not been chosen
in Tj as Ho(x|[j||v;)*. Finally, S” generates
L = {Ho(x| V) Yjez,,-

ii) §” randomly produces a Sym key K. Then,
S" calculates

%k
o = Bz, (Tg; [Ho(xnjnv;) ]) DK
Br* = sym.Enc(K}, 0Y)
yo¥ = Sym.Enc(K}, x).

Third, &" produces TK;(v") = (¥, Bi", vi*,
L) for each x € Z; and x ¢ {x1, ..., X|cr)|} as
follows.

i) By utilizing the search pattern in L(v,I),
S" searches whether v; has been submitted
before, where j € Z,. For each j € Z,,
if Elv]’.‘ = v;, where 1 < u < r, &
chooses the same locations of v{ in T as
Ho(x|[j||v; )* for v} . Otherwise, &” randomly
chooses a location that has not been chosen
in T as Ho(x|[j||v;)*. Finally, S” generates
L = {Ho (1) *Yjez,-

ii) S" randomly chooses three «-bit string as ",

7, and y)*, ie.,
Ol;*, ﬂr*’ V;* ($_ {07 1}/(.

X

Finally, 8" returns TK(v")* to A”". A" searches 7j and
T} for predictions of v".

With all but negligible probability, 4" cannot recover
Ky, Kp,, Kiy, Ky, and Ko. If Hy is a prp, A" cannot
distinguish L7* from L’ because distinguishing a ran-
domly selected permutation from an output of prp is
hard, where x € Z,. Meanwhile, if Fy is a prf, A"
cannot distinguish o from o because distinguish-
ing a random string from an output of prf is hard,
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where x € Z,. Furthermore, if Sym is IND-CPA secure,

A" can hardly distinguish B/* and y/* from B and

vy, respectively, because it is hard to distinguish the

ciphertext of Sym from a random string, where x € Z;.

Therefore, for each x € Z;, it is hard for A" to distin-

guish 7K} (v") from TK,(v"), which further indicates

that A" cannot distinguish TK (v")* from TK (v"). Since

both 7j and T} are computationally indistinguishable

from Ty and 77, respectively, c(v") are computationally
indistinguishable from c(»")*.

Therefore, A cannot distinguish the output of Simé (1)

from Realg}(1%). [

C. Verifiability Definitions

In cloud-based health monitoring services, a malicious CS
may return a fraction of SVM classification results or manip-
ulate the SVM classification results deliberately. To ensure
the reliability of cloud-based health monitoring services, it is
necessary to enable C to verify whether CS faithfully executes
the SVM classification processes and returns correct and com-
plete medical decisions produced by the SVM classifier. Both
the correctness and completeness of VSSVMC are defined in
Definitions 4 and 5, respectively.

Definition 4 (Correctness): For a medical feature v and a
Boolean index I (i.e., the SVM classifier), the encrypted deci-
sion set ¢(v) is returned. If each encrypted decision ¢; € c(v)
is a matched encrypted decision of v, then ¢(v) is correct.

Definition 5 (Completeness): For a medical feature v and
a Boolean index I (i.e., the SVM classifier), the encrypted
decision set ¢(v) is returned. If all matched decision ¢; are in
¢(v) and returned, then ¢(v) is complete.

In VSSVMC, a malicious adversary (CS) may return a
false (incorrect or incomplete) result to C, ie., c(v)* #
¢(v). Furthermore, the adversary might answer a wrong pair
(c(»)*, PF*) to raise the probability of cheating C, i.e.,
(c)*,PF*) # (c(v), PF). Similar to the strong reliabil-
ity definition in [36], the verifiability protects the VSSVMC
against the aforementioned malicious behaviors. The definition
of verifiability is given as follows.

Definition 6 (Verifiability): Let W be a VSSVMC, i.e.,
¥ = (Init, CIfEnc, TokenGen, SecEva, Veri, Dec). Let B =
(B, By) be a malicious adversary, where B; and B, are sup-
posed to be able to communicate freely. Let vl v2, ... v be
g medical features produced by B, where ¢ € N. The verifia-
bility game, which is played by B and a challenger, is defined
as follows.

Game¥ ,,.(1°):

1) B produces (I, p) and sends them to the challenger.

2) The challenger obtains Ky, Ky, Kp,, Kp,, and Ky

by invoking Init(x). Then, the challenger generates Ty
and T by utilizing CIEnc(Ky,, Ky, , Ky, Kn,, Ko, 1, p).
Finally, the challenger outsources both Ty and T to B;.
3) The challenger and B engage in ¢ rounds. At round r
(I=<r=gq:
a) B selects and sends v” to the challenger.
b) The challenger produces the token TK(v") by
invoking TokenGen(Kfo, Ky, Kny» Ho, Hy, Fo, v),
and sends TK(v") to B;.
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¢) B; returns (c(v")*, PF"™) to the challenger.
d) The challenger calculates

ACCEPT/REJECT < Veri(c(v")", PF"™, Ky, Kp,).

If the output is ACCEPT, the challenger sends
pOv"H* <« Dec(c(v")*, Kpy) to Bj. Otherwise, the
challenger returns REJECT to Bj.

4) If there exists an r, such that both (c(v")*, PF™) #
(c(v"), PF") and Veri(c(v")*, PF"*, Ky,, Kf,) = ACCEPT
holds simultaneously, the game outputs 1. Otherwise, the
game outputs 0.

We say that B wins the game if Gamegveri(l") = 1. We
say that a VSSVMC holds verifiability if for any probabilis-
tic polynomial time adversary B, the probability of B wins
Gameg’veri(l") is negligible, i.e.,

Pr[Gamegﬁveri(l’() = 1] = negl(k).

D. Verifiability Proofs

Theorem 2: VSSVMC ensures verifiability if Fp and F are
prf, Sym is an IND-CPA secure symmetric key encryption.
Proof: Suppose that there exists an probabilistic poly-
nomial time adversary B, who can break the verifiability of
VSSVMC. Namely, the probability of B wins Gamegveri(l“)
is not negligible. Assume that B, returns (c(v")*, PF™),
such that

(c(v)*, PF™) # (c(v"), PF")
Veri(c(v")*, PF™, Ky, K,) = ACCEPT

where 1 < r < q. For each (c/*, PF/*), we have the following
two cases, where i € Z;.

D If ¢f* € e()™, then PF[* = K™||lvc/*. Otherwise,
Veri(c(v")*, PF"™, Ky, Ky,) outputs REJECT. If ¢[* #
ci, there are two probabilities.

a) B, adaptively selects (cf, PF{) as (c[*, PF/"),
where 1 <u <r, ¢} € Ty, and

Veri(c(v"), PF", Ky, Ky, ) = ACCEPT.

For each i € Z,, K{’ is a one-time produced
key of Sym. With negligible probability, B> can
recover K!" and Veri(c(v")*, PF™, Ky, Ky,) outputs
ACCEPT. Otherwise, B, can forge a random key
K™, such that K™ = K"

b) B, forges (c/*, PF/*), such that c¢* ¢ Tp.
For each i € Z; vc] is an output of prf.
With negligible probability, B, can recover Kp,
produce Fi(Hi(D||c*) = Fi(Hi()l|c]), and
let Veri(c(v")*, PF™, Ky, Ky,) outputs ACCEPT.
Otherwise, B can break prf and forge vci* =
FiHiDllc)).

2) If c* ¢ c(»)"™, then
pE* = {To[Ho(illillv) 12z,
= {Folivllillilvp )2y, -

Otherwise, Veri(c(v")*, PF"™, Ky, K7,) outputs
REJECT. For each i € Z; and j € Zpy,
Fod; jlvilllilljllv))" is an output of prf. With
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TABLE IV
PARAMETERS FOR PERFORMANCE ANALYSIS

Notation | Description
Cgen Computational costs of Sym key generation.
Cenc Computational costs of Sym encryption.
Clyec Computational costs of Sym decryption.
C;/nrf Computational costs of prf key generation.
Cort Computational costs of prf computation.
C}’Drp Computational costs of prp key generation.
Corp Computational costs of prp computation.
Cior Computational costs of excl sive-or operation.
Cang Computational costs of bitwise-AND operation.
Ssym Size of Sym cipHertexts.
Spre Size of prf outputs.

negligible probability, B> can recover Ky, produce
a Fo(0lli|[jllvp)™, and let Veri(c(v")*, PF"™*, Ky, K,)
outputs ACCEPT. Otherwise, B, can break prf and
forge a Fo(Ol1illjl1v))"™ = Fo(OlilljlIv))"-
Therefore, B can only win Gameg’veri(l" ) in a negligible
probability. |
In summary, the VSSVMC protects both the medical deci-
sion model and medical data against the malicious CS. We
have provided formal security and verifiability proofs to
demonstrate that VSSVMC captures the adaptive L-security
definition and ensures the verifiability.

VII. PERFORMANCE ANALYSIS AND EVALUATIONS
A. Performance Analysis

Let n, m, and ¢ be the normalized interval of medical fea-
tures, the number of dimensions of medical feature, and the
number of extracted rules, respectively. We utilize |c(v)| to
denote the number of matched encrypted decisions for an
input token. We summarize a list of parameters that needed in
performance analysis in Table IV. In Table V, we analyze the
performance of VSSVMC in terms of computational costs,
storage costs, and communication costs. We also compare
the aforementioned performance properties of VSSVMC with
the latest SSE-based secure SVM classification scheme [23]
(LONLS20). Since LONLS20 is constructed based on the
Bloom filters, we utilize d and k as the number of enumerated
values and the number of hash functions in each Bloom filter,
respectively. Note that d is a value that satisfies 1 < d < n.

Computational Costs: In cloud-based health monitoring
services, since the SVM classifier training and rule extrac-
tion of the SVM classifier are completed by MZ, parameters
t, m, and n are constants. Namely, the computational costs of
Init, CIfEnc, TokenGen, and SecEva of VSSVMC are con-
stants. Meanwhile, the computational costs of Veri and Dec of
VSSVMC are depended on |¢(v)|. Table V illustrates the com-
putational cost of each algorithm in VSSVMC, which shows
that the computational costs of each algorithm of VSSVMC
is similar to that of LONLS20.

Communication and Storage Costs: We analyze the stor-
age and communication costs for VSSVMC by calculating
the size of outsourced indices, the encrypted tokens, and the
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encrypted decisions. As shown in Table V, both the storage
costs and the communication costs of submitting a medical
decision request of VSSVMC are constants once the SVM
classifier is pretrained. Meanwhile, the communication cost
of receiving the encrypted medical decisions is depended on
c(v)|. The analysis results show that both the storage costs
and the communication costs of VSSVMC are similar to that
of LONLS20.

Compared with the scheme in [23] (LQNLS20), VSSVMC
ensures not only the verifiability of medical decisions but
also the accuracy of SVM classification for health monitor-
ing services. Note that the verifiability ensures the VSSVMC
secure against malicious adversaries, which is an essential
functionality to build a trust and secure health monitoring
systems. Furthermore, without utilizing the Bloom filter tech-
nique, VSSVMC will not introduce a false positive to the
encrypted indices for SVM classification, which ensures the
accuracy of medical decisions. Our experimental evaluations
will further compare the performance differences between
VSSVMC and LONLS20 in a real-world medical data set.

B. Experimental Settings

All codes are developed in C++ based on OpenSsL.! All
experiments are run on a 64-bit VMware Workstation (running
Ubuntu 18.04) with 8-GB RAM and an Intel Core i7-8850H
processor (2.60 GHz). The prf and the Sym are imple-
mented by HMAC-256 and AES-CBC-256, respectively. We
implement prp by utilizing prf.

Data Sets and Extracted Rules: The Breast-Cancer-
Wisconsin? data set, which contains 683 nonmissing medical
records, is utilized to train the medical decision model (also
known as, the SVM classifier). All records in the tested data
set contain nine discrete features, whose values are in the
interval [1, 10]. By extracting rules from a pretrained SVM
classifier and optimizing the extracted rules, we produce 16
medical decision rules in Fig. 5, which contain both benign
decision rules and malignant decision rules. We evaluate the
true positive, false positive, false negative, true negative, and
the decision accuracy of different SVM classifiers (or extracted
SVM rules), i.e., the rules in Fig. 5, the original SVM clas-
sifier, and the rules in [23]. As shown in Table VI, the
extracted rules in Fig. 5 achieve a better performance than the
rules in [23]. Therefore, the extracted rules in Fig. 5 are uti-
lized to represent the medical decision model for performance
evaluation.

Baselines: We show the performance advantages of
VSSVMC by comparing the computational, communication,
and storage costs with some existing secure SVM classification
schemes.

1) Scheme in [16] (BPTG15): BPTGI5 is a well-known
secure SVM classification scheme that focuses on a
server—client two-party system model. Similar to most of
the secure SVM classification schemes [18], BPTGI15 is

lhttps://WWW.openssl.org/

2http://archive.ics.uci.edu/ml/machine—learning—databases/breast—cancer—
wisconsin/
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TABLE V

PERFORMANCE PROPERTIES OF SECURE SVM CLASSIFICATION SCHEMES

Performance Properties VSSVMC The Scheme in [23] (LQNLS20)
Comp. Costs (Init) 2 (Clp + Gl s) + Cgen t-m-(k+1)-C! - +t-Clon+2-Cp
Comp. Costs (CIfEnc) t-m-n-(Cpore+ Corp) +t+ (Cenc + Cpre +2- Corp) t-m-d-k- (2 Cpore+ Corp) +t- (Cenc + Corp)
Comp. Costs (TokenGen) || ¢+ (Cgen + (M + 1) Cxor + 2 Cenc + Corp +m - Core) | t-m-k- (2 Cors + Cprp) + 1+ Corp
Comp. Costs (SecEva) t-(m+1)*Cror +t- Caec + |c(v)] - Caec t-m-k-Cang
Comp. Costs (Veri) le(v)| - Core + (t — |e(v)]) - m - Core N/A
Comp. Costs (Dec) le(v)] - Caec le(v)] - Caec
Storage Costs (Indexes) t-m-n-Spre+t- (Ssym + Spre) t-m-k-d-logy(e)+t- Ssym
Comm. Costs (Tokens) t- (Spre+2- Ssym +m -logy(t-m-n)) t-m-k-logy(t-m-k-d-logy(e)) +t-logy(¢)
Comm. Costs (Decisions) le(v)] - (2 Ssym + Spre) + (¢ — |e(v)]) - m - Spre le(v)] - Ssyn
Ri: f1 €[1,7], f2€[L,9], fs €[1,9], fa € [1,7], f5 € [1,6], f6 € [1,6], f7 € [1,9], fs € [1,6], fo € [1, 6], Benign;
Ro: fr €[L,7], f2€[1,9], fs € [1,9], fa € [L,7], f5 € [1,6], fs € [1,6], fr € [1,8], fs € [1,6], fo € [1,7], Benign;
R3: fi1 € 1,7], fa € [1,9], fs € [1,9], fa € [1,7], fs € [1,6 , fe € [1,7], fr e [1,6], fs € 1,7], fo € [1,2], Benign;
Ry: f1 [S 178], f2 c [1,4], f3 c [1,6], f4 S [1,4], f5 S [1,1 ], f6 [S [1, 10], f7 S [1,5 s fg S [1,8}, f9 S [178}, Benign;
Rs: f1 €[7,10], f2 € [3,10], f3 € [5,10], fa € [2,10], f5 € [2,10], f6 € [1,10], f7 € [3,10], fs € [1,10], fo € [1,10], Malignant;
Rs: f1 €[5,10], f2 € [2,10], f3 € [2,10], fa € [4,10], f5 € [2,10], f6 € [8,10], fr € [1,10], fs € [1,10], f9 € [1, 10], Malignant;
Rz f1 €[3,10], f2 € [3,10], f3 € [3,10], fa € [3,10], f5 € [5,10], fo € [4,10], fr € [4,10], fs € [1,10], fo € [1,10], Malignant;
Rs: f1 €[4,10], f2 € [1,10], f3 € [1,10], fa € [9,10], f5 € [3,10], f6 € [4,10], fr € [1,10], fs € [1,10], fo € [1, 10], Malignant;
Rg: f1 €[7,10], f2 € [1,10], f3 € [3,10], fa € [1,10], f5 € [4,10], fo € [1,10], f7 € [4,10], fs € [1,10], fo € [1,10], Malignant;
Rio: f1 € [4,10], f2 € [2,10], f3 € [4,10], fa € [4,10], f5 € [2,10], f6 € [2,10], f7 € [3,10], fs € [2,10], fo € [1,10], Malignant;
Ri1: f1 € [5,10], fo € [2,10], f3 € [3,10], fa € [1,10], f5 € [4,10], f6 € [1,10], f7 € [2,10], fs € [8,10], fo € [1,10], Malignant;
Ri2: f1 €19,10], f2 € [5,10], fs € [3,10], fa € [1,10], f5 € [2,10], fs € [3,10], f7 € [1,10], fs € [1,10], fo € [1,10], Malignant;
Ris: f1 €16,10], fo € [1,10], f3 € [3,10], fa € [1,10], f5 € [2,10], f6 € [3,10], f7 € [2,10], fs € [2,10], fo € [1,10], Malignant;
Ria: f1 € [5,10], fo € [1,10], fs € [2,10], fa € [1,10], f5 € [3,10], fo € [4,10], f7 € [4,10], fs € [1,10], fo € [1,10], Malignant;
Ris: f1 €19,10], f2 € [1,10], f3 € [1,10], fa € [1,10], f5 € [1,10], f6 € [5,10], f7 € [1,10], fs € [1,10], fo € [1,10], Malignant;
Rie: f1 €[1,10], f2 € [2,10], f3 € [2,10], fa € [1,10], f5 € [3,10], f6 € [1,10], f7 € [3,10], fs € [1,10], fo € [1,10], Malignant.
Fig. 5. Extracted rules for the experiments.
TABLE VI
PERFORMANCE ADVANTAGES OF THE EXTRACTED RULES IN FIG. 5 \ M
108
Models _ Precision _ .
Original Classifier | 433 | 11 7 232 | 97.36% ®
Rules in [23] | 428 | 16 | 10 | 229 | 96.19% 8 .y
Rules in Fig. 5 432 | 12 9 230 | 96.93% o
“ TP, FN, FP, TN, and ACC denote true positive, false negative, =
false positive, true negative, and accuracy, respectively. S 10°
- M
102 F 'm
designed from additively HE, which can be implemented T/O/?’ L [ [ ][]
.. . 3 4 I~ Init —O—CIfEnc —x— TokenGen
by utilizing 1ibhcs” and GMP. —— SecEva Veri Dec
2) Scheme in [23] (LONLS20): LONLS20 is the state-of-art 10' ! : AR A LA A

symmetric key encryption-based secure SVM classifica-
tion scheme, which focuses on the same system model as

Running Times (x10?)
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VSSVMC. We utilize HMAC-256 and AES-CBC-256 to
implement LONLS20.

C. Experimental Evaluations

Time Costs of VSSVMC. We conduct 1000 experiments to
evaluate the total time costs of each algorithm of VSSVMC.
As shown in Fig. 6, the total time costs of each algorithm
in VSSVMC grow linearly when the number of experimental

3 https://github.com/tiehuis/libhcs
4https:// gmplib.org/

Fig. 6. Total time costs of VSSVMC.

running times grow linearly, which indicate that the time com-
plexity of each algorithm in VSSVMC is constant. Namely,
the time complexity of Init, CIfEnc, TokenGen, SecEva,
Veri, and Dec are O(1) when the SVM classifier is pretrained.

Specifically, Fig. 6 depicts that the total time cost of Init
is 252 ps when initializing 1000 systems (generating security
parameters for 1000 health monitoring systems), which shows
that the average initialization time is about 0.252 us. We test
the time costs of CIfEnc by encrypting the extracted rules in
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TABLE VII
PERFORMANCE ADVANTAGES OF VSSVMC ON THE BREAST-CANCER-WISCONSIN DATA SET

! I, Time Costs in Each Side Communication Costs | Storage Costs
Schemes FP Verifiability —
MI CcS C Tokens | Decisions Indexes
BPTG15 [16] N/A X 1167us N/A | T1026us + 77572us” | 2304 B 256 B N/A
LQNLS20 [23] || 1072 X 17654pus | 13us 2097 us 1251 B 137 B 2312 B
LQNLS20 [23] || 107* X 26402us | 24us 3848us 2151 B 137 B 4292 B
LQNLS20 [23] || 1076 X 61208us | 50us 8141pus 4705 B 137 B 5732 B
VSSVMC N/A v 3005us | 107us 468us 1725 B 3786 B 47104 B

I 7P denotes the false positive rate, which is inevitably introduced in Bloom Filter-based schemes,

such as LQNLS20 [23].

2 We show the time cost of security parameter initialization (one-time) and the time costs of processing cloud-based health monitoring services in
the client side (average time costs for each decision request), respectively.

Fig. 5. As shown in Fig. 6, the total time cost of CIfEnc is
2933564 s when encrypting 1000 classifiers, which demon-
strates that the average classifier encryption time is about
2934 us. We also evaluate the time costs of TokenGen by
generating encrypted tokens for 1000 random-produced fea-
ture vectors. Fig. 6 demonstrates that the total time cost of
TokenGen is 256540 us, which illustrates that the aver-
age token generation time is about 257 us. For the secure
evaluation, verification, and decryption part, we assume that
there are three rules matched among the total 16 rules, i.e.,
lc(v)| = 3. Fig. 6 shows that the total time costs of SecEva,
Veri, and Dec are 105104, 217367, and 501 us when han-
dling 1000 medical decision requests, which demonstrates that
the average secure evaluation, verification, and decryption time
are 105 us, 217 us, and 0.5 us, respectively. Hence, each
algorithm in VSSVMC: 1) achieves O(1) computational com-
plexity when an SVM classifier is pretrained and 2) requires
several microseconds to execute all calculations on the tested
data set.

Performance Comparisons With Existing Schemes: We
show the performance advantages of VSSVMC in Table VII
by comparing the functionality, time costs, communication
costs, and storage costs with existing secure SVM clas-
sification schemes on the tested data set. Different from
the existing schemes, VSSVMC focuses on a malicious
threat model and ensures both verifiability and confiden-
tiality in cloud-based health monitoring services. Therefore,
VSSVMC is secure against a malicious adversary, while both
BPTGI15 and LONLS20 only consider the honest-but-curious
adversaries.

We evaluate the average time costs of BPTGIS5 [16],
LONLS20 [23], and VSSVMC at medical institute (MT),
cloud server (CS), and client (C). Since LONLS20 is a Bloom
filter-based scheme, the number of hash functions of each
Bloom filter in LQNLS20 is chosen as 5, 8, and 17 when
the additional false positive rates of the encrypted indices
are FP = 1072, 10~%, and 1079, respectively. As shown in
Table VII, the time cost at the CS side is not applicable to
BPTGI15 because BPTG15 focuses on a server—client two-
party system model, which inevitably adopts the additively
homomorphic technique and leads to a high time costs at the
C side. Therefore, BPTGI15 requires C to spend 71026 us
to initialize and generate homomorphic keys and 77572 us

to encrypt the feature vector and decrypt the encrypted
decisions. To avoid the heavy computational costs at the C side,
LONLS20 utilizes the Bloom filter technique and outsource
both the encrypted classifier and the decision task to CS. With
such a design, the time costs of LONLS20 at the C side are
reduced to 2097, 3848, 8141 us when FP = 1072, 107#, and
1079, respectively. While the time costs of LONLS20 at the
MU side are 17 654, 26402, and 61 208 us when FP = 1072,
10~*, and 1079, respectively. However, the adoption of Bloom
filter techniques in LONLS20 inevitably introduces additional
false positive to the encrypted indices, which will further
reduce the accuracy of SVM classification. Meanwhile, when
choosing a low false positive rates (less than 1072), the num-
ber of hash functions k in LONLS20 increases concomitantly,
which will further increase the time costs at the MZ side and
the C side. Different from LONLS20, we transform the SVM
classifier to an index that is represented as a set of Boolean
vectors, which not only avoid the additional false positive to
the SVM classifier but also incur a more stable time costs. By
utilizing symmetric key encryption, VSSVMC also reduces
the time costs at both the MZ side and the C side. As a
result, the time costs of VSSVMC at the MZ, CS, and C
sides are 3005, 107, and 468 us, which demonstrates that
VSSVMC improves the computational efficiency in terms of
average time costs.

We compare both the communication and the storage costs
of VSSVMC with BPTG15 and LONLS20. We utilize the size
of indices to denote the storage costs because both LONLS20
and VSSVMC outsource the encrypted classifier to CS. As
depicted in Table VII, VSSVMC requires 47-kB storage costs
in the tested data set, which is tiny in real-world cloud com-
puting services. Meanwhile, the storage costs of LONLS20
are 2.3, 43, and 5.7 kB when FP = 1072, 107, and
107°, respectively. When choosing different false positives,
the storage costs of LONLS20 are different because the size
of indices become larger when the chosen false positive is
smaller. Although VSSVMC requires more storage costs than
LONLS20, VSSVMC considers a stronger adversary model
and ensures the verifiability against a malicious adversary. As
a result, the encrypted indices of VSSVMC contain additional
pseudorandom strings for decision verification while that of
LONLS20 does not enable the functionality of decision verifi-
cation. Note that BPTG15 focuses on a client—server two-party
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system model, which does not need to outsource the encrypted
index to CS.

For the communication costs, since C sends the token to CS
and CS returns the decision to C, we identify both the token
size and the decision size as the bandwidth costs of medi-
cal decision requests and responses, respectively. As shown
in Table VII, the size of tokens and decisions of VSSVMC
are 1725 and 3786 B, which are tiny costs in current wire-
less network throughput. Since the encrypted decisions contain
both the ciphertexts of decisions and verification messages, the
size of decisions of VSSVMC is larger than that of BPTG15
and LONLS20. Furthermore, the size of tokens of VSSVMC
is similar to that of BPTG15 and LONLS20.

In summary, VSSVMC: 1) only takes several microseconds
to complete the cloud-based health monitoring services with
VSSVMC and 2) requires tiny communication costs (less than
6 kB) and storage costs (less than 47 kB) on the tested data
set.

VIII. CONCLUSION

In this article, we have investigated a malicious threat
model in cloud-based health monitoring services, and proposed
VSSVMC to ensure the verifiability, confidentiality, and effi-
ciency simultaneously. Different from existing secure SVM
classification schemes, VSSVMC enables decision verifica-
tion for detecting CS’s malicious behaviors, such as forging or
deleting the decisions. We have given L-security and verifiabil-
ity definitions, and provided a simulation-based security proof
and a game-based verifiability proof for VSSVMC. We have
also provided performance analyses to show that VSSVMC
achieves O(1) computational complexity. Furthermore, exper-
imental results based on the Breast-Cancer-Wisconsin data set
demonstrated that VSSVMC: 1) costs several microseconds
to achieve secure SVM classification and 2) requires little
communication costs (less than 6 kB) and storage costs (less
than 47 kB). In other words, VSSVMC can perform verifi-
able and secure SVM classification with acceptable overhead.
Therefore, VSSVMC is a potential option to construct trust-
worthy, secure, and efficient cloud-based health monitoring
services. For the future work, we will improve the computa-
tional efficiency and reduce the storage costs of VSSVMC in
malicious settings.
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