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Abstract—Network provenance is essential for
Internet-of-Things (IoT) network administrators to con-
duct the network diagnostics and identify root causes of
network errors. However, the distributed nature of the IoT
network results in the management of the provenance data at
different trust domains, which poses concerns on the security
and trustworthiness of the cross-domain network diagnostics.
In this article, we propose a blockchain-based architecture for
secure and efficient distributed network provenance (SEDNP)
in the IoT. Instead of directly storing and querying the whole
provenance data on the blockchain with prohibitive implemen-
tation cost, we introduce a unified provenance query model and
develop a provenance digest strategy that: 1) enables compact
(constant size) on-blockchain digests of provenance data and
a multilevel index regardless of provenance data volume and
2) ensures the correctness and integrity of provenance query
results through the verification of the on-blockchain digests. We
formally define the security requirements as Archiving Security
along with thorough security analysis. Moreover, we conduct
extensive experiments with the integration of a verifiable com-
putation (VC) framework and a blockchain testing network. The
experimental results are provided as performance benchmarks
to demonstrate the application feasibility of SEDNP.

Index Terms—Blockchain, distributed network provenance,
Internet of Things (IoT), trust.

I. INTRODUCTION

NTERNET of Things (IoT) [1] is a network of smart

devices with ubiquitous and seamless connections. In the
IoT network, network provenance plays a critical role in IoT
network diagnostics and forensics, by collecting, storing, and
analyzing the network logging data, e.g., runtime network
state changes and events [2]. Specifically, network provenance
maintains the detailed history of the information exchange in
the IoT network [3] to answer the essential questions for the
IoT network administrators: what has happened and why it
has happened. For example, unexpected network behaviors or
errors, such as the packet misrouting or an IoT node failure in
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a remote area [4], can be detected and traced to their original
causes or inputs (root causes) [5]. Thus, network provenance
has been extensively studied and applied in a wide range of
IoT applications, such as wireless sensor network [6], [7] and
smart home network [8].

IoT network is operated in a distributed manner. In specific,
the network is controlled by distributed protocols, e.g., border
gateway protocol (BGP), and managed by the IoT network
administrators of different trust domains [5]. In a distributed
IoT network, a global provenance diagnostics could collect
provenance data from different network domains for global
root cause analysis and performance optimizations. For exam-
ple, the global diagnostics for packet routing protocols assist
the administrators to better manage their local routing tables
and identify cross-domain faults [9]. However, ensuring secure
and efficient distributed network provenance management for
the IoT is a nontrivial task. First, a cross-domain network diag-
nostics requires a provenance model that supports flexible and
efficient queries (such as range or keyword query [10]) for
different use cases [3] in the IoT network. Second, network
provenance data are distributed and maintained among differ-
ent administrative domains in the IoT network since there is a
lack of a trusted centralized database [11]. As a result, a cross-
domain network diagnostics demands the query and access of
the provenance data cross trust boundaries, which raises con-
cerns on the security and trustworthiness of the distributed
provenance storage. At the same time, it remains a very chal-
lenging issue to guarantee the correctness and integrity of
provenance query results.

By viewing the provenance storage for the IoT network
as a distributed database, the emerging blockchain tech-
nique [12] promises to resolve the security and trust chal-
lenges. Essentially, the blockchain is a distributed ledger
maintained by peer-to-peer nodes, that consists of an increas-
ing number of blocks of transactions. Empowered by the
lightweight cryptography and the distributed consensus pro-
tocol, the blockchain guarantees storage immutability and the
consistent shared view of the distributed database among peer
nodes without any mutual trust. Therefore, it is tempting to
build the distributed network provenance atop a blockchain
architecture, such that IoT network administrators of differ-
ent domains can agree on a single and trusted provenance
storage and conduct network diagnostics in a trustworthy
manner. Unfortunately, it may not be feasible to store all
provenance data onto the blockchain and use a smart contract
to query the on-blockchain storage [13]-[16] in the real-world
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implementations. Specifically, the network provenance data
demands a huge volume of the on-blockchain storage and
will be frequently accessed and queried for the cross-domain
network diagnostics. At the same time, on-blockchain storage
and computation resources are prohibitively expensive, since
transactions must reach to all blockchain miners to be veri-
fied and stored at each miner’s local storage [17]-[19]. As a
result, there exist the following technical challenges for build-
ing a blockchain-based architecture for the distributed network
provenance: 1) the design of a unified model that empow-
ers flexible and efficient provenance query modules; 2) the
development of a provenance digest strategy to authenticate
both the correctness and the integrity of the query results; and
3) the optimization of the on-blockchain digest complexity for
efficiently operating over the blockchain architecture.

In this article, we propose the blockchain-based secure
and efficient distributed network provenance (SEDNP) for
the IoT, by leveraging zero-knowledge succinct noninterac-
tive arguments of knowledge (zk-SNARK)-based verifiable
computation (VC) framework with detailed designs for rich
provenance query functionalities. SEDNP allows IoT network
administrators to maintain their provenance data locally with
compact on-blockchain digests of the provenance logging data
and index, which can later be queried with correctness and
integrity guarantees. In particular, the contributions of this
article are as follows.

1) We propose a blockchain-based architecture for the

network provenance in the IoT with the design of
a multilevel provenance query index. The architecture
unifies keyword, range, and K-hop ancestor query in
a single model for efficient instantiations in the VC
framework.

2) We develop a digest strategy that authenticates both
the provenance log and index. We minimize the on-
blockchain storage and computation overhead with
constant-size digests regardless of data volume.

3) We formalize Archiving Security to capture the correct-
ness and integrity requirements of the query results along
with thorough security analysis. We explore the imple-
mentation challenges with a proof-of-concept system
that integrates the Pinocchio VC framework with a
testing blockchain network. We conduct extensive exper-
iments to provide real-world performance benchmarks
and demonstrate the application feasibility of SEDNP.

The organization of this article is summarized as follows.
In Section II, we formulate the system model of SEDNP with
security models and design goals. In Section III, we introduce
the building blocks: zk-SNARK-based VC and the blockchain
technique. In Section IV, we propose SEDNP. Security anal-
ysis is presented in Section V and the performance evaluation
is presented in Section VI. We summarize related work in
Section VII. Finally, we conclude this article in Section VIIIL

II. PROBLEM FORMULATION

In this section, we review the graph-based model of network
provenance for the IoT and formulate the system model of
SEDNP with security models and design goals.
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V3: PacketForward(@N1,129.168.1.1,P3)

V1: Packet(@N1,129.168.1.1) V2: ForwardEntry(@N1,129.168.1.0/24,P3)

Fig. 1. Packet routing provenance.
TABLE I
NOTATIONS
G Multiplicative groups
Investigating administrator A
Ar, As -

Source administrator Ag
G=(V,E) Provenance local graph G
V4 Provenance vertex v; € V
A System security parameter

Attribute dictionary W

W= {ai}ie[l,n] .

Vertex attribute a;
Q Provenance query @
I = (Ir, Is) Provenance query index /
’ First level I, second level Ig
Iy, Keyword index Iy, € Ir
I, Event index I,,, € Is
Provenance index dimension n
Range value dimension n;
Keyword dimension ng
Tuple storage T; for v;
ID vid;, index I,,,, log ¢;
Provenance query result R
Index result R;, log result Rp,
Index query function F
Inputs 7, @ and an output Ry
Provenance query proof m
Index proof 7, log proof 7,
digest proof mp
Common Reference String CRS
Evaluation ek, verification vk
Provenance digest D
Index digest Dy, log digest D,
Digest key DK
Evaluation DK, verification DKy,

n=mni+ ng

Tl‘ = (’l)idi, Ivi N Ci)

R = (R;,Ry)

]:(IaQ)HRI

™= (7T177TL37TD)

CRS = (ek,vk)

D = (D;,Dy)

DK = (DKg, DKy)

A. Network Provenance Model

Based on the observations of network events, a directed
graph G = (V, E) is derived using the network dialog (NDlog)
model [9], [11], which records the provenance relations of
observed network events. In specific, each vertex v; € V
denotes an event (IoT node state or state change). An edge
e = (v1,») € E indicates vy is the provenance (cause) of
the event vo. In Fig. 1, a simple provenance graph of packet
routing consists of three vertexes. A packet with destination
129.168.1.1 is denoted as a packet arrival event V1. It is
forwarded to port 3 at router N1 according to the packet for-
warding entry V2. As a result, a packet forwarding instance
is generated as V3. Notations are shown in Table I.

B. System Model

The system model of SEDNP is shown in Fig. 2, where
N IoT network administrators A = {A;, Ay, ..., Ay} from
different trust domains agree on the same provenance graph
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Provenance Query

Domain 1
LOG

Domain 3

Domain 2

Fig. 2. Distributed network provenance.

model (i.e., NDlog). Each IoT network administrator main-
tains his/her local provenance graph G = (V,E). It is
worth noting that different administrators maintain different
local provenance graphs based on their own observations of
network events. Each vertex v; € V is stored as a tuple
T; = (vid;, I,;,c;). vid; is the unique ID of vertex v;. I,
is the event index, that consists the main attributes of the
event (such as event types, location, and time). ¢; denotes the
detailed event log with the detailed descriptions of the event.
For the local graph G, each administrator constructs a whole
provenance query index / for all v; € V and stores a succinct
digest D of both the index and logs onto the blockchain. For
a cross-domain network diagnostics instance, an investigating
administrator A; queries the provenance graph of a source
administrator (denoted as Ag) with a query Q. It is worth not-
ing that any 4; € A can be an investigating administrator.
As answers the query with vertex tuples (vid;, ¢;) € G that
satisfies the query Q and a proof 7. Finally, .4; collects prove-
nance query results from all source administrators, verifies the
correctness of the proofs and on-blockchain digests and recon-
structs the whole provenance subgraph for the diagnostics.
Formally, we define SEDNP as follows.
Definition 1: SEDNP consists of four algorithms

SEDNP = {Setup, ProvCon, Query, ProvVer}.

1) Setup(1*, F): The algorithm takes into the security
parameter A and an index query function F. It out-
puts the system public parameter pp, common reference
string CRS, and a digest key DK.

2) ProvCon(G, pp, CRS, DK): The algorithm takes into the
provenance graph G, pp, CRS, and DK. It outputs a
provenance query index Z and a provenance digest D.

3) Query(Q, G, pp, CRS, DK, T): The algorithm takes into
a query Q, G, pp, CRS, DK, and Z. It outputs query
result R and a correctness proof .

4) ProvVer(Q, R, , CRS, DK, D): The algorithm takes into
0, R, m, CRS, DK, and D. It outputs either L if the
returned result does not meet the query; otherwise, it
outputs the provenance graph Go for the query Q.

Note that the query result R = (R, R;), consisting of an

index query result R; and log query result Ry. R; is the exe-
cution result of the index query function F(/, Q). Based on
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the provenance query model [5], we introduce the microquery
modules for SEDNP.

Definition 2: Given a query Q over provenance index I,
the query algorithm in SEDNP consists of three microquery
modules.

1) Keyword Query: Given a keyword k;, it returns vertexes

vj € G that k; exists in /,,.

2) Range Query: Given a numerical range (7, 7,);, it
returns vertexes v; € G with the numeric value r; € I,
that lies in the range (7;, ry).

3) K-Hop Ancestor Query: Given vidj, it returns tuple IDs
of its ancestors that are K-hop away.

We unify different provenance query modules in a sin-
gle model for efficient instantiations in the VC framework
to reduce the initialization cost. Complex provenance queries
can be instantiated by the combinations of the microquery
modules. We use the routing management as an example
in Fig. 1. A provenance query can be represented as Q =
(N1, PacketForward, 129.168.0.0/16). This query combines
two query modules keyword and range. The query returns the
instance V3 with keyword “PacketForward” and “N1” and a
destination IP range 129.168.0.0/16.

C. Security Model

We assume an individual IoT network administrator to be
rational. That is, IoT network administrators honestly observe
and archive their local provenance data. However, they are
motivated to later tamper with or withhold archived prove-
nance data that are unfavorable for them in a cross-domain
network diagnostics. Since global provenance diagnostics for
the IoT requires post-event analysis and usually finds cross-
domain network misconfigurations, it is hard for administrators
to determine at runtime if a network event will be a provenance
cause of a future diagnostics. We define Archiving Security in
Definition 3, that ensures any provenance query is correctly
executed over the archived provenance data.
Definition 3: Following Definition 1, Archiving Security
consists of two properties given as follows.
1) Correctness: An honest A; will always accept (R, ) iff
a) Setup, ProvCon, and Query functions are correctly
executed and b) D is the digest of I, G.

2) Integrity: a) once the provenance data are archived, it
cannot be later modified; b) if vid; € R, vid; € G and
I, satisfies the query Q; c) there is no vid; € G, such
that [,, satisfies the query Q and vid; ¢ R; and d) if log
Cj € R, Ci € G.

D. Design Goals

1) Functionality: SEDNP should support all microquery
modules in terms of keyword query, range query, and
K-hop ancestor query in a unified model.

2) Security: SEDNP should achieve Archiving Security in
terms of correctness and integrity.

3) Efficiency: SEDNP should be efficient for real-world
implementations in terms of communication and com-
putation overhead.
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III. BUILDING BLOCKS
A. Blockchain and Smart Contract

A public blockchain is a shared distributed ledger main-
tained by peer nodes. It consists of an increasing number of
blocks of transactions [12], [19], and is secured by the cryp-
tography (digital signatures and hash functions). Empowered
by the consensus protocols, peer nodes are motivated to main-
tain the correctness and consistent view of the shared ledger.
The public blockchain has the following properties.

1) Transparency: Transactions and block generations are

open to public and verifiable.

2) Tamperproof: Once a block is approved and appended

to the ledger, it cannot be deleted or modified.

3) Decentralization: The ledger is maintained by dis-

tributed peer nodes without any mutual trust.

A smart contract is a computer program executed over the
public ledger by all peer nodes. A smart contract specifies
terms and actions for involved parties and enforces obliga-
tions when terms are met. In particular, a smart contract can
read/write blockchain storage and transfer cryptocurrencies to
blockchain accounts.

B. Cryptographic Background and Assumptions

We define a security parameter X and multiplicative
groups [20], [21] G = (Gy, G, G, p, ) with a prime order
p and an asymmetric bilinear paring e : G| x G, — Gr [22].
We define a collision-resistant hash function Hash : {0, 1}* —
{0,1}>%°. We also define a set of cryptographic assump-
tions: g-power Diffie-Hellman (q-PDH), g-power knowledge
of exponent (q-PKE), g-strong Diffie-Hellman (q-SDH), and
strong external Diffie-Hellman (SXDH) assumptions, where
q = poly(}). The details of the assumptions are in [23].

C. Verifiable Computation Framework

A Pinocchio [23] VC framework enables a party (either pub-
lic or delegated) to verify an index function F is correctly
executed with inputs Q and /. Formally, F is defined as
follows:

F(Q.D) =Ry (D

It takes inputs Q and I, and outputs result R;. F is equivalent
to an NP-complete relation R. The function is correctly com-
puted iff R(Q, I, Ry) = 1. Briefly speaking, F is first trans-
lated to a quadratic arithmetic program (QAP). Combined with
the zero-knowledge succinct arguments (ZK-SNARK) [24],
the evaluation of R(Q,I,R;) = 1 is achieved in a verifier-
efficient manner. In the following, we present black-box
definitions of the Pinocchio VC framework.

Definition 4: A Pinocchio [23] VC framework consists of
three algorithms

ve = {KeyGen, Eval, Verify}.

1) KeyGen(pp, F): The algorithm takes into the public
parameters pp and an index function F. It outputs com-
mon reference strings CRS = (ek, vk), including an
evaluation key ek and a verification key vk.
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2) Eval(ek, Q, I): The algorithm takes into /, Q, and ek. It
evaluates the function F with I, Q as inputs and outputs
result R; with a correctness proof ;.

3) Verify(vk, O, Ry, mry): The algorithm takes into vk, Q, Ry,
and 7. It outputs true if R(Q, I, Ry) = 1; otherwise, it
outputs false.

In the network provenance, the provenance query function is
instantiated with the combination of index query function F
and a consistency check function with the on-chain digests.
Index query execution is implemented as a computing program
of F that is embedded in the CRS. The detailed designs of the
function F are discussed in Section IV.

IV. SECURE AND EFFICIENT DISTRIBUTED NETWORK
PROVENANCE

Following Definition 1, we present the detailed designs of
SEDNP with the following phases.

1) A trusted authority (TA) runs Setup to generate the pub-
lic parameters pp, CRS, and DK. It is worth noting
that the role of TA can be replaced with a multi-
party computation protocol [25] among IoT network
administrators.

2) Each administrator .4 maintains a local provenance
graph G = (V,E). A runs ProvCon to generate a
multilevel query index I and a provenance digest D. A
outsources D onto the blockchain.

3) An investigating administrator A; queries provenance
graphs from a source administrator Ag with a query
Q. Ag runs the Query function over their local prove-
nance graph and outputs the query result R along with
a correctness proof .

4) A; runs the ProvVer function to verify the correctness
and integrity of the query result from 4g and checks the
consistency with the on-blockchain digest. A; accepts
the result if the verification passes.

A. Setup

TA selects a security parameter A and outputs a
multiplicative group G = (Gy, Gy, Gr, p, e). TA randomly
chooses g1 € G and gy € Gy. TA defines an n-dimensional
index dictionary W = (a1, a2,...,a,), which is further
divided into two sets: ({ax}xe[1,n1> {@ylyeln,+1,n1)- {ax}xefin
denotes a numeric attribute, such as IP address or port number.
{ay}yen; +1,n indicates a keyword attribute, such as protocol
type. Considering local provenance graph G = (V,E), TA
defines the form of provenance index I = (I, Is)

Ip = {Iki}ie[l,nz]’ Is = {Iw}ie[l,m]
np=n-—ny, m=1V|. 2)

The detailed settings and calculations of F will be
presented later. We note that the input/output size of F is
fixed. TA chooses a collision-resistant hash function Hash,
such as SHA-256 and denotes public parameters pp =
(G, g1, g2, W, Hash).

TA runs the KeyGen(pp, F) algorithm of the VC framework
to generate CRS, including (ek, vk). We note that there exists
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: | | vids :

| : : ” vid,,(Node IP Addr,..., (PacketForward, FTP,...,HTTP)), ¢y | |
| vids

3 | !

| - ~_ 1/
i

| ! |

[ i i

: Lo vid, vid,, (172.168.1.1,..,, (1, 0,..., 1)) Index I, |

Ay, {0, D} | ! : |

| Di | vidyg |

| Provenance Digest | vid,, (172.168.1.1,..., (0, 1,..., 0)) 1

| Etherum Blockchain J : |

| . |

T : Keyword ki, vids, (192.158.22.16,..., (0, 0,..., 1)) :

| D), = Hash(M,|M5) @ | . |

| | : vid, | N L |

| @ @ b vidy, Index Iy, :

: ...... : 1 Vidpy_4, (127.0.1.1,..., (1, 0,..., 1)) :
T

| | |

| My = Hash(My M) @ ...... @ b vidy, Vidy, (255.128.1.1,.., (1, 0,.., 1)) Index I, |

Lo / mo |

I | | vidy,_q :

TN e ‘ ‘ | |
! My = Hash(vidy|c,) @ @ @ @ o Index I Index I :
g S S 4

Fig. 3. Example of digest construction.

a set of generators of G in ek

S; = {gi}ie[l,m*(n+n2)]' )

Each g; corresponds to one input variable in /. TA randomly
chooses P = {P;}ic[1,ms(nt+n)] and X = {Xi}ic[1, ms(ntnyp)] from
Gi and «, B, y € Z, to compute

E=gy, F= gg, G=2g5, Y={Y}icll.metnim)]

Yi = PeXPgl . iel,mx(n+m)l (4)
TA denotes DK as
(DK, DKv) = (P, 1. X, 1), (E. F. G) ). 5)

Finally, TA publishes public parameters {F, pp, CRS, DK}.

B. Provenance Index and Digest Construction

A first runs the NDlog derivation program over the prove-
nance data to obtain a local provenance graph G = {V, E},
where |V| = m. Based on G, A constructs the provenance
index I as follows.

Mapping to Vector Space: For each v; € V, A sets I, based
on the dictionary W [26] as follows:

I, = ({rx}xe[l,n1]7 {ky}ye[l,nz])‘ ©

ry is the numeric value of attribute ay. k, = 0 if keyword
an,+y does not exist in v;; otherwise, ky is set to 1, as shown
in Fig. 3.

Multilevel Index Strategy: A constructs a multilevel index /
from event indexes I,,. I consists of two parts: 1) a keyword-
inverted first-level index Ir and 2) a second-level index Is. We
present the bottom-up method to build 7 in Algorithm 1. For
each keyword k; € W, A builds an index Ik_/. that contains all
the vertexes v;, where k; # 0 € I,,. Then, A aggregates all the
Iy in the Ir and all the /,, in the .

K-Hop Ancestor: It is common that a provenance query
requires graph traversal operations. However, it is observed
that the verifiable graph traversal algorithm is not practical [27]
in a general directed provenance graph. To enable efficient and
verifiable graph traversal operations, we introduce additional
data structures, i.e., K-hop ancestor index Ig. In specific, Ik is

Algorithm 1: Index Construction
Input: {1, },;cv
Output: I = {Ii;}je[1,n,) and Is = {Iy;}ie[1,m)
for v; € V do
for j =1 to ny do
L if k; # 0 € 1,, then

L Add vid; to ij
for j =1 to ny do
| Add Iy to I

for i=1 tomdo
| Add I, to Is

indexed by tuple ID vid;. For each vid;, Ix stores the vids of its
ancestors that are K-hop away from vid;. Ik is also instantiated
in the vector space model and the detailed implementations
change with different provenance use cases.

Digest and Upload: Based on the index I, A computes Dy =
(Dr, Ds) using DKE as follows:

_ Wi j
Dr = H 1_[ P am
ie[l,ny] je[l,m]
— x.y
Ds = 1_[ l_[ Pnz*m+(x7])*n+y' (N

xe[l,m] ye[1,n]

Dy is a compact multiexponent form that digests each item
in the index 1. For Dp, w;; = 0 if vid; ¢ Ix;; p; is set as
a random number of Zp, if vid; € I,. For Ds, wyy = 1y
el,,ify e[l,n]; wyy =k, €I, if y € [n + 1,n]. For
each log ¢; € G, A computes a log digest Dy -based Merkle
proof technique [28] using Algorithm 2. An example of Dy
construction is shown in Fig. 3. Finally, A uploads the digest
D; and Dy, onto the blockchain.

C. Provenance Query

We assume secure and authenticated channels have been
setup between IoT network administrators and thus omit the
details of message or identity authentication mechanisms.
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Algorithm 2: Merkle Digest Generation

Algorithm 3: F Execution

Input: Provenance Logs {c;}y,ev
Output: Log Digest Dy,
for i=m to 2m — 1 do

| Set M; < Hash(vidi—u+1|¢i—m+1)
forj=m—1to1do

| Set M; <= Hash(M»j|M2j1)
Set D < M,

1) Query Construction: Any administrator can be an inves-
tigating administrator .A; to construct a query, that consists of
range and keyword attributes. Based on the dictionary W, A;
constructs a query vector Q as follows:

0= ({(”1’ rr)i}iell,nl]’ {];j}je[l,m])' ®

(r1, rr); indicates a desired range associated with the numeric
attribute r;, € W. I~<j is 0 or 1 to indicate if a keyword
an,+; € W is included in Q or not. A; sends Q to a source
administrator Ag.

2) Query Execution: Upon receiving Q, Ag searches over
local provenance I, G to return the relevance score R; as
shown in Algorithm 3. Briefly speaking, the query function
first locates a second-level subindex Ii,. Then, for each tuple
vid; € Ii,, the query checks the range values at the first nj
dimension and computes a relevance score for the last np
dimension. Note that, the relevance score is 0 if range value
checks fail.

Ag selects k vid; with highest relevance scores and adds
them in R;. For every vid; € R;, Ags adds ¢; to Ry and sets
R = (Ry, Rr). Ag runs the Eval(ek, Q, I) to get my, that proves
F is correctly executed with inputs /, Q. We omit the details of
the 77 but note that the multiexponential exponents mp, ms €
7y, that are digests of the input index / with generators Sy
in (3). Then, Ag proves the input index I is consistent with
the on-blockchain index digest D; by computing the digest
proof mp = (XF, Yr, Xs, Ys) as follows:

— i j
Xr= TT TI X
ie[1,ny] je[l,m]
Wi,
vr= [T TT Y“yms
ie[l,na] je[1,m]
wxx
XS = 1_[ 1_[ npxm-+(x—1)*n+y
xe[l,m] ye[1,n]
(Utv
Yo = H 1_[ nytm+(x—sn+y* ©)

x€[1,m] ye[l,n]

As computes the log proof 77 based on the Merkle tree digest
in Algorithm 2 to show that each ¢; € Ry is not modified.
Finally, Ag returns the R = (R;, Ry) and 7@ = (77, 7w, p) to
the A;. 77 ensures F is correctly executed with inputs I, Q,
and 7p ensures the index 7 is consistent with the on-blockchain
index digest D; and my ensures the returned provenance logs
are not modified.

Input: Query vector Q, index I, graph G
Output: Query result R;

Find k, = 1 € Q with compact subindex I, € Ir
for vid; € I, # 0 do

for j € [1,n] do

Set ﬂag = 1
if r; € I,; does not lie in (1), r,); € Q then
L Set ﬂag = O

Set score =0
for j € [1,n2] do
L Compute score = score + k;j * k;

| Set Rj[i] = score x flag

D. Provenance Query Verification

Upon receiving R and 7, A; checks all the proofs are cor-
rect. Aj first retrieves the digest D = (D, Dr) from the
blockchain, where Dy is the index digest and Dy is the log
digest. For mp, mg € my, Aj checks the consistency with the
digest Dy using mp

e(Yr, g2) ; e(Dp, E)e(XF, ﬁ)e(mp, G)

e(Ys, g2) 2 e(’Ds, E)e(XS, F)e(ms, f})

A; checks Verify(vk, Q, Ry, m;) = 1. For vid; € R;, A; checks
¢i € L and is consistent with the Merkle proof 77, which is
a standard Merkle proof check [28]. If all the proof checks
pass, Aj accepts the query result R. Finally, A; collects the
correct provenance subgraphs from all source administrators
and reconstructs the whole provenance graph for the query Q.

(10)

E. Discussions

A fixed-size dictionary-based vector space model is adopted
for index and query construction in SEDNP, due to the
following reasons: 1) a vector space model for integer com-
parison/addition/multiplication is fully supported by Pinocchio
and 2) for different use cases, multiple search optimization
techniques, such as B+ tree for range value indexing and pre-
fix encoding for compact-size index/query vector construction,
can also be included in the single model.

In SEDNP, we utilize the public blockchain as the trusted
and shared public ledger for cross-domain network provenance
query services. Network administrators can store and read
succinct provenance digests on the public blockchain without
participating in the blockchain mining tasks. By adopting the
on/off-chain computing model, the on-chain storage and com-
puting overhead are optimized, which makes SEDNP a feasi-
ble solution on the public blockchain architecture. Beyond the
network provenance, there are many other IoT services, e.g.,
identity management for IoT devices, that require distributed
trust and detailed redesigns of the blockchain architecture [29].

V. SECURITY ANALYSIS

In this section, we first define security notions of the
blockchain and the VC framework. Then, we conduct detailed
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analysis of the defined security notions and conclude the
Archiving Security with Theorem 1.

Definition 5: The transaction robustness of the blockchain
is defined as persistence and liveness [30].

Persistence: If a miner in the blockchain network claims a
transaction to be stable (k-block deep) in his/her ledger, other
nodes will either accept the transaction as stable, or will not
report any other transaction in the same position as stable.

Liveness: A transaction will be included in the ledger and
reported as stable by a certain time (transaction confirma-
tion time) if all honest miners in the blockchain agree on the
transaction and answer honestly if queried.

Definition 6: Given A, Q, I, I', and F, the security of the VC
framework with the digest strategy is defined as completeness,
soundness, and index digest collision-resistance [24].

Completeness is achieved if

Verify(vk, Q, Ry, ) = 1:

Pr| CRS < Setup(1*, F)A =1.
R; < F(Q,I) A mr; < Eval(ek, Q, )

Soundness is achieved if

Verify(vk, O, R}, n}) = 1:
Pr Eﬁf’ I;)()Qfl)ietup(lk’ Fin = neg(1).

(nl*, R}*) <~ Adv(CRS, pp, F, 0, 1)

Index Digest Collision-Resistance is achieved if

Dy=Dyp:1#IA
pr| (OK.pp) < Setup(1*, F)A | _ neg(i).

D; < Digest(DK, pp, ) A
Dy < Digest(DK, pp,I')

Adv is an efficient algorithm for an adversary to forge an
instance (7], R}). Digest refers to (7).

We utilize Ethereum in SEDNP, which adopts
Proof-of-Work (PoW) consensus protocol and will adopt
Proof of State (PoS) in the future hard fork. The security
notions of the blockchain are achieved if an adversary
cannot control the most computational power in the system
(e.g., 51% in a PoW blockchain). That is, the on-blockchain
storage cannot be modified once a transaction is confirmed
by all honest miners.

Completeness is reduced to the correctness of the VC frame-
work. In particular, the query function F is first translated
to a QAP with three sets of polynomials. The evaluation
of the F with input and output variables is equivalent to
the divisibility check of the target polynomials [24]. Each
input/output/intermediate variable in the QAP is mapped to
a group element in G, which further converts the divisibil-
ity check to the linear combination check in G based on the
zk-SNARK technique. That is, completeness is guaranteed in
SEDNP based on the correctness of the QAP and zk-SNARK.

Soundness is reduced to two aspects: 1) security of the
trapdoor s when generating CRS and 2) impossibility for
computational-bounded adversaries to break d-PKE, 2q-SDH,
and q-PDH assumptions in a polynomial time, where d is the
degree of the QAP and g > 4d +4. When generating CRS, TA
chooses a trapdoor secret s for each polynomial in QAP. The
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trapdoor secret s must be destroyed after constructing the CRS.
Otherwise, an adversary with the secret s can forge a valid
instance (R}, ;") with invalid assignments to the input and
output variables of the function F. In SEDNP, 7A is required
to destroy the secret s after generation. However, we note that
the role of TA could be replaced with a multiparty computation
protocol among distrustful nodes [25]. For an adversary, with-
out the knowledge of trapdoor secret s, to break the soundness
property and forge a valid instance (R}, ;") is equivalent to
break d-PKE, q-SDH, and g-PDH [23].

Index digest collision-resistance is reduced to the hardness
of the SXDH problem [22]. Based on the rational assumption,
network administrators honestly compute a multiexponential
digest D; and upload the digest to the blockchain. Once the
transaction is confirmed, the digest D; cannot be later modi-
fied. Any adversary that can forge the same digest D; with a
different index I’ must solve the SXDH in G. That is, index
digest collision-resistance is guaranteed.

Following Definition 3, we conduct the proof sketch of
Archiving Security.

1) With the correct generation and the trustworthiness of
the on-blockchain index and log digests, correctness is
guaranteed if the completeness of the VC framework,
the correctness of the Merkle proof scheme, and (10)
is achieved. That is, an honest verifier accepts the
instance (R, ) if they are correctly generated over the
on-blockchain digests.

2) The blockchain robustness ensures the first require-
ment of integrity. Soundness and index digest collision-
resistance of the VC framework ensure that query result
Ry is generated by honestly performing F with inputs
0,1, G that are authenticated by the digest D. By the
design of F, the second and third requirements of
integrity are achieved.

The security of the Merkle proof ensures the returned logs
Ry is consistent with the original provenance logs. An adver-
sary can break the security of Merkle proof, iff he can break
the security of a collision-resistant hash function Hash in
Algorithm 2. That is, the fourth requirement of the Integrity
is achieved.

In summary, we have the following theorem.

Theorem 1: SEDNP is secure in terms of Archiving Security
if: 1) q-PDH, 2q-SDH, d-PKE, and SXDH assumptions hold
for groups G with security parameter A and a QAP with
degree d for ¢ > 4d + 4; 2) Ethereum blockchain is
robust against computational-constrained adversary; and 3) the
collision-resistent hash function Hash is secure.

VI. PERFORMANCE EVALUATION

In this section, we implement SEDNP to provide bench-
marks for the on/off-blockchain performance and demonstrate
the feasibility of SEDNP.

A. Experiment Setup

The implementation consists of two parts: 1) off-blockchain
VC framework and 2) a blockchain testing network.
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Fig. 4.

tradeoff. (d) On/off-chain storage tradeoff.

1) We implement a VC framework on a laptop with a
2.30-GHz Intel Core processor and 8-GB memory. In
particular, we implement the Python interface of the
Pinocchio [23] and the libsnark interface in [31] with
RICS language. Note that, we turn on the “NIZK” for
all function inputs. The function F is written as C code
and is converted into a programmable QAP. Based on
the obtained QAP, zk-SNARK is implemented over the
libff crypto library of libsnark [32] with alt-bni28 curve.

2) We implement a parity [33] FEthereum testing
network [12] with the proof-of-authority consen-
sus protocol. The testing network is running on the
same laptop and consists of two authority nodes and
a few user nodes. The authority nodes are responsible
for validating the transactions, while users nodes act as
network administrators. We simulate a provenance smart
contract using solidity [34] that stores the provenance
digests from different network administrators.

For the real-world implementations, the SEDNP is imple-
mented over the Ethereum public blockchain, which is
maintained by Ethereum miners. Network administrators can
simply generate and publish their blockchain addresses to each
other. They collaboratively negotiate the public parameters of
the VC scheme and construct a provenance contract for storing
and reading cryptographic provenance authenticators.

In the following, we first evaluate the efficiency of F in
Algorithm 3. Then, we give the analysis of the digest scheme.
Finally, we demonstrate the optimized on-chain storage over-
head in SEDNP and analyze the tradeoffs of the multilevel
index strategy.

B. Function F Evaluation

The index query function F over the index I consists of
keyword-based lookup over Ir and a linear search over I,
where Ir is the first-level index and Ig is the second-level
index. We first provide benchmarks for linear query over Is.
Then, we present the evaluations of the overall query function
F with detailed observations.

For the query over Ig, it takes into a query vector Q and an
m % n matrix Ig, where m denotes the number of provenance
tuples and n denotes the dimensions of the query and index.
n = ny+ny, where n; is the dimension of the range values and
ny is the dimension of the keyword values. We set both the
last ny dimensions of Q and [,, as “integer” in the experiment,
where [, is the subindex of v;. We first compare the range

I VK (10° bit)
ek (107 bit)

so| | I QAP virable (# 10%)

N RS Setup
P

I Verifier

Computation and storage overhead. (a) Processing time versus m, n = 100. (b) Processing time versus n, m = 1000. (c) On/off-chain computation

TABLE II
INDEX DIGEST COST VERSUS m, n

Component DKg DKy, D
Size 4dmn/ |G| 3|Ga| 4|Gy|

Operation | Key Generation | Prover | Verifier

Complexity | 3mn'E1 + 3Fy | 2mn’E; 4P

values between Q and each index [, in Is. Then, we compare
the last np dimensions of /,, with that in Q and include the
comparison result to R; as a similarity score. We measure the
computation cost as the processing time in terms of the CRS
setup, proof generation, and verification.

In Fig. 4(a) and (b), we can see that the processing time
for CRS setup and prover cost is linearly increasing with m
and n. The verifier cost remains constant (0.027 s) regard-
less of the input size. Meanwhile, a higher n; increases the
QAP complexity and the setup/prover/verifier cost, since com-
parison operations are much more expensive than algebraic
operations in a circuit. After one-time CRS setup, the prover
and verifier cost is reasonable with a few seconds.

In Table III, we summarize the storage cost for the search
over Is. In the experiment, we set Q and [ as private input,
such that their associated multiexponentiation components are
not distinguished in the proof. The representations of group
elements in libff are optimized. The number of QAP variables
indicates the complexity of the generated QAP. The same lin-
ear increasing property with m, n is observed for the storage
cost. The size of ek is much larger than that of vk (103 times),
while the size of ;7 remains constant.

C. Digest Scheme Evaluation

In Table II, we summarize the storage and computation cost
of the index digest. |G| denotes the storage cost of a group
element. E;/E> denotes exponentiation operation in G1/G». P
denotes the paring operation. Note that (10) can be combined
into four pairings with the batch verification technique [35].
We can see that the prover storage and computation cost
is linearly increasing with m, n’ while verifier cost remains
constant, where n’ = n + ny. However, since exponentiation
operations in alt-bni128 curve only cost a few nanoseconds,
the prover computation cost is still practical. Note that, the
digest scheme requires additional elements mpg, mg € m; with
two more checks of their appropriate spans, which slightly
increases the proof size and verification cost compared with
that in the libsnark implementation of F.
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TABLE III
STORAGE COST FOR Ig SEARCH VERSUS m, n = 100

ek (10° bits) vk (10 bits) # QAP Variables .
#m(102) TL1:2 TL1:3 n1:2 ‘ 711:3 TL1:2 TL1:3 T (bltS)

5 305 386 162 167101 | 200101 2294

10 610 773 322 334101 | 400101 2294

15 915 1168 481 501101 | 600101 2294

20 1221 1547 641 668101 | 800101 2294
D. On/Off-Chain Tradeoff provenance approach to calculate the anomaly scores for
Multilevel provenance index is instantiated with an neighboring edges. Wu et al. [37] introduced temporal prove-

ny % m-dimensional /r and an m=*n-dimensional Is. Ir is a vec-
tor that indicates whether a keyword exists in the subindex ,,.
For a given keyword k*, we first locate all subindexes /,, that
contain k* and then perform a linear query over those I,,. The
design is based on the following observations.

1) CRS generation phase is expensive compared with the
prover and verifier phase. Thus, CRS is generated once
and instantiated with different Q and I as inputs for
provenance query instances.

2) The size of the keyword-inverted subindex I[;; can
change with different keywords. However, the input size
of the F has to be fixed, since the subscript for an array
needs to be determined for the C implementation of the
Pinocchio VC framework. Thus, I}, is implemented as a
fixed n, dimension vector.

On-blockchain storage and computation cost is optimized
with compact digest D; and Dr. However, the optimization
is achieved with the increasing off-blockchain computation
and storage overhead. This is reasonable since on-blockchain
storage and computation cost is much more expensive com-
pared with the off-blockchain cost. An alternative strategy is to
store each subindex /j; as one single digest on the blockchain.
This increases the on-chain storage with ny times since with
the dimension of the index Ir. To give a more clear tradeoff
analysis between on/off-blockchain performance, we conduct
experiments with another performance indicator reducing fac-
tor pr = |It,|/m. We implement the provenance index with
n = 100, m = 1000, and n; = 2, and change p, to show
the performance gap. In Fig. 4(c) and (d), we can see that a
smaller p, indicates lower off-chain storage and computation
cost, since the search space is reduced by p, times. SEDNP
can achieve optimized constant on-chain overhead and can
still allow system designers to flexibly adjust the on/off-chain
tradeoff for specified provenance cases.

VII. RELATED WORK

Zhou et al. [11] proposed a query framework with a
design of distributed query processing methods. Moreover, a
peer-voting strategy was utilized to provide countermeasures
against compromised network nodes. In [9], the confidential-
ity and access control of the network provenance data was
investigated and a searchable symmetric encryption (SSE)-
based approach was proposed. Hassan et al. [36] studied
the threat alert fatigue issue in the threat detection software.
The authors also utilized a causal dependency graph-based

nance to traditional provenance-based network debugging
that determines root causes of temporal problems in the
network.

Li et al. [38] proposed a verifiable energy trading scheme
based on a consortium blockchain. The proposed scheme
utilized anonymous authentication and fine-grained access
control to audit the energy trading process. Hu et al. [29]
proposed a blockchain-based SSE, by fully exploring the
practical challenges of the blockchain technologies with two
designs on both public and private blockchains. The identi-
fied tradeoff between security and efficiency provided insights
for blockchain-based industrial services. Li et al. [39] stud-
ied the ad dissemination issue in the vehicular networks
and proposed a blockchain-based architecture that enhances
advertising fairness. Liang et al. [40] utilized blockchain
to construct a provenance architecture that collects and
verifies the provenance data for cloud storage applica-
tions. Jiang et al. [41] proposed a blockchain-based archi-
tecture for the vehicular networking with distributed data
storage and transmission. The theocratical and numeri-
cal analysis demonstrated the practicality of the proposed
architecture.

Different from the existing works, SEDNP investigates
the inherit security issues in the distributed network prove-
nance for the IoT, where IoT network administrators from
different domains have insufficient mutual trust. SEDNP
proposes a blockchain-based architecture with new secu-
rity notions, practical designs, applicable on-blockchain opti-
mizations, and tradeoff analysis for the distributed network
provenance.

In the following, we summarize recent research advances
in VCs. Gennaro et al. [24] proposed a general VC frame-
work for NP-complete relation families based on quadratic
span programs and zk-SNARK. The proposed framework [24]
was later improved by Parno er al. [23] with the optimiza-
tions by using a regular QAP. Fiore et al. [22] observed
the multiexponential form in the zk-SNARK. Based on
the observation, Fiore er al. [22] proposed a framework
that enables multiple-time VCs over the same authenti-
cated data. Subsequently, Agrawal et al. [42] observed
that the multiexponential form could collaboratively work
with the traditional sigma protocol in the discrete log-
arithm setting. Agrawal er al. [42] extended this obser-
vation to propose a framework that flexibly determines
the zero-knowledge property of inputs/outputs of the VC
framework.
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VIII. CONCLUSION

In this article, we have explored security challenges for
operating distributed network provenance for the IoT in differ-
ent trust domains. By taking the advantages of its decentraliza-
tion and immutability, we have utilized the blockchain as the
essential architecture for storing and querying cross-domain
provenance data. We have introduced a unified model for
efficiently instantiating provenance query modules in the VC
framework. Specifically, the proposed SEDNP has made the
blockchain-based provenance architecture for the IoT practical
by trading the expensive on-blockchain storage and com-
putation cost with acceptable off-blockchain overheads. By
doing so, the on-blockchain storage and computation over-
head for network provenance can be optimized to the constant
regardless of provenance data size, while the correctness and
integrity of query results are guaranteed. The implementation
observations and benchmarking results could pave the way
for future research on the designs and optimizations of prove-
nance query modules for specified network provenance cases
for the IoT.
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