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Abstract—Mobile devices have become near-ubiquitous tools in our daily lives. Following this trend, mobile commence is developed
rapidly which in turns stimulates interests in mobile payment. Some prominent examples include Google’s Wallet, WeChat Pay, and
Apple Pay. Most of these technologies, however, are designed for users to be able to pay conveniently to the business. In other words,
they are designed with the business to user model in mind. Besides, an active network connection with an external payment server is
required either from payer or payee during transaction. Our work intends to supplement existing solutions, which allows payment to be
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made in an off-line and dual-anonymous manner. In doing so, a dual-anonymous off-line electronic cash scheme is proposed by
utilizing BBS+ signature. The feature of our scheme is dual-anonymous payment, which means that both the payer and the payee in
any transaction cannot be identified even all other users and the payment server collude. Through security proof and performance
analysis, we also demonstrate that the security of the proposed scheme can be reduced to standard assumptions and it is suitable for

applications in mobile commerce.

Index Terms—Mobile computing, electronic cash, mobile commerce, electronic payment, anonymity

1 INTRODUCTION

HE proliferation of mobile devices and mobile applica-

tions is radically changing the way we work and live
now [1], [2]. Following this trend, mobile commerce, known
as a new generation of e-commerce, is developed rapidly,
which allows users to buy and sell goods and services
through wireless handheld devices such as smart phones
and tablets. It is forecasted that mobile commerce would be
worth $250 billion in 2018, a more than 300% growth over a
four-year time span. As one of the most significant compo-
nents in mobile commerce, mobile payment, where mobile
devices are payment tools, catches much attention of both
industry and academia in the past decade.

Mobile payment enables a mobile device to initiate,
authorize, and confirm an exchange of currency in return
for goods and services [3]. Various types of payment sys-
tems supporting electronic transactions are being used
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nowadays, including card-based payments, carrier billing,
contactless payments and bank transfers [4]. Most of these
technologies require the use of credit/debit cards or pre-
registration at an online payment system, thus bypassing
banks and credit card centers altogether. The most com-
monly used mechanisms are Paypal, Credit Card, and car-
rier billing. E-wallet is an emerging technology that makes
use of mobile devices to store and control users’ online
shopping information, such as logins, passwords, shipping
address and credit card details, and purchase products
without showing credit cards. The typical examples of e-
wallet are Google’s Wallet, Microsoft’s E-Wallet, WeChat
Pay, and Apple Pay. They offer a convenient and technolog-
ically quick method for users to purchase products from
merchants or stores.

One distinctive feature of existing mobile payment sys-
tems is that transactions are handled by an external pay-
ment server. Consequently, there are some restrictions on
their applications. For instance, it is unsuitable to be
adopted as a payment method for a transfer service serving
an area with poor Internet connection. All the transactions
should be online that mobile devices should have stable
Internet connections with the payment server. However, in
reality, it is impossible to guarantee that stable Internet con-
nection is in place when needed, especially at some specific
scenarios and areas, such as on a high-speed train, on a
cruise ship, at a crowded shopping mall, on rural and
remote community. Furthermore, the data service while
roaming is expensive. Therefore, off-line payment is quite
critical to be a complement of online transaction in mobile
payment. In addition, the existing technologies do not offer
user’s identity privacy, indicating that user’s identity would
be disclosed to the payment server and other untrusted enti-
ties, such as merchants. Consequently, a user’s privacy is
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invaded as a large amount of personal information would
be disclosed, such as habit, preference, purchase history
and account information. Other known payment options
include electronic cash (e-cash), which supports off-line
transactions and privacy preservation for payers.

E-cash was introduced by Chaum [5] as an electronic
counterpart of physical money. Extensive research [6], [7],
[8], [9], [10], [11] has been done on the subject since then. In
its simplest form, an e-cash system consists of three parties
(the bank B, the user U and the merchant M) and four main
procedures (account establishment, withdrawal, payment
and deposit). The user U first performs an account establish-
ment protocol with the bank B. The currency circulating
around is quantized as coins. U obtains a coin by perform-
ing a withdrawal protocol with B and spends the coin by
participating in a payment protocol with M. To deposit a
coin, M performs a deposit protocol with B.

A secure and practical e-cash possesses three properties,
namely, anonymity, balance and exculpability. Anonymity (also
referred to as privacy), is a distinctive feature of cash pay-
ments that offer a user. It means that payments do not leak
the users’ whereabouts, spending patterns or personal pref-
erences. Balance means that no collusion of users and mer-
chants together can deposit more than they withdraw
without being detected. Finally, exculpability refers to the
fact that honest spenders cannot be accused to have double-
spent. Spending the same coin twice, also known as double-
spending, is a prominent example of misbehavior. Existing
e-cash schemes tackle this dilemma by incorporating mech-
anisms such that spending a coin twice provides sufficient
information for everyone to compute the user’s identity.

Many e-cash schemes [12], [13], [14], [15], [16], [17], [18],
[19] are designed to achieve secure electronic payment with
privacy protection for payers and detection of double
spenders. However, privacy guarantee on both payer and
payee is offered by physical cash. In reality, the identity of
the payee, who receives the e-cash, is prevented from being
disclosed to others. For example, when a buyer purchases
goods, the buyer does not concern the identity of the mer-
chant but whether the goods he/she bought match the
money paid. The merchant’s identity is preserved, as long
as the merchant gives the equivalent goods to the buyer.
Therefore, the difference between physical cash and elec-
tronic cash has not been bridged. Furthermore, the existing
e-cash schemes are designed for one-way transaction and it
is unknown how a user can be acted as a payee. Neverthe-
less, in a transfer, the payee’s privacy should be drew the
same attention as the payer’s. The leakage of payee’s iden-
tity would expose a large amount of sensitive information
about the payee, such that an attacker can link a transfer
with a payee, and thereby predict the incentive of the trans-
fer and the personal information about the payee. Therefore,
to preserve the payee’s privacy is crucial for the develop-
ment of electronic cash.

Physical cash is able to prevent payee’s identity disclo-
sure because of its unique property that receivers can trans-
fer cash with privacy protection without direct involvement
of banks. However, in traditional e-cash, the payee has to
contact the bank for deposit after a transaction, such that
the bank is easy to identify the payee’s identity colluding
with the payer. Although transferable e-cash allows users to
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be able to transfer coins between each other multiple times
before deposit, as happens with physical cash, the bank can
distinguish the identity of the last payee, who deposits the
transferred e-cash. Moreover, transferred e-cash grows in
size, such that the communication and storage efficiency is
low. Therefore, how to prevent colluding payers and bank
from linking the transactions and the identities of payees is
an open problem [15].

Our Contribution. In this paper, we propose an efficient
and dual-anonymous off-line electronic cash scheme to
bridge the difference between physical cash and electronic
cash. The innovation is the design of a randomization proto-
col which allows a user to re-randomise his coin without
revealing the identity, so that when the coin is deposited
back to the payment server, it cannot be linked to any trans-
action. Therefore, the proposed scheme is an efficient solu-
tion for the open problem demonstrated by Blanton et al.
[15] in the off-line manner. Furthermore, the coin is
“transferable” without the increase of its size as long as the
payee fleshes the received coin with the payment server by
executing the randomise protocol at his convenient time in
an anonymous way. In addition, our scheme allows a payer
and a payee to make a transaction at the area with poor
Internet connection via device-to-device communication,
such as Bluetooth, and the payee can exchange the trans-
ferred coins with the payment server when the Internet is
connected. We also formalize the security model for such a
scheme and prove that our construction achieves payment
balance, payer anonymity, payee anonymity and exculp-
ability under the random oracle model. Finally, we demon-
strate our scheme is efficient and practical to be adopted in
mobile electronic commence.

Paper Outline. The remainder of this paper is organized as
follows. In Section 2, we review the related works about e-
cash and mobile payment approaches. In Section 3, we for-
malize syntax and the security requirements for dual-anon-
ymous off-line e-cash scheme. In Section 4, we present
cryptographic tools that are used in our construction. Then
we propose the details of our scheme in Section 5, followed
by security proofs in Section 6. We analyze the performance
of our scheme in Section 7 and draw the conclusion in
Section 8.

2 RELATED WORKS

In this section, we review the existing anonymous payment
systems, including centralized and decentralized systems.

2.1 Centralized Payment Systems

The typical anonymous centralized payment system is e-
cash [5], in which a centralized bank plays the role of
account management and coin transaction. The practical e-
cash system should be at least offline and payer anonymity.
Most e-cash schemes [12], [13], [14], [15] are based on the
blind signatures or their variations. The bank can sign on
the information associated with the coins in a blind way in
coin withdrawal and the zero-knowledge proofs are utilized
to prove the validity of the blind signatures without expos-
ing payers’ identities during transactions. However, payer
anonymity [20] results in the difficulty of tracing the misbe-
having payers who double-spend the coins. Therefore, coin
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traceability of anonymous payers [6], [9], [10], [11], [12], [13],
[14] is achieved to prevent double-spending and many other
crimes without threatening the privacy of honest payers.
Moreover, the digital counterpart of cash offers desired fea-
tures over traditional paper cash, so as to be classified into
different categories, such as compact e-cash [11], [12], [17],
[21], [22], divisible e-cash [7], [8], [9], [10], [13], [14], [23],
[24], [25], and transferable e-cash [26], [27], [28], [29], [30].

The goal of compact e-cash is to improve the efficiency of
coin withdrawal and coin storage by enabling a user to
withdraw multiple coins in a single operation. Camenisch
et al. [22] proposed the first compact e-cash scheme that
reduces the computational complexity of coin withdrawal
of 2" coins to O(n + k) and keeps the storage space of the
coins to O(n + k) bits, where k is a security parameter. Due
to this appealing feature, compact e-cash attracted many fol-
low-up research that aim to further improve the efficiency.
Au et al. [12] constructed a compact e-cash scheme from the
bounded accumulator, which supports more efficient coin
tracing. Au et al. [21] later proposed a compact spending
protocol and a batch spending protocol to allow the user to
spend multiple denominations of coins efficiently without
performing the spend protocol a number of times. Subse-
quently, Martens [17] presented a compact e-cash scheme
which allows users to withdraw a wallet with arbitrary
number of coins, while the spending protocol is of constant
time and space complexity. Recently, Lian et al. [11] pro-
posed a compact e-cash scheme with full-tracing to improve
the efficiency of coin tracing without the trusted third party.
The computational complexity is reduced from O(k) to O(1)
with low storage cost of coins. These compact e-cash
schemes save storage cost of coins and improve computa-
tional efficiency of spending and coin tracing, but they only
guarantee the payer privacy.

To improve the efficiency of coin spending, Okamoto [23]
proposed the first practical divisible e-cash, in which the
user can withdraw a coin of monetary value 2" and then
spend this coin in several times by dividing the coin value.
The user can efficiently spend a coin of 2!, where 0 < I < n,
such that divisible spending is more efficient than repeating
the spending protocol 2! times. Canard and Gouget [13] con-
structed the first anonymous divisible e-cash system based
on complex non-interactive zero-knowledge proofs. Au
et al. [14] proposed a more efficient scheme at the unconven-
tional security model which only ensures that the bank
would not loose money “on average”. An improvement
was proposed by Canard and Gouget [24] with efficient
spending, but the utilized tree structure suffers from the
downside of efficiency. To improve the efficiency of tree
structure, Canard ef al. proposed the first efficient divisible
e-cash system [7] secure in the standard model based on a
public global tree structure and an anonymous divisible e-
cash scheme [8] with constant-time withdrawal and spend-
ing from advanced tree representation. In recent years,
Pointcheval et al. [9] and Bourse et al. [10] got rid of the tree
structure and designed the divisible e-cash systems from a
unique coin’s structure and constrained pseudo-random
functions, respectively. Deo et al. [25] further proposed the
first compact e-cash system based on lattices that achieves
the desirable properties of balance, anonymity, traceability,
and strong exculpability.
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The transferable e-cash can improve the efficiency of coin
deposit because it allows a user to re-transfer the obtained
coin offline, instead of depositing it at the bank once receiv-
ing. Canard and Gouget [26] proposed the first anonymous
transferable e-cash scheme in which the user cannot recog-
nize a coin she has already obtained when receiving it
again. Fuchsbauer et al. [27] designed a more practical one,
which suffers from the weakness that all users have to give
up their anonymity if one of the users double-spends the
received coin. Zhang et al. [28], [29] proposed a transferable
conditional e-cash scheme, which is not truly anonymous
[13] as a trusted third party is required to reveal the identity
of a double-spender. This weakness is fixed by Baldimtsi
et al. [30]. They proposed a generic construction of anony-
mous transferable e-cash schemes, but the instantiation is
inefficient since the transferred e-coin grows in size, and the
server has to hold a number of global information. There-
fore, they are not suitable for the applications in mobile
commerce environments.

However, most of aforementioned anonymous e-cash
schemes only achieve the anonymity of the payers. Blanton
et al. [15] demonstrated the issue of preserving the anonym-
ity of the payee and presented an open problem that how to
preserve the payee’s identity against the collusion of payers
and the bank. They proposed a trivial solution to achieve
payee anonymity in which the payee presents the transcript
to the bank in exchange for physical cash directly. Nonethe-
less, this requires an anonymous physical channel. Bal-
dimtsi et al. [30]'s transferable e-cash can provide both
payer privacy and payee privacy, but it is inefficient in com-
putation and coin storage. In this work, we propose a dual-
anonymous off-line e-cash scheme that achieves the ano-
nymity of both payers and payees, and is highly efficient
than the existing ones. To demonstrate the advantages of
our scheme clearly, we give the comparison about several
important features, including off-line payment, dual ano-
nymity, efficiency, security assumption and security model,
with the existing work in Table 1. Concurrent with our
work, Bauer ef al. [31] demonstrated the weaknesses of ano-
nymity and efficiency in the scheme [30] and proposed the
first concrete construction of transferable e-cash based on
bilinear groups.

2.2 Decentralized Payment Systems

With the development of Bitcoin, many decentralized pay-
ment systems are designed from Bitcoin and enhance the
privacy preservation for users from pseudonymity to full
anonymity. Miers et al. [32] introduced Zerocoin, an anony-
mous distributed e-cash from Bitcoin to allow fully anony-
mous currency transactions. Ben-Sasson et al. [33] proposed
a decentralized anonymous payment system named Zero-
cash from Bitcoin, which constructs a full-fledged ledger-
based digital currency that achieves the anonymity of both
payers and payees. Subsequently, by extending Zerocash,
Garman et al. [34] designed new decentralized anonymous
payment systems that can enforce compliance with specific
transaction policies. Jivanyan [35] proposed a new anony-
mous payment system, called Lelantus, which ensures
transaction confidentiality and user anonymity with small
proof sizes, short verification cost, and no trusted setup.
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TABLE 1
Comparison With Related Work

[ Features [ Off-Line | Dual Anonymity | Security Assumptions | Security Model [ Efficiency | Stateless! [ Cheater Detection (no TTP)?
[10] Vv X PRF Random Oracle High VA VA
[11] N X S-RSA, DDH, ¢-DDHI Random Oracle High N N
[15] vV B3 LRSW and DDH Random Oracle High Vv N

[18], [19] N X PUF and RSA Random Oracle High N %
[20] X X LRSW and DDH Random Oracle High VA N
[25] V4 X LWE Random Oracle High v Vi
[27] N X CDH, HLIN, and q-DHSDH Standard Low N X

[28], [29] Vv e SXDH, ¢-ADH-SDH and AWFCDH Standard Low N X
[30] N N DDH and DLIN Standard Low X VA
[31] v N SXDH, ¢-ADHSDH, and AWFCDH Standard Low NV N

[32], [35] X VA Strong RSA and DL Random Oracle High V4 VA

[33], [34] X N CDH and DDH Standard Low N N
[36] X N DL and RSA Random Oracle High N N
[44] % V4 DL and CDH Standard Low X V4
[46] X N PDL Random Oracle High X N
[48] N X Secure Hardware Random Oracle High N N
Ours V4 V4 q-SDH and DDH Random Oracle High V4 V4

"The payment server should maintain global variables, including a user list, a coin list and a deposited coins list. The user list keeps all information about users,
keys and certificates. The coin list keeps all information about the state of coins in the system, such as withdrew, corrupted, transferred. The deposited coins list

keeps the list of the deposited coins.

2A trusted third party (TTP), such as judger or authority, is required to identify double spenders.

8[15] mentioned payee anonymity could be achieved in a trivial manner if the payee presents the transcript to the bank in exchange for physical cash directly.
Nonetheless, this requires an anonymous physical channel. Since this involves physical properties, no security model or proof is given.

4[28], [29] is not truly anonymous as it relies on a trusted party, capable of revealing identity of any spender, to handle double-spending.

Tewari and Hughes [36] proposed a fully anonymous trans-
ferable e-cash scheme from the blind signature and the
blockchain [37], which preserves the identities of payers
and payees. Lin ef al. [38] reconstructed the signatures used
in the transactions to achieve conditional anonymity and
designed a decentralized conditional anonymous payment
to enable participant anonymity and regulation. Monero
[39] is a new cryptocurrency built from the ring signature
and the Bulletproof. It provides the level of anonymity by
hiding the source accounts from which the coins are sent
among a set of other accounts. Due to the appealing feature
of strong privacy preservation compared with Bitcoin, Mon-
ero is further extended to support accountability [40] and
optimized to achieve a logarithmic proof size in the size of
the ring [41]. Mixing is also a popular approach to provide
strong anonymity in Bitcoin-based cryptocurrency. For
example, CoinJoin [42] allows a group of users to randomly
permute their coins without a trusted third party, and Mix-
coin [43] adds an independent cryptographic accountability
layer to facilitate anonymous payments using Bitcoin.
Recently, Fuchsbauer et al. [44] designed an aggregate cash
system based on Mimblewimble [45] that can aggregate
transactions and protect traction values. It keeps track of
available coins in the system via a ledger, so it supports
online payment. Tewari et al. [46] introduced a transferable
e-cash system using blockchain that enables users to contin-
uously use the transferable coins for payment.

However, the transactions of these cryptocurrencies
would be online since miners must scan the public ledger to
approve the validity of coins. The proposed scheme sup-
ports off-line payment, which is pretty important for a pay-
ment system serving an area with poor Internet connection.
It enables a payee to receive coins from a payer through
device-to-device communications at a region without the
Internet, and then exchange the coins with the bank when
the Internet connection is covered. Currently, the central

banks of many countries, e.§., China, Canada, Brazil, India,
Authorized licensed use limited to:

and Sweden, are developing their central bank digital cur-
rencies (CBDC) [47]. The development of CDBC has to con-
sider the usage for minority that stay in areas with poor
network coverage, e.g., at mountains. The proposed e-cash
scheme is meaningful to provide an off-line solution for these
countries to develop their centralized digital currencies.
Dmitrienko et al. [48] proposed the first cryptocurrency built
upon Bitcoin that requires neither payers nor payees to be
online during payment. However, this cryptocurrency does
not achieve full anonymity, but pseudonymity, and is based
on secure hardware, such as ARM TrustZone or Intel SGX.

3 SYNTAX

There are two types of entities in the system, namely, a pay-
ment server and users including payers and payees.
Requirements are as follows.

e Users are required to register with the payment
server. They can act as payers or payees in the
system.

e The payment server is not required to participate in
the interaction between a payer and a payee.

e The payment server and the payee cannot identify
who the payer is in a transaction. The payment
server and the payer cannot identify the payee in a
transaction.

A dual-anonymous off-line e-cash scheme is a tuple of
eight polynomial time algorithms (Setup, KeyGen, Account
Establishment, Withdrawal, Payment, Randomise, Finalise,
Cheater Detection).

e Setup. This algorithm is executed by the payment
server to set up the whole system. On input an unary
string 1*, where X is the security parameter, this
algorithm outputs a key pair consisting of the public
key bpk, the secret key bsk and the system parameters

University of Waterloo. Downloaded on November 03,2023 at 14:34:51 UTC from IEEE Xplore. Restrictions apply.
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3.1

param. The payment server keeps bsk privately and
releases bpk and param to the public.

Account Establishment. This protocol is executed
between the payment server and a legitimate user to
establish an account. The user inputs the system
parameters param to generate the public-secret key
pair and interacts with the payment server. At the
end of successful execution, the user obtains an
account that is kept privately and thereby is eligible
for conducting transactions in an anonymous form.
Withdrawal. This protocol is executed between the
payment server and a legitimate user to withdraw a
fresh coin. The user’s input is the account and the
public key. At the end of successful execution, the
user obtains a valuable coin from the payment
server, which is kept privately and can be used to
transact with others.

Payment. This protocol is executed between two legit-
imate users on behalf of a payer and a payee to trans-
fer a coin. The payer inputs a coin and generates a
proof of the coin and the payee inputs the account to
convince the payer that the identity is legitimate. At
the end of successful execution, the payee obtains a
valid transcript, including a proof of the coin and
some auxiliary information.

Randomise. This protocol is executed between the
payment server and a payee later to randomise the
transcript. The payee’s input is the transcript and the
account. At the end of successful execution, if the
coin is not double spent, the payee obtains a fresh
coin that can be used for payment; Otherwise the
payment server outputs the identifier of the payer,
along with the proof that the payer has spent a coin
twice in transactions.

Finalise. This protocol is executed between the pay-
ment server and a payee to deposit a coin. The
payee’s input is the transcript and the public key. At
the end of successful execution, if the coin is not dou-
ble spent, the payee deposits the coin into the
account; Otherwise the payment server outputs the
identifier of the payer and the proof of double-
spending.

Cheater Detection. The algorithm can be executed by
everyone to check if a user indeed spent a coin twice
in transactions. On input two transcripts that gener-
ated from the same coin, the algorithm outputs the
identifier of the double-spending payer.

Security Notions

We now describe security requirements and formal security
models of a dual-anonymous e-cash scheme. The security
goals are introduced as follows.

Balance. It means that no one can deposit more than
they withdraw without being detected, even users
collude together. This is the most significant require-
ment from the perspective of the payment server. It
ensures that the number of the coins circulating on
the market is equal to the quantity of the coins with-
drew minus deposited. More precisely, we require
that the collusion of payers and payees cannot
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deposit more than n coins back to the payment
server without being identified, if they have with-
drawn n coins. That is, if they store n + 1 coins to the
payment server, this double-spender must be
identified.

Payer Anonymity. It is required that an honest payer of
a given transaction cannot be identified, even all
other users and the payment server collude. In par-
ticular, spending of the same payer cannot be linked.
Payee Anonymity. It is required that an honest payee of
a given transaction cannot be identified, even all
other users and the payment server collude. In par-
ticular, receptions of the same payee cannot be
linked.

Exculpability. It means that no one can convince others
the guilt of an honest user, even all other users and
the payment server collude.

A dual-anonymous e-cash scheme is deemed to be secure
if balance, payer anonymity, payee anonymity and exculp-
ability are satisfied.

We formally define security models with respect to the
aforementioned requirements. The capacity of the adver-
sary A can be modeled as the following oracles.

Acco-Estab oracle. A acts as a user and engages in
the Account Establishment protocol to establish an
account. In the end, A obtains an account and the
oracle stores the public key of the user in a database.

Withdrawal oracle. A presents the public key and
engages in the Withdrawal protocol acting as a user. In
the end, A obtains a coin.

Payment; oracle. A now acts as a payee and requests
payers to transact with him.

Payment; oracle. A now acts as a payer and spends
coins to payees.

Randomize oracle. A acts as a payee and engages in
the Randomise protocol to randomise transcripts. In
the end, A obtains fresh coins and the oracle stores
the transcripts that .A randomizes.

Finalise oracle. A acts as a payee and engages in the
Finalise protocol to finalise transcripts. In the end, the
oracle deposits the transcripts that A finalizes.

Hash oracle. A can ask for the values of the hash
function for any input.

We require that the responses from the oracles are indis-
tinguishable from the view as perceived by the adversary in
real world attacks.

Definition 1. (Game Balance)

Initialization Phase. The challenger C takes a sufficiently
large security parameter X and executes Setup algo-
rithm to generate the public key bpk and the secret key
bsk. C keeps bsk privately and sends bpk to the adver-
sary A.

Probing Phase. A can ask for a polynomially bounded
number of queries to the Acco-Estab, Withdrawal,
Payment,, Payment,, Randomize, Finalise, Hash
oracles in an adaptive manner.

End Game Phase. Let gap be the number of queries to
the Acco-Estab oracle, qy be the number of queries to
the Withdrawal oracle, qp, be the number of queries to
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the Payment, oracle, qp, be the number of queries to the
Payment, oracle, qr be the number of queries to the
Randomize oracle, qr be the number of queries to the
Finalise oracle, A wins the game if qr > qw + qp,
—qp, and the Cheater Detection algorithm does not out-
put any user presented in the Acco-Estab query.

The advantage of A is defined as the probability that A4

wins.
Definition 2. (Game Payer Anonymity)

e Initialization Phase. Given a sufficiently large security
parameter A, the challenger C generates the system
parameter param and sends to the adversary A. A
generates bpk and bsk, keeps bsk privately and sends
bpk to C.

e  Probing Phase. A is only allowed to ask for Hash ora-
cle, since A possesses bsk:.

e Challenge Phase. C chooses two public keys PK, and
PK; and sends them to A. C runs the Account
Establishment protocol with A acting as the payment
server to obtain accounts Ay and A, on behalf of PK
and PK,, and C also runs the Withdrawal protocol to
acquire several coins {Cy,...,Con} and {Ci,...,
Chy } with respect to two accounts Ay and A, respec-
tively. Then, A acts as a payee to ask C to spend coins.
A is allowed to specify which coin to be spent, with the
restriction that it cannot ask C to double-spend any
coin. Finally, C randomly chooses an unspent coin Cy
from the set of Ay and an unspent coin C, from the set
of Ay, picks a random bit § € {0,1} and runs the
Payment protocol using the coin Cs

e End Game Phase. The adversary A outputs &, and it
wins the game if § = 5.

The advantage of A is defined as the probability that A
wins minus 1.
Definition 3. (Game Payee Anonymity)
e Initialization Phase. Given a sufficiently large security
parameter N, the challenger C generates the system

parameter param and sends to the adversary A. A
generates bpk and bsk, keeps bsk privately and sends

bpk to C.

e Probing Phase. A is only allowed to ask for Hash
oracle.

e Challenge Phase. C chooses two public keys PK, and
PK, and sends them to A. C runs the

Account Establishment protocol with A acting as the
payment server to obtain accounts Ay and Ay on behalf
of PKy and PK, respectively. C is required to run the
Payment protocol with A acting as a payer to receive
coins, and A can specify the account that receives
coins. C also run the Randomise protocol with A acting
as the payment server to randomise the transcripts,
and A still can specify the account that C is used to
interact. Finally, C randomly chooses a bit § € {0,1}
and runs the Payment protocol with A to get paid a
new coin using the account A, generated from the
identifier Uy, and then randomises it by executing the
Randomise protocol.
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e End Game Phase. The adversary A outputs 8, and it
wins the game if § = 8.

The advantage of A is defined as the probability that A

wins minus 3.
Definition 4. (Game Exculpability)

e |Initialization Phase. Given a sufficiently large security
parameter A, the challenger C generates the system
parameter param and sends it to the adversary A. A
generates bpk and bsk, keeps bsk privately and sends
bpk to C.

e Probing Phase. A is only allowed to ask for Hash
oracle.

e Challenge Phase. C runs the Account Establishment
protocol with A acting as the payment server to obtain
an account and runs the Withdrawal protocol to acquire
several coins {Cy, . ..,Cy}. A then acts as a payee and
asks for spending from C. A is allowed to specify which
coin to be used, with the restriction that it cannot
request C to double-spend any coin. A also acts as the
payment server and requests C to randomise the tran-
scripts. In addition, A can corrupt any user who has
account and valid coin by possessing the account and
the coin.

e End Game Phase. A runs Finalise protocol twice or
Finalise protocol once and Randomise protocol once or
Randomise protocol twice with C. A wins the game if
Cheater Detection algorithm on these two protocols can
point to an honest user that has been involved in any of
the Acco — Estab protocol.

The advantage of A is defined as the probability that A
wins.

A dual-anonymous off-line e-cash scheme is secure if no
adversary can win the Games Balance, Payer Anonymity,
Payee Anonymity and Exculpability with non-negligible
advantage in probabilistic polynomial time.

4 PRELIMINARIES

Notions. If S is a non-empty set, |S| represents the cardinal-
ity of S and a €r S denotes a is randomly chosen from S.
s1||s2 means the concatenation of binary strings s; and ss.
We say that a function g()) is a negligible function, if for
every positive polynomial f(x), there exists an integer
N > Osuchthatforallz > N, g(z) < 75

Bilinear Map. Let (G,Gr) be cyclic groups with the same
prime order p and g be a generator of G. é: G x G =Gy is
the bilinear map if the following properties are satisfied:

(Bilinearity). For all z,y € Z,, é(¢*, ¢¥) = é(g,9)™.
(Non-Degeneracy). é(g,9) # lg,, the identity ele-
ment in Gy.
o (Efficient Computability). é(g%, ¢¥) is efficiently com-
putable for all z,y € Z,,.
Mathematical Assumptions. We review two cryptographic
assumptions that are related to the security of our
construction.

Definition 5. (Decisional Diffie-Hellman). The Decisional
Diffie-Hellman (DDH) problem in Gy is defined as follows:
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Given a tuple (D, D%, D*, D) € Gy, output yes if c = ab and
no otherwise. We say that the DDH assumption in Gr holds if
there is no algorithm can solve the DDH problem in Gr with
non-negligible advantage in probabilistic polynomial time.

Definition 6. (q-Strong Diffie-Hellman). The ¢-Strong Diffie-
Hellman (¢-SDH) problem in G is defined as follows: Given a
(g+2) tuple (g,gg,gg,ggZ,..., ") € G2, output a pair
(A, ¢) such that AWte) = g, where ¢ € Zy;. We say that the
q-SDH assumption in G holds if there is no algorithm can solve
the ¢-SDH problem in G with non-negligible advantage in
probabilistic polynomial time.

Proof of Knowledge. In a proof-of-knowledge protocol [49],
a prover convinces a verifier that he knows a witness w satis-
fying some kind of relation R with respect to a known string
x. That is, the prover can convince the verifier that he knows
some w satisfies the relation (w, z) € R.If the prover can con-
vince the verifier in a way that the latter cannot learn any-
thing except the validity of the relation, this protocol is called
a zero-knowledge proof-of-knowledge (ZKPoK) protocol
[50]. Currently, a plethora of ZKPoK protocols have been
proposed, in which 2-protocols are a special type of three-
move ZKPoK protocol. They can be transformed into non-
interactive Signature Proof-of-Knowledge (SPK) protocols or
signature schemes that can be proven secure in random ora-
cle model. 2-protocols are able to be converted into 4-move
perfect zero-knowledge proof-of-knowledge protocols [51].

For instance, PK{(x) : y = ¢*} denotes a 2-protocol that
proves the knowledge of discrete logarithm. That is, a
prover convinces a verifier that he possesses the knowledge
of x € Z,, such that y = ¢ with respect to some y € G with-
out exposing the actual value of z. The values on the left of
the colon denote the knowledge that the prover aims to
prove, and the values on the right of the colon denote the
publicly known values. The signature of knowledge for
message m € {0,1}" that is transformed from the above
3-protocol is denoted as SPK{(z):y = g"}(m), which is
secure under the random oracle model due to Fiat-Shamir
heuristic.

BBS+ Signature. Here we briefly review the BBS+ signa-
ture due to [52], which can be utilized to sign multi-block
messages and thereby construct anonymous authentication
protocols.

Let go,91,--.,9e41 be generators of G. Choose u €g Z,, as
the secret key of the signature scheme, and compute the
public key as G = gj.

A signature on messages m;,my, .. ., me is (A, e, s), where
e,s €rZyand A = (gogy" 652 -+ 9, i)™

This signature can be verified as: é(gy g"hgy? gt
9i+1,90) = (A, Ggp).

The BBS+ signature can be proved to be unforgeable
against adaptive chosen message attack under the ¢-SDH
assumption and a ZKPoK protocol can be constructed from
the BBS+ signature that allows the signer to prove the pos-
session of message-signature pairs.

5 CONSTRUCTION

In this section, we describe the construction of the proposed
dual-anonymous off-line e-cash scheme. The blind version
of the BBS+ signature is used to establish accounts and
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withdraw coins for users. The bank signs on the secret key
of the user in a blind way by using the BBS+ signature dur-
ing Account Establishment and Withdrawal. The BBS+ signature
in Account Establishment serves as the user’s account and the
BBS+ signature in Withdrawal is the withdrew coin of the
user. To spend the obtained coin, the payer needs to prove
the validity of the withdrew coin in her account based on
the ZKPoK protocol without exposing the coin and the
payer’s identity in Payment. After obtaining the payment
transcript, the payer can randomize the received coin at
bank in the convenient time in Randomise, instead of directly
depositing the coin at bank. In Randomise, the payee can dis-
play the payment transcript and obtain a new coin from the
bank without exposing the identity. The payee can deposit
the randomised coin to the bank by paying it to herself or
use it for payment again, such that the bank cannot identify
the payer in Finalise. The double-spending detection is based
on the unique transaction identifier and the coin series num-
ber. If the coin with the same series number is spent more
than once, the identifier of the spender can be identified.

5.1 High Level Description

We first provide a high level description of the proposed
dual-anonymous off-line e-cash scheme, which is designed
from the underlying e-cash schemes due to [12], [22].

e Setup. The payment server generates its public-secret
key pair, which consists of two public-secret key
pairs of the BBS+ signature, one is used to establish
the accounts for users and the other is prepared for
generating coins. Let Gr be a cyclic group with a
prime order p such that DDH assumption holds and
G, H be two elements in group Gr.

e  Account Establishment. A user setups an account with
the payment server by executing the ZKPoK protocol
derived from the BBS+ signature. The user commits
the secret key v and obtains a signature (A, e, s) on u
from the payment server, while the latter learns
nothing about u. Upon successful execution of this
protocol, the payment server stores the user’s identi-
fier U and the user who possesses the account
(A, e, s,u) can prove himself as a legitimate user.

e  Withdrawing a Coin. A user withdraws a coin from the
payment server executing the ZKPoK protocol
derived from the BBS+ signature. The user makes a
commitment and authenticates the identifier U.
Upon successful execution of this protocol, the user
obtains a signature (B, f,t,v) from the payment
server, a coin that can be used to transact with
others.

e Spending a Coin. A user with account (4, e, s,u) who
acts as a payer interacts with another user with
account (4, ¢/, ¢',u’) that acts as a payee to spend a
coin (B, f,t,v) in a dual-anonymous manner. The
payee proves himself as a valid user without expos-
ing the actual identifier via zero-knowledge proof.
The payer validates the proof and thereby generates
a unique transaction identifier R and calculates the
traceable tag (S,7T'), and then proves the following
facts anonymously.
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— The payer possesses a coin (B, f,t,v), which is a
valid signature of the payment server.

- 5,7 are computed correctly with respect to v,
which is deemed as the coin series number.

If the facts above are approved, the payee stores
(SPK, S, T,INFO,N, M), where INFO is the transaction
information, N is a chosen random value for the transacltion
and the payee’s transaction identifier M = G(INFOI||N)" .

e Randomising a Coin. The payee with account (A’ e
s,u') can submit a stored transcript (SPK,S,
T,INFO,N,M) to the payment server and prove
himself as a valid user without disclosing the identi-
fier. The payment server validates the following
facts.

- SPK is a valid zero-knowledge proof of a coin
(B, f,t,v).

— Rand N are fresh.

— The payee has a valid account (4’, ¢, s, u).

/

If the facts above are approved, the payment server gen-
erates a fresh coin (B, f,,7) for the payee which can be
paid to himself for deposit or to any other users. At last, the
payment server checks whether the payer has double-spent
the coin. If yes, it can recover the identifier of the payer by
utilizing the Cheater Detection algorithm.

e Finalising a Coin. A payee with account (A', ¢, s, u/)
submits a stored transcript (SPK, S, T, INFO, N, M),
which is generated by paying a coin (B, f,,9) to
himself, to the payment server to finalise the coin,
along with the zero-knowledge proof of the identi-
fier. The payment server validates the proof and
accepts the deposit and then checks whether the
payer has double-spent the coin. If yes, it can recover
the identifier of the payer by utilizing the
Cheater Detection algorithm.

e Dealing with Double Spending. If there is another (SPX,
S,T',INFO', N', M) in the database of the payment
server, the identifier of the double-spender can be
computed as (57 R) =

5.2 Construction Details

We then present the construction of the dual-anonymous
off-line e-cash scheme.

e Setup. Let A be a sufficiently large security parameter.
Let (G,Gr) be the bilinear group pair with
|G| = |G| = p, where p is a prime of A bits. The pay-
ment server chooses generators g, go, g1, h, ho, h1,
ho €r G and H; € Gy. For notional convenience, we
use G and H to demote é(g,g) and é(h,h) respec-
tively. The payment server randomly generates
o, B €r Z, and computes W = ¢%, X = hP. The server
specifies two collision-resistant hash functions
G:{0,1}' - Gr and H:{0,1}" — Z,. The public

parameters param are

(G7 GT:p7 9,90, 91, h7 h07h17 h?aGa Hv th, H)

The public key of the payment server is (W, X) and
its secret key is (o, f).
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e  Account Establishment. A user establishes an account
with the payment server in the following protocol.

— The user picks random values §",u € Z,, com-
putes the commitment C' = g g* and the user’s
identifier U = G*, and then sends (C,U) to the
server, along with the following zero-knowledge
proof expressed in Camenisch-Stalder notation
[53].

PEA(s",u): C =g g" AU = G"}.

— The server returns failure if the verification of
PIC1 returns invalid. Otherwise, the servler picks

,e €ErZ, to compute A= (gCgj @ and
returns a tuple (A, e, s") to the user. The server
stores U as the identifier of the user’s account.

—  The user calculates s = s + s” and returns failure
if é(A,Wq°) # é(9g59,9). Otherwise, the user
stores the BBS+ signature (A, e, s, u) as the account.

e  Withdrawal. To obtain a coin that can be spent to other
users, a user with account (4, e,s,u) engages the
payment server in the following protocol
—  The user chooses random values ¢',v' € Z,,, com-

putes the commitment C' = hfhihY. Then the
user sends C' to the payment server, along with
the following zero-knowledge proof.

Pt u,0/) - C' = hS RS AU = G“}.

— The server returns failure if the verification of PXy
outputs invalid or U is not the identifier of a valid
user. Otherwise, the server picks random values
t", f,v" €g Z, to compute B = (hC'hly hy 77, and
then returns a tuple (B, f,t”,v") to the user.

— The user computes t =t +¢", v=1v+7" and
returns failure if é(B, Xh/) # é(hhih¢hs, h). Oth-
erwise, the user stores the BBS+ signature
(B, f,t,v) as a coin.

e Payment. Suppose a user with account (4,e,s,u)
would like to transfer a coin (B, f,t,v) to another
user with account (4',¢',s',u') in a privacy-preserv-
ing manner. Let INFO be a fixed-length string con-
taining the information of the transaction.

— The payee chooses a random value N, calculates
its transaction identifier M from the transaction
identifier INFO, the random N, and the private
key v’ as M = Q(INFOHN)“ He sends M and N
to the payer, along with the following zero-
knowledge proof.

(A, ¢, ¢, )
PK3{ e(A, Wy') = é(ggi gt 9)N
M = G(INFO||N)"

— The payer returns failure if the verification of
PIC; outputs invalid. Otherwise, the payer com-
putes a unique transaction identifier R from the
transaction identifier INFO, the random N, and
the payee’s transaction identifier M as
R ="H(INFO||N||M), and the traceable tag

S,T)as S = H"and T = G"H{*, which is linked
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to the payer’s private key u, the unique transac-
tion identifier R, and the coin series number v.
He sends a tuple (R,S,T) to the payee, along
with the following non-interactive zero-knowl-
edge proof, again, expressed in Camenisch-
Stalder notation [53].

(B,f,t,’l),u):
&(B, Xh') = e(hhihithy, h) A
spicd & )S:;I,,/g ths: ) AL gy,
T=G"HP

— The payee returns failure if the verification of
SPK returns invalid. Otherwise, the payee stores
(SPK, S, T, INFO, N, M).

e Randomise. A payee with account (A',¢,s',4') and a
stored transcript (SPK, S,T,INFO, N, M) engages
the payment server in a privacy-preserving manner
to obtain a fresh coin.

— The payee sends the transcript (SPK,S,T,
INFO, N, M) to the payment server, along with
the following zero-knowledge proof.

(A, e, s u):
PK3{ e(A, Wy*) = é(gg; gt ,,g)/\
M = G(INFO||N)"

— The payment server returns failure if the verifica-
tion of PK3 returns invalid. Otherwise, the server
calculates the wunique transaction identifier
R = H(INFO||N||M) and validates SPK. If the
verification of SPK outputs invalid, the server
returns failure. Otherwise, the server continues
to check if R and N are fresh, if not, it rejects the
request. Otherwise, it issues a new coin to the
payee as follows.

*  The payee picks random values #,% € Z,,
calculates a commitment €' = Al hY R .
The payee sends C’ to the server, along
with the following zero-knowledge proof.

P/c4{(£',u',@'); ¢ = hihy A }
M = G(INFO||N)"

The payment server returns failure if the

verification of PK, returns invalid. Other-

wise, it picks ", f " € Z, computes

B = (hC'hY'RY)#J and returns a tuple

(B, 1., 0"") to the payee.

The payee computes ¢ = ' + 1", o = ¢/ + 9"

and returns failure if é(B, Xh') # é(hhj,

h{hg’, h). Otherwise, the payee stores

(B, f,t,0) as a randomized coin. The coin

series number is updated to be ¢ so as to

break the linkage with the old series num-
ber v. The payee can pay the coin to himself
for deposit or to any other users.

— Finally, the payment server further checks if S is
fresh. If there exists another transcript in the
database (SPK',S,T',INFO’, N', M’), it invokes
the Cheater Detection algorithm described below.

Authorized licensed use limited to: University of Waterloo. Downloaded on Novem

3311

Otherwise, it stores the transcript (SPK,S,T,
INFO, N, M) in its database.

e Finalise. A payee with account (A’ ¢/,s',u') and a
stored transcript (SPK,S,T,INFO,N, M) engages
the payment server to compute the transaction.

— The payee sends the transcript (SPK,S,T,
INFO, N, M) to the payment server, along with
the following zero-knowledge proof.

PKs{(u') : M = G(INFO|[N)" AU’ = G"}.

— The payment server returns failure if the verifica-
tion of PIC5 returns invalid. Otherwise, the server
calculates R = H(INFO||N||M) and validates
SPK. If the verification of SPK outputs invalid,
the server returns failure. Otherwise, the server
continues to check if R and N are fresh, if yes, it
accepts the deposit and credits for payee. Other-
wise, it rejects the request.

— The payment server further checks if S is fresh. If
there exists another transcript in the database
(SPK', S, T',INFO', N',M"), it invokes the
Cheater Detection algorithm described below. Oth-
erwise, it stores the transcript (SPK,S,T,
INFO, N, M) in its database.

e  Cheater Detection. Suppose there exists two transcripts
(SPK', S, T',INFO',N',M") and (SPK,S,T,INFO,
N, M) such that S = 5’, the payment server invokes
the following procedures.

- Compute R=H(INFO||N||M) and R =H
(INFO'||N'||M"). Note that due to H being colli-
sion-resistant, R # R’ (unless it is the same coin
which will be rejected straight away).

- Compute U* as (%)ﬁ.

—  Locate the user with U* as identifier. This user is
responsible for spending a coin twice.

5.3 Transaction Fairness

Due to the dual anonymity, it is imperative to guarantee fair
transactions between payers and payees during payment.
The main feature of fair e-cash is the existence of a qualified
third party (a “trustee”) to revoke the anonymity of any
given coin. In doing so, traditional fair e-cash provides the
additional properties of “payer tracing” and “coin tracing”.
Specifically, the payer tracing enables the payment server to
identify the payer (i.e., the coin owner) based on the data-
base of user accounts and the specific information extracted
from the views of deposit protocol by the trustee; and the
coin tracing allows the payment server to find the coin in
the deposit phase having the specific information learnt
from the views of withdrawal protocol by the trustee.
Hence, both features support the tracing of suspicious pay-
ments. To achieve the payee anonymity, the proposed
scheme introduces the Randomize protocol to randomize the
received coin. Thus, the payee tracing can be supported by
enabling the payment server to identify the payee based on
the database of user accounts and the information obtained
by the trustee from the views of Randomise or Finalize proto-
cols. The extension for achieving fair transaction from our

progaosed scheme is efficient and straightforward following
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the approach due to Frankel et al. [54]. Suppose the secret-
public key pair of the trustee is (sk;,pk;). Each user is
required to register at the trustee and obtain a signature of
the trustee o on the user account. To ensure the payer trac-
ing, in Payment phase, the payer generates a ciphertext of o
for the trustee using Cramer-Shoup cryptosystem [55] and
prove the items in the zero-knowledge proof SPK. Thus,
the payment server can identify the payer based on the user
account with the decryption of the trustee. Similarly, to sup-
port payee tracing, the payee is needed to compute the
ciphertext of o for the trustee using Cramer-Shoup crypto-
system [55] and prove the items in PIC;. Therefore, the
payee can be traced for the payment server with the assis-
tance of the trustee. In terms of coin tracing, the user is
required to append the ciphertext of C" = hf hhy under pk;
using Cramer-Shoup cryptosystem [55] and integrate the
zero-knowledge proof of (', u,v) to PK, in Payment phase.
The trustee is able to decrypt the ciphertext to acquire C”
and the payment server can check whether ' = C"h}'
holds, until a couple (C', B, f,t",v") maintained on with-
drawal database succeeds it.

6 SECURITY PROOFS

The proposed dual-anonymous off-line e-cash scheme is
secure if the security requirements stated in Section 3 are
satisfied, including balance, payer anonymity, payee ano-
nymity, and exculpability. The balance ensures that the
number of the coins circulating on the market is equal to the
quantity of the coins withdrew minus deposited. No adver-
sary can forge or double-spend the coins. Payer anonymity
and payee anonymity provide the privacy protection of
payers and payees, i.e., dual anonymity. The exculpability
offers the properties that an adversary cannot slander an
honest user and the double-spending user will be identified.

Theorem 1. Our construction is secure under DDH assumption
and g-SDH assumption in the random oracle model.

Balance. Assume that there is an adversary A that makes
qar Acco-Estab queries, ¢y Withdrawal queries, ¢p,
Payment; queries, gp, Payment; queries, gz Randomize
queries, g Finalise queries, we show how to construct a
forgery attack against the underlying BBS+ signature. Since
the BBS+ signature is proved secure under the ¢-SDH
assumption, where ¢ = qar + gw + qr, there is no probabi-
listic polynomial time (PPT) adversary can win the Balance
game with non-negligible probability.

Proof. We assume that the zero-knowledge proofs PK;,
PKo, PKs, PK4, PKs and SPKC are sound. That is, there exist
extract algorithms EXy, EXy, EX3, EXy, EX5 and EXspr to
capture the witnesses used by the provers, respectively. If
the proofs are constructed non-interactively, the protocols
described in Appendix A, which can be found on the
Computer Society Digital Library at http://doi.ieee
computersociety.org/10.1109/TMC.2021.3135301 are sound
in random oracle model.

We describe an algorithm called simulator S that inter-
acts with the adversary \A. S is given the public parameters
param, the public key (W, X) and the secret key (a, 8), and
is allowed to access the signature oracle SO that can output
BBS+ signature on block messages.
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S gives the param to A and interacts with A in each pos-
sible interaction with SO.

1)  Acco-Estab. A randomly chooses an identifier
U = G*, generates a proof PK; and queries the Acco-
Entab oracle. S extracts the witness (s”,u) from PK;
using £X. Then, S issues a signature query to SO
and receives (A, e,s). It computes s" =s—s". At
last, Sreturns (A, e, s”) to A.

2) Withdrawal. A generates a proof PK, and queries
the Withdrawal oracle. S extracts the witness
(t',u,v') from PK, using EX,. Then, S issues a signa-
ture query to SO and receives (B, f,t,v). It computes
t'=t—t,v" =v—4d. At last, S returns (B, f,t",v")
to A.

3) Payment;. A generates a proof PK3 and queries the
Payment; oracle. S executes the Withdrawal queries to
obtain a coin (B, f,t,v). Then, it transacts with A.

4) Payment;. A spends a coin to S. At last, S vali-
dates the transcript of the transaction, and then
checks whether S is fresh, if not, executes the
Cheater Detection algorithm to recover the identifier
U of the payer; Otherwise, stores the transcript in
the database.

5) Randomise. A sends the transcript along with a
proof of the account PK; and a proof P4 to S. S val-
idates the proofs and issues a new coin to A as
follows.

e S extracts the witness (#,4/,%) from PK; using
EX4, and issues a signature query to SO. S
receives (B, 1.1 ?) and computes " =1%—1,
V'=0-1.

e Sreturns (B, f,1",9") to A.

Finally, S checks whether S is fresh, if not, executes
Cheater Detection algorithm to reveal the payer’s identifier;
Otherwise, stores the transcript in the database.

6) Finalise. A sends the transcript along with a proof of
u' to 8. S verifies the transcript and deposits to the
account. At last, S checks whether S is fresh, if not,
executes the Cheater Detection algorithm to recover
the payer’s identifier; Otherwise, stores the tran-
script in the database.

Finally, assume that A runs ¢4z Acco-Estab queries,
qw Withdrawal queries, gp, Payment; queries, g¢p,
Payment, queries, ¢z Randomize queries and ¢p Finalise
queries. A wins the game if ¢r > qw +qp, — qp, and the
Cheater Detection algorithm does not point to any of iden-
tifiers that have presented in the Withdrawal queries.

However, since A withdrew ¢y coins in Withdrawal
queries, obtained ¢p, transcripts in Payment; queries and
spent gp, coins in Payment, queries, A only can deposit at
most gqw + gp, — qp, coins. If gr > qw +qp, — qp,, A must
(1) have conducted forged coins (or transcripts) or (2) have
double-spent the coins without being detected in
Cheater Detection algorithm.

In case (1), if A can forge a valid coin or a transcript,
which includes the signature of knowledge of a coin, it
must have possessed the BBS+ signature on block of mes-
sages (t,u,v). While the BBS+ signature is secure under the
¢-SDH assumption. Therefore, the probability of forging a
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coin is negligible under the ¢-SDH assumption, where
q = qAE + qw + qr.

Case (1) guarantees that all coins deposited are valid. In
case (2), we suppose duplicated coins are accepted. Due to
the zero-knowledge property of the Payment protocol, A
learns nothing about the coin (B, f,t,v) presented during
Payment; queries. Thus, A cannot produce valid deposit
using the same (B, f,t,v) more than once. In Payment,
queries, the transcripts from A are maintained in the data-
base. Therefore, A cannot deposit successfully using the
paid coins in Payment, queries.

It remains to show that the identifier of a double-spender
must be recovered due to the correctness of the
Cheater Detection algorithm. Due to the soundness of the
zero-knowledge proof protocol, T = G"H{¥ is the only valid
T to accompany specific transaction identified by the
R = H(INFO||N||M) and S = H". Since R should be differ-
ent in two transactions, G* would be obtained as long as the
proof during the Payment protocol is not faked. We already
assume that the proof SPK is sound and all deposited
coins are valid. Thus, the success probability of A is
negligible. u

Payer Anonymity. The adversary A cannot distinguish
that a specific transaction is from one of two possible honest
payers, if the DDH assumption in G7 holds.

Proof. Our security proof reduces the anonymity of
payers to the DDH assumption in Gr. That is, if A can
distinguish the action of two honest payers, we show
how to construct a simulator S, which can solve the
DDH problem. That is, given a 4-tuple (D, D;, D,,
D3) €G}, S can tell if there exists (a,b), such that
Dy = D%, Dy =D D3y = D% The view of A is provided
by S with the random oracle. S generates param, sets
H =D, H, = D;, and sends them to A. A acts as the pay-
ment server and gives bpk to S. S picks two challenge
identities Uy = G* and U; = G", where uy, u; € Z, and
sends Uy and U; to A. Then, S interacts with A in each
of possible interactions.

1)  Acco-Estab. S acts on behalf of the user Uy or U; hon-
estly to establish an account A, or A;.

2)  Withdrawal. S randomly picks C' € G and simulates
the zero-knowledge proof PK; to withdraw coins
{C()U, ey an} for UU ({Cl(), ceey Cln} for Ul) interact-
ing with A.

3) Payment;. S randomly chooses v; € Zy and R; < Zy
to compute S; = H%, T; =UyH, e (T UlH At ’)
for the jth query of Uj (U 1). S also simulates the
zero-knowledge proof SPK.

Finally, S slips a fair coin § € {0,1}. S randomly chooses
R €Zyandsets S=D;and T = U5D§*, then simulates the
zero-knowledge proof SPK. Obviously, if logpD; =
logp Dy - logp D, the simulation is perfect; Otherwise, it con-
tains no information about U, or U;.

A outputs a bit 5. If § = 8, A wins the game and S is able
to confirm that there exists (a,b) such that D; = D¢,

Dy = D, Dy = D®; Otherwise, S confirms that there is no
such item of (a, b) exists.
If there is such (a,b) that makes D;= D¢

Dy = D, D3 = D® hold, the probability that S answers cor-
rectly is equal to that of A wins the game, that is,
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Pr[A wins|§ = §] =1+ ¢, where ¢ is the probability of A
wins the game better than random guessing. If there is no
(a,b) such that D; = D, Dy, = D’ D3 = D™, the probability
that S answers correctly is equal to that of 4 loses the game,
that is, Pr[A loses|8 # §] = 1

In summary, the probability that S solves the DDH prob-
lem is { (3 +¢€) +3-3 =1+ if we assume each instance of
DDH problem comes from the distribution with probability
1. Therefore, the DDH problem can be solved with probabil-
ity § better than random guessing. u

Payee Anonymity. The adversary A cannot distinguish
that a specific transaction is received by one of two possible
honest payees, if the DDH assumption in Gz holds.

Proof. The anonymity of payees can be reduced to the
DDH problem in Gr. That is, if A is able to distinguish the
action of two honest payees, we can construct a simulator S
to solve the DDH problem. Specifically, given 4-tuple
(D, D1, Dy, D3) € G1, S can tell whether there is a pair (a, ),
such that D, = D% Dy = D’ Dy = D®. The view of A is
offered by S with the random oracle. S generates the system
parameter param, G, H and sends it to A. A acts on behalf of
the payment server and provides S with bpk. S slips a fair
coin §€{0,1} and chooses two challenge identities
Ui_s = D"1- and Us; = D;, where z1_s €g Z,, and sends
U,_s and U; to A. Then, S interacts with A in each of possi-
ble interactions.

1) Hash. S maintains a list of tuples (INFO,, N}, z;) and
responds queries from 4. For the jth hash query
(INFOj, N;), S sets G(INFO,||N;) = D", where z; is
randomly chosen from Z,.

2)  Acco-Estab. S acts on behalf of the user U;_s; honestly
to establish an account A;_s;. For Us;, S randomly
picks C € G and then simulates the zero-knowledge
proof PK; to establish an account A; interacting with
A.

3) Payment,. S honestly acts on behalf of the user U;_;
to receive coins. For Us;, M supplied to A is not
formed correctly. For the jth query, S chooses ran-
dom values INFO; and Nj;, and sets the response of
the Hash oracle as G(INFO,||N;) = D%. S computes
M; = D}’ and simulates the zero-knowledge proof
PIC3 interacting with A.

4) Randomise. S honestly acts on behalf of the user U;_;
to randomise the coins. For Us;, S supplies A with
transcripts and M that is not formed correctly. For
the jth query, S chooses a transcript to randomise
and finds z; from the list accordmg to INFO; and
N;. S also calculates M; = D}/, randomly p1cks
C” € G and simulates the zero-knowledge proofs
PICs, PKC4 interacting with A.

Finally, S chooses random values INFO* and N*, and
queries the random oracle to set G(INFO'||N*) = Dy,
where 2* is randomly chosen from Z,. S computes
M* = D% . S also randomly picks ¢’ € G and simulates the
zero-knowledge proofs PK3 and PK4. Note that the simula-
tion is perfect if logpDs = logpD; - logpD2; Otherwise, the
whole interactions disclose no information about U; _s or Us.

A outputs a bit 5. If § = 8, S can confirm that there exists
(a,b) such that D, = D%, Dy = D' D3 = D%; Otherwise, S
confirms that there is no such item of (a, b) exists.

Authorized licensed use limited to: University of Waterloo. Downloaded on November 03,2023 at 14:34:51 UTC from IEEE Xplore. Restrictions apply.



3314 IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. 22, NO. 6, JUNE 2023
TABLE 2
Comparison Results on Computational Overhead
Phases Entities Our Scheme 28], [29] [30]
Acco-Estab User 7T]yjp+2TEmp+2TBp 21 T]\/[p+10TEmp+7TBP T]wp
Server ST]\'TP+2TEwp 29T s P+13TE:L7)+10TB P 2T p
Withdrawal User IOTJ\'TP+TE:cp+2TBP 175TAJP+78TEIP+57TBP lST]\,{p+35TEz;,+40TBP
Server 7T]\/[p+2TEzp 124T]up+] 29TEmp+82TBP 64T1up
Pavment Payer 1 3T]\,1p+l STEzp+3TBP ]43T]\1P+53TE1p+37TBP 48T]\1p+2TBp
Y Payee 13T]wp+ 1 7TE,;p+3TBp 95TAIP+ 1 27TEmp+96TBP 2TA1p+35TE,,;p+54TBp
. Payee 17T]wp+6TEwp+3TBp /
Randomise | —g ve—o77, P23 5yt 4 P 7 7
Finalise Payee ZTEzp 75T p+31 TEmp+ 19T p 54T p+2Tsp
Server 6T]\/[p+1 STE1p+2TBp 54T]up+72TEmp+69TBp 2TA1p+35TEzp+70TBp

Similarly, if there exists (a,b) such that D; =D,
Dy = D, D3 = D®, the probability that S answers correctly
is Pr[A wins|é = §] =1+ ¢, where € is the probability of A
wins the game better than random guessing. While, if there
is no (a, b) such that D; = D%, Dy = D*, D3 = D", the proba-
bility that S answers correctly is Pr[A loses|§ # 8] = 3. The
probability that S answers correctly is still 14, if the
instance of DDH problem is from the distribution with
probability 1. Therefore, the DDH problem can be solved
with probability § better than random guessing. L

Exculpability. The adversary A cannot slander an honest
user that he has double-spent coins, unless A can win the
Balance game.

Proof. In the Cheater Detection algorithm, one is proved to
be guilty if there are 7" = G HXY and T = G*HE" such
that u =1/, v=1" and R’ # R. Thus, these 7" and T must
come from the same coin under the same account with two
different transactions. Therefore, if the adversary A is suc-
cessful at slandering an honest user, it is also successful
forging the underlying proof of knowledge, which happens
with negligible probability that has been shown in the proof
of Balance. [ ]

7 EFFICIENCY ANALYSIS

We analyze the efficiency of our scheme by counting the
number of the point multiplication operation in both G, the
exponentiation in Gr and bilinear pairing operation
required in each phase. Other operations, such as point
addition, integer multiplication, integer addition, hashing,
etc. are insignificant compared with the exponentiation and
pairing operations. Let Tpys, Ty, and Tsp denote the execu-
tion time of each point multiplication operation in both G,
exponentiation in Gy and bilinear pairing operation, respec-
tively. To show the computational efficiency of our pro-
posed scheme, we compare the new scheme with Zhang
et al’s schemes [28], [29] and the instantiated construction
due to Baldimtsi ef al. [30] by structure-preserving signature
and Elgamal encryption scheme. We restrict Zhang et al.
[28], [29]’s and Baldimtsi et al. [30]’s schemes transfer once
and give the comparison results on the computational over-
head in terms of users and payment server in Table 2. Note
that we pre-compute bilinear maps to reduce the computa-
tional cost as shown in Appendix A, available in the online
supplemental material.

We also implement of our scheme on a notebook with
Intel Core i5-4200U CPU and the clock rate is 2.29GHz and
the memory is 4.00 GB. We used version 5.6.1 of MIRACL

library to implement number-theoretic based methods of
cryptography. The Weiling pairing is utilized to realize the
pairing operation and the elliptic curve is chosen with base
field size of 512 bits. The size of parameter p is 160 bits. We
provide our simulation result in Table 3. To show the
computational efficiency on a smartphone, we execute each
time-consuming operation in our scheme on a HUAWEI
MT2-L01 smartphone with Kirin 910 CPU 1.6GHz and
1250M memory. The operation system is Android 4.2.2 and
the toolset is Android NDK r8d with MIRACL library [56].
The parameter p is still approximately 160 bits and the ellip-
tic curve is defined as y = 2 + 3 over F,, where ¢ is 512 bits.
The scalar multiplication operation and hash operation
takes 3.609 ms and 7.560 ms, respectively. The executing
time of the exponentiation operation in Gy and bilinear pair-
ing operation is 0.001 ms and 56.201 ms. We illustrate the
estimated executing time of each algorithm in our scheme
and other related works [28], [29], [30] in Table 5. The results
show that our scheme is highly efficient than the existing
ones [28], [29], [30], such that it is suitable to be imple-
mented on mobilephones for mobile payments.

We also show the communication overhead between two
parties in our scheme in Table 3. If two users (a payer and a
payee) take a transaction on two mobilephones through Blue-
tooth, whose bandwidth is 800Kps, time cost on transmission
in Payment phase is about 2.5ms. In terms of the storage bur-
den, apart from the system parameters that each user has to
maintain, the user requires to store the account and the coin,
which are both 124 bytes. The payment server needs to store
the users’ accounts and the transcripts, which are 192 bytes
and 1144 bytes, respectively. However, in Zhang et al.s
schemes [28], [29], the binary length of a withdrew coin is
nearly 20KB, and this length would increase around 10KB in
each transaction. As for Baldimtsi et al.’s scheme [30], a with-
drew coin is about 1KB and this coin would increase 0.2KB in
each transaction. The comparison results of storage costs
between our scheme and the related works [28], [29], [30] are
shown in Table 3. In Table 3, we give the storage costs of each
entity when they interact for account establishment, coin
withdrawal, payment, coin randomization, and coin finalise.
If the payment server provides payment services for £ many
users, the storage cost of the payment server is k times of the
given cost in Table 3. It can be observed that the proposed
scheme is highly efficient with respect to computational,
communication and storage costs.

The above results are the computational, communication,
and storage costs for the 80-bit security level. We also pro-
vide the computational, communication, and storage costs
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TABLE 3
Runtime and Communication Overhead for 80-bit Security
Phase Acco-Estab Withdrawal Payment Randomise Finalise
User Server User Server Payer Payee Payee Server Payee Server
Runtime (ms) 70.43 75.24 60.32 74.36 28246  205.64 187.41 380.69 24.84 308.74
Message length (bytes) 316 124 447 144 996 1144 2140 407 1332 20
Storage Cost (bytes) 336 192 480 192 336 1480 480 192 336 192
TABLE 4
Runtime and Communication Overhead for 128-bit Security
Phase Acco-Estab Withdrawal Payment Randomise Finalise
User Server User Server Payer Payee Payee Server Payee Server
Runtime (ms) 94.24 107.42 80.71 102.68 361.2 287.66 250.27 503.52 30.79 393.76
Message length (bytes) 480 224 603 256 1260 1460 2544 571 1596 32
Storage Cost (bytes) 384 232 544 232 384 1844 544 232 384 232
TABLE 5
Comparison Results on Runtime of Mobile Phones
Unit: sec
Phase Acco-Estab Withdrawal Payment Randomise Finalise
User Server User Server Payer Payee Payee Server Payee Server
Our Scheme (80-bit) 0.137 0.130 0.148 0.137 0.215 0.215 0.229 0.293 0.002 0.134
[28], [29] (80-bit) 0.469 0.667 3.836 5.056 2.596 5.739 / / 1.335 4.073
[30] (80-bit) 0.003 0.112 3.313 0.231 0.286 3.042 / / 0.307 3.942
Our Scheme (128-bit) 0.186 0.178 0.201 0.192 0.286 0.289 0.316 0.402 0.002 0.179
[28], [29] (128-Dit) 0.621 0.935 5.256 6.924 3.491 7.854 / / 1.757 5.638
[30] (128-bit) 0.004 0.154 4.581 0.307 0.398 4.137 / / 0.425 5.428

for the 128-bit security level in Table 4. The 80-bit security
level may not be sufficient for the mobile payment, and the
128-bit security level is more popular. The comparison of
the executing time of each entity in our scheme and the
related works [28], [29], [30] for the 128-bit security is shown
in Table 5.

8 CONCLUSION

In this paper, we have introduced the property of dual ano-
nymity for electronic cash schemes and presented the secu-
rity model to accommodate payee anonymity. We have also
proposed a dual-anonymous off-line electronic cash scheme
from BBS+ signature. By utilizing the randomization tech-
nique, the payee can renew the received electronic cash
with the payment server before deposit or new-round pay-
ment, such that it is impossible to identify the payee in a
specific transaction for the payment server or other users.
We have proved that the proposed scheme is secure under
the proposed security model and demonstrated that the
scheme is efficient to be implemented on mobile devices for
mobile payment. Due to the property of off-line transaction,
the proposed scheme is more suitable to be deployed in the
scenario that the network connectivity is not in place, com-
pared with the online payment methods, such as Bitcoin
and e-wallets.

During the payment, a payee may receive multiple coins
from different payers and he/she has to separately random-
ize or finalize them interacting with the payment server
once the mobile device has network connection, so as to suf-
fer from heavy computational and communication over-
head. A possible solution is to achieve batch randomization
and batch finalization for e-cash, which is the open problem
of practical universal signature aggregation. In the future
work, we focus on the design of batch randomization and
batch finalization to enhance the computational and com-
munication efficiency of electronic cash.
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